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Chapter 1

Middleware

1.1 Motor Control

1.1.1 FreeMASTER

Communication Driver User Guide

Introduction

What is FreeMASTER? FreeMASTER is a PC-based application developed by NXP for NXP cus-
tomers. It is a versatile tool usable as a real-time monitor, visualization tool, and a graphical
control panel of embedded applications based on the NXP processing units.

This document describes the embedded-side software driver which implements an interface be-
tween the application and the host PC. The interface covers the following communication:

 Serial UART communication either over plain RS232 interface or more typically over a
USB-to-Serial either external or built in a debugger probe.

» USB direct connection to target microcontroller
* CAN bus

TCP/IP network wired or WiFi

» Segger J-Link RTT

JTAG debug port communication

* ...and all of the above also using a Zephyr generic drivers.

The driver also supports so-called “packet-driven BDM” interface which enables a protocol-based
communication over a debugging port. The BDM stands for Background Debugging Module
and its physical implementation is different on each platform. Some platforms leverage a semi-
standard JTAG interface, other platforms provide a custom implementation called BDM. Regard-
less of the name, this debugging interface enables non-intrusive access to the memory space
while the target CPU is running. For basic memory read and write operations, there is no com-
munication driver required on the target when communicating with the host PC. Use this driver
to get more advanced FreeMASTER protocol features over the BDM interface. The driver must be
configured for the packet-driven BDM mode, in which the host PC uses the debugging interface
to write serial command frames directly to the target memory buffer. The same method is then
used to read response frames from that memory buffer.
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Similar to “packet-driven BDM”, the FreeMASTER also supports a communication over
[J-Link RTT]((https://www.segger.com/products/debug-probes/j-link/technology/about-real-time-
transfer/) interface defined by SEGGER Microcontroller GmbH for ARM CortexM-based micro-
controllers. This method also uses JTAG physical interface and enables high-speed real time
communication to run over the same channel as used for application debugging.

Driver version 3 This document describes version 3 of the FreeMASTER Communication
Driver. This version features the implementation of the new Serial Protocol, which significantly
extends the features and security of its predecessor. The new protocol internal number is v4 and
its specification is available in the documentation accompanying the driver code.

Driver V3 is deployed to modern 32-bit MCU platforms first, so the portfolio of supported plat-
forms is smaller than for the previous V2 versions. It is recommended to keep using the V2 driver
for legacy platforms, such as S08, S12, ColdFire, or Power Architecture. Reach out to FreeMAS-
TER community or to the local NXP representative with requests for more information or to port
the V3 driver to legacy MCU devices.

Thanks to a layered approach, the new driver simplifies the porting of the driver to new UART,
CAN or networking communication interfaces significantly. Users are encouraged to port the
driver to more NXP MCU platforms and contribute the code back to NXP for integration into
future releases. Existing code and low-level driver layers may be used as an example when
porting to new targets.

Note: Using the FreeMASTER tool and FreeMASTER Communication Driver is only allowed in
systems based on NXP microcontroller or microprocessor unit. Use with non-NXP MCU platforms
is not permitted by the license terms.

Target platforms The driver implementation uses the following abstraction mechanisms
which simplify driver porting and supporting new communication modules:

* General CPU Platform (see source code in the src/platforms directory). The code in
this layer is only specific to native data type sizes and CPU architectures (for example;
alignment-aware memory copy routines). This driver version brings two generic imple-
mentations of 32-bit platforms supporting both little-endian and big-endian architectures.
There are also implementations customized for the 56F800E family of digital signal con-
trollers and S12Z MCUs. Zephyr is treated as a specific CPU platform as it brings unified
user configuration (Kconfig) and generic hardware device drivers. With Zephyr, the trans-
port layer and low-level communication layers described below are configured automati-
cally using Kconfig and Device Tree technologies.

» Transport Communication Layer - The Serial, CAN, Networking, PD-BDM, and other meth-
ods of transport logic are implemented as a driver layer called FMSTR_TRANSPORT with a
uniform API. A support of the Network transport also extends single-client modes of oper-
ation which are native for Serial, USB and CAN by a concept of multiple client sessions.

* Low-level Communication Driver - Each type of transport further defines a low-level
API used to access the physical communication module. For example, the Serial trans-
port defines a character-oriented API implemented by different serial communication mod-
ules like UART, LPUART, USART, and also USB-CDC. Similarly, the CAN transport defines a
message-oriented API implemented by the FlexCAN or MCAN modules. Moreover, there
are multiple different implementations for the same kind of communication peripherals.
The difference between the implementation is in the way the low-level hardware regis-
ters are accessed. The mcuxsdk folder contains implementations which use MCUXpresso
SDK drivers. These drivers should be used in applications based on the NXP MCUXpresso
SDK. The “ampsdk” drivers target automotive-specific MCUs and their respective SDKs.
The “dreg” implementations use a plain C-language access to hardware register addresses
which makes it a universal and the most portable solution. In this case, users are encour-
aged to add more drivers for other communication modules or other respective SDKs and
contribute the code back to NXP for integration.
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The low-level drivers defined for the Networking transport enable datagram-oriented UDP
and stream TCP communication. This implementation is demonstrated using the IwIP soft-
ware stack but shall be portable to other TCP/IP stacks. It may sound surprisingly, but also
the Segger J-Link RTT communication driver is linked to the Networking transport (RTT is
stream oriented communication handled similarly to TCP).

Replacing existing drivers For all supported platforms, the driver described in this document
replaces the V2 implementation and also older driver implementations that were available sep-
arately for individual platforms (PC Master SCI drivers).

Clocks, pins, and peripheral initialization The FreeMASTER communication driver is only
responsible for runtime processing of the communication and must be integrated with an user
application code to function properly. The user application code is responsible for general initial-
ization of clock sources, pin multiplexers, and peripheral registers related to the communication
speed. Such initialization should be done before calling the FMSTR_ Init function.

It is recommended to develop the user application using one of the Software Development Kits
(SDKs) available from third parties or directly from NXP, such as MCUXpresso SDK, MCUXpresso
IDE, and related tools. This approach simplifies the general configuration process significantly.

MCUXpresso SDK The MCUXpresso SDK is a software package provided by NXP which contains
the device initialization code, linker files, and software drivers with example applications for the
NXP family of MCUs. The MCUXpresso Config Tools may be used to generate the clock-setup and
pin-multiplexer setup code suitable for the selected processor.

The MCUXpresso SDK also contains this FreeMASTER communication driver as a “middle-
ware” component which may be downloaded along with the example applications from https:
//mcuxpresso.nxp.com/en/welcome.

MCUXpresso SDK on GitHub The FreeMASTER communication driver is also released as one
of the middleware components of the MCUXpresso SDK on the GitHub. This release enables
direct integration of the FreeMASTER source code Git repository into a target applications in-
cluding Zephyr applications.

Related links:
* The official FreeMASTER middleware repository.

* Online version of this document

FreeMASTER in Zephyr The FreeMASTER middleware repository can be used with MCUX-
presso SDK as well as a Zephyr module. Zephyr-specific samples which include examples of
Kconfig and Device Tree configurations for Serial, USB and Network communications are avail-
able in separate repository. West manifest in this sample repository fetches the full Zephyr pack-
age including the FreeMASTER middleware repository used as a Zephyr module.

Example applications

MCUX SDK Example applications There are several example applications available for each
supported MCU platform.

» fmstr_uart demonstrates a plain serial transmission, typically connecting to a computer’s
physical or virtual COM port. The typical transmission speed is 115200 bps.
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* fmstr_can demonstrates CAN bus communication. This requires a suitable CAN interface
connected to the computer and interconnected with the target MCU using a properly ter-
minated CAN bus. The typical transmission speed is 500 kbps. A FreeMASTER-over-CAN
communication plug-in must be used.

* fmstr_usb_cdc uses an on-chip USB controller to implement a CDC communication class.
It is connected directly to a computer’s USB port and creates a virtual COM port device. The
typical transmission speed is above 1 Mbps.

* fmstr_net demonstrates the Network communication over UDP or TCP protocol. Existing
examples use IwIP stack to implement the communication, but in general, it shall be possi-
ble to use any other TCP/IP stack to achieve the same functionality.

» fmstr_wifi is the fmstr_net application modified to use a WiFi network interface instead of
a wired Ethernet connection.

* fmstr_rtt demonstrates the communication over SEGGER J-Link RTT interface. Both fm-
str_net and fmstr_rtt examples require the FreeMASTER TCP/UDP communication plug-in
to be used on the PC host side.

» fmstr_eonce uses the real-time data unit on the JTAG EOnCE module of the 56F800E family
to implement pseudo-serial communication over the JTAG port. The typical transmission
speed is around 10 kbps. This communication requires FreeMASTER JTAG/EOnCE commu-
nication plug-in.

* fmstr_pdbdm uses JTAG or BDM debugging interface to access the target RAM directly
while the CPU is running. Note that such approach can be used with any MCU applica-
tion, even without any special driver code. The computer reads from and writes into the
RAM directly without CPU intervention. The Packet-Driven BDM (PD-BDM) communication
uses the same memory access to exchange command and response frames. With PD-BDM,
the FreeMASTER tool is able to go beyond basic memory read/write operations and ac-
cesses also advanced features like Recorder, TSA, or Pipes. The typical transmission speed
is around 10 kbps. A PD-BDM communication plug-in must be used in FreeMASTER and
configured properly for the selected debugging interface. Note that this communication
cannot be used while a debugging interface is used by a debugger session.

» fmstr_any is a special example application which demonstrates how the NXP MCUXpresso
Config Tools can be used to configure pins, clocks, peripherals, interrupts, and even the
FreeMASTER “middleware” driver features in a graphical and user friendly way. The user
can switch between the Serial, CAN, and other ways of communication and generate the
required initialization code automatically.

Zephyr sample spplications Zephyr sample applications demonstrate Kconfig and Device
Tree configuration which configure the FreeMASTER middleware module for a selected com-
munication option (Serial, CAN, Network or RTT).

Refer to readme.md files in each sample directory for description of configuration options re-
quired to implement FreeMASTER connectivity.

Description

This section shows how to add the FreeMASTER Communication Driver into application and how
to configure the connection to the FreeMASTER visualization tool.

Features The FreeMASTER driver implements the FreeMASTER protocol V4 and provides the
following features which may be accessed using the FreeMASTER visualization tool:

* Read/write access to any memory location on the target.

* Optional password protection of the read, read/write, and read/write/flash access levels.
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Atomic bit manipulation on the target memory (bit-wise write access).

Optimal size-aligned access to memory which is also suitable to access the peripheral reg-
ister space.

Oscilloscope access—real-time access to target variables. The sample rate may be limited
by the communication speed.

Recorder— access to the fast transient recorder running on the board as a part of the
FreeMASTER driver. The sample rate is only limited by the MCU CPU speed. The length
of the data recorded depends on the amount of available memory.

Multiple instances of Oscilloscopes and Recorders without the limitation of maximum num-
ber of variables.

Application commands—high-level message delivery from the PC to the application.

TSA tables—describing the data types, variables, files, or hyperlinks exported by the target
application. The TSA newly supports also non-memory mapped resources like external
EEPROM or SD Card files.

Pipes—enabling the buffered stream-oriented data exchange for a general-purpose
terminal-like communication, diagnostic data streaming, or other data exchange.

The FreeMASTER driver features:

Full FreeMASTER protocol V4 implementation with a new V4 style of CRC used.
Layered approach supporting Serial, CAN, Network, PD-BDM, and other transports.

Layered low-level Serial transport driver architecture enabling to select UART, LPUART,
USART, and other physical implementations of serial interfaces, including USB-CDC.

Layered low-level CAN transport driver architecture enabling to select FlexCAN, msCAN,
MCAN, and other physical implementations of the CAN interface.

Layered low-level Networking transport enabling to select TCP, UDP or J-Link RTT commu-
nication.

TSA support to write-protect memory regions or individual variables and to deny the access
to the unsafe memory.

The pipe callback handlers are invoked whenever new data is available for reading from
the pipe.

Two Serial Single-Wire modes of operation are enabled. The “external” mode has the RX
and TX shorted on-board. The “true” single-wire mode interconnects internally when the
MCU or UART modules support it.

The following sections briefly describe all FreeMASTER features implemented by the driver. See
the PC-based FreeMASTER User Manual for more details on how to use the features to monitor,
tune, or control an embedded application.

Board Detection The FreeMASTER protocol V4 defines the standard set of configuration values
which the host PC tool reads to identify the target and to access other target resources properly.
The configuration includes the following parameters:

Version of the driver and the version of the protocol implemented.

MTU as the Maximum size of the Transmission Unit (for example; communication buffer
size).

Application name, description, and version strings.
Application build date and time as a string.
Target processor byte ordering (little/big endian).

Protection level that requires password authentication.
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* Number of the Recorder and Oscilloscope instances.

* RAM Base Address for optimized memory access commands.

Memory Read This basic feature enables the host PC to read any data memory location by
specifying the address and size of the required memory area. The device response frame must
be shorter than the MTU to fit into the outgoing communication buffer. To read a device memory
of any size, the host uses the information retrieved during the Board Detection and splits the
large-block request to multiple partial requests.

The driver uses size-aligned operations to read the target memory (for example; uses proper
read-word instruction when an address is aligned to 4 bytes).

Memory Write Similarly to the Memory Read operation, the Memory Write feature enables to
write to any RAM memory location on the target device. A single write command frame must be
shorter than the MTU to fit into the target communication buffer. Larger requests must be split
into smaller ones.

The driver uses size-aligned operations to write to the target memory (for example; uses proper
write-word instruction when an address is aligned to 4 bytes).

Masked Memory Write Toimplement the write access to a single bit or a group of bits of target
variables, the Masked Memory Write feature is available in the FreeMASTER protocol and it is
supported by the driver using the Read-Modify-Write approach.

Be careful when writing to bit fields of volatile variables that are also modified in an application
interrupt. The interrupt may be serviced in the middle of a read-modify-write operation and it
may cause data corruption.

Oscilloscope The protocol and driver enables any number of variables to be read at once with
a single request from the host. This feature is called Oscilloscope and the FreeMASTER tool uses
it to display a real-time graph of variable values.

The driver can be configured to support any number of Oscilloscope instances and enable simul-
taneously running graphs to be displayed on the host computer screen.

Recorder The protocol enables the hostto select target variables whose values are then period-
ically recorded into a dedicated on-board memory buffer. After such data sampling stops (either
on a host request or by evaluating a threshold-crossing condition), the data buffer is downloaded
to the host and displayed as a graph. The data sampling rate is not limited by the speed of the
communication line, so it enables displaying the variable transitions in a very high resolution.

The driver can be configured to support multiple Recorder instances and enable multiple
recorder graphs to be displayed on the host screen. Having multiple recorders also enables set-
ting the recording point differently for each instance. For example; one instance may be record-
ing data in a general timer interrupt while another instance may record at a specific control
algorithm time in the PWM interrupt.

TSA With the TSA feature, data types and variables can be described directly in the application
source code. Such information is later provided to the FreeMASTER tool which may use it instead
of reading symbol data from the application ELF executable file.

The information is encoded as so-called TSA tables which become direct part of the application
code. The TSA tables contain descriptors of variables that shall be visible to the host tool. The
descriptors can describe the memory areas by specifying the address and size of the memory
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block or more conveniently using the C variable names directly. Different set of TSA descriptors
can be used to encode information about the structure types, unions, enumerations, or arrays.

The driver also supports special types of TSA table entries to describe user resources like external
EEPROM and SD Card files, memory-mapped files, virtual directories, web URL hyperlinks, and
constant enumerations.

TSA Safety When the TSA is enabled in the application, the TSA Safety can be enabled and
validate the memory accesses directly by the embedded-side driver. When the TSA Safety is
turned on, any memory request received from the host is validated and accepted only if it belongs
to a TSA-described object. The TSA entries can be declared as Read-Write or Read-Only so that
the driver can actively deny the write access to the Read-Only objects.

Application commands The Application Commands are high-level messages that can be de-
livered from the PC Host to the embedded application for further processing. The embedded
application can either poll the status, or be called back when a new Application Command ar-
rives to be processed. After the embedded application acknowledges that the command is han-
dled, the host receives the Result Code and reads the other return data from memory. Both the
Application Commands and the Result Codes are specific to a given application and it is user’s
responsibility to define them. The FreeMASTER protocol and the FreeMASTER driver only imple-
ment the delivery channel and a set of API calls to enable the Application Command processing
in general.

Pipes The Pipes enable buffered and stream-oriented data exchange between the PC Host and
the target application. Any pipe can be written to and read from at both ends (either on the
PC or the MCU). The data transmission is acknowledged using the special FreeMASTER protocol
commands. It is guaranteed that the data bytes are delivered from the writer to the reader in a
proper order and without losses.

Serial single-wire operation The MCU Serial Communication Driver natively supports normal
dual-wire operation. Because the protocol is half-duplex only, the driver can also operate in two
single-wire modes:

» “External” single-wire operation where the Receiver and Transmitter pins are shorted on
the board. This mode is supported by default in the MCU driver because the Receiver and
Transmitter units are enabled or disabled whenever needed. It is also easy to extend this
operation for the RS485 communication.

* “True” single-wire mode which uses only a single pin and the direction switching is made
by the UART module. This mode of operation must be enabled by defining the FM-
STR_SERIAL_SINGLEWIRE configuration option.

Multi-session support With networking interface it is possible for multiple clients to access
the target MCU simultaneously. Reading and writing of target memory is processed atomically
so there is no risk of data corruption. The state-full resources such as Recorders or Oscilloscopes
are locked to a client session upon first use and access is denied to other clients until lock is
released..

Zephyr-specific

1.1. Motor Control 9
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Dedicated communication task FreeMASTER communication may run isolated in a dedicated
task. The task automates the FMSTR_Init and FMSTR_Poll calls together with periodic activities
enabling the FreeMASTER UI to fetch information about tasks and CPU utilization. The task can
be started automatically or manually, and it must be assigned a priority to be able to react on
interrupts and other communication events. Refer to Zephyr FreeMASTER sample applications
which all use this communication task.

Zephyr shell and logging over FreeMASTER pipe FreeMASTER implements a shell backend
which may use FreeMASTER pipe as a I/O terminal and logging output. Refer to Zephyr FreeMAS-
TER sample applications which all use this feature.

Automatic TSA tables TSA tables can be declared as “automatic” in Zephyr which make them
automatically registered in the table list. This may be very useful when there are many TSA
tables or when the tables are defined in different (often unrelated) libraries linked together. In
this case user does not need to build a list of all tables manually.

Driver files The driver source files can be found in a top-level src folder, further divided into
the sub-folders:

* src/platforms platform-specific folder—one folder exists for each supported processor
platform (for example; 32-bit Little Endian platform). Each such folder contains a platform
header file with data types and a code which implements the potentially platform-specific
operations, such as aligned memory access.

» src/common folder—contains the common driver source files shared by the driver for all
supported platforms. All the .c files must be added to the project, compiled, and linked
together with the application.

— freemasterh - master driver header file, which declares the common data types,
macros, and prototypes of the FreeMASTER driver API functions.

— freemaster_cfg.h.example - this file can serve as an example of the FreeMASTER driver
configuration file. Save this file into a project source code folder and rename it to
freemaster_cfg.h. The FreeMASTER driver code includes this file to get the project-
specific configuration options and to optimize the compilation of the driver.

— freemaster_defcfg.h - defines the default values for each FreeMASTER configuration
option if the option is not set in the freemaster_cfg.h file.

— freemaster_protocol.h - defines the FreeMASTER protocol constants used internally by
the driver.

— freemaster_protocol.c - implements the FreeMASTER protocol decoder and handles the
basic Get Configuration Value, Memory Read, and Memory Write commands.

— freemaster_rec.c - handles the Recorder-specific commands and implements the
Recorder sampling and triggering routines. When the Recorder is disabled by the
FreeMASTER driver configuration file, this file only compiles to empty API functions.

— freemaster_scope.c - handles the Oscilloscope-specific commands. If the Oscilloscope is
disabled by the FreeMASTER driver configuration file, this file compiles as void.

— freemaster_pipes.c - implements the Pipes functionality when the Pipes feature is en-
abled.

— freemaster_appcmd.c - handles the communication commands used to deliver and exe-
cute the Application Commands within the context of the embedded application. When
the Application Commands are disabled by the FreeMASTER driver configuration file,
this file only compiles to empty API functions.
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— freemaster_tsa.c - handles the commands specific to the TSA feature. This feature en-
ables the FreeMASTER host tool to obtain the TSA memory descriptors declared in the
embedded application. If the TSA is disabled by the FreeMASTER driver configuration
file, this file compiles as void.

— freemaster_tsa.h - contains the declaration of the macros used to define the TSA mem-
ory descriptors. This file is indirectly included into the user application code (via
freemaster.h).

— freemaster_sha.c - implements the SHA-1 hash code used in the password authentica-
tion algorithm.

— freemaster_private.h - contains the declarations of functions and data types used in-
ternally in the driver. It also contains the C pre-processor statements to perform the
compile-time verification of the user configuration provided in the freemaster_cfg.h
file.

— freemaster_serial.c - implements the serial protocol logic including the CRC, FIFO queu-
ing, and other communication-related operations. This code calls the functions of the
low-level communication driver indirectly via a character-oriented API exported by
the specific low-level driver.

— freemaster_serial.h - defines the low-level character-oriented Serial APIL

— freemaster_can.c - implements the CAN protocol logic including the CAN message
preparation, signalling using the first data byte in the CAN frame, and other
communication-related operations. This code calls the functions of the low-level com-
munication driver indirectly via a message-oriented API exported by the specific low-
level driver.

— freemaster_can.h - defines the low-level message-oriented CAN APIL.

— freemaster_net.c - implements the Network protocol transport logic including multiple
session management code.

— freemaster_net.h - definitions related to the Network transport.

— freemaster_pdbdm.c - implements the packet-driven BDM communication buffer and
other communication-related operations.

— freemaster_utils.c - aligned memory copy routines, circular buffer management and
other utility functions

— freemaster_utils.h - definitions related to utility code.

* src/drivers/[sdk]/serial - contains the code related to the serial communication imple-
mented using one of the supported SDK frameworks.

— freemaster_serial XXX.c and .h - implement low-level access to the communication pe-
ripheral registers. Different files exist for the UART, LPUART, USART, and other kinds
of Serial communication modules.

* src/drivers/[sdk]/can - contains the code related to the serial communication imple-
mented using one of the supported SDK frameworks.

— freemaster_XXX.c and .h - implement low-level access to the communication peripheral
registers. Different files exist for the FlexCAN, msCAN, MCAN, and other kinds of CAN
communication modules.

* src/drivers/[sdk]/network - contains low-level code adapting the FreeMASTER Network
transport to an underlying TCP/IP or RTT stack.

— freemaster_net_lwip_tcp.c and _udp.c - default networking implementation of TCP and
UDP transports using IwIP stack.

— freemaster_net_segger._rtt.c - implementation of network transport using Segger J-Link
RTT interface

1.1. Motor Control 11
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Driver configuration The driver is configured using a single header file (freemaster._cfg.h).
Create this file and save it together with other project source files before compiling the driver
code. All FreeMASTER driver source files include the freemaster_cfg.h file and use the macros
defined here for the conditional and parameterized compilation. The C compiler must locate the
configuration file when compiling the driver files. Typically, it can be achieved by putting this
file into a folder where the other project-specific included files are stored.

As a starting point to create the configuration file, get the freemaster_cfg.h.example file, rename
it to freemaster_cfg.h, and save it into the project area.

Note: It is NOT recommended to leave the freemaster_cfg.h file in the FreeMASTER driver source
code folder. The configuration file must be placed at a project-specific location, so that it does not
affect the other applications that use the same driver.

Configurable items This section describes the configuration options which can be defined in
freemaster_cfg.h.

Interrupt modes

#define FMSTR. LONG_INTR  [0[1]
#define FMSTR,_SHORT _INTR. [0|1]
#define FMSTR._ POLL_DRIVEN [0|1]

Value Type boolean (0 or 1)

Description Exactly one of the three macros must be defined to non-zero. The others must be
defined to zero or left undefined. The non-zero-defined constant selects the interrupt mode of
the driver. See Driver interrupt modes.

* FMSTR_LONG_INTR — long interrupt mode
* FMSTR_SHORT INTR — short interrupt mode
* FMSTR_POLL_DRIVEN — poll-driven mode

Note: Some options may not be supported by all communication interfaces. For example, the
FMSTR_SHORT_INTR option is not supported by the USB_CDC interface.

Protocol transport
#define FMSTR_ TRANSPORT [identifier]

Value Type Driver identifiers are structure instance names defined in FreeMASTER source
code. Specify one of existing instances to make use of the protocol transport.

Description Use one of the pre-defined constants, as implemented by the FreeMASTER code.
The current driver supports the following transports:

* FMSTR_SERIAL - serial communication protocol

* FMSTR_CAN - using CAN communication

* FMSTR_PDBDM - using packet-driven BDM communication

* FMSTR_NET - network communication using TCP or UDP protocol
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Serial transport This section describes configuration parameters used when serial transport
is used:

#define FMSTR_TRANSPORT FMSTR__SERIAL

FMSTR_SERIAL_DRV Select what low-level driver interface will be used when implementing
the Serial communication.

#define FMSTR, SERIAL_ DRV [identifier]

Value Type Driver identifiers are structure instance names defined in FreeMASTER drivers
code. Specify one of existing serial driver instances.

Description When using MCUXpresso SDK, use one of the following constants (see
/drivers/mcuxsdk/serial implementation):

* FMSTR_SERIAL_MCUX_UART - UART driver
FMSTR_SERIAL_MCUX_LPUART - LPUART driver
FMSTR_SERIAL_MCUX_USART - USART driver
FMSTR_SERIAL_MCUX_MINIUSART - miniUSART driver
FMSTR_SERIAL_MCUX_QSCI - DSC QSCI driver

FMSTR_SERIAL_MCUX USB - USB/CDC class driver (also see code in the /sup-
port/mcuxsdk_usb folder)

* FMSTR_SERIAL_56F800E_EONCE - DSC JTAG EOnCE driver

Other SDKs or BSPs may define custom low-level driver interface structure which may be used
as FMSTR_SERIAL_DRV. For example:

* FMSTR_SERIAL_DREG_UART - demonstrates the low-level interface implemented without
the MCUXpresso SDK and using direct access to peripheral registers.

FMSTR_SERIAL_BASE
#define FMSTR_SERIAL BASE [address|symbol]

Value Type Optional address value (numeric or symbolic)

Description Specify the base address of the UART, LPUART, USART, or other serial peripheral
module to be used for the communication. This value is not defined by default. User application
should call FMSTR,_SetSerialBaseAddress() to select the peripheral module.

FMSTR_COMM_BUFFER _SIZE
#define FMSTR__ COMM_BUFFER_ SIZE [number]

Value Type O or a value in range 32...255

Description Specify the size of the communication buffer to be allocated by the driver.
Default value, which suits all driver features, is used when this option is defined as 0.
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FMSTR_COMM_RQUEUE_SIZE
#define FMSTR,_ COMM__ RQUEUE_ SIZE [number]

Value Type Value in range 0...255

Description Specify the size of the FIFO receiver queue used to quickly receive and store char-
acters in the FMSTR_SHORT_INTR interrupt mode.
The default value is 32 B.

FMSTR_SERIAL_SINGLEWIRE
#define FMSTR,_ SERIAL_SINGLEWIRE [0]1]

Value Type BooleanOor 1.

Description Set to non-zero to enable the “True” single-wire mode which uses a single MCU
pin to communicate. The low-level driver enables the pin direction switching when the MCU
peripheral supports it.

CAN Bus transport This section describes configuration parameters used when CAN transport
is used:

#define FMSTR_ TRANSPORT FMSTR,__CAN

FMSTR_CAN_DRV Select what low-level driver interface will be used when implementing the
CAN communication.

#define FMSTR_CAN_ DRV [identifier]

Value Type Driver identifiers are structure instance names defined in FreeMASTER drivers
code. Specify one of existing CAN driver instances.

Description When using MCUXpresso SDK, use one of the following constants (see
/drivers/mcuxsdk/can implementation):

* FMSTR_CAN_MCUX_FLEXCAN - FlexCAN driver
FMSTR_CAN_MCUX_MCAN - MCAN driver
FMSTR_CAN_MCUX_MSCAN - msCAN driver
FMSTR_CAN_MCUX DSCFLEXCAN - DSC FlexCAN driver
FMSTR_CAN_MCUX_DSCMSCAN - DSC msCAN driver

Other SDKs or BSPs may define the custom low-level driver interface structure which may be
used as FMSTR_CAN_DRV.

FMSTR_CAN_BASE
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#define FMSTR_CAN_BASE [address|symbol]

Value Type Optional address value (numeric or symbolic)

Description Specify the base address of the FlexCAN, msCAN, or other CAN peripheral module
to be used for the communication. This value is not defined by default. User application should
call FMSTR,_SetCanBaseAddress() to select the peripheral module.

FMSTR_CAN_CMDID
#define FMSTR_CAN_CMDID [number]

Value Type CAN identifier (11-bit or 29-bit number)

Description CAN message identifier used for FreeMASTER commands (direction from PC Host
tool to target application). When declaring 29-bit identifier, combine the numeric value with
FMSTR_CAN_EXTID bit. Default value is 0x7AA.

FMSTR_CAN_RSPID
#define FMSTR,_ CAN__RSPID [number]

Value Type CAN identifier (11-bit or 29-bit number)

Description CAN message identifier used for responding messages (direction from target ap-
plication to PC Host tool). When declaring 29-bit identifier, combine the numeric value with
FMSTR_CAN_EXTID bhit. Note that both CMDID and RSPID values may be the same. Default value
is 0X7AA.

FMSTR_FLEXCAN_TXMB
#define FMSTR_FLEXCAN TXMB [number]

Value Type Number in range of 0..N where N is number of CAN message-buffers supported by
HW module.

Description Only used when the FlexCAN low-level driver is used. Define the FlexCAN message
buffer for CAN frame transmission. Default value is 0.

FMSTR_FLEXCAN_RXMB
#define FMSTR_FLEXCAN RXMB [number]

Value Type Number in range of 0..N where N is number of CAN message-buffers supported by
HW module.
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Description Only used when the FlexCAN low-level driver is used. Define the FlexCAN mes-
sage buffer for CAN frame reception. Note that the FreeMASTER driver may also operate with a
common message buffer used by both TX and RX directions. Default value is 1.

Network transport This section describes configuration parameters used when Network
transport is used:

#define FMSTR_TRANSPORT FMSTR_NET

FMSTR_NET_DRV Select network interface implementation.

#define FMSTR,_ NET_DRV [identifier]

Value Type Identifiers are structure instance names defined in FreeMASTER drivers code.
Specify one of existing NET driver instances.

Description When using MCUXpresso SDK, use one of the following constants (see
/drivers/mcuxsdk/network implementation):

« FMSTR_NET_LWIP_TCP - TCP communication using IwIP stack
* FMSTR_NET_LWIP_UDP - UDP communication using IwIP stack
* FMSTR_NET _SEGGER_RTT - Communication using SEGGER J-Link RTT interface

Other SDKs or BSPs may define the custom networking interface which may be used as FM-
STR_CAN_DRV.

Add another row below:

FMSTR_NET_PORT
#define FMSTR_NET PORT [number]

Value Type TCP or UDP port number (short integer)

Description Specifies the server port number used by TCP or UDP protocols.

FMSTR_NET BLOCKING_TIMEOUT
#define FMSTR,_ NET_BLOCKING__TIMEOUT [number]

Value Type Timeout as number of milliseconds

Description This value specifies a timeout in milliseconds for which the network socket op-
erations may block the execution inside FMSTR Poll. This may be set high (e.g. 250) when a
dedicated RTOS task is used to handle FreeMASTER protocol polling. Set to a lower value when
the polling task is also responsible for other operations. Set to 0 to attempt to use non-blocking
socket operations.
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FMSTR_NET AUTODISCOVERY
#define FMSTR_NET AUTODISCOVERY [0]1]

Value Type BooleanOor 1.

Description This option enables the FreeMASTER driver to use a separate UDP socket to broad-
cast auto-discovery messages to network. This helps the FreeMASTER tool to discover the target
device address, port and protocol options.

Debugging options

FMSTR_DISABLE
#define FMSTR._DISABLE [0[1]

Value Type boolean (0 or 1)

Description Define as non-zero to disable all FreeMASTER features, exclude the driver code
from build, and compile all its API functions empty. This may be useful to remove FreeMASTER
without modifying any application source code. Default value is 0 (false).

FMSTR_DEBUG_TX
#define FMSTR. DEBUG_ TX [0[1]

Value Type Boolean O or 1.

Description Define as non-zero to enable the driver to periodically transmit test frames out on
the selected communication interface (SCI or CAN). With the debug transmission enabled, it is
simpler to detect problems in the baudrate or other communication configuration settings.

The test frames are transmitted until the first valid command frame is received from the PC Host
tool. The test frame is a valid error status frame, as defined by the protocol format. On the serial
line, the test frame consists of three printable characters (+©W) which are easy to capture using
the serial terminal tools.

This feature requires the FMSTR_Poll() function to be called periodically. Default value is 0 (false).

FMSTR_APPLICATION_STR
#define FMSTR _APPLICATION STR

Value Type String.

Description Name of the application visible in FreeMASTER host application.

Memory access
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FMSTR_USE_READMEM
#define FMSTR_USE READMEM [0|1]

Value Type BooleanOor 1.

Description Define as non-zero to implement the Memory Read command and enable
FreeMASTER to have read access to memory and variables. The access can be further restricted
by using a TSA feature.

Default value is 1 (true).

FMSTR_USE_WRITEMEM
#define FMSTR.__USE_ WRITEMEM [0|1]

Value Type Boolean O or 1.

Description Define as non-zero to implement the Memory Write command.
The default value is 1 (true).

Oscilloscope options

FMSTR_USE_SCOPE
#define FMSTR _USE_SCOPE [number]

Value Type Integer number.

Description Number of Oscilloscope instances to be supported. Set to 0 to disable the Oscillo-
scope feature.
Default value is 0.

FMSTR_MAX_SCOPE_VARS
#define FMSTR, MAX_ SCOPE_ VARS [number]

Value Type Integer number larger than 2.

Description Number of variables to be supported by each Oscilloscope instance.
Default value is 8.

Recorder options

FMSTR_USE_RECORDER
#define FMSTR_USE RECORDER [number]
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Value Type Integer number.

Description Number of Recorder instances to be supported. Set to 0 to disable the Recorder
feature.
Default value is 0.

FMSTR_REC_BUFF _SIZE
#define FMSTR,_ REC_BUFF_SIZE [number]

Value Type Integer number larger than 2.

Description Defines the size of the memory buffer used by the Recorder instance #0.
Default: not defined, user shall call ‘FMSTR_RecorderCreate()“ API function to specify this pa-
rameter in run time.

FMSTR_REC_TIMEBASE
#define FMSTR_REC TIMEBASE [time specification]

Value Type Number (nanoseconds time).

Description Defines the base sampling rate in nanoseconds (sampling speed) Recorder in-
stance #0.

Use one of the following macros:
* FMSTR_REC_BASE_SECONDS(x)
* FMSTR_REC_BASE_MILLISEC(x)
* FMSTR_REC_BASE MICROSEC(x)
« FMSTR_REC_BASE NANOSEC(x)

Default: not defined, user shall call ‘FMSTR_RecorderCreate()“ API function to specify this pa-
rameter in run time.

FMSTR_REC_FLOAT_TRIG
#define FMSTR_ REC_FLOAT _TRIG [0[1]

Value Type Boolean O or 1.

Description Define as non-zero to implement the floating-point triggering. Be aware that
floating-point triggering may grow the code size by linking the floating-point standard library.

Default value is 0 (false).

Application Commands options
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FMSTR_USE_APPCMD
#define FMSTR_ USE_APPCMD [0|1]

Value Type BooleanOor 1.

Description Define as non-zero to implement the Application Commands feature.
Default value is 0 (false).

FMSTR_APPCMD_BUFF_SIZE
#define FMSTR_APPCMD_BUFF _SIZE [size]

Value Type Numeric buffer size in range 1..255

Description The size of the Application Command data buffer allocated by the driver. The
buffer stores the (optional) parameters of the Application Command which waits to be processed.

FMSTR_MAX APPCMD CALLS
#define FMSTR, MAX_ APPCMD_ CALLS [number]

Value Type Number in range 0..255

Description The number of different Application Commands that can be assigned a callback
handler function using FMSTR_ RegisterAppCmdCall(). Default value is 0.

TSA options

FMSTR_USE_TSA
#define FMSTR._ USE_ TSA [0]1]

Value Type BooleanOor 1.

Description Enable the FreeMASTER TSA feature to be used. With this option enabled, the TSA
tables defined in the applications are made available to the FreeMASTER host tool.
Default value is 0 (false).

FMSTR_USE_TSA_SAFETY
#define FMSTR__USE_TSA_SAFETY [0[1]

Value Type Boolean O or 1.
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Description Enable the memory access validation in the FreeMASTER driver. With this option,
the host tool is not able to access the memory which is not described by at least one TSA descrip-
tor. Also a write access is denied for objects defined as read-only in TSA tables.

Default value is 0 (false).

FMSTR_USE_TSA_INROM
#define FMSTR_ USE_TSA_INROM [0[1]

Value Type BooleanOor 1.

Description Declare all TSA descriptors as const, which enables the linker to put the data into
the flash memory. The actual result depends on linker settings or the linker commands used in
the project.

Default value is 0 (false).

FMSTR_USE_TSA_DYNAMIC
#define FMSTR._USE_TSA_DYNAMIC [0]1]

Value Type Boolean O or 1.

Description Enable runtime-defined TSA entries to be added to the TSA table by the FM-
STR_ SetUpTsaBuff() and FMSTR_ TsaAddVar() functions.
Default value is 0 (false).

Pipes options

FMSTR_USE_PIPES
#define FMSTR_USE_PIPES [0|1]

Value Type Boolean O or 1.

Description Enable the FreeMASTER Pipes feature to be used.
Default value is 0 (false).

FMSTR_MAX_PIPES_COUNT
#define FMSTR, MAX_PIPES COUNT [number]

Value Type Number in range 1..63.

Description The number of simultaneous pipe connections to support.
The default value is 1.
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Driver interrupt modes To implement the communication, the FreeMASTER driver handles
the Serial or CAN module’s receive and transmit requests. Use the freemaster_cfg.h configuration
file to select whether the driver processes the communication automatically in the interrupt
service routine handler or if it only polls the status of the module (typically during the application
idle time).

This section describes each of the interrupt mode in more details.

Completely Interrupt-Driven operation Activated using:

#define FMSTR__LONG_INTR 1

In this mode, both the communication and the FreeMASTER protocol decoding is done in the
FMSTR_Seriallsr, FMSTR_Canlsr, or other interrupt service routine. Because the protocol execu-
tion may be a lengthy task (especially with the TSA-Safety enabled) it is recommended to use this
mode only if the interrupt prioritization scheme is possible in the application and the FreeMAS-
TER interrupt is assigned to a lower (the lowest) priority.

In this mode, the application code must register its own interrupt handler for all interrupt
vectors related to the selected communication interface and call the FMSTR_Seriallsr or FM-
STR_CanlIsr functions from that handler.

Mixed Interrupt and Polling Modes Activated using:

#define FMSTR_SHORT_ INTR 1

In this mode, the communication processing time is split between the interrupt routine and the
main application loop or task. The raw communication is handled by the FMSTR_Seriallsr;, FM-
STR_Canlsr, or other interrupt service routine, while the protocol decoding and execution is han-
dled by the FMSTR Poll routine. Call FMSTR _Poll during the idle time in the application main
loop.

The interrupt processing in this mode is relatively fast and deterministic. Upon a serial-receive
event, the received character is only placed into a FIFO-like queue and it is not further processed.
Upon a CAN receive event, the received frame is stored into a receive buffer. When transmitting,
the characters are fetched from the prepared transmit buffer.

In this mode, the application code must register its own interrupt handler for all interrupt
vectors related to the selected communication interface and call the FMSTR Seriallsr or FM-
STR_Canlsr functions from that handler.

When the serial interface is used as the serial communication interface, ensure that the FM-
STR_Poll function is called at least once per N character time periods. N is the length of the
FreeMASTER FIFO queue (FMSTR_COMM_RQUEUE_SIZE) and the character time is the time
needed to transmit or receive a single byte over the SCI line.

Completely Poll-driven
#define FMSTR,_ POLL_DRIVEN 1

In this mode, both the communication and the FreeMASTER protocol decoding are done in the
FMSTR_Pollroutine. No interrupts are needed and the FMSTR_Seriallsr, FMSTR_Canlsr, and sim-
ilar handlers compile to an empty code.

When using this mode, ensure that the FMSTR_Poll function is called by the application at least
once per the serial “character time” which is the time needed to transmit or receive a single
character.

In the latter two modes (FMSTR_SHORT _INTR and FMSTR_POLI_DRIVEN), the protocol handling
takes place in the FMSTR_Poll routine. An application interrupt can occur in the middle of the
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Read Memory or Write Memory commands’ execution and corrupt the variable being accessed
by the FreeMASTER driver. In these two modes, some issues or glitches may occur when using
FreeMASTER to visualize or monitor volatile variables modified in interrupt servicing code.

The same issue may appear even in the full interrupt mode (FMSTR_LONG_INTR), if volatile vari-
ables are modified in the interrupt code with a priority higher than the priority of the commu-
nication interrupt.

Data types Simple portability was one of the main requirements when writing the FreeMAS-
TER driver. This is why the driver code uses the privately-declared data types and the vast ma-
jority of the platform-dependent code is separated in the platform-dependent source files. The
data types used in the driver API are all defined in the platform-specific header file.

To prevent name conflicts with the symbols used in the application, all data types, macros, and
functions have the FMSTR_ prefix. The only global variables used in the driver are the transport
and low-level API structures exported from the driver-implementation layer to upper layers.
Other than that, all private variables are declared as static and named using the fmstr_ prefix.

Communication interface initialization The FreeMASTER driver does not perform neither
the initialization nor the configuration of the peripheral module that it uses to communicate. It
is the application startup code responsibility to configure the communication module before the
FreeMASTER driver is initialized by the FMSTR_Init call.

When the Serial communication module is used as the FreeMASTER communication interface,
configure the UART receive and transmit pins, the serial communication baud rate, parity (no-
parity), the character length (eight bits), and the number of stop bits (one) before initializing the
FreeMASTER driver. For either the long or the short interrupt modes of the driver (see Driver
interrupt modes), configure the interrupt controller and register an application-specific inter-
rupt handler for all interrupt sources related to the selected serial peripheral module. Call the
FMSTR _Seriallsr function from the application handler.

When a CAN module is used as the FreeMASTER communication interface, configure the CAN re-
ceive and transmit pins and the CAN module hit rate before initializing the FreeMASTER driver.
For either the long or the short interrupt modes of the driver (see Driver interrupt modes), con-
figure the interrupt controller and register an application-specific interrupt handler for all in-
terrupt sources related to the selected CAN peripheral module. Call the FMSTR_Canlsr function
from the application handler.

Note: Itis not necessary to enable or unmask the serial nor the CAN interrupts before initializing
the FreeMASTER driver. The driver enables or disables the interrupts and communication lines,
as required during runtime.

FreeMASTER Recorder calls When using the FreeMASTER Recorder in the application (FM-
STR_USE_RECORDER > 0), call the FMSTR_RecorderCreate function early after FMSTR_Init to set
up each recorder instance to be used in the application. Then call the FMSTR_Recorder func-
tion periodically in the code where the data recording should occur. A typical place to call the
Recorder routine is at the timer or PWM interrupts, but it can be anywhere else. The exam-
ple applications provided together with the driver code call the FMSTR_Recorder in the main
application loop.

In applications where FMSTR_Recorder is called periodically with a constant period, specify the
period in the Recorder configuration structure before calling FMSTR_RecorderCreate. This set-
ting enables the PC Host FreeMASTER tool to display the X-axis of the Recorder graph properly
scaled for the time domain.

Driver usage Start using or evaluating FreeMASTER by opening some of the example applica-
tions available in the driver setup package.
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Follow these steps to enable the basic FreeMASTER connectivity in the application:

» Make sure that all *c files of the FreeMASTER driver from the
src/commony/platforms/[your_platform] folder are a part of the project. See Driver files
for more details.

* Configure the FreeMASTER driver by creating or editing the freemaster_cfg.h file and by
saving it into the application project directory. See Driver configuration for more details.

* Include the freemasterh file into any application source file that makes the FreeMASTER
API calls.

* Initialize the Serial or CAN modules. Set the baud rate, parity, and other parameters of
the communication. Do not enable the communication interrupts in the interrupt mask
registers.

* For the FMSTR_LONG_INTR and FMSTR _SHORT_INTR modes, install the application-
specific interrupt routine and call the FMSTR_Seriallsr or FMSTR_Canlsr functions from
this handler.

* Call the FMSTR_Init function early on in the application initialization code.

e Call the FMSTR_RecorderCreate functions for each Recorder instance to enable the
Recorder feature.

* In the main application loop, call the FMSTR_Poll API function periodically when the appli-
cation is idle.

* For the FMSTR_SHORT_INTR and FMSTR_LONG_INTR modes, enable the interrupts globally
so that the interrupts can be handled by the CPU.

Communication troubleshooting The most common problem that causes communication is-
sues is a wrong baud rate setting or a wrong pin multiplexer setting of the target MCU. When
a communication between the PC Host running FreeMASTER and the target MCU cannot be es-
tablished, try enabling the FMSTR_DEBUG_TX option in the freemaster_cfg.h file and call the FM-
STR_Poll function periodically in the main application task loop.

With this feature enabled, the FreeMASTER driver periodically transmits a test frame through
the Serial or CAN lines. Use a logic analyzer or an oscilloscope to monitor the signals at the
communication pins of the CPU device to examine whether the hit rate and signal polarity are
configured properly.

Driver API

This section describes the driver Application Programmers’ Interface (API) needed to initialize
and use the FreeMASTER serial communication driver.

Control API There are three key functions to initialize and use the driver.

FMSTR Init
Prototype
FMSTR, BOOL FMSTR, Init(void);

* Declaration: freemasterh

* Implementation: freemaster_protocol.c
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Description This function initializes the internal variables of the FreeMASTER driver and en-
ables the communication interface. This function does not change the configuration of the se-
lected communication module. The hardware module must be initialized before the FMSTR_Init
function is called.

A call to this function must occur before calling any other FreeMASTER driver API functions.

FMSTR_Poll

Prototype
void FMSTR,_ Poll(void);

 Declaration: freemaster.h

» Implementation: freemaster_protocol.c

Description In the poll-driven or short interrupt modes, this function handles the protocol
decoding and execution (see Driver interrupt modes). In the poll-driven mode, this function also
handles the communication interface with the PC. Typically, the FMSTR_Poll function is called
during the “idle” time in the main application task loop.

To prevent the receive data overflow (loss) on a serial interface, make sure that the FMSTR_Poll
function is called at least once per the time calculated as:

N * Tchar
where:

* N is equal to the length of the receive FIFO queue (configured by the FM-
STR_COMM_RQUEUE_SIZE macro). N is 1 for the poll-driven mode.

* Tchar is the character time, which is the time needed to transmit or receive a single byte
over the SCI line.

Note: In the long interrupt mode, this function typically compiles as an empty function and can
still be called. It is worthwhile to call this function regardless of the interrupt mode used in
the application. This approach enables a convenient switching between the different interrupt
modes only by changing the configuration macros in the freemaster_cfg.h file.

FMSTR_Seriallsr /| FMSTR_Canlsr

Prototype

void FMSTR,_ Seriallsr(void);
void FMSTR,__ Canlsr(void);

* Declaration: freemaster.h

* Implementation: hw-specific low-level driver C file

Description This function contains the interrupt-processing code of the FreeMASTER driver.
In long or short interrupt modes (see Driver interrupt modes), this function must be called from
the application interrupt service routine registered for the communication interrupt vector. On
platforms where the communication module uses multiple interrupt vectors, the application
should register a handler for all vectors and call this function at each interrupt.

Note: In a poll-driven mode, this function is compiled as an empty function and does not have
to be used.
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Recorder API

FMSTR_RecorderCreate

Prototype
FMSTR,_BOOL FMSTR_ RecorderCreate(FMSTR_INDEX recIndex, FMSTR_REC_BUFF* buffCfg);

* Declaration: freemaster.h

* Implementation: freemaster._rec.c

Description This function registers a recorder instance and enables it to be used by the PC
Host tool. Call this function for all recorder instances from 0 to the maximum number de-
fined by the FMSTR_USE_RECORDER configuration option (minus one). An exception to this
requirement is the recorder of instance 0 which may be automatically configured by FM-
STR_Init when the freemaster_cfg.h configuration file defines the FMSTR_REC BUFF _SIZE and
FMSTR_REC_TIMEBASE options.

For more information, see Configurable items.

FMSTR_Recorder

Prototype
void FMSTR,_ Recorder(FMSTR_INDEX recIndex);

* Declaration: freemasterh

 Implementation: freemaster_rec.c

Description This function takes a sample of the variables being recorded using the FreeMAS-
TER Recorder instance recIndex. If the selected Recorder is not active when the FMSTR_Recorder
function is being called, the function returns immediately. When the Recorder is active, the val-
ues of the variables being recorded are copied into the recorder buffer and the trigger conditions
are evaluated.

If a trigger condition is satisfied, the Recorder enters the post-trigger mode, where it counts down
the follow-up samples (number of FMSTR_Recorder function calls) and de-activates the Recorder
when the required post-trigger samples are finished.

The FMSTR_Recorder function is typically called in the timer or PWM interrupt service routines.
This function can also be called in the application main loop (for testing purposes).

FMSTR_RecorderTrigger
Prototype
void FMSTR,_RecorderTrigger(FMSTR,_INDEX recIndex);

* Declaration: freemaster.h

* Implementation: freemaster._rec.c
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Description This function forces the Recorder trigger condition to happen, which causes the
Recorder to be automatically deactivated after the post-trigger samples are sampled. Use this
function in the application code for programmatic control over the Recorder triggering. This
can be useful when a more complex triggering conditions need to be used.

Fast Recorder API The Fast Recorder feature is not available in the FreeMASTER driver version
3. This feature was heavily dependent on the target platform and it was only available for the
56F8xxxx DSCs.

TSA Tables When the TSA is enabled in the FreeMASTER driver configuration file (by setting
the FMSTR_USE_TSA macro to a non-zero value), it defines the so-called TSA tables in the appli-
cation. This section describes the macros that must to be used to define the TSA tables.

There can be any number of TSA tables spread across the application source files. There must
be always exactly one TSA Table List defined, which informs the FreeMASTER driver about the
active TSA tables.

When there is at least one TSA table and one TSA Table List defined in the application, the TSA
information automatically appears in the FreeMASTER symbols list. The symbols can then be
used to create FreeMASTER variables for visualization or control.

TSA table definition The TSA table describes the static or global variables together with their
address, size, type, and access-protection information. If the TSA-described variables are of a
structure type, the TSA table may also describe this type and provide an access to the individual
structure members of the variable.

The TSA table definition begins with the FMSTR_TSA_TABLE_BEGIN macro with a table_id iden-
tifying the table. The table_id shall be a valid C-langiage symbol.

FMSTR_TSA TABLE BEGIN(table id)

After this opening macro, the TSA descriptors are placed using these macros:

/* Adding variable descriptors */
FMSTR_TSA RW_ VAR(name, type) /* read/write variable entry */
FMSTR,_TSA_RO_ VAR(name, type) /* read-only variable entry */

/* Description of complex data types */
FMSTR_TSA STRUCT(struct_name) /* structure or union type entry */
FMSTR_TSA_ MEMBER(struct_name, member_name, type) /* structure member entry */

/* Memory blocks */
FMSTR_TSA_RW_ MEM(name, type, address, size) /* read/write memory block */
FMSTR,_ TSA_RO_ MEM (name, type, address, size) /* read-only memory block */

The table is closed using the FMSTR_TSA_TABLE_END macro:

FMSTR._TSA_TABLE_ END()

TSA descriptor parameters The TSA descriptor macros accept these parameters:

* name — variable name. The variable must be defined before the TSA descriptor references
it.

* type — variable or member type. Only one of the pre-defined type constants may be used
(see below).

e struct_name — structure type name. The type must be defined (typedef) before the TSA
descriptor references it.
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*» member_name — structure member name.

Note: The structure member descriptors (FMSTR_TSA_MEMBER) must immediately follow the
parent structure descriptor (FMSTR_TSA_STRUCT) in the table.

Note: To write-protect the variables in the FreeMASTER driver (FMSTR_TSA_RO_VAR), enable
the TSA-Safety feature in the configuration file.

TSA variable types The table lists type identifiers which can be used in TSA descriptors:

Constant Description

FMSTR_TSA_UINTn Unsigned integer type of size n bits (n=8,16,32,64)
FMSTR_TSA_SINTn Signed integer type of size n bits (n=8,16,32,64)
FMSTR_TSA_FRACn Fractional number of size n bits (n=16,32,64).

FMSTR_TSA_FRAC_Q(m,n) Signed fractional number in general Q form (m+n+1 total bits)
FMSTR_TSA_FRAC UQ(m,n) Unsigned fractional number in general UQ form (m+n total

bits)
FMSTR_TSA_FLOAT 4-byte standard IEEE floating-point type
FMSTR_TSA_DOUBLE 8-byte standard IEEE floating-point type
FMSTR_TSA_POINTER Generic pointer type defined (platform-specific 16 or 32 bit)
FM- Structure or union type declared with FMSTR_TSA_STRUCT

STR_TSA_USERTYPE(name) record

TSA table list There shall be exactly one TSA Table List in the application. The list contains
one entry for each TSA table defined anywhere in the application.

The TSA Table List begins with the FMSTR_TSA_TABLE_LIST_BEGIN macro and continues with
the TSA table entries for each table.

FMSTR_TSA_ TABLE_LIST BEGIN()

FMSTR_TSA_TABLE(table_id)
FMSTR._ TSA_TABLE(table_id2)
FMSTR_TSA_TABLE(table_id3)

The list is closed with the FMSTR_TSA_TABLE_LIST END macro:

FMSTR,_ TSA_TABLE_LIST END()

TSA Active Content entries FreeMASTER v2.0 and higher supports TSA Active Content, en-
abling the TSA tables to describe the memory-mapped files, virtual directories, and URL hyper-
links. FreeMASTER can access such objects similarly to accessing the files and folders on the
local hard drive.

With this set of TSA entries, the FreeMASTER pages can be embedded directly into the target
MCU flash and accessed by FreeMASTER directly over the communication line. The HTML-coded
pages rendered inside the FreeMASTER window can access the TSA Active Content resources
using a special URL referencing the fmstr: protocol.

This example provides an overview of the supported TSA Active Content entries:

FMSTR,_ TSA_TABLE_BEGIN(files_and_ links)

/* Directory entry applies to all subsequent MEMFILE entries */
FMSTR, TSA_DIRECTORY(”/text_files”)  /* entering a new virtual directory */

(continues on next page)
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(continued from previous page)

/* The readme.txt file will be accessible at the fmstr://text_files/readme.txt URL */
FMSTR_TSA_MEMFILE("readme.txt”, readme__txt, sizeof(readme_ txt)) /* memory-mapped file */

/* Files can also be specified with a full path so the DIRECTORY entry does not apply */
FMSTR_TSA_ MEMFILE(”/index.htm”, index, sizeof(index)) /* memory-mapped file */
FMSTR,_ TSA_MEMFILE(”/prj/demo.pmp”, demo_ pmp, sizeof(demo_ pmp)) /* memory-mapped file */

/* Hyperlinks can point to a local MEMFILE object or to the Internet */
FMSTR,_ TSA_HREF(”Board's Built-in Welcome Page”, ”/index.htm”)
FMSTR,_ TSA_HREF("FreeMASTER Home Page”, "http://www.nxp.com/freemaster”)

/* Project file links simplify opening the projects from any URLs */
FMSTR_TSA_PROJECT(”Demonstration Project (embedded)”, ?/prj/demo.pmp”)
FMSTR_TSA_PROJECT(”Full Project (online)”, "http://mycompany.com/prj/demo.pmp”)

FMSTR._ TSA_TABLE_ END()

TSA API

FMSTR_SetUpTsaBuff

Prototype
FMSTR,_ BOOL FMSTR,_ SetUpTsaBuff(FMSTR__ADDR buffAddr, FMSTR_ SIZE buffSize);

* Declaration: freemasterh

 Implementation: freemaster_tsa.c

Arguments
* buffAddr [in] - address of the memory buffer for the dynamic TSA table

* buffSize [in] - size of the memory buffer which determines the maximum number of TSA
entries to be added in the runtime

Description This function must be used to assign the RAM memory buffer to the TSA subsystem
when FMSTR_USE_TSA_DYNAMIC is enabled. The memory buffer is then used to store the TSA
entries added dynamically to the runtime TSA table using the FMSTR_TsaAddVar function call.
The runtime TSA table is processed by the FreeMASTER PC Host tool along with all static tables
as soon as the communication port is open.

The size of the memory buffer determines the number of TSA entries that can be added dynam-
ically. Depending on the MCU platform, one TSA entry takes either 8 or 16 bytes.

FMSTR_TsaAddVar

Prototype

FMSTR_BOOL FMSTR,_ TsaAddVar(FMSTR_TSATBL_STRPTR tsaName, FMSTR_TSATBL_STRPTR,,
—tsaType,

FMSTR_ TSATBL_VOIDPTR varAddr, FMSTR_ SIZE32 varSize,

FMSTR_ SIZE flags);

* Declaration: freemaster.h
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* Implementation: freemaster_tsa.c

Arguments

* tsaName [in] - name of the object

* tsaType [in] - name of the object type

* varAddr [in] - address of the object

* varSize [in] - size of the object

* flags [in] - access flags; a combination of these values:
— FMSTR_TSA_INFO_RO_VAR — read-only memory-mapped object (typically a variable)
— FMSTR_TSA INFO_RW_VAR — read/write memory-mapped object

— FMSTR_TSA INFO_NON_VAR — other entry, describing structure types, structure
members, enumerations, and other types

Description This function can be called only when the dynamic TSA table is enabled by the
FMSTR_USE_TSA_DYNAMIC configuration option and when the FMSTR_SetUpTsaBuff function
call is made to assign the dynamic TSA table memory. This function adds an entry into the dy-
namic TSA table. It can be used to register a read-only or read/write memory object or describe
an item of the user-defined type.

See TSA table definition for more details about the TSA table entries.

Application Commands API

FMSTR_GetAppCmd

Prototype
FMSTR,_ APPCMD__ CODE FMSTR_ GetAppCmd(void);

* Declaration: freemasterh

* Implementation: freemaster_appcmd.c

Description This function can be used to detect if there is an Application Command waiting
to be processed by the application. If no command is pending, this function returns the FM-
STR_APPCMDRESULT NOCMD constant. Otherwise, this function returns the code of the Appli-
cation Command that must be processed. Use the FMSTR_AppCmdAck call to acknowledge the
Application Command after it is processed and to return the appropriate result code to the host.

The FMSTR_GetAppCmd function does not report the commands for which a callback handler
function exists. If the FMSTR_GetAppCmd function is called when a callback-registered com-
mand is pending (and before it is actually processed by the callback function), this function re-
turns FMSTR_APPCMDRESULT_NOCMD.

FMSTR_GetAppCmdData
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Prototype
FMSTR,_ APPCMD_ PDATA FMSTR,_ GetAppCmdData(FMSTR_ SIZE* datalen);

* Declaration: freemasterh

* Implementation: freemaster_appcmd.c

Arguments

* dataLen [out] - pointer to the variable that receives the length of the data available in the
buffer. It can be NULL when this information is not needed.

Description This function can be used to retrieve the Application Command data when the
application determines that an Application Command is pending (see FMSTR_GetAppCmd).

There is just a single buffer to hold the Application Command data (the buffer length is FM-
STR_APPCMD_BUFF_SIZE bytes). If the data are to be used in the application after the command
is processed by the FMSTR_AppCmdAck call, copy the data out to a private buffer.

FMSTR_AppCmdAck

Prototype
void FMSTR,_ AppCmdAck(FMSTR_APPCMD_ RESULT resultCode);

* Declaration: freemasterh

* Implementation: freemaster_appcmd.c

Arguments

» resultCode [in] - the result code which is to be returned to FreeMASTER

Description This function is used when the Application Command processing finishes in the
application. The resultCode passed to this function is returned back to the host and the driver is
re-initialized to expect the next Application Command.

After this function is called and before the next Application Command arrives, the return value
of the FMSTR_GetAppCmd function is FMSTR_APPCMDRESULT NOCMD.

FMSTR_AppCmdSetResponseData
Prototype
void FMSTR__ AppCmdSetResponseData(FMSTR,_ADDR resultDataAddr, FMSTR,_SIZE resultDataLen);

* Declaration: freemaster.h

* Implementation: freemaster_appcmd.c
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Arguments

* resultDataAddr [in] - pointer to the data buffer that is to be copied to the Application Com-
mand data buffer

 resultDataLen [in] - length of the data to be copied. It must not exceed the FM-
STR_APPCMD_BUFF_SIZE value.

Description This function can be used before the Application Command processing finishes,
when there are data to be returned back to the PC.

The response data buffer is copied into the Application Command data buffer, from where it is
accessed when the host requires it. Do not use FMSTR_GetAppCmdData and the data buffer after
FMSTR_AppCmdSetResponseData is called.

Note: The current version of FreeMASTER does not support the Application Command response
data.

FMSTR_RegisterAppCmdCall

Prototype
FMSTR,_ BOOL FMSTR,_ RegisterAppCmdCall(FMSTR,_ APPCMD__ CODE appCmdCode, FMSTR,__
—PAPPCMDFUNC callbackFunc);

* Declaration: freemasterh

* Implementation: freemaster_appcmd.c

Arguments
* appCmdCode [in] - the Application Command code for which the callback is to be registered

* callbackFunc [in] - pointer to the callback function that is to be registered. Use NULL to
unregister a callback registered previously with this Application Command.

Return value This function returns a non-zero value when the callback function was success-
fully registered or unregistered. It can return zero when trying to register a callback function
for more than FMSTR_MAX_APPCMD_CALLS different Application Commands.

Description This function can be used to register the given function as a callback handler for
the Application Command. The Application Command is identified using single-byte code. The
callback function is invoked automatically by the FreeMASTER driver when the protocol decoder
obtains a request to get the application command result code.

The prototype of the callback function is

FMSTR__APPCMD_ RESULT HandlerFunction(FMSTR__ APPCMD_ CODE nAppcmd,
FMSTR_APPCMD_ PDATA pData, FMSTR,_ SIZE nDatalLen);
Where:
* nAppcmd -Application Command code
» pData —points to the Application Command data received (if any)

* nDatalL.en —information about the Application Command data length
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The return value of the callback function is used as the Application Command Result Code and
returned to FreeMASTER.

Note: The FMSTR_MAX APPCMD_CALLS configuration macro defines how many different Appli-
cation Commands may be handled by a callback function. When FMSTR_MAX_APPCMD_CALLS
is undefined or defined as zero, the FMSTR_RegisterAppCmdCall function always fails.

Pipes API

FMSTR_PipeOpen

Prototype
FMSTR_HPIPE FMSTR_PipeOpen(FMSTR_PIPE PORT pipePort, FMSTR_PPIPEFUNC pipeCallback,

FMSTR_ ADDR pipeRxBuff, FMSTR,_ PIPE_SIZE pipeRxSize,
FMSTR_ ADDR pipeTxBuff, FMSTR_ PIPE_ SIZE pipeTxSize,
FMSTR_ U8 type, const FMSTR,__ CHAR *name);

* Declaration: freemasterh

* Implementation: freemaster_pipes.c

Arguments
* pipePort [in] - port number that identifies the pipe for the client

* pipeCallback [in] - pointer to the callback function that is called whenever a pipe data status
changes

* pipeRxBuff [in] - address of the receive memory buffer
* pipeRxSize [in] - size of the receive memory buffer

* pipeTxBuff [in] - address of the transmit memory buffer
* pipeTxSize [in] - size of the transmit memory buffer

* type [in] - a combination of FMSTR_PIPE_MODE_xxx and FMSTR_PIPE_SIZE_xxx constants
describing primary pipe data format and usage. This type helps FreeMASTER decide how
to access the pipe by default. Optional, use 0 when undetermined.

* name [in] - user name of the pipe port. This name is visible to the FreeMASTER user when
creating the graphical pipe interface.

Description This function initializes a new pipe and makes it ready to accept or send the data
to the PC Host client. The receive memory buffer is used to store the received data before they are
read out by the FMSTR_PipeRead call. When this buffer gets full, the PC Host client denies the
data transmission into this pipe until there is enough free space again. The transmit memory
buffer is used to store the data transmitted by the application to the PC Host client using the
FMSTR_PipeWrite call. The transmit buffer can get full when the PC Host is disconnected or
when it is slow in receiving and reading out the pipe data.

The function returns the pipe handle which must be stored and used in the subsequent calls to
manage the pipe object.

The callback function (if specified) is called whenever new data are received through the pipe
and available for reading. This callback is also called when the data waiting in the transmit
buffer are successfully pushed to the PC Host and the transmit buffer free space increases. The
prototype of the callback function provided by the user application must be as follows. The
PipeHandler name is only a placeholder and must be defined by the application.
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void PipeHandler(FMSTR,_ HPIPE pipeHandle);

FMSTR_PipeClose

Prototype
void FMSTR,_PipeClose(FMSTR,_ HPIPE pipeHandle);

* Declaration: freemasterh

* Implementation: freemaster_pipes.c

Arguments

* pipeHandle [in] - pipe handle returned from the FMSTR_PipeOpen function call

Description This function de-initializes the pipe object. No data can be received or sent on the
pipe after this call.

FMSTR_PipeWrite

Prototype
FMSTR_PIPE_SIZE FMSTR_ PipeWrite(FMSTR, HPIPE pipeHandle, FMSTR,_ ADDR pipeData,
FMSTR_ PIPE_ SIZE pipeDataLen, FMSTR_ PIPE_ SIZE writeGranularity);
* Declaration: freemasterh

* Implementation: freemaster._pipes.c

Arguments
* pipeHandle [in] - pipe handle returned from the FMSTR_PipeOpen function call
* pipeData [in] - address of the data to be written
* pipeDataLen [in] - length of the data to be written

» writeGranularity [in] - size of the minimum unit of data which is to be written

Description This function puts the user-specified data into the pipe’s transmit memory buffer
and schedules it for transmission. This function returns the number of bytes that were success-
fully written into the buffer. This number may be smaller than the number of the requested
bytes if there is not enough free space in the transmit buffer.

The writeGranularity argument can be used to split the data into smaller chunks, each of the
size given by the writeGranularity value. The FMSTR_PipeWrite function writes as many data
chunks as possible into the transmit buffer and does not attempt to write an incomplete chunk.
This feature can prove to be useful to avoid the intermediate caching when writing an array of
integer values or other multi-byte data items. When making the nGranularity value equal to the
nLength value, all data are considered as one chunk which is either written successfully as a
whole or not at all. The nGranularity value of 0 or 1 disables the data-chunk approach.

FMSTR_PipeRead

34 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

Prototype
FMSTR, PIPE_SIZE FMSTR_ PipeRead(FMSTR_ HPIPE pipeHandle, FMSTR,__ ADDR pipeData,
FMSTR,_ PIPE_ SIZE pipeDataLen, FMSTR_ PIPE_SIZE readGranularity);
* Declaration: freemaster.h

* Implementation: freemaster_pipes.c

Arguments
* pipeHandle [in] - pipe handle returned from the FMSTR_PipeOpen function call
* pipeData [in] - address of the data buffer to be filled with the received data
* pipeDataLen [in] - length of the data to be read

» readGranularity [in] - size of the minimum unit of data which is to be read

Description This function copies the data received from the pipe from its receive buffer to the
user buffer for further processing. The function returns the number of bytes that were success-
fully copied to the buffer. This number may be smaller than the number of the requested bytes
if there is not enough data bytes available in the receive buffer.

The readGranularity argument can be used to copy the data in larger chunks in the same way as
described in the FMSTR_PipeWrite function.

API data types This section describes the data types used in the FreeMASTER driver. The infor-
mation provided here can be useful when modifying or porting the FreeMASTER Communication
Driver to new NXP platform:s.

Note: The licensing conditions prohibit use of FreeMASTER and the FreeMASTER Communica-
tion Driver with non-NXP MPU or MCU products.

Public common types The table below describes the public data types used in the FreeMASTER
driver API calls. The data types are declared in the freemaster.h header file.

1.1. Motor Control 35



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

Type name

Description

FM-
STR_ADDR
For exam-
ple, this
type is
defined as
long inte-
ger on the
56F8xxx
platform
where
the 24-bit
addresses
must be
supported,
but the
C-pointer
may be
only 16
bits wide
in some
compiler
configura-
tions.
FM-

STR SIZE
It is re-
quired
that this
type is un-
signed and
at least 16
bits wide
integer.
FM-
STR_BOOL
This type
is used
only in
zero/non-
Zero con-
ditions in
the driver
code.
FM-

STR_APPCM.

Generally,
this is an
unsigned
8-bit value.
FM-
STR_APPCM.
Generally,
this is an
unsigned
8-bit value.
FM-
T

Data type used to hold the memory address. On most platforms, this is normally
a C-pointer, but it may also be a pure integer type.

Data type used to hold the memory block size.

Data type used as a general boolean type.

Data type used to hold the Application Command code.

Data type used to create the Application Command data buffer.

Data type used to hold the Application Command result code.

3

STR-APPCM:
enerally,
this is an
unsigned
8-bit value.
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Public TSA types The table describes the TSA-specific public data types. These types are de-
clared in the freemaster_tsa.h header file, which is included in the user application indirectly by
the freemaster:h file.

FM- Data type used to hold a descriptor index in the TSA table or a table index in the
STR_TSA_TII list of TSA tables.

By default,

this is

defined

as FM-

STR_SIZE.

EM- Data type used to hold a memory block size, as used in the TSA descriptors.
STR TSA_TS.

By default,

this is

defined

as FM-

STR_SIZE.

Public Pipes types The table describes the data types used by the FreeMASTER Pipes API:

EFM- Pipe handle that identifies the open-pipe object.
STR_HPIPE

Generally,

this is a

pointer

to a void

type.

FM- Integer type required to hold at least 7 bits of data.
STR_PIPE_P(

Generally,

this is an

unsigned

8-bit or

16-hit type.

FM- Integer type required to hold at least 16 bits of data.
STR_PIPE_SI

This is

used to

store the

data buffer

sizes.

FM- Pointer to the pipe handler function.
STR_PPIPEFi

See  FM-

STR_PipeOpen

for more

details.

Internal types The table describes the data types used internally by the FreeMASTER driver.
The data types are declared in the platform-specific header file and they are not available in the
application code.
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FMSTR_US8
On the vast
majority of
platforms,
this is an
unsigned
8-bit inte-
ger.

On the
56F8xx
DSP plat-
form, this
is defined
as an un-
signed
16-bit inte-
ger.

FM-

STR U16
FM-

STR U32
FMSTR_S8
FM-

STR S16
FM-
STR_S32
FM-
STR_FLOAT
FM-
STR_FLAGS
FM-
STR_SIZES8
FM-
STR_INDEX
FM-
STR_BCHR
Typically,
this is
an 8-bit
unsigned
integer,
except for
the DSP
platforms
where it
is a 16-bit
integer.
FM-

STR BPTR

The smallest memory entity.

Unsigned 16-bit integer.
Unsigned 32-bit integer.

Signed 8-bit integer.
Signed 16-bit integer.

Signed 32-bit integer.

4-byte standard IEEE floating-point type.

Data type forming a union with a structure of flag bit-fields.
Data type holding a general size value, at least 8 bits wide.
General for-loop index. Must be signed, at least 16 bits wide.

A single character in the communication buffer.

A pointer to the communication buffer (an array of FMSTR_BCHR).

Document references

Links

* This document online: https:/mcuxpresso.nxp.com/mcuxsdk/latest/html/middleware/
freemaster/doc/index.html
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FreeMASTER tool home: www.nxp.com/freemaster

* FreeMASTER community area: community.nxp.com/community/freemaster

FreeMASTER GitHub code repo: https://github.com/nxp-mcuxpresso/mcux-freemaster
* MCUXpresso SDK home: www.nxp.com/mcuxpresso

* MCUXpresso SDK builder: mcuxpresso.nxp.com/en

Documents
» FreeMASTER Usage Serial Driver Implementation (document AN4752)

o Integrating FreeMASTER Time Debugging Tool With CodeWarrior For Microcontrollers v10.X
Project (document AN4771)

* Flash Driver Library For MC56F847xx And MC56F827xx DSC Family (document AN4860)

Revision history This Table summarizes the changes done to this document since the initial
release.
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Revi-
sion

Date

Description

1.0
2.0

2.1

2

2.3

2.4

2.5
2.7

2.8

2.9

3.0

4.0

4.1

4.2

4.3

4.4

03/2006
09/2007

12/2007
04/2010
04/2011
06/2011

08/2011
12/2013

06/2014

03/2015

08/2016

04/2019

04/2020

09/2020

10/2024

04/2025

Limited initial release

Updated for FreeMASTER version. New Freescale doc-
ument template used.

Added description of the new Fast Recorder feature and
its APL

Added support for MPC56xx platform, Added new API
for use CAN interface.

Added support for Kxx Kinetis platform and MQX oper-
ating system.

Serial driver update, adds support for USB CDC inter-
face.

Added Packet Driven BDM interface.

Added FLEXCAN32 interface, byte access and isr call-
back configuration option.

Removed obsolete license text, see the software pack-
age content for up-to-date license.

Update for driver version 1.8.2 and 1.9: FreeMAS-
TER Pipes, TSA Active Content, LIN Transport Layer
support, DEBUG-TX communication troubleshooting,
Kinetis SDK support.

Update for driver version 2.0: Added support for
MPC56xx, MPC57xx, KEAxx and S32Kxx platforms.
New NXP document template as well as new license
agreement used. added MCAN interface. Folders struc-
ture at the installation destination was rearranged.
Update for driver released as part of FreeMASTER v3.0
and MCUXpresso SDK 2.6. Updated to match new V4
serial communication protocol and new configuration
options. This version of the document removes sub-
stantial portion of outdated information related to S08,
S12, ColdFire, Power and other legacy platforms.
Minor update for FreeMASTER driver included in
MCUXpresso SDK 2.8.

Added example applications description and informa-
tion about the MCUXpresso Config Tools. Fixed the
pipe-related API description.

Added description of Network and Segger J-Link RTT in-
terface configuration. Accompanying the MCUXpresso
SDK version 24.12.00.

Added Zephyr-specific information. Accompanying the
MCUZXpresso SDK version 25.06.00.

1.2 Wireless

1.2.1 NXP Wireless Framework and Stacks

NXP Bluetooth LE Host and Sample Applications

Changelog All notable changes to NXP Bluetooth LE Host will be documented in this file.
NXP Bluetooth LE Host Stack is certified Bluetooth 6.0
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[1.10.13] - mcux v2025-12-00-pvw2

Added
» Threshold for the invalid number of Anchor Monitor events received by the target anchor
* Experimental Monitoring Advertisers feature in Bluetooth LE Host
* Experimental Randomized RPA feature in Bluetooth LE Host

 Application defines for default connection and default advertising tx power

Improved
* Miscellaneous applications updates
» Central applications now wait for status of Encrypt procedure in case of bonded device
* Logging data on localization applications
* NBU Low Power Mode enabled by default for Localization Applications
* PCT rotation calibration added to localization apps

* Configured CS Reflector to start the CS procedure with the tdm command and updated the
documentation

» Populated the optionalSubfeaturesSupported field correctly

* Prevented CORE 0 from entering deep sleep while LCE is computing by setting the low
power mode constraint to PWR_WFI during LCE computation and releasing it afterwards

* Implemented in CCC_CS, Channel Sounding data transfer from the anchor to the device
* Documentation miscellaneous updates

» Updated all kw47 and kw45 armgcc 1d linker files to take gUselnternalStorageLink_d flag
value into consideration

Fixed
* Memory issue when setting scan response data would return an error status from the LL

» Set advertises with the public address, overwritten by a previously used random address
on receiving the Advertising Set Terminated event

Changed

* Updated memory configuration: replaced the extended heap area in the available SMU2
memory with a 24KB array in the datal

* Removed redundant cached remote capabilities write on reflectors, as the initiator will
always trigger a capabilities exchange and trying to write cached capabilities afterwards
results in an HCI error

Supported Platforms
* KW45, KW47, MCXW71, MCXW72, MCXW23

[1.10.12] - mcux v2025-12-00-pvw1l
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Added

* Gap_LoadCustomBondedDeviceInformation API to retrieve custom peer information us-
ing NVM index

Improved

* Miscellaneous application updates

Fixed

* Updated privacy timeout mechanism affected by LE Set Extended Advertising Enable
Command

Changed

* Merged Gap_SetPeriodicAdvParameters and Gap_SetPeriodicAdvParametersV2 into
Gap_SetPeriodicAdvParameters

Supported Platforms
* KW45, KW47, MCXW71, MCXW72, MCXW23

[1.10.11] - mcux v2025-09-00

Added
* CCC sample applications updated to CCC Digital Key v4.0.0 Specification
* RAS/RAP PTS 8.7.4 test support added in Localization Sample applications

» Support for CS start procedure while the previous procedure is not completed; old proce-
dure replaced with the new one

 Support for arm gcc for ncp_loc_reader_ cm33_corel

Improved
* Localization Sample Applications Ram partition
* RAS/RAP profile and service

* Various sample applications have been updated

Fixed

 Privacy setting issue on ncp_loc_reader

Extended NBU FSCI message handling issue

Ble_shell updated to set the Random Static Address properly

* Always set the Advertising Legacy Set handle if the legacy API was used

* fsci_bridge and w_uart_host memory leak

* PAWR parameters in PeriodicSyncTransferReceived are now parsed correctly

* Ensure an RPA/NRPA is properly set from the application to enable a central using Con-
troller Privacy to connect to unbonded peripherals
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* CS algorithm buffer overwrite issue during Connection Handover application
 Various sample applications bug fixes applied

*» Pass correct Codded PHY (S2) to Channel Sounding Set Procedure Parameters

Changed

* Merged Gap_SetExtAdvertisingParameters and Gap_SetExtAdvertisingParametersV2 into
Gap_SetExtAdvertisingParameters

* ce_status_buffer type changed to int32_t

* BLE_Shell prints Random Static address as identity address instead of the Public Device
Address

Supported Platforms
* KW45, KW47, MCXW71, MCXW72, MCXW23

[1.10.10] - mcux v2025-09-00-pvw2

Improved

* CS Event Handling: CS (Channel Sounding) events are now sent to the application task for
processing, rather than being handled directly in the Host task

* Various sample applications have been updated

Fixed
* Bluetooth Advertising Sets: Now supports 4 advertising sets in the Bluetooth host libraries

 Various sample applications bug fixes applied

Changed

* Bluetooth Address Type: The default address type has been changed from Public to Ran-
dom Static

Supported Platforms
* KW45, KW47, MCXW71, MCXW72, MCXW23

[1.10.9] - mcux v2025-09-00-pvw1l

Added
* IDS event trigger when incoming ATT packets exceed agreed MTU

» IDS event trigger when Unexpected SMP Messages received in idle states (before pairing
starts)

* Average RSSI reporting in Anchor Monitor event
 Support for gAppDeferAlgoRun_d in btcs_client.c

* Multi-connection monitoring in Handover/Monitor Mode
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Improved
» Updated NBU channel sounding applications to support 64MHz clock speed

* Cleanup of commComplete structures that only contain status from hci_interface.h

Fixed
* CCC Application handover monitoring RSSI issue
 Intrusion Detection System not reporting event type
* Extended NBU armgcc projects stability
* Advertising Extended Applications when Gap_PeriodicAdvCreateSync fails

Changed
» Updated digital_key_car_anchor applications to configure coding scheme via Host API

* Enhanced RAS handling of ACK Ranging Data in invalid conditions

Supported Platforms
o KW45, KW47, MCXW71, MCXW72, MCXW23

[1.10.8] - mcux v2025-06-00

Added
* Gap_SetBondedDeviceName() to set device name using NVM index
* RAS queue for GATT indications sent
» gHciStatusBase_c to csError status

* Option to use statically allocated memory for dynamic GATT database (prevents heap frag-
mentation)

* Checks for controller supported features and setting PAST bits accordingly

* Anchor support to export device data via RAS using gAppHciDataLogExport_d = 2

* Anchor support to export device local HCI data using gAppHciDataLogExport_d =1
* Shell commands to list peer devices and trigger connection handover

* Define for enabling optional CCC LE Coded PHY advertising

» cs_sync_phy parameter to mDefaultRangeSettings (renamed from outdated RTTPhy)

Improved

» Stack Host now saves the most recently set random address after successful controller
response

* Miscellaneous minor application updates
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Fixed
» Compilation issue in loc_reader app with real-time RAS transfer
* CCC application handover state machine race condition
* CCC resets gCurrentAdvHandle upon connection

» RAS uses correct bit for data overwrite preference

Changed
* Updated Bluetooth LE Host Documentation.
BLE_Shell Tx timer interval adjusted for max throughput on 1M PHY

CS_ConfigVendorCommand updated with Inline Phase Return field
* Renamed tx_pwr_phy to phy and removed obsolete rtt_phy field

Updated documentation to clarify Controller Privacy restrictions

Supported Platforms
* KW45, KW47, MCXW71, MCXW72, MCXW23

[1.10.7] - mcux v2025-06-00-pvw2

Added
* Support for Bluetooth LE Debug Keys
* Support for pairing failure reason 0x10 (Busy)
* Extended NBU Wireless_uart_host battery service
* Channel Sounding RSSI Information at application level

 Application support for 4-antenna configuration

Improved
* Clean include directives
» Allow central-only devices to use Gap_EncryptAdvertisingData

* CSTACK size optimization for RADE using baremetal apps

Fixed
* Extended NBU memory leak issues
* Issues when gAppOtaASyncFlashTransactions_c is set to 0
* Issue with CS procedure affected by the CS data export
* Extended NBU Wireless_uart_host privacy

Changed
» Updated Bluetooth LE Host Documentation.
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Supported Platforms
» KW45, KW47, MCXW71, MCXW72, K32W1

[1.10.6] - mcux v2025-06-00-pvw1l

Added
* Encypted Advertising Data support in Extendded Advertising Applications.
* Support for disable UART for CS applications for low power measurements.
 Support for LCE (DSPV) non-blocking API integration to RADE.

* Intrusion Detection System as Experimental.

Improved
* L2CAP command length validation to cover all signaling commands.

* Extended NBU Wireless_uart_host multiple connections support.

Supported Platforms
« KW45, KW47, MCXW71, MCXW72, K32W1

[1.10.5] - mcux v2025-03-00

Added

* MCXW72 Extended NBU support and w_uart_host, fsci_bridge and ncp_fscibb sample
applications.

* L2CAP support for Channel Sounding IQ Sample Transfer in CCC CS sample applications.
* Bluetooth LE Sample applications for MCX-W71-EVK board.

Changed
* Updated FSCI XML file.
* Updated Bluetooth LE Host Documentation.

Fixed

* Cleared the mpRemoteCachedCaps entry when the peer disconnects (CS sample applica-
tions).

» Transfer RAS subscription data during connection handover (CCC CS sample applications).
* EAD - Updated advertising data length check to ensure encrypted data fits inside one AD.

* Updated digital key_car_anchor and digital_key_car_anchor_cs applications to manage
Random Static address from the application layer.

Supported Platforms
* KW45, KW47, MCXW71, MCXW72, K32W1
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[1.10.4] - mcux v2025-03-00-pvw2

Added
* PAWR support in BLE Shell sample application.
* PAWR support in adv_ext_peripheral and adv_ext_central sample applications.
* New sample applications for FRDM-MCXW?72.
* Gap_SetScanningCallback API.

* Support for handover connection interval update command.

Changed
» Updated HID Device for Windows 11 compatibility.
* Updated CCC demos to Digital Key R4 spec version 1.0.0.
* Improved RPA resolution at the Host level, now performed synchronously.

» Enhanced parsing of the CS procedure in Ranging Service.

Fixed
* Corrected parsing of the PAST command in FSCI GAP.
» Fixed scan event reporting in PAST scenario.

* Added an error case for Gap_ SetChannelMap in the generic event handler.

Supported Platforms
* KW45, KW47, MCXW71, MCXW72, K32W1

Bluetooth Low Energy Application Developer’s Guide

Introduction This document explains how to integrate the NXP Bluetooth Low Energy Host
Stack in an application and provides detailed explanation of the most commonly used APIs and
code examples.

» Introduction: This section outlines the document structure.
* Prerequisites: The document sets out the prerequisites.

* Bluetooth LE Host Stack Initialization and APIs: This section describes the Bluetooth Low
Energy Host Stack initialization. It also presents the APIs categorized according to the layer
and by application role.

* Generic Access Profile (GAP) Layer: The Generic Access Profile (GAP) layer is divided into
two sections according to the GAP role of the device: Central and Peripheral. The basic
setup of two such devices is explained with code examples, such as how to prepare the
devices for connections, how to connect them together, and pairing and bonding processes.

* Generic Attribute Profile (GATT) Layer: This section describes the Generic Attribute Profile
(GATT) layer and introduces the APIs required for data transfer between the two connected
devices. This section is divided into two subsections according to the GATT role of the de-
vice: Client and Server.
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* GATT database application interface: The document further describes the usage of the GATT
database APIs that allow the application to manipulate data stored in the GATT Server
database.

* Creating GATT database: This section describes a user-friendly method to build a GATT
database statically. The method involves the use of a predefined set of macros that the
application can include to build the database at application compile time.

* Creating a Custom Profile: This section contains instructions on how to build a custom pro-
file.

» Application Structure: The section describes the structure of the typical application.

* Low-Power Management: This section describes low-power management and how an ap-
plication can use the low-power modes of the hardware and software.

* Over the Air Programming (OTAP): This section describes the Over The Air Programming
(OTAP) capabilities that the Host Stack offers via a dedicated Service/Profile. The section
also describes how to use the OTAP capabilities in an application and also contains a de-
tailed description of the SDK components involved in the OTAP process.

* Creating a Bluetooth LE application when the Host Stack runs on another processor: This
section describes how to build a Bluetooth Low Energy application when the Host Stack is
running on a separate processor.

* References: This section lists the documents that can be referred to for more information.

» Acronyms and abbreviations: This section lists the acronyms used in this document.

Prerequisites The Bluetooth Low Energy Host Stack library contains several external refer-
ences that the application must define to enable full functionality.

Attention: Application developers must ensure to define these references to prevent linkage
errors when trying to build the application binary.

Task and event queues The task queues are declared in the ble_host_tasks.h as follows:

/*! App to Host message queue for the Host Task */
extern messaging t gApp2Host_ TaskQueue;
/*! HCI to Host message queue for the Host Task */
extern messaging t gHci2Host_ TaskQueue;
/*! Event for the Host Task Queue */
extern OSA_EVENT_HANDLE_DEFINE(gHost_ TaskEvent);

See Initialization for more details about the RTOS tasks required by the Bluetooth LE Host Stack.

Parent topic:Prerequisites

GATT database The application must define and populate the database according to its re-
quirements and constraints either statically, at application compile time, or dynamically.

Regardless of how the application creates the GATT database, the following two external refer-
ences from gatt_database.h must be defined:

/*! The number of attributes in the GATT Database. */
extern uint16_t gGattDbAttributeCount_ c;

/*! Reference to the GATT database */

extern gattDbAttribute t* gattDatabase;

The attribute template is defined as shown here:
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typedef struct{

uint16_t handle ;
/*!< Attribute handle - cannot be 0x0000; attribute handles need not be consecutive, but must be strictly,
—increasing. */

uintl6_t permissions ;
/*!< Attribute permissions as defined by ATT. */

uint32_t uuid ;
/*!< The UUID should be read according to the gattDbAttribute_t.uuidType member: for 2-byte and 4-byte, |
—UUIDs, this contains the value of the UUID; for 16-byte UUIDs, this is a pointer to the allocated 16-byte
—array containing the UUID. */

uint8 _t * pValue ;
/*!< Pointer to allocated value array. */

uint16_ t valueLength ;
/*!< Size of the value array. */

uint16_t uuidType : 2;
/*!< Identifies the length of the UUID; the 2-bit values are interpreted according to the bleUuidType_ t,,
—enumeration. */

uint16_ t maxVariableValueLength : 10;
/*¥!< Maximum length of the attribute value array; if this is set to 0, then the attribute's length, |
—(valueLength) is fixed and cannot be changed. */
} gattDbAttribute_t ;

Parent topic:Prerequisites

Non-Volatile Memory (NVM) access The Bluetooth LE Host Stack implements an internal
module responsible for managing device information. This module relies on accessing a Non-
Volatile Memory module for storing and loading bonded devices data.

The application developers determine the NVM access mechanism through the definition of
three functions and one variable. The functions must first pre-process the information and then
perform standard NVM operations (erase, write, read). The declarations are as follows:

bleResult_ t App_NvmErase

(

)i
bleResult_t App_ NvmRead
(

uint8_t mEntryldx

uint8_t mEntryldx,
void*  pBondHeader,
void*  pBondDataDynamic,
void*  pBondDataStatic,
void*  pBondDataLegacy,
void*  pBondDataDevicelnfo,
void*  pBondDataDescriptor,
uint8_t mDescriptorIndex

);

bleResult_t App_ NvmWrite

(
uint8_t mEntryldx,
void*  pBondHeader,
void*  pBondDataDynamic,
void*  pBondDataStatic,
void*  pBondDataLegacy,
void*  pBondDataDevicelnfo,
void*  pBondDataDescriptor,
uint8_t mDescriptorIndex

);

The device information is divided into several components to ensure that even software wear
leveling mechanisms can be used optimally. The components sizes are fixed (defined in
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ble_constants.h) and have the following meaning:

API pointer to bond component ~ Compo- Description

nent size

(ble_constants.h)
pBondHeader: points to a gBleBondI- Bonding information which is sufficient
bleBondIdentityHeaderBlob_t dentityHead-  to identify a bonded device.
element erSize c
pBondDataDynamic: points to gBleBond- Bonding information that might change
a bleBondDataDynamicBlob_t el- DataDynam-  frequently.
ement icSize_c
pBondDataStatic: points to a gBleBond- Bonding information that is unlikely to
bleBondDataStaticBlob_t ele- DataStatic- change frequently.
ment Size ¢
pBondDatalegacy: points to gBleBond- Stores legacy pairing and Connection Sig-
a bleBondDataLegacyBlob_t ele- DataLegacy- nature Resolving Key (CSRK) bond infor-
ment Size_c mation.
pBondDataDevicelnfo: points gBleBond- Additional bonding information that can

to a DbleBondDataDeviceIn- DataDeviceln- be accessed using the host stack APL
foBlob_t element foSize c

pBondDataDescriptor: points gBleBond- Bonding information used to store one
to a DbleBondDataDescriptor- DataDescrip- Client Characteristic Configuration De-
Blob_t element torSize_c scriptor (CCCD).

The Bluetooth LE Host Stack handles the format of the bonding information. Therefore, applica-
tion developers need not to take care of this aspect.

Each bonding data slot must contain one bonding header blob, one dynamic data blob, one static
data blob, one data legacy blob, one device information blob, and an array of descriptor blobs
equal to gcGapMaximumSavedCccds_c.

Note: The application must define the gcGapMaximumSavedCccds_c. macro according to its re-
quirement. The default value can be found in the ble_ constants.h file.)

A slot is uniquely identified by the mEntryIdx parameter.
A descriptor is uniquely identified by the pair mEntryldx - mDescriptorIndex.

If one or more pointers passed as parameters are NULL, the read from or write to the corre-
sponding blob of the bonding slot must be ignored. The erase function must clear the entire
bonding data slot specified by the entry index.

Note: When Advanced Secure Mode is chosen ( gAppSecureMode d is defined as 1 in
app__preinclude.h), two additional application NVM functions are defined to handle local keys en-
crypted blob storage. Their declaration is:

bleResult_ t App_ NvmWriteLocalKeys

(

uint8__t mEntryldx,
void* pLocalKey

)

bleResult_t App_ NvmReadLocalKeys

(

uint8__t mEntryldx,
void* pLocalKey

)

The functions write/read a structure of type bleLocalKeysBlob_ t into/from NVM using a dedicated
data set. The parameter mEntryldx can be 0 (local IRK is handled) or 1 (local CSRK is handled).
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The format of the local keys blob nor about the generation and storage of the local keys is auto-
matically handled in BLE Connection Manager (BleConnManager_GenericEvent). Therefore the
application developer need not manage this aspect.

The current implementation of the aforementioned functions uses either the framework NVM
module or a RAM buffer. Additional details about the NVM configuration and functionality can
be found in the Connectivity Framework Reference Manual. See References.

To enable the NVM mechanism, ensure the following points:

* gAppUseNvm_d (in app_preinclude.h) is set to 1 and

* gUseNVMLink d is set to 1 in the linker options of the toolchain.
Note:

» If gAppUseNvm_ d is set to 0, then all bonding data is stored in the RAM and is accessible
until reset or power cycle.

* If gAppUseNvm_d is set to 1, the default NVM module configurations are applied in the
app_preinclude.h file.

Parent topic:Prerequisites

Bluetooth LE Host Stack Initialization and APIs

Initialization The application developer is required to configure the Host Task as part of the
Host Stack requirement. The task is the context for running all the Host layers (GAP, GATT, ATT,
L2CAP, SM, GATTDB)

The prototype of the task function is located in the ble_host_tasks.h file:

void Host_ TaskHandler(void * args);

It should be called with NULL as an argument in the task code from the application.

Application developers are required to define task events and queues as explained in RTOS Task
Queues and Events.

If the Controller software runs on the same chip as the Host, the Controller task always has a
higher priority than the Host task. The priority value of the Host Task can be configured through
the gHost_TaskPriority_c define (by default set in ble_host_task_config.h). Note that changing this
value can have a significant impact on the Bluetooth Low Energy stack.

Parent topic:Bluetooth LE Host Stack Initialization and APIs

Main function to initialize the Bluetooth LE Host Stack This Figure provides an overview of
Bluetooth Low Energy Host Stack. When using the existing application common files, the startup
task uses BluetoothLEHost_ApplInit(), which is defined in app_conn.h. The function initializes all
components related to the Bluetooth Low Energy application. It has the following prototype:

void BluetoothLEHost__Applnit(void);

The BluetoothLEHost_AppInit() function must be implemented by each application. It should
register its generic event callback using BluetoothLEHost_SetGenericCallback() and initialize the
Bluetooth LE Host Stack layer by calling BluetoothLEHost_Init(). The prototype for the Bluetooth-
LEHost_Init() function is found in app_conn.h and is implemented in app_conn.c.

void BluetoothLEHost Init

(

appBluetoothLEInitCompleteCallback_ t pCallback
)i
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BluetoothLEHost_Init takes as parameter a function to be called at the end of Bluetooth LE Host
Stack initialization. In this callback, the application can register its callbacks with the Host layer;,
allocate timers, start services, and perform similar tasks. The callback should have a prototype
as follows:

static void BluetoothLEHost_ Initialized(void);

BluetoothLEHost_Init() is responsible for initializing the Host.

Initialize the Bluetooth LE Host Stack after platform setup is complete and all RTOS tasks have
been started. The function that should be called for this purpose is located in the ble_generalh
file and has the following prototype:

bleResult_t Ble HostInitialize

(

gapGenericCallback_t genericCallback,
hciHostToControllerInterface t hostToControllerInterface

5

Ble_Hostlinitialize

L2ca APIs

& CBs GATT APIs & CBs

BLE Host Stack

hostToControllerinterface HCI Ble_HciRecv

Parent topic:Bluetooth LE Host Stack Initialization and APIs

HCI entry and exit points The HCI entry point of the Host Stack is the second function located
in the ble_general.h file:

void Ble HciRecv

hciPacket Type_ t packetType,
(continues on next page)

52 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

(continued from previous page)

void* pHciPacket,
uint16_t packetSize

)i
This is the function that the application must call to insert an HCI message into the Host.

An equivalent exists, to be used in ISR context:

bleResult t Ble HciRecvFromlsr

(

hciPacket Type_t packetType,
void* pHciPacket,
uintl6_t packetSize

);

Therefore, the Ble HciRecv function and the hostToControllerInterface parameter of the
Ble_Hostlnitialize function represent the two points that need to be connected to the LE Con-
troller (see Bluetooth Low Energy Host Stack overview), either directly (if the Controller software
runs on the same chip as the Host) or through a physical interface (for example, UART).

Parent topic:Bluetooth LE Host Stack Initialization and APIs

Bluetooth LE Host Stack libraries and API availability All the APIs referenced in this doc-
ument are available in the Central and Peripheral libraries. The support for Bluetooth 5.3 op-
tional features such as Advertising, Advertising Extensions, GATT Caching, and EATT are pro-
vided in separate host libraries. They are distributed in a similar process as the legacy ones
using GAP/GATT role support, which is described as follows.

For example, below are listed the full-featured libraries with complete support for both Central
and Peripheral APIs, at GAP level.

* lib_ble_OPT_host_cm33_iar.a (for IAR projects)
o lib_ble_OPT_host_cm33_gcc.a (for MCUX projects)

These libraries include optional features implemented by the Bluetooth LE Host. For ap-
plications that need to use only the mandatory 5.3 Bluetooth LE and below features, the
lib_ble_host_cm33_iar.a or lib_ble_host_cm33_gcc.a libraries can be used instead.

However, some applications may be targeted to memory-constrained devices and do not need
the full support. In the interest of reducing code size and RAM utilization, optimized libraries
are provided:

* lib_ble_host_peripheral cm33_iar.a/lib_ble_host_peripheral cm33_gcc.a and
* lib_ble_OPT _host_peripheral cm33_iar.a/lib_ble_OPT_host_peripheral cm33_gcc.a.
— Support only APIs for the GAP Peripheral and GAP Broadcaster roles
— Support only APIs for the GATT Server role
* lib_ble_host_central cm33_iar.a and lib_ble_OPT_host_central_cm33_iar.a
o lib_ble_host_central_cm33_gcc.a and lib_ble_OPT_host_central cm33_gcc.a
— Support only APIs for the GAP Central and GAP Observer roles
— Support only APIs for the GATT Client role

If one attempts to use an API that is not supported (for instance, calling Gap_Connect with the
lib_ble_host_peripheral cm33_iar.a and lib_ble_host_peripheral_ cm33_gcc.a), then the API returns
the gBleFeatureNotSupported_c error code.

Similarly, if the API for OPT is used with a host library that does not have support for optional fea-
tures, then gBleFeatureNotSupported_c is returned. For instance, calling Gap_SetExtAdvertising
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parameters with the lib_ble_host_peripheral cm33_iar.a and lib_ble_host_peripheral cm33_gcc.a)
returns the exit code gBleFeatureNotSupported._c.

Note: See the Bluetooth Low Energy Host Stack API Reference Manual for explicit information
regarding API support. Each function documentation contains this information in the Remarks
section.

Parent topic:Bluetooth LE Host Stack Initialization and APIs

Synchronous and asynchronous functions The vast majority of the GAP and GATT APIs are
executed asynchronously. Calling these functions generates a message and places it in the Host
Task message queue.

Therefore, the actual result of these APIs is signaled in events triggered by specific callbacks
installed by the application. See the Bluetooth Low Energy Host Stack API Reference Manual for
specific information about the events that are triggered by each API.

However, there are a few APIs which are executed immediately (synchronously). This is ex-
plicitly mentioned in the Bluetooth Low Energy Host Stack API Reference Manual in the Remarks
section of each function documentation.

If nothing is mentioned, then the API is asynchronous.
Parent topic:Bluetooth LE Host Stack Initialization and APIs

Radio TX Power level The controller interface includes APIs that can be used to set the Radio
TX Power to a different level than the default one.

The power level can be set differently for advertising and connection channels by calling the
function Controller_SetTxPowerLevelDbm() with the channel parameter set to gAdvTxChannel_c
or gConnTxChannel c.

Parent topic:Bluetooth LE Host Stack Initialization and APIs

Generic Access Profile (GAP) Layer The GAP layer manages connections, security, and
bonded devices.

The GAP layer APIs are built on top of the Host-Controller Interface (HCI), the Security Manager
Protocol (SMP), and the Device database.

GAP defines four possible roles that a Bluetooth Low Energy device may have in a Bluetooth Low
Energy system:

* Central
— Scans for advertisers (Peripherals and Broadcasters)
— Initiates connection to Peripherals; Central at Link Layer (LL) level
— Usually acts as a GATT Client, but can also contain a GATT Database itself
* Peripheral
— Advertises and accepts connection requests from Central devices; LL Peripheral
— Usually contains a GATT Database and acts as a GATT Server, but may also be a Client
* Observer
— Scans for advertisers, but does not initiate connections; Transmit is optional
* Broadcaster

— Advertises, but does not accept connection requests from Central devices; Receive is
optional
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The Figure illustrates the generic GAP topology.

Peripheral setup The Peripheral starts advertising and waits for scan and connection requests
from other Central devices.

Advertising Before starting advertising, the advertising parameters should be configured.
Otherwise, the following defaults are used.

#define gGapDefaultAdvertisingParameters d \
{
/* minlnterval */  gGapAdvertisingIntervalDefault_c, \
/* maxInterval */  gGapAdvertisingIntervalDefault_c, \
/* advertisingType */ gConnectableUndirectedAdv_ c, \
/* addressType */  gBleAddrTypePublic_c, \
/* peerAddressType */ gBleAddrTypePublic_c, \
/* peerAddress */  {0U, 0U, 0U, 0U, 0U, 0U}, \
/* channelMap */ (gapAdvertisingChannelMapFlags_ t)gGapAdvertisingChannelMapDefault_c, \
/* filterPolicy */  gProcessAll_c \

}

To set different advertising parameters, a gapAdvertisingParameters_t structure should be allo-
cated and initialized with defaults. Then, the necessary fields may be modified.

After that, the following function should be called:

bleResult_t Gap_ SetAdvertisingParameters

(
);

const gapAdvertisingParameters_t *  pAdvertisingParameters

The application should listen to the gAdvertisingParametersSetupComplete_c generic event.

Next, the advertising data should be configured and, if the advertising type supports active scan-
ning, the scan response data should also be configured. If either of these is not configured, they
are defaulted to empty data.

The function used to configure the advertising and/or scan response data is shown here:
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bleResult_ t Gap_ SetAdvertisingData

(

const gapAdvertisingData_t *  pAdvertisingData,
const gapScanResponseData_t *  pScanResponseData

);

Either of the two pointers may be NULL, in which case they are ignored (the corresponding data
is left as it was previously configured, or empty if it has never been set), but not both at the same
time.

The application should listen to the gAdvertisingDataSetupComplete_c generic event.

After all the necessary setup is done, advertising may be started with this function:

bleResult_t Gap_ Start Advertising

(

gapAdvertisingCallback__t advertisingCallback,
gapConnectionCallback__t connectionCallback

);

The advertising callback is used to receive advertising events (advertising state changed or ad-
vertising command failed), while the connection callback is only used if a connection is estab-
lished during advertising.

The connection callback is the same as the callback used by the Central when calling the
Gap_Connect function.

When using the common application structure, the application can use the following API defined
in app_conn.h:

bleResult_t BluetoothLEHost__Start Advertising

(

appAdvertisingParams_t *pAdvParams,
gapAdvertisingCallback__t pfAdvertisingCallback,
gapConnectionCallback_t pfConnectionCallback

);

The API goes through the steps of setting the advertising data and parameters. Events from the
Host task are treated in the App_AdvertiserHandler() function, implemented in app_advertiser.c.
To set the advertising parameters and data BluetoothLEHost_StartAdvertising requires a param-
eter of the following type:

typedef struct
appAdvertisingParams_ tag

{

gapAdvertisingParameters_t *pGapAdvParams; /*!< Pointer to the GAP advertising parameters */
const gapAdvertisingData_t *pGapAdvData; /*!< Pointer to the GAP advertising data */

const gapScanResponseData_ t *pScanResponseData;

/*!< Pointer to the scan response data */ } appAdvertisingParams__t;

If a Central initiates a connection to this Peripheral, the gConnEvtConnected_c connection event
is triggered.

To stop advertising while the Peripheral has not yet received any connection requests, use this
function:

bleResult_t Gap_ StopAdvertising (void);

This function should not be called after the Peripheral enters a connection, as the advertising
automatically stops in this case.

Parent topic:Peripheral setup
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Pairing and bonding (peripheral) After a connection has been established to a Central, the
Peripheral’s role regarding security is a passive one. It is the responsibility of the Central device
to start the pairing process. In case, the devices have already bonded in the past, the Central
encrypts the link using the shared LTK.

The Peripheral sends error responses (at ATT level) with proper error code if the Central attempts
to access sensitive data without authenticating. Examples of such error responses are: Insuffi-
cient Authentication, Insufficient Encryption, Insufficient Authorization, and so on. Therefore,
it indicates to the Central that it needs to perform security procedures.

All security checks are performed internally by the GAP module and the security error responses
are sent automatically. All the application developer needs to do is register the security require-
ments.

First, when building the GATT Database (see Creating GATT database), the sensitive attributes
should have the security built into their access permissions (for example, read-only / read with
authentication / write with authentication / write with authorization, and so on.).

Second, if the GATT Database requires additional security besides that already specified in at-
tribute permissions (for example, certain services require higher security in certain situations),
the following function must be called:

bleResult t Gap_ RegisterDeviceSecurityRequirements

(

const gapDeviceSecurityRequirements_ t * pSecurity

);

The parameter is a pointer to a structure which contains a “device security setting” and service-
specific security settings. All these security requirements are pointers to gapSecurityRequire-
ments_ t structures. The pointers that are to be ignored should be set to NULL.

Although the Peripheral does not initiate any kind of security procedure, it can inform the Central
about its security requirements.

The informing is performed through the Peripheral Security Request packet at SMP level. To use
it, the following GAP API is provided:

bleResult_ t Gap_ SendPeripheralSecurityRequest

deviceld _t deviceld,
const gapPairingParameters_ t* pPairingParameters

);

The gapPairingParameters_t structure includes two important fields. The withBonding field in-
dicates to the Central whether this Peripheral can bond and the securityModeAndLevel field
informs about the required security mode and level that the Central should pair for. See Pairing
and bonding (Central) for an explanation about security modes and levels, as defined by the GAP
module.

This request expects no reply, nor any immediate action from the Central. The Central may easily
choose to ignore the Peripheral Security Request.

If the two devices have bonded in the past, the Central proceeds directly to encrypting the link.
If the bond was not made using LE Secure Connections, the Peripheral expects to receive a gCon-
nEvtLongTermKeyRequest_ ¢ connection event. If the bond was made using LE Secure Connec-
tions, the Host provides the LTK automatically to the LE Controller.

When the devices have been previously pairing without using LE Secure Connections, along with
the Peripheral’s LTK, the EDIV (2 bytes) and RAND (8 bytes) values were also sent (their mean-
ing is defined by the SMP). Therefore, before providing the key to the Controller, the application
should check that the two values match with those received in the gConnEvtLongTermKeyRe-
quest__c event. If they do, the application should reply with:
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bleResult_t Gap_ ProvideLongTermKey

(

deviceld_t deviceld,
const uint8 _t*  aLtk,
uint8 t ItkSize

f5

The LTK size cannot exceed the maximum value of 16.

If the EDIV and RAND values do not match, or if the Peripheral does not recognize the bond, it
can reject the encryption request with:

bleResult_t Gap_ DenyLongTermKey

deviceld t deviceld

);

If LE SC Pairing was used then the LTK is generated internally by the Bluetooth LE Host Stack and
it is not requested from the application during post-bonding link encryption. In this scenario,
the application is only notified of the link encryption through the gConnEvtEncryptionChanged_ ¢
connection event.

If the devices are not bonded, the Peripheral should expect to receive the gConnEvtPairingRe-
quest__c, indicating that the Central has initiated pairing.

If the application agrees with the pairing parameters (see Pairing and bonding (Central) for de-
tailed explanations), it can reply with:

bleResult_t Gap__ AcceptPairingRequest

(

deviceld_t deviceld,
const gapPairingParameters_t * pPairingParameters

);

This time, the Peripheral sends its own pairing parameters, as defined by the SMP.

After sending this response, the application should expect to receive the same pairing events
as the Central (see Pairing and bonding (Central)), with one exception: the gConnEvtPasskeyRe-
quest__c event is not called if the application sets the Passkey (PIN) for pairing before the connec-
tion by calling the API:

bleResult_t Gap_ SetLocalPasskey

(
);

uint32_ t passkey

This is done because, usually, the Peripheral has a static secret PIN that it distributes only to
trusted devices. If, for any reason, the Peripheral must dynamically change the PIN, it can call
the aforementioned function every time it wants to, before the pairing starts (for example, right
before sending the pairing response with Gap_ AcceptPairingRequest).

If the Peripheral application never calls Gap_SetLocalPasskey, then the gConnEvtPasskeyRe-
quest__c event is sent to the application as usual.

The Peripheral can use the following API to reject the pairing process:

bleResult_t Gap_ RejectPairing

(

deviceld_t deviceld,
gapAuthenticationRejectReason_t  reason

);

The reason should indicate why the application rejects the pairing. The value gLinkEncryption-
Failed_ c is reserved for the gConnEvtAuthenticationRejected_ ¢ connection event to indicate the
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link encryption failure rather than pairing failures. Therefore, it is not meant as a pairing reject
reason.

The Gap_ RejectPairing function may be called not only after the Pairing Request was received,
but also during the pairing process. For example, when handling pairing events or asyn-
chronously, if for any reason the Peripheral decides to abort the pairing, this function can be
called. This also holds true for the Central. Figure illustrates the Peripheral pairing flow and
lists the main APIs and events. Gap_RejectPairing can be called on any pairing event.

Gap_DenylLongTermKey { advertising }

gConnEvtConnected_c
{optionally}

NO gConnEvtlongTerm
KeyRequest_c

{ EDIV and RAND valid? } { connected } ~ Gap_SendSlaveSecurityRequest

gConnEvtPairingRequest_c

NO
{ pairing parameters OK? } Gap_RejectPairing

YES

YES

gConnEvtOobReguest ¢
PEBd Gap_ProvideOob

Gap_ProvideLongTermKey

gConnEvtEncryption gCr?nnEvtAuthentication gConnEvtKeyExchangeRequest_c
Changed _c [TRUE] Rejected_c¢

P Gap_SendSmpKeys

/* info purposes */ I Gap_AcceptPairing gConnEvtLeScOobDataRequest ¢
Request
gConnEvtPairingComplete_c + P
handle pairing
events

Gap_LeScSetPeer
OobData
gConnEvtlLeScDisplayNumericValue_c
- Gap_LeScValidate
NumericValue

gConnEvtKeysReceived_c
gConnEvtlLeScKeypressNotification_c

PEBd /* info purposes */

For both the Central and the Peripheral, bonding is performed internally and is not the appli-
cation’s concern. The gConnEvtPairingComplete ¢ event parameters inform the application if
bonding has occurred.

Parent topic:Peripheral setup

Parent topic:Generic Access Profile (GAP) Layer

Central setup Usually, a Central must start scanning to find Peripherals. When the Central
has scanned a Peripheral it wants to connect to, it stops scanning and initiates a connection to
that Peripheral. After the connection has been established, it may start pairing, if the Peripheral
requires it, or directly encrypt the link, if the two devices have already bonded in the past.

Scanning The most basic setup for a Central device begins with scanning, which is performed
by the following function from gap_interface.h:

bleResult_ t Gap_ StartScanning
(

const gapScanningParameters_ t* pScanningParameters,
(continues on next page)
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(continued from previous page)
gapScanningCallback_ t scanningCallback,
gapFilterDuplicates_ t enableFilterDuplicates,
uint16_t duration,
uint16_t period

);

If the pScanningParameters pointer is NULL, the currently set parameters are used. If no param-
eters have been set after a device power-up, the standard default values are used:

#define gGapDefaultScanningParameters_d \

{\
/* type */ gScanTypePassive_c, \
/* interval */ gGapScanIntervalDefault d, \
/* window */ gGapScanWindowDefault_d, \

/* ownAddressType */ gBleAddrTypePublic_c, \
/* filterPolicy */  gScanAll c \
/* scanning PHY */  gLePhylMFlag c\

}

The easiest way to define non-default scanning parameters is to initialize a gapScanningParam-
eters_t structure with the above default and change only the required fields.

For example, to perform active scanning and only scan for devices in the Filter Accept List, the
following code can be used:

gapScanningParameters_t scanningParameters = gGapDefaultScanningParameters_ d;
scanningParameters.type = gScanTypeActive_ c;

scanningParameters.filterPolicy = gScanWithFilter AcceptList_ c;
Gap__StartScanning(&scanningParamters, scanningCallback, enableFilterDuplicates, duration, period);

When using the common application structure, the application can use the following API defined
in app_conn.h:

bleResult_t BluetoothLEHost__StartScanning

(

appScanningParams_t *pAppScanParams,
gapScanningCallback__t pfCallback

)i
The API uses the appScanningParams_t structure, which is defined as follows:

typedef struct appScanningParams_tag

{

gapScanningParameters_ t *pHostScanParams; /*!< Pointer to host scan structure */
gapFilterDuplicates_t enableDuplicateFiltering; /*!< Duplicate filtering mode */
uint16_t duration; /*1< scan duration */
uint16_t period,; /*!< scan period */

} appScanningParams__t;

The scanningCallback is triggered by the GAP layer to signal events related to scanning.

The most important event is the gDeviceScanned_c event, which is triggered each time an adver-
tising device is scanned. This event data contains information about the advertiser:

typedef struct

{
bleAddressType_t addressType ;
bleDeviceAddress_ t aAddress ;
int8_t rssi ;
uint8 ¢ dataLength ;
uint8  t* data ;

(continues on next page)
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(continued from previous page)
bleAdvertisingReportEventType t advEventType ;

bool__t directRpaUsed;
bleDeviceAddress_t directRpa;
bool_t advertisingAddressResolved;

} gapScannedDevice_t;

If this information signals a known Peripheral that the Central wants to connect to, the latter
must stop scanning and connect to the Peripheral.

To stop scanning, call this function:

bleResult_t Gap_ StopScanning (void);

By default, the GAP layer is configured to report all scanned devices to the application using the
gDeviceScanned_c event type. However, some use cases might require to perform specific GAP
Discovery Procedures. In such use cases the advertising reports might require the filtering of
Flags AD value from the advertising data. Other use cases require the Bluetooth LE Host Stack
to automatically initiate a connection when a specific device has been scanned.

To enable filtering based on the Flags AD value or to set device addresses for automatic connec-
tions, the following function must be called before the scanning is started:

bleResult_t Gap_ SetScanMode
(

gapScanMode_t scanMode,
gapAutoConnectParams_ t* pAutoConnectParams,
gapConnectionCallback_t connCallback

);

The default value for the scan mode is gDefaultScan_c, which reports all packets regardless of
their content and does not perform any automatic connection.

To enable Limited Discovery, the gLimitedDiscovery_c value must be used, while the gGeneralD-
iscovery_c value activates General Discovery.

To enable automatic connection when specific devices are scanned, the gAutoConnect_c value
must be set, in which case the pAutoConnectParams parameter must point to the structure that
holds the target device addresses and the connection parameters to be used by the Host for these
devices.

If scanMode is set to gAutoConnect_c, connCallback must be set and is triggered by GAP to send
the events related to the connection.

Parent topic:Central setup

Initiating and closing a connection To connect to a scanned Peripheral, extract its address
and address type from the gDeviceScanned_c event data, stop scanning, and call the following
function:

bleResult_t Gap_ Connect

(

const gapConnectionRequestParameters_ t * pParameters,
gapConnectionCallback_t connCallback

f5

When using the common application structure, the application can also use the following API
defined in app_conn.h:

bleResult_ t BluetoothLEHost_ Connect

(

gapConnectionRequestParameters_t* pParameters,
(continues on next page)
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(continued from previous page)
gapConnectionCallback_ t connCallback

f5

An easy way to create the connection parameter structure is to initialize it with the defaults, then
change only the necessary fields. The default structure is defined as shown here:

#define gGapDefaultConnectionRequestParameters_d \
{\
/* scanInterval */ gGapScanIntervalDefault_ d, \
/* scanWindow */ gGapScanWindowDefault_d, \
/* filterPolicy */ gUseDeviceAddress_ c, \
/* ownAddressType */  gBleAddrTypePublic_c, \
/* peerAddressType */  gBleAddrTypePublic_c, \
/* peerAddress */ {0,0,0,0,0,0},\
/* connlntervalMin */  gGapDefaultMinConnectionInterval_d, \
/* connlntervalMax */  gGapDefaultMaxConnectionInterval d, \
/* connLatency */ gGapDefaultConnectionLatency_d, \
/* supervisionTimeout */ gGapDefaultSupervisionTimeout_ d, \
/* connEventLengthMin */ gGapConnEventLengthMin d, \
/* connEventLengthMax */ gGapConnEventLengthMax_d \
/* initiatingPHYs  */ gLePhylMFlag_c \

}

In the following example, Central scans for a specific Heart Rate Sensor with a known address.
When it finds it, it immediately connects to it.

static void BleApp_ ScanningCallback

(

)
{

gapScanningEvent_ t *pScanningEvent

switch (pScanningEvent->eventType)
{
case gDeviceScanned_ c:
{
if (BleApp_ CheckScanEvent(&pScanningEvent->eventData.scannedDevice))
{
gConnReqParams.peerAddressType = pScanningEvent->eventData.scannedDevice.addressType;
FLib_ MemCpy(gConnReqParams.peer Address,
pScanningEvent->eventData.scannedDevice.aAddress,
sizeof(bleDeviceAddress_ t));
(void)Gap__ StopScanning();
#if gAppUsePrivacy_d
gConnReqParams.usePeerldentityAddress = pScanningEvent->eventData.scannedDevice.
—advertisingAddressResolved;

endif
! (void)BluetoothLEHost__ Connect(&gConnReqParams, BleApp_ ConnectionCallback);
}
}
break;
}

The connCallback is triggered by GAP to send all events related to the active connection. It has
the following prototype:

typedef void (* gapConnectionCallback_t )

(

deviceld_t deviceld,
gapConnectionEvent_ t * pConnectionEvent

);

The very first event that should be listened inside this callback is the gConnEvtConnected_c event.
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If the application decides to drop the connection establishment before this event is generated, it
should call the following macro:

#define Gap_ CancellnitiatingConnection()\
Gap_ Disconnect(gCancelOngoingInitiatingConnection__d)

This is useful, for instance, when the application chooses to use an expiration timer for the con-
nection request.

Upon receiving the gConnEvtConnected_c event, the application may proceed to extract the nec-
essary parameters from the event data (pConnectionEvent->event.connectedEvent). The most im-
portant parameter to be saved is the deviceld.

The deviceld is a unique 8-bit, unsigned integer, used to identify an active connection for subse-
quent GAP and GATT API calls. All functions related to a certain connection require a deviceld
parameter. For example, to disconnect, call this function:

bleResult_t Gap_ Disconnect

(
);

deviceld t deviceld

Parent topic:Central setup

Pairing and bonding (Central) After the user has connected to a Peripheral, use the following
function to check whether this device has bonded in the past:

bleResult_ t Gap_ CheckIfBonded
(

deviceld_t deviceld,
bool_t *  pOutlsBonded,
uint8_t*  pOutNvmIndex

)i
If it has, link encryption can be requested with:

bleResult_t Gap_ EncryptLink

deviceld t deviceld

);

If the link encryption is successful, the gConnEvtEncryptionChanged_c connection event is trig-
gered. Otherwise, a gConnEvtAuthenticationRejected_cevent is received with the rejectReason
event data parameter set to gLinkEncryptionFailed_c.

On the other hand, if this is a new device (not bonded), pairing may be started as shown here:

bleResult_t Gap_ Pair

(

deviceld_t deviceld,
const gapPairingParameters_t * pPairingParameters

);
The pairing parameters are shown here:

typedef struct gapPairingParameters_tag {

bool_t withBonding ;
gapSecurityModeAndLevel _t  securityModeAndLevel ;
uint8_t maxEncryptionKeySize ;
gaploCapabilities_ t localloCapabilities ;

bool__t oobAvailable ;
gapSmpKeyFlags_ t centralKeys ;

(continues on next page)
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(continued from previous page)

gapSmpKeyFlags t peripheralKeys ;
bool__t leSecureConnectionSupported ;
bool_t useKeypressNotifications ;

} gapPairingParameters_ t;

The names of the parameters are self-explanatory. The withBonding flag should be set to TRUE
if the Central must/wants to bond.

When Advanced Secure Mode is enabled, (gAppSecureMode_d id defined as 1 in
app_preinclude.h), the security mode and level for pairing is automatically enforced as Mode 1
Level 4, and LE Secure Connection Supported is automatically enforced TRUE. Legacy pairing is
not supported in this mode.

For the Security Mode and Level, the GAP layer defines them as follows:
 Security Mode 1 Level 1 stands for no security requirements.

» Except for Level 1 (which is only used with Mode 1), Security Mode 1 requires encryption,
while Security Mode 2 requires data signing.

* Mode 1 Level 2 and Mode 2 Level 1 do not require authentication (in other words, they
allow Just Works pairing, which has no MITM protection). Mode 1 Level 3 and Mode 2 Level
2 require authentication (must pair with PIN or OOB data, which provide MITM protection).

* Starting with Bluetooth specification 4.2, OOB pairing offers MITM protection only in cer-
tain conditions. The application must inform the stack if the OOB data exchange capabilities
offer MITM protection via a dedicated API.

 Security Mode 1 Level 4 is reserved for authenticated pairing (with MITM protection) using
a LE Secure Connections pairing method.

» If a pairing method is used but it does not offer MITM protection, then the pair-
ing parameters must use Security Mode 1 level 2. If the requested pairing parame-
ters are incompatible (for example, Security Mode 1 Level 4 without LE Secure Con-
nections enabled), a gBlelnvalidParameter ¢ status is returned by the security API func-
tions: Gap_ SetDefaultPairingParameters, Gap_ SendPeripheralSecurityRequest, Gap_ Pair and
Gap__AcceptPairingRequest.

— No se- No MITM pro- Legacy MITM LE secure connec-
curity tection protection tions with MITM
protection

Mode 1 (encryption) dis- Level 1 Level 2 unau- Level 3 au- Level 4 LE SC
tributed LTK (EDIV+RAND) no se- thenticated en- thenticated authenticated

or generated LTK curity cryption encryption encryption
Mode 2 (data signing) dis- — Level 1 unau- Level 2 au- —
tributed CSRK thenticated thenticated

data signing data signing

The centralKeys should have the flags set for all the keys that are available in the application. The
IRK is mandatory if the Central is using a Private Resolvable Address, while the CSRK is necessary
if the Central wants to use data signing. The LTK is provided by the Peripheral and should only
be included if the Central intends on becoming a Peripheral in future reconnections (GAP role
change).

The peripheralKeys should follow the same guidelines. The LTK is mandatory if encryption is to
be performed, while the peer’s IRK should be requested if the Peripheral is using Private Resolv-
able Addresses.

See table below for detailed guidelines regarding key distribution.
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The first three rows are both guidelines for Pairing Parameters (centralKeys and peripheralKeys)
and for distribution of keys with Gap_SendSmpKeys.

If LE Secure Connections Pairing is performed (Bluetooth Low Energy 4.2 and above), then the
LTK s generated internally, so the corresponding hits in the key distribution fields from the pair-
ing parameters are ignored by the devices.

The Identity Address is distributed if the IRK is also distributed (its flag has been set in the Pairing
Parameters). Therefore, it can be “asked” only by asking for IRK (it does not have a separate flag
in a gapSmpKeyFlags_t structure). Therefore, it is N/A.

The negotiation of the distributed keys is as follows:

* In the SMP Pairing Request (started by Gap_Pair), the Central sets the flags for the keys it
wants to distribute (centralKeys) and receive (peripheralKeys).

Central keys (Cen- Peripheral keys Peripheral () keys Central keys (pe-
tral) (Central) ripheral)
Long If it wants to be If it wants en- If it wants en- If it wants to
Term Key a peripheral in a cryption cryption become a central
(LTK)+EDIV future reconnec- in a future recon-
+RAND tion nection
Identity Re- If it wuses or Ifaperipheralis If it wuses or If a central is us-
solving Key intends to wuse wusing a private intends to use ing a private re-
(IRK) private resolv- resolvable ad- private resolv- solvable address
able addresses dress able addresses

Connection If it wants to sign If it wants the Ifitwantstosign If it wants the
Signature data as GATT peripheral to data as GATT Central to sign
Resolving Client sign data as Client data as GATT
Key (CSRK) GATT Client Client

Identity ad- If it distributes N/A If it distributes N/A

dress the IRK the IRK

* The Peripheral examines the two distributions and must send an SMP Pairing Response
(started by the Gap_AcceptPairingRequest) after performing any changes it deems neces-
sary. The Peripheral is only allowed to set to 0 some flags that are set to 1 by the Central,
but not the other way around. For example, it cannot request/distribute keys that were not
offered/requested by the Central. If the Peripheral is adverse to the Central’s distributions,
it can reject the pairing by using the Gap_RejectPairing function.

* The Central examines the updated distributions from the Pairing Response. If it is adverse
to the changes made by the Peripheral, it can reject the pairing (Gap_RejectPairing). Oth-
erwise, the pairing continues and, during the key distribution phase (the gConnEvtKeyEx-
changeRequest_c event) only the final negotiated keys are included in the key structure sent
with Gap_SendSmpKeys.

» For LE Secure Connections (both devices set the SC bhit in the AuthReq field of the Pairing
Request and Pairing Response packets), the LTK is not distributed. It is generated and the
corresponding bit in the Initiator Key Distribution and Responder Key Distribution fields
of the Pairing Response packet are set to 0.

If LE Secure Connections Pairing (Bluetooth LE 4.2 and above) is used, and OOB data needs to
be exchanged, the application must obtain the local LE SC OOB Data from the Bluetooth LE Host
Stack by calling the Gap_LeScGetLocalOobData function. The data is contained by the generic
gLeScLocalOobData_c event.

The local LE SC OOB Data is refreshed in the following situations:

* The Gap_LeScRegeneratePublicKey function is called (the gLeScPublicKeyRegenerated_c
generic event is also generated as a result of this API).

* The device is reset (which also causes the Public Key to be regenerated).
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If the pairing continues, the following connection events may occur:

* Request events

— gConnEvtPasskeyRequest_c: a PIN is required for pairing; the application must respond

with the Gap_EnterPasskey(deviceld, passkey).

— gConnEvtOobRequest_c: if the pairing started with the oobAvailable set to TRUE by both

sides; the application must respond with the Gap_ProvideOob(deviceld, oob).

— gConnEvtKeyExchangeRequest_c: the pairing has reached the key exchange phase; the

application must respond with the Gap_SendSmpKeys(deviceld, smpKeys).

— gConnkEvtLeScOobDataRequest c: the stack requests the LE SC OOB Data re-

ceived from the peer ( Cr and Addr); the application must respond with
Gap_LeScSetPeerOobData(deviceld, leScOobData).

— gConnkEvtLeScDisplayNumericValue_c: the stack requests the display and confirma-

tion of the LE SC Numeric Comparison Value; the application must respond with
Gap_LeScValidateNumericValue(deviceld, ncvValidated).

* Informational events

— gConnEvtKeysReceived_c: the key exchange phase is complete; keys are automatically

saved in the internal device database and are also provided to the application for im-
mediate inspection; application does not have to save the keys in NVM storage because
this is done internally if withBondingwas set to TRUE by both sides.

gConnEvtAuthenticationRejected_c: the peer device rejected the pairing; the rejectRea-
son parameter of the event data indicates the reason that the Peripheral does not agree
with the pairing parameters (it cannot be gLinkEncryptionFailed_c because that reason
is reserved for the link encryption failure).

gConnkEvtPairingComplete_c: the pairing process is complete, either successfully, or an
error may have occurred during the SMP packet exchanges; note that this is differ-
ent from the gConnEvtKeyExchangeRequest_c event; the latter signals that the pairing
was rejected by the peer, while the former is used for failures due to the SMP packet
exchanges.

— gConnkEvtLeScKeypressNotification_c: the stack informs the application that a remote

SMP Keypress Notification has been received during Passkey Entry Pairing Method.

After the link encryption or pairing is completed successfully, the Central may immediately start
exchanging data using the GATT APIs. Gap_RejectPairing may be called on any pairing event.
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gConnEvtConnected_c

Gap_EncryptLink Gap_ChecklfBonded

gConnEvtEncryption gConnEvtAuthentication
Changed_c [TRUE] Rejected_c

gConnEvtAuthenticationRejected_c

gConnEvtPairingComplete_c
[pairingSuccessful == FALSE]

gConnEvtPairingComplete_c
[pairingSuccessful == TRUE]

Figure 4. Central pairing flow - APIs and events.
Parent topic:Central setup

Parent topic:Generic Access Profile (GAP) Layer

LE data packet length extension This new feature extends the maximum data channel pay-
load length from 27 to 251 octets.

The length management is done automatically by the link layer immediately after the connection
is established. The stack passes the default values for maximum transmission number of payload
octets and maximum packet transmission time that the application configures at compilation
time in ble_config.h:

#ifndef gBleDefault TxOctets_c

#define gBleDefaultTxOctets ¢ 0x00FB
#endif

#ifndef gBleDefaultTxTime_c

#define gBleDefaultTxTime_ ¢ 0x0848
#endif

The device can update the data length anytime, while in connection. The function that triggers
this mechanism is the following:

bleResult_ t Gap_ UpdateLeDatalLength

deviceld t deviceld,
uintl6_t  txOctets,
uintl6_t txTime

5

After the procedure executes, a gConnEvtLeDatalLengthChanged_c connection event is triggered
with the maximum values for number of payload octets and time to transmit and receive a
link layer data channel PDU. The event is send event if the remote device initiates the pro-
cedure. This procedure is shown in Figure. Figure 5. Data Length Update Procedure
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GAP Central / Peripheral  GAP Central / Peripheral

Gap_UpdateLeDatalength

>

LL_LENGTH_REQ

.

LL_LENGTH_RSP

gConnEviLeDataLengthChanged_c ‘ gConnEvtLeDatalLengthChanged_c

A >

Parent topic:Generic Access Profile (GAP) Layer

Privacy feature

Introduction Starting with Bluetooth 4.2, Privacy can be enabled either in the Host or in the
Controller:

* Host Privacy consists of two use cases that are described in detail in the following sections.
These are:

— Random address generation - Periodically regenerating a random address (Resolvable
or Non-Resolvable Private Address) inside the Host and then applying it into the Con-
troller.

— Random address resolution - Trying to resolve incoming RPAs using the IRKs stored
in the bonded devices list. The address resolution is performed when a connection is
established with a device or for the autoconnect scan. The advertising packets that
have an RPA are not resolved automatically due to the high MCU processing that is
required.

The random address resolution is performed by default by the Host whenever the Con-
troller is not able to resolve an RPA. The Host performs random address generation
only when Host Privacy is requested to be enabled. During random address genera-
tion, the advertising and scan operations, if active, are stopped and restarted. If errors
occur during this process and the scan or advertising cannot be started, the application
is notified through the corresponding event (gAdvertisingStateChanged_ ¢, gExt Advertis-
ingStateChanged_ ¢ or gScanStateChanged_ c)

» Controller Privacy, introduced by Bluetooth 4.2, consists of writing the local IRK in the
Controller, together with all known peer IRKs, and letting the Controller perform hard-
ware, fully automatic RPA generation and resolution. The Controller uses a Resolving List
to store these entries. The size of the list is platform dependent and determined by gMaxRe-
solvingListSize c. For RPA resolution, the entries that do not fit in this list are processed by
the Host to be resolved using the IRKs from Bonded Devices list.

Host Privacy can be enabled at any time. Controller Privacy should only be enabled while the
device is not in the advertising, scanning or connection initiating state - otherwise the HCI LE Set
Address Resolution Enable command will fail and privacy will not be considered as successfully
enabled. Trying to enable one while the other is in progress generates a gBleInvalidState_c error.
The same error is returned when trying to enable the same privacy type twice, or when trying
to disable privacy when it is not enabled.
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The recommended way of using Privacy is the Controller Privacy. However, enabling Controller
Privacy requires at least a pair of local IRK and peer IRK, so this can only be enabled only after a
pairing is performed with a peer and the IRKs are exchanged during the Key Distribution phase.
When a device starts, if Privacy is required, the workflow is the following:

1. Enable Host Privacy using the local IRK.

2. Connect to a peer and perform pairing and bonding to exchange IRKs.

3. Disable Host Privacy.

4. Enable Controller Privacy using the local IRK and the peer IRK and peer identity address.

After enabling Host Privacy or Controller Privacy, the application must wait for the gHostPriva-
cyStateChanged_ ¢ or gControllerPrivacyStateChanged ¢ generic event and verify that privacy has
been successfully enabled. Only then it is safe to proceed with setting advertising parameters
(via the Gap_ SetAdvertisingParameters or Gap_ SetExtAdvertisingParameters APIs) or starting scan-
ning (via the Gap_ StartScanning API). Failure to do so could result in unwanted behavior, such
as the device advertising or scanning with a public address.

Resolvable private addresses A Resolvable Private Address (RPA) is a random address gen-
erated using an Identity Resolving Key (IRK). This address appears completely random to an
outside observer, so a device may periodically regenerate its RPA to maintain privacy, as there
is no correlation between any two different RPAs generated using the same IRK.

On the other hand, an IRK can also be used to resolve an RPA, in other words, to check if this
RPA has been generated with this IRK. This process is called “resolving the identity of a device”.
Whoever has the IRK of a device can always try to resolve its identity against an RPA.

For example, assume device A frequently changes its RPA using IRKA. At some point, A bonds
with B. A must give B a way to recognize it in a subsequent connection when it (A) has a different
address. To achieve this purpose, A distributes the IRKA during the Key Distribution phase of
the pairing process. B stores the IRKA it received from A.

Later, B connects to a device X that uses RPAX. This address appears completely random, but B
can try to resolve RPAX using IRKA. If the resolving operation is successful, it means that IRKA
was used to generate RPAX, and since IRKA belongs to device A, it means that X is A. So B was
able to recognize the identity of device X, but nobody else can do that since they do not have
IRKA.

Parent topic:Introduction

Non-resolvable private addresses A Non-Resolvable Private Address (NRPA) is a completely
random address that has no generation pattern and therefore cannot be resolved by a peer.

A device that uses an NRPA that is changed frequently is impossible to track because each new
address appears to belong to a new device.

Parent topic:Introduction

Multiple identity resolving keys If a device bonds with multiple peers, all of which are using
RPAs, it needs to store the IRK of each in order to be able to recognize them later (see previous
section).

This means that whenever the device connects to a peer that uses an unknown RPA, it needs to
try and resolve the RPA with each of the stored IRKs. If the number of IRKs is large, then this
introduces a lot of computation.

Performing all these resolving operations in the Host can be costly. It is much more efficient to
take advantage of hardware acceleration and enable the Controller Privacy.

Parent topic:Introduction
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Parent topic:Privacy feature

Host privacy To enable or disable Host Privacy, the following API may be used:

bleResult_ t Gap_ EnableHostPrivacy

(

bool_t enable,
const uint8 t * alrk

);

When enable is set to TRUE, the alrkparameter defines which type of Private Address to generate.
If alrk is NULL, then a new NRPA is generated periodically and written into the Controller. Oth-
erwise, an IRK is copied internally from the alrk address and it is used to periodically generate
a new RPA.

The lifetime of the Private Address (NRPA or RPA) is a number of seconds contained by the
gGapHostPrivacyTimeoutexternal constant, which is defined in the ble_config.c source file. The
default value for this is 900 (15 minutes).

When Host Privacy is enabled, the Host ignores the ownAddressType value for the advertising,
scanning or connect parameters. It will always use the random address type in order to use the
RPA configured in the Controller in the packets sent over the air.

As mentioned in the Introduction section, call this API for random address generation. For ran-
dom address resolution there is no need to do so, it is performed by default against the bonded
devices list.

Parent topic:Privacy feature

Controller privacy To enable or disable Controller Privacy, the following API may be used:

bleResult_ t Gap_ EnableControllerPrivacy

(

bool_t enable,

const uint8 t * aOwnlrk,

uint8_t peerldCount,

const gapldentitylnformation_ t* aPeerldentities

);

When enable is set to TRUE, aOwnlIrkparameter shall not be NULL, peerIdCount shall not be zero
or greater than gMaxResolvingListSize_c, and aPeerIdentities shall not be NULL.

The IRK defined by aOwnlrk is used by the Controller to periodically generate a new Resolvable
Private Address (RPA). The lifetime of the RPA is a number of seconds contained by the gGap-
ControllerPrivacyTimeoutexternal constant, which is defined in the ble_config.c source file. The
default value for this is 900 (15 minutes).

The aPeerldentities is an array of identity information for each bonded device. The
identity information contains the device’s identity address (public or random static
address) and the device’s IRK. This array can be obtained from the Host with the
Gap_GetBondedDevicesIdentityInformationAPI.

Enabling Controller Privacy involves a quick sequence of commands to the Controller. When the
sequence is complete, the gControllerPrivacyStateChanged_c generic event is triggered.

Privacymode InBluetooth LE 5.0, the privacy mode hasbeen introduced as an optional feature
and is part of the GAP identity structure together with the address and address type. There are
two modes: Network Privacy Mode (default) and Device Privacy Mode. These are valid only for
Controller Privacy.

A device in network privacy mode only accepts packets from peers using private addresses.
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A device in device privacy mode also accepts packets from peers using identity addresses, even
if the peer had previously distributed the IRK. Private addresses are also accepted.

The privacy mode of a device is stored in NVM together with the IRK with a default value of
Network. If the application wants to change this value it can extract the peer identities, modify
the privacy mode from network to device and then enable Controller Privacy with the value.

To change the privacy mode of a device and make the change persistent, the user must call the
following API:

bleResult_t Gap_ SetPrivacyMode

(

uint8__t nvmlIndex,
blePrivacyMode_ t privacyMode

);

Parent topic:Controller privacy

Scanning and initiating When a Central device is scanning while Controller Privacy is en-
abled, the Controller actively tries to resolve any RPA contained in the Advertising Address field
of advertising packets. If any match is found against the peer IRK list, then the advertisingAd-
dressResolved parameter from the scanned device structure is set to TRUE.

In this case, the addressType and aAddress fields no longer contain the actual Advertising Ad-
dress as seen over the air, but instead they contain the identity address of the device whose
IRK was able to resolve the Advertising Address. In order to connect to this device, these fields
shall be used to complete the peerAddressType and peerAddress fields of the connection request
parameter structure, and the usePeerldentityAddress field shall be set to TRUE.

If advertisingAddressResolved is equal to FALSE, then the advertiser is using a Public or Random
Static Address, an NRPA, or a RPA that could not be resolved. Therefore, the connection to this
device is initiated as if Controller Privacy was not enabled, by setting usePeerIdentityAddress to
FALSE.

Parent topic:Controller privacy

Advertising When a Peripheral starts advertising while Controller Privacy is enabled, the ow-
nAddressType field of the advertising parameter structure is unused. Instead, the Controller al-
ways generates an RPA and advertises with it as Advertising Address.

If directed advertising is used, the Host only allows advertising to a device in the resolving list
in order to be able to generate RPAs.

Parent topic:Controller privacy

Connected When a device connects while Controller Privacy is enabled, the gConnEvtCon-
nected_c connection event parameter structure contains more relevant fields than without Con-
troller Privacy.

The peerRpaResolved field equals TRUE if the peer was using an RPA that was resolved using an
IRK from the list. In that case, the peerAddressType and peerAddressfields contain the identity
address of the resolved device, and the actual RPA used to create the connection (the RPA that a
Central used when initiating the connection, or the RPA that the Peripheral advertised with) is
contained by the peerRpa field.

The localRpaUsedfield equals TRUE if the local Controller was automatically generating an RPA
when the connection was created, and the actual RPA is contained by the localRpa field.

Parent topic:Controller privacy

Parent topic:Privacy feature
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Parent topic:Generic Access Profile (GAP) Layer

Setting PHY mode in a connection In Bluetooth LE 5.0, the user is able to change the PHY
mode in a connection through the Link Layer PHY Update Procedure and choose between default
1 Mbit/s, 2 Mbit/s high data rate or the coded S2 or S8 PHYs with 500 Kbps or 125 Kbps for longer
range.

To set the PHY, the user can call:

bleResult_t Gap_ LeSetPhy

(
bool__t defaultMode,

deviceld t deviceld,
uint8 t allPhys,
uint8_t txPhys,
uint8_t rxPhys,
uintl6_t phyOptions

);

There are two modes to use this API:

1. If defaultMode is set to TRUE, the user can call this function without being in a connection,
i.e. provide a device ID. The PHY option is used by the Link Layer in the PHY response
when a connection is created and the peer device initiates the PHY Update Procedure. The
application should listen for gLePhyEvent_c with the gPhySetDefaultComplete_c sub event
type for the confirmation of the operation.

2. If defaultMode is set to FALSE, the user must also provide a valid device ID. The Host asks
the Link Layer to initiate the PHY Update Procedure with the peer device using the provided
parameters.

The application should listen for gL.ePhyEvent_c with the gPhyUpdateComplete_c sub event type
for the confirmation of the update procedure to have ended. The result of the operation popu-
lates in the txPhy and rxPhy of the event. The result is from the negotiation of the local parame-
ters and the peer PHY preferences.

To read the current PHY on a connection, call the following API:

bleResult_t Gap_ LeReadPhy
(

deviceld t deviceld

);

The application should listen for gLePhyEvent_c with the gPhyRead_c sub event type for the
confirmation of the operation. The txPhy and rxPhy indicate the current modes used in the
connection.

Parent topic:Generic Access Profile (GAP) Layer

Data management of bonded devices The Host handles the management of the bonding data
without requiring application intervention. The application must provide the NVM write, read,
and erase functions presented in Non-Volatile Memory (NVM) access. The Host creates bonds if
bonding is required after the pairing.

The bonded data structure is presented below, together with the GAP APIs that access it, for most
APIs require a connection to be established with the device in the bonded list, the others can be
accessed any time using the NVM index.

1. Bond Header - identity address and address type that uniquely identify a device together
with the IRK and privacy mode.

* Gap_ GetBondedDevicesIdentityInformation — for all bonds
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2. Bond Data Dynamic - security counters for signed operations — managed by the stack

3. Bond Data Static — LTK, CSRK, Rand, EDIV, security information for read and write autho-
rizations

* Gap_ SaveKeys— NVM index
* Gap_ LoadKeys— NVM index
* Gap_ LoadEncryptionInformation - deviceld
* Gap_ Authorize — deviceld - GATT Server only
4. Bond Data Legacy - Legacy pair information and CSRK
¢ Gap_ LoadEncryptionInformation - deviceld
5. Bond Data Device Info - custom peer information (service discovery data) and device name
* Gap_ SaveCustomPeerInformation - deviceld
¢ Gap_ LoadCustomPeerInformation - deviceld
¢ Gap_ SaveDeviceName - deviceld
* Gap_ GetBondedDeviceName — NVM index

6. Bond Data Descriptor List - configuration of indications and notifications for CCCD handles
— GATT Server only

¢ Gap_ CheckNotificationStatus - deviceld
* Gap_ CheckIndicationStatus- deviceld

However, there may be some cases when an application wants to manage this data to read data
from a bonded device created by the Host, create a bond obtained out-of-band or update an
existing bond. For this use case, two GAP APIs and a GAP event have been added.

1. Load the Keys of a bonded device.

The user can call the following function to read the keys exchanged during pairing and
stored by the Bluetooth LE Host Stack in the bond area when the pairing is complete.

The application is informed of the NVM index through the gBondCreatedEvent_c sent by
the stack immediately after the bond creation. The application is responsible for passing
the memory in the pOutKeys OUT parameter to fill in the keys, if any of the keys are set to
NULL, the stack does not fill that information. The pOutKeyFlags OUT parameter indicates
to the application which of the keys were stored by the stack as not all of them may have
been distributed during pairing.

The pOutLeSc indicates if Bluetooth LE 4.2 LE Secure Connections Pairing was used, while
the pOutAuth indicates if the peer device is authenticated for MITM protection. All these
OUT parameters are recommended to be retrieved from the bond and added if 1ater passed
as input parameters for the save keys API.

This function executes synchronously.

bleResult_t Gap_ LoadKeys

(
uint8_t nvmIndex,
gapSmpKeys_ t* pOutKeys,
gapSmpKeyFlags_t* pOutKeyFlags,
bool_ t* pOutLeSc,
bool t* pOutAuth

);

The gapSmpKeys_ t is the structure used during the key distribution phase, as well as in the
gConnEvtKeysReceived__c event and is as follows. The difference is that the Bluetooth LE
device address cannot be set to NULL neither when loading a bond or when creating one
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as it identifies the bonded device together with the NVM index.
Table 3. ‘gapSmpKeys_t’ structure

Event Data Data Description
Data type

cLtk- uint8_t  Encryption Key Size filled by the stack. If aLtk is NULL, this is ignored.In

Size

Advanced Secure Mode, this should be the size of the LTK encrypted blob
of 40 bytes.

aLtk  uint8_t* Long Term (Encryption) Key or LTK encrypted blob if Advanced Secure

Mode is enabled. NULL if LTK isnot distributed, else size is given by cLtk-
Size

alrk uint8_t* Identity Resolving Key. NULL if alrk is not distributed.
aCsrk uint8_t* Connection Signature Resolving Key. NULL if aCsrk is not distributed.
cRand- uint8_t  Size of RAND filled by the stack; usually equal to gcSmpMaxRandSize_c.

Size

IfaLtk is NULL, this is ignored.

aRand uint8_t* RAND value used to identify the LTK. If aLtk is NULL, this is ignored.
ediv  uintl6_t EDIV value used to identify the LTK. If aLtk is NULL, this is ignored.

ad- bleAd- Public or Random address.
dressTy dress
Type_t
aAd- uint8_t* Device Address. It cannot be NULL.
dress

The structure for the GAP SMP Key Flags is the following:
Table 4. GAP SMP Key Flags

2.

Flag Type  Description

gNoKeys_c No key is available.

gLtk _c Long-Term Key is available.
glrk _c Identity Resolving Key is available.
gCsrk_c Connection Signature Resolving Key is available.

Save the Keys to create a bond or update an existing bonded device.

The user can call the following function to create a bond on a device based on information
obtained Out of Band. For instance, one can use the output of Gap_LoadKeys from the
previous section. This can be useful in transferring a bond created by the stack after a
pairing procedure or if the application wants to manipulate bonding data. The behavior of
the stack remains the same, if the bonding is required after a pairing, the stack stores the
bonding information if possible. In this case, the NVM index is passed to the application
through gBondCreatedEvent_ c.

This function executes asynchronously, as the stack can create a bond during the execution.
The application should listen for the previous mentioned event gBondCreatedEvent__c. The
result of the function call is passed synchronously. However, if an asynchronous error has
occurred during the actual save, it is passed to the application through the gInternalError_c
event with a gSaveKeys_ ¢ error source.

The stack creates a bond if the NVM index is free or update the keys from an NVM index if
it stores a valid entry.

The address from the GAP SMP Keys structure must not be NULL. If other members of the
structure are NULL, they are ignored.

LE SC flag indicates if Bluetooth LE 4.2 Secure Connections was used during pairing and
Auth specifies if the peer is authenticated for MITM protection.
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bleResult_t Gap_ SaveKeys

(

uint8_t nvmIndex,
const gapSmpKeys_ t* pKeys,
bool_t leSc,

bool t auth

);

3. Bond created event.

A GAP event is added to the Bluetooth LE Generic Callback to inform the application of the
NVM index whenever the stack creates a bond or when a Gap_ SaveKeys request succeeds.
The event is also generated if the NVM index was a valid occupied entry and only some of
the keys in the bonded information have been updated.

The NVM index is then used in the GAP APIs to save or load information from the bond.

Event Data Data type Data Description

nvmIndex uint8_t NVM index for the new created bond
addressType bleAddressType_t Public or Random (static) address of the bond
address bleDeviceAddress t Address of the bond

Application removal of bonded devices data The application can remove a bonded device
from NVM. The bonded device cannot be deleted if it is in an active connection. The application
can remove one or all bonds by calling the following synchronous GAP APIs:

* Gap_ RemoveBond(uint8_t nvmIndex) —nvmIndex can be obtained via the Gap_ CheckIfBonded
API.

* Gap_RemoveAllBonds() - no connections should be active otherwise the call fails.

Removing a bonded device does not affect the controller address resolution state nor the contents
of either the Controller Filter Accept List or the Controller Resolving List. If Controller Privacy is
enabled, it remains so until it is disabled or the device is reset.

In a scenario where the user wants to remove a bonded device and all its effects on device be-
havior (Controller Filter Accept List, Controller Resolving List), the following operations should
be executed:

* Gap_ ClearFilter AcceptList or Gap_ RemoveDeviceFromFilter AcceptList

— Clear Controller Filter Accept List or clear a device from Filter Accept List.
* Gap_ RemoveAllBonds or Gap_ RemoveBond

— All bonded devices are removed or one bonded device is removed from NVM.
* BleConnManager_ DisablePrivacy

— Controller Privacy is disabled, Controller Resolving List is cleared and address resolu-
tion is disabled. The device should not be advertising or scanning, otherwise this call
fails.

* BleConnManager_EnablePrivacy

— Called after the gControllerPrivacyStateChanged ¢ event is received, confirming Con-
troller Privacy has been disabled. If not all bonds have been deleted, Controller Pri-
vacy is reenabled. In the absence of bonds, Host Privacy is enabled.

Parent topic:Data management of bonded devices

Parent topic:Generic Access Profile (GAP) Layer
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Controller enhanced notifications This section describes how the application can configure
and monitor the notifications generated by the Bluetooth Controller when advertising, scan, or
connection events occur. This feature is proprietary to NXP that is available on selected Con-
trollers.

The user can choose between two options:

1. Enable notifications from the GAP layer and monitor GAP events in the GAP Generic Call-

back. The controller issues HCI vendor-specific events processed by the Bluetooth LE Host
and presented to the application in the GAP Generic Callback.

. Enable notifications from the Controller interface and monitor controller events in a user-

defined Application Callback.

. Combination of the above two options: configure feature at GAP layer and install an Appli-

cation Callback through the Controller interface. After setting the callback, the HCI vendor-
specific events are not issued and implicitly the GAP events. Instead, the user receives the
notifications in the installed callback until setting the callback to NULL again if it wants to
revert to GAP events.

GAP configuration:

The user should call the following function to enable various events from the mask or use
Event None to disable the feature. The Device ID is valid only for connection events.

bleResult_t Gap_ ControllerEnhancedNotification
( uintl6_t eventType,
deviceld t deviceld

);

The event type is a bitmask having the following options:
Table 5. Event types and their description

Event Type

Event Description

gNotifEventNone_c
gNotifConnEventOver_c
gNotifConnRxPdu_c
gNotifAdvEventOver_c
gNotifAdvTx_c
gNotifAdvScanReqRx_c
gNotifAdvConnReqRx_c
gNotifScanEventOver_c
gNotifScanAdvPktRx_c
gNotifScanRspRx_c
gNotifScanReqTx_c
gNotifConnCreated_c
gNotifChannelMatrix_c
gNotifPhyReq c

gNotifConnChannelMapUpdate_c

gNotifConnInd_c
gNotifPhyUpdatelnd_c

No enhanced notification event enabled
Connection event over
Connection RX PDU

Advertising event over
Advertising ADV transmitted
Advertising SCAN REQ RX
Advertising CONN REQ RX
Scanning event over

Scanning ADV PKT RX

Scanning SCAN RSP RX

Scanning SCAN REQ TX
Connection created

Enable channel status monitoring
Phy Req Pdu ack received
Channel map update

Connect indication

Phy update indication

After enabling events, the user should wait for a gControllerNotificationEvent_ ¢ GAP Generic
Event in the GAP Generic Callback. The first event received should have the event type set
to gNotifEventNone ¢ with a status of success confirming the selected event mask has been
enabled. The same event types apply for both the GAP command and the GAP event. The
structure for the Controller Notification event is the following:

Table 6. Controller Notification Event structure
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Event Data type Data Description

Data

event- bleNotification- Enhanced notification event type

Type Event_t

devi- deviceld_t Device id of the peer, valid for connection events

celd

rssi int8 t RSSI, valid for RX event types

channel uint8_t Channel, valid for connection event over or Rx/TxX events

ce_counte uintl6_t Connection event counter, valid for connection events only

status bleResult_t Status of the request to select which events to be en-
abled/disabled

times- uint16_t Timestamp in 625 ps slots, valid for Conn RX event and

tamp Conn Created event

adv_hand uint8_t Advertising Handle, valid for advertising events, if multi-

ple ADV sets supported

* Controller configuration:

The user should call the following function to enable various events from the mask or use
Event None to disable the feature. The same event types apply as the GAP layer types. The
connection handle is valid only for connection events.

bleResult_t Controller_ ConfigureEnhancedNotification

(

uintl6_t eventType,
uintl6_t conn_handle

)i
The event monitoring is done in a user-installed callback by calling:

bleResult_t Controller_ RegisterEnhanced EventCallback

(
);

bleCtrlNotificationCallback t notificationCallback

Where the types are the following:

typedef struct bleCtrlNotificationEvent_ tag
{
uint16_t event_ type; /*! bleNotificationEventType_t */
uint16_t conn__handle;
uint8_t rssi;
uint8_t channel index;
uint1l6_t conn_ ev_ counter;
uintl6_ t timestamp;
uint8_t adv__handle;
} bleCtrlNotificationEvent__t;
typedef void (*bleCtriNotificationCallback__t)

(
);

bleCtrlNotificationEvent_t  *pNotificationEvent

The event structure is nearly identical as the GAP one, except there is no status as the func-
tion call executes synchronously.
Table 7. ‘bleCtrINotificationEvent_tag’ Event structure
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Event Data Data type Data Description
event_type  bleNotifica- Enhanced notification event type
tionEvent_t

conn_handle uintl16_t Connection handle of the peer, valid for connection
events

rssi int8_t RSSI, valid for RX event types

chan- uint8_t Channel, valid for connection event over or RxX/Tx

nel_index events

conn_ev_cou uintl6 t Connection event counter, valid for connection events
only

timestamp  uint16_t Timestamp in 625 ys slots, valid for Conn RX event and
Conn Created event

adv_handle uint8_t Advertising Handle, valid for advertising events, if mul-

tiple ADV sets supported

Parent topic:Generic Access Profile (GAP) Layer

Extended advertising Starting with Bluetooth 5, the advertising channels are separated in
primary advertising channels and secondary advertising channels:

1. Primary advertising channels
* Use 3 legacy advertising channels 37, 38, and 39.
* Can use either legacy 1M PHY or new LE Coded PHY.
* PHY payload can vary from 6 to 37 bytes.
» Packets on these channels are part of the advertising events.
2. Secondary advertising channels
* Use 37 channels, with the same channel index as the data channels.
* Can use any LE PHY, but the same PHY during an Extended Advertising Event.
* PHY payload can vary from 0 to 255 bytes.

* Auxiliary packets on these channels are part of the Extended Advertising Event that
begins at the same time with the advertising event on primary channel and ends with
the last packet on the secondary channel.

Primary
ADV_EXT_IND ADV_EXT_IND
Channels
Secondary
AUX_ADV_IND
Channels
Extended advertising
ADV_EXT_IND
AUX_ADV_IND | AUX_CHAIN_IND |

Extended advertising — Multiple chains
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An advertising data set is represented by advertising PDUs belonging together in an advertising
event. Each set has different advertising parameters: PDU type, advertising interval, and PHY
mode. The advertising data sets are identified by the Advertising SID (Set ID) field from the ADI-
Advertising Data Info. Advertising data or Scan response data can be changed for each adverting
data set and the random value of DID (Data ID) field is updated to differentiate between them.

Refer to Figure 1 and Figure 2.

Peripheral setup This section describes the extended advertising GAP API. The application
should not use both the extended and legacy API Refer to Scanning. If this requirement cannot
be met, the application should at least wait for the generated events in the Advertising Callback
prior to using the other APIL That is, it is advisable to call legacy functions only after the event
pertaining to an extended API is received, and vice versa. This GAP constraint can be considered
an extension of the HCI constraint from the Bluetooth 5 specification: “A Host should not issue
legacy commands to a Controller that supports the LE Feature (Extended Advertising)”.

The application configures extended advertising by going through the following states:

1. Set the extended advertising parameters by calling:

bleResult_t Gap_ SetExtAdvertisingParameters

(

gapExtAdvertisingParameters_ t* pAdvertisingParameters

);

It may use the default set of parameters gGapDefaultExtAdvertisingParameters_d. The ap-
plication should wait for a gExtAdvertisingParametersSetupComplete_c event in the Generic
Callback. Only one advertising set can be configured at a time. Comparing with the legacy
Gap_SetAdvertisingParameters command, the new set of parameters is as follows.
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Pa-  Description

ram-

eter

SID Value of the Advertising SID subfield in the ADI field of the PDU.

han- Used to identify an advertising set. Possible values are 0x00 or 0x01 since the current

dle implementation supports two advertising sets.

ex-  BITO - Connectable advertising

tAd-

VProj

er-

ties

ex-  BIT1 - Scannable advertising

tAd-

VProy

er-

ties

ex- BIT2 - Directed advertising

tAd-

VProj

er-

ties

ex-  BIT3-High Duty Cycle Directed Connectable advertising (03.75 ms Advertising Interval)

tAd-

vProy

er-

ties

ex- BIT4 - Use legacy advertising PDUs

tAd-

VProj

er-

ties

ex-  BIT5 - Omit advertiser’s address from all PDUs (“anonymous advertising”)

tAd-

vProy

er-

ties

ex-  BIT6 - Include TxPower in the extended header of the advertising PDU. If legacy adver-

tAd- tising PDU types are being used (BIT4 = 1), permitted properties values are presented

vProy in the next table. If the advertising set already contains data, the type shall be one that

er-  supports advertising data and the amount of data shall not exceed 31 octets. If extended

ties advertising PDU types are being used (BIT4 =0), then the advertisement shall not be both
connectable and scannable. While high duty cycle directed connectable advertising (O
3.75 ms advertising interval) shall not be used (BIT3 = 0).

tx-  Maximum power level at which the advertising packets are to be transmitted, the Con-

Powe troller can choose any power level <= txPower. Value 127 to be used if Host has no
preference.

pri- PHY for ADV_EXT IND: LE 1 M or LE Coded

ma-

ry-

PHY

sec- PHY for AUX_ADV_IND and periodic advertising: LE 1 M, LE 2 M or LE Coded. Ignored

onda: for legacy advertising

PHY

sec- Maximum advertising events that the Controller can skip before sending the

onda: AUX_ADV_IND packets on the secondary advertising channel. Higher values may re-

V- sult in lower power consumption. Ignored for legacy advertising

MaxS

en-

Whether to enable notifications when scanning PDUs (SCAN_REQ, AUX_SCAN_REQ) are

cation_c events in the Advertising Callback
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When using LE Coded PHY for advertising, the default coding scheme chosen by link layer is S=8
(125 kb/s data rate). To change the default coding scheme, the user has two options:

» At compile time by defining mLongRangeAdvCodingScheme_c, or

* At run time by calling the API Controller_ConfigureAdvCodingScheme(). In both cases, the
value of the define or the parameter of the API has to be an appropriate value for primary
and secondary PHYs as defined by the enumeration advCodingScheme_tag found in con-
troller_interface.h. API Controller_ConfigureAdvCodingScheme()

EventType PDU Type Advertising Event Proper-
ties

Connectable and scannable undirected ADV_IND 00010011b

Connectable directed (low duty cycle) ADV_DIRECT _IND 00010101b

Connectable directed (high duty cycle) ADV_DIRECT_IND  00011101b

Scannable undirected ADV_SCAN_IND 00010010b

Non-connectable and Nonscannable undi- ADV_NONCONN_INI 00010000b
rected

2. Set the advertising data and/or scan response data by calling:

bleResult_ t Gap_ SetExtAdvertisingData

(

uint8 t handle,
gapAdvertisingData_ t* pAdvertisingData,
gapScanResponseData_ t* pScanResponseData

);

Note: Either of the pAdvertisingData or pScanResponseData parameters can be NULL,
but not both. For extended advertising (BIT4 = 0) only one must be different than NULL -
the scannable advertising bit (BIT1) indicates whether pAdvertisingData (BIT1 = 0) orpScan-
ResponseData (BIT1 = 1) is accepted. The total amount of Advertising Data shall not exceed
1650 bytes. Application should wait for a gExtAdvertisingDataSetupComplete_c event in the
Generic Callback.

3. Enable extended advertising by calling:

bleResult_t Gap_ StartExtAdvertising

(

gapAdvertisingCallback_ t advertisingCallback,
gapConnectionCallback_t connectionCallback,
uint8 t handle,

uint16_ t duration,

uint8®  t maxExtAdvEvents

);

When using the common application structure, the application can use the following API
defined in app_conn.h:

bleResult_ t BluetoothLEHost_ StartExt Advertising

(

appExtAdvertisingParams_ t *pExtAdvParams,
gapAdvertisingCallback_t pfAdvertisingCallback,
gapConnectionCallback_t pfConnectionCallback

5

The API goes through the steps of setting the advertising data and parameters. Events
from the Host task are treated in the App_AdvertiserHandler() function, implemented
in app_advertiserc. To set the extended advertising parameters and data BluetoothLE-
Host_StartExtAdvertising a parameter of the following type:
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typedef struct appExtAdvertisingParams_ tag

{
gapExt AdvertisingParameters_ t *pGapExtAdvParams;
gapAdvertisingData_ t *pGapAdvData;
gapScanResponseData,_ t *pScanResponseData;

uint8 t handle;
uintl6_t duration;
uint8_t maxExtAdvEvents;

} appExtAdvertisingParams_ t;

Advertising may be enabled for each previously configured advertising set, identified by the
handle parameter. If duration is set to 0, advertising continues until the Host disables it,
otherwise advertising is only enabled for this period (multiple of 10 ms). maxExtAdvEvents
represent the maximum number of extended advertising events the Controller shall at-
tempt to send prior to terminating the extended advertising, ignored if set to 0. Application
should wait for a gExtAdvertisingStateChanged_c or a gAdvertisingCommandFailed_c event
in the Advertising Callback.

4. Disable advertising by calling:

bleResult_t Gap_ StopExtAdvertising

(

uint8 t handle

);

Application should wait for a gExtAdvertisingStateChanged_c or a gAdvertisingCommand-
Failed_c event in the Advertising Callback.

5. Remove the advertising set by calling:

bleResult_t Gap_ RemoveAdvSet
(

uint8 t handle

);

Application should wait for a gExtAdvertisingSetRemoveComplete_c event in the Generic
Callback.

Parent topic:Extended advertising

Central setup The application configures the extended scanning by going through the follow-
ing states:

1. Start scanning by calling:

bleResult_t Gap_ StartScanning

(

const gapScanningParameters_t* pScanningParameters,
gapScanningCallback_t scanningCallback,
gapFilterDuplicates_ t enableFilterDuplicates,

uint16_t duration,

uintl6_t period

)

When using the common application structure, the application can use the following API
defined in app_conn.h:

bleResult_t BluetoothLEHost_ StartScanning

(

appScanningParams_t *pAppScanParams,
gapScanningCallback__t pfCallback

);
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The API starts scanning using the given parameters, which must have the following struc-
ture:

typedef struct appScanningParams_ tag

{
gapScanningParameters_ t *pHostScanParams; /*!< Pointer to host scan structure */
gapFilterDuplicates_t enableDuplicateFiltering; /*¥!< Duplicate filtering mode */
uint16_t duration; /*!< scan duration */
uint16_t period; /*!< scan period */

} appScanningParams_ t;

Application may use the default set of parameters gGapDefaultExtScanningParameters_d.
If the pScanningParameters pointer is NULL, the latest set of parameters are used. The
scanningPHYs parameter indicates the PHYs on which the advertising packets should be
received on the primary advertising channel. As a result, permitted values for the parame-
ter are 0x01 (scan LE 1M), 0x04 (scan LE Coded) and 0x05 (scan both LE 1M and LE Coded).
There are no strict timing rules for scanning, yet if both PHYs are enabled for scanning, the
scan interval value must be large enough to accommodate two scan windows (interval >=
2 * window).

If the advertiser uses legacy advertising PDUs, the device may actively scan by sending a
SCAN_REQ PDU to the advertiser on the LE 1M primary advertising channel (no secondary
channel in legacy advertising). Respectively, if the advertiser uses extended advertising
PDUs, the active scan operation takes place on the secondary advertising channel. After the
device receives a scannable ADV_EXT_IND PDU on the primary advertising channel (PHY
LE 1M or Coded), it starts listening for the AUX_ADV_IND PDU on the secondary advertising
channel (PHY 1M, 2M or Coded). Once received, the device sends an AUX_SCAN_REQ to the
advertiser. Next, an AUX_SCAN_RSP PDU should be received, containing the scan response
data. Application should wait for a gScanStateChanged_c or a gScanCommandFailed_cin the
Scanning Callback.

2. Collect information by waiting for gDeviceScanned_c (legacy advertising PDUs) or gExtDe-
viceScanned_c (extended advertising PDUs) event in the Scanning Callback. The gExtDe-
viceScanned_c event contains additional information pertaining to the extended received
PDU, such as: primary PHY, secondary PHY, advertising SID, interval of the periodic adver-
tising if enabled in the set.

When using the common application structure, the application can use the following API
defined in app_conn.h, to search the contents from pData in an advertising element:

bool t BluetoothLEHost MatchDatalnAdvElementList
(

gapAdStructure_t *pElement,
void *pData,
uint8 t iDatalLen

)i
3. Stop scanning by calling the function below:

bleResult_t Gap_ StopScanning(void);

Application should wait for a gScanStateChanged_c or a gScanCommandFailed_c in the Scan-
ning Callback.

4. Connect to a device by calling the function below:

bleResult_t Gap_ Connect

(

const gapConnectionRequestParameters_ t* pParameters,
gapConnectionCallback t connCallback

);

When using the common application structure, the following API can be used:
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bleResult_t BluetoothLEHost Connect

(

gapConnectionRequestParameters_ t* pParameters,
gapConnectionCallback _t connCallback

);

The initiatingPHYs parameter indicates the PHYs on which the advertising packets should
be received on the primary advertising channel and the PHYs for which connection param-
eters have been specified. The parameter is a bitmask of PHYs: BITO = LE 1M, BIT1 = LE 2M
and BIT2 = LE Coded. The Host may enable one or more initiating PHYs, but it must at least
set one bit for a PHY allowed for scanning on the primary advertising channel, i.e., BITO for
LE 1M PHY or BIT2 for LE Coded PHY.

If the advertiser uses legacy advertising PDUs, the device may connect by sending a CON-
NECT_IND PDU to the advertiser on the LE 1M primary advertising channel (no secondary
channel in legacy advertising). On the other hand, if the advertiser uses extended advertis-
ing PDUs, the extended connect operation takes place on the secondary advertising chan-
nel. After the device receives a connectable ADV_EXT IND PDU on the primary advertising
channel (PHY LE 1M or Coded), it starts listening for the connectable AUX_ADV_IND PDU on
the secondary advertising channel (PHY 1M, 2M or Coded). Once received, the device sends
an AUX_CONNECT_REQ to the advertiser. Next, if AUX_CONNECT_RSP PDU is received, the
device enters the Connection State in the Central role on the secondary advertising channel
PHY.

Application should wait for a gConnEvtConnected_c event in the Connection Callback. If the
channel selection algorithm #2 is used for this connection, then a gConnEvtChanSelection-
Algorithm2_c event is also generated.

After the connection is successfully established, the application may choose to read the
connection PHY by calling the Gap_LeReadPhy API. It may also opt to change the PHY of the
connection by triggering a PHY Update Procedure using the Gap_LeSetPhy API. However,
the Controller might not be able to perform the change if, in case the peer does not support
the new requested PHY.

Parent topic:Extended advertising

Parent topic:Generic Access Profile (GAP) Layer

Periodic Advertising Periodic channels are used for periodic broadcast between unconnected
devices. A periodic channel is represented by a channel map and a set of hopping and timing
parameters.

The set of channels is represented by the 37 data channels. A packet sent by an advertiser can
also have a payload of up to 255 bytes and it can be sent on any LE PHY. Figure 1 and Figure 2.

Extended Advertising and Periodic Advertising combined

ADV EXT IND ADV EXT IND ADV EXT IND

AUX ADV IND AUX ADV IND | AUX ADV IND

Periodic Advertising
Interval

Periodic Advertising - Multiple chains
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ADV_EXT_IND

AUX_ADV_IND

AUX_SYNC_IND | AUX_CHAIN_IND

Peripheral Setup

1. Firstset the extended advertising parameters using Gap_SetExtAdvertisingParameters. The
extended advertising type must be set to non-connectable and non-scannable.

2. Setthe periodic advertising parameters using the same handle as in the previous command.

bleResult_t Gap_ SetPeriodicAdvParameters

(
);

gapPeriodicAdvParameters_ t*  pAdvertisingParameters

Wait for a gPeriodicAdvParamSetupComplete_cevent in the generic callback.
3. Next, set the periodic advertising data by calling:

bleResult_t Gap_ SetPeriodicAdvertisingData

(

uint8_t handle,
gapAdvertisingData_ t* pAdvertisingData,
bool _t bUpdateDID

)i

pAdvertisingData cannot be NULL. If periodic advertising data must be empty, set cNumAd-
Structures to 0. Wait for a gPeriodicAdvDataSetupComplete_cevent in the generic callback.
4. Start extended advertising using Gap_StartExtAdvertising.

5. Last, enable Periodic Advertising. Periodic advertising starts only after extended advertis-
ing is started.

bleResult_t Gap_ StartPeriodicAdvertising

(

uint8_t handle,
bool _t blncludeADI

)i
Wait for a gPeriodicAdvertisingStateChanged_cevent in the advertising callback.

Parent topic:Periodic Advertising

Central Setup The application may decide to listen to periodic advertising by going through
the following states:

1. [Optional] Add a known periodic advertiser to the periodic advertiser list held in the Con-
troller by calling:
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bleResult_ t Gap_ UpdatePeriodicAdvList
(

gapPeriodicAdvListOperation_ t operation,

bleAddressType_t addrType,
uint8 t* pAddr,
uint8 t SID

);

Wait for the gPeriodicAdvListUpdateComplete_c event in the Generic Callback.

. Synchronize with a periodic advertiser by calling:

bleResult_ t Gap_ PeriodicAdvCreateSync

(

gapPeriodicAdvSyncReq_t* pReq,

5

pReq parameter filterPolicycan be set to gUseCommandParameters_c to synchronize with
the given peer, or to gUsePeriodicAdvList_c to start synchronizing with all the devices in
the previously populated periodic advertiser list.

Wait for the gPeriodicAdvSyncEstablished_c event and check the status. If scanning is not
enabled at the time this command is sent, synchronization occurs after scanning is started.
Synchronization remains pending until gPeriodicAdvSyncEstablished_cevent is received. If
synchronization was successful, the syncHandle is returned in this event.

. Terminate the synchronization with the periodic advertiser by calling:

bleResult_t Gap_ PeriodicAdvTerminateSync

(

uint16_t syncHandle

);

To cancel a pending synchronization, the application should call
Gap_PeriodicAdvTerminateSync with syncHandle set to the reserved value gBlePeriod-
icAdvOngoingSyncCancelHandle and wait for gPeriodicAdvCreateSyncCancelled_c event.

Otherwise, to terminate an already established sync with an advertiser, use the syncHandle
value from the gPeriodicAdvSyncEstablished_c event and wait for a gPeriodicAdvSyncTermi-
nated_c event.

Parent topic:Periodic Advertising

Parent topic:Generic Access Profile (GAP) Layer

Periodic Advertising with Responses (PAwR) This section describes the Central and Periph-
eral setup for Periodic Advertising with Responses (PAWR).

Central Setup

1. Start scanning using Gap_ StartScanning. Wait for gPeriodicDeviceScannedV2_ ¢ events in the

scanning callback.

. Synchronize with a periodic advertiser by calling Gap_ PeriodicAdvCreateSync. Wait for the

gPeriodicAdvSyncEstablished_ ¢ event in the scanning callback. When PAwR is involved, this
event includes additional information such as number of subevents, subevent interval, re-
sponse slot delay and spacing,

. Synchronize to a PAWR subevent by calling Gap_ SetPeriodicSyncSubevent. This API instructs

the Controller to sync with a subset of the subevents within a PAwR train identified by
syncHandle (obtained after synchronizing with the PAwR train in the previous step).
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bleResult_t Gap_ SetPeriodicSyncSubevent ( uint16_t syncHandle, const,,
—gapPeriodicSyncSubeventParameters_ t* pParams );
Wait for the gPeriodicSyncSubeventComplete_ ¢ event.

4. Use Gap_ SetPeriodicAdvResponseData to set data in the AD format which would be sent as a
Periodic Advertising Response to the broadcaster.

bleResult_t Gap_ SetPeriodicAdvResponseData ( uint16_t syncHandle, const
—gapPeriodicAdvertisingResponseData_ t* pData );

5. Optionally, the periodic advertiser may initiate a connection. If no connection call-
back was set on the scanner via APIs such as Gap_ Connect or Gap_ StartAdvertising/
Gap__StartExtAdvertising, one must be explicitly set.  This is achieved by calling
BluetoothLEHost_ SetConnectionCallback (defined in app_conn.h), which in turn -calls
Gap__ SetConnectionCallback.

void Gap_ SetConnectionCallback ( gapConnectionCallback_t pfConnectionCallback );

Parent topic:Periodic Advertising with Responses (PAWR)

Peripheral Setup

1. First set the extended advertising parameters using Gap_ SetExtAdvertisingParameters. The
extended advertising type must be set to non-connectable and non-scannable.

2. Set the periodic advertising parameters with the same handle as in the previ-
ous command. Use the Gap_ SetPeriodicAdvParametersV2 command. Compared to
Gap_ SetPeriodicAdvParameters, this command also configures parameters relevant to
PAWR, such as the number of subevents and response slots as well as timing information.

bleResult_t Gap_ SetPeriodicAdvParametersV2
(gapPeriodicAdvParametersV2_t* pAdvertisingParameters);

Wait for a gPeriodicAdvParamSetupComplete_c event in the generic callback.
3. Start extended advertising using Gap_ StartExtAdvertising.
4. Start periodic advertising using Gap_ StartPeriodicAdvertising.

5. Wait for gPerAdvSubeventDataRequest__c events. These events are used by the Controller to
indicate that it is ready to transmit one or more subevents and it is requesting the advertis-
ing data for these subevents. Upon receiving an event, use Gap_ SetPeriodicAdvSubeventData
to set the advertising data for specific subevents.

bleResult_t Gap_ SetPeriodicAdvSubeventData
(uint8__t advHandle, const gapPeriodicAdvertisingSubeventData_ t* pData);
Wait for the gPeriodicAdvSetSubeventDataComplete_ ¢ event in the generic callback.

6. Wait for gPerAdvResponse_c events. These events contain responses sent by devices who
are synchronized to the periodic advertising. They include data in the AD format.

7. Optionally, PAWR allows the advertising device to initiate a connection to one of the syn-
chronized scanners. The connection can be initiated by calling Gap_ ConnectFromPawr.

bleResult_t Gap_ ConnectFromPawr
(const gapConnectionFromPawrParameters_t* pParameters, gapConnectionCallback__t connCallback);

Parent topic:Periodic Advertising with Responses (PAWR)

Parent topic:Generic Access Profile (GAP) Layer
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Encrypted Advertising Data This section describes the Central and Peripheral setup for en-
crypted advertising data.

Central Setup Use the Gap_ DecryptAdvertisingData API to decrypt the contents of “Encrypted
Advertising Data” (0x31) AD types included in scanned data.

bleResult_t Gap_ DecryptAdvertisingData
(uint8__t *pData, uint16_t dataLength, const uint8_t *pKey, const uint8_t *pIV, uint8 t *pOutput)

Parent topic:Encrypted Advertising Data

Peripheral Setup Use the Gap_ EncryptAdvertisingData API to obtain the encrypted advertising
data, which can then be placed inside the “Encrypted Advertising Data” (0x31) AD type.

bleResult_t Gap_ EncryptAdvertisingData
const gapAdvertisingData_ t “pAdvertisingData, const uint8__t “pKey, const uint8 t “plV, uintg_ t,,
gapAd isingD *pAd isingD int8_t *pK int8_t *pIV, uint8
—*pOutput )

Parent topic:Encrypted Advertising Data
Parent topic:Generic Access Profile (GAP) Layer

L2CAP credit-based channels The L2CAP layer, which is responsible for protocol multiplex-
ing, segmentation, and reassembly operations, allows devices to communicate via connection-
oriented channels. These channels use credit-based flow control, in which a device grants each
peer a number of credits which the peer can use to send packets. The number of credits is decre-
mented with every sent packet. A device can grant more credits to its peers over the duration of
the connection.

Unlike the fixed L2CAP CIDs used by protocols such as ATT and SMP, credit-based channels use
dynamically allocated CIDS (in the 0x0040-0XxFFFF range). The CIDs are automatically allocated
by the Bluetooth LE Host Stack.

The Bluetooth LE Host Stack supports both the Credit-based Flow Control Mode and the Enhanced
Credit-based Flow Control Mode. In the Enhanced Credit-based Flow Control Mode, devices can
open up to five channels in a single connect request/response exchange. Additionally, these chan-
nels can be later reconfigured with new MTU and MPS values. In the Credit-based Flow Control
Mode, reconfiguration is not possible.

The first thing an application must do is register the control and data callbacks:

bleResult_t L2ca_ RegisterLeCbCallbacks

12cal.eCbDataCallback t pCallback,
12caLLeCbControlCallback_t pCtrlCallback

);

The control callback receives events related to channel management such as connection, discon-
nection, received credits, reconfiguration, and so on.

The data callback receives the data which is being exchanged on the channel.

To use L2CAP credit-based channels, the application must register a PSM. The PSM is analogous to
a TCP/UDP port. Itis an identifier used to determine the upper layer protocol which is making use
of the L2CAP channel. The dynamic PSM range is 0x0080-0X00FF. The number of PSMs supported
by an application can be configured at compile time via the gl.2caMaxLePsmSupported_ c define.
The following API must be called in order to register a PSM:
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bleResult_t L2ca_ RegisterLePsm

(

uintl6_t lePsm,
uintl6_t lePsmMtu

);

The MTU configured via this API is used by every channel opened under the PSM, if the Credit-
based Flow Control Mode is used. The minimum MTU is 23 and the maximum MTU is 65535.

When the Enhanced Credit-based Flow Control Mode is used, the MTU is specified at each con-
nection request. In this mode, the minimum MTU is 64 and the maximum MTU is 65535.

The local MPS is not configurable by the application. It is set automatically by the Host Stack
based on Controller capabilities. Usually, it will be 247.

A previously registered PSM can be deregistered:

bleResult_ t L2ca_ DeregisterLePsm

(
uintl6_t lePsm

);

The number of credit-based channels that can be opened is configurable by the application via
the gl.2caMaxLeCbChannels_ ¢ define. This is the total number for all peers. To open a channel,
the following API must be called:

bleResult t L2ca_ConnectLePsm

(

uintl6_t lePsm,
deviceld_t deviceld,
uintl6_t initialCredits

)i
To open up to five channels using Enhanced Credit-based Flow Control Mode, use this API:

bleResult t L2ca EnhancedConnectLePsm

(

uintl6_t lePsm,
deviceld_t deviceld,
uintl6 t mtu,

uintl6_t  initialCredits,
uint8 _t noOfChannels,
uint1l6_t  *aCids

The connect APIs must be called by both the initiator and the responder (upon receiving the
gl2ca_ LePsmConnectRequest_ ¢ or gl.2ca_ LePsmEnhancedConnectRequest__c events in the applica-
tion).

If the responder does not wish to accept the connection request, it can use the following APIs:

bleResult _t L2ca CancelConnection

(

uintl6 t lePsm,

deviceld_t deviceld,
12caLLeCbConnectionRequestResult__t refuseReason
);

bleResult t L2ca_EnhancedCancelConnection

uint1l6_t lePsm,
deviceld__t deviceld,
12caLLeCbConnectionRequestResult__t refuseReason,
(continues on next page)
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(continued from previous page)

uint8_t noOfChannels,

uintl6_t *aCids

e
When a channel has been successfully established, the gl.2ca_ LePsmConnectionComplete_c or
gL2ca_ LePsmEnhancedConnectionComplete_c events are received in the application.

To send data on a channel:

bleResult_ t L2ca_ SendLeCbData

(

deviceld_t deviceld,

uintl6_t channelld,
const uint8 t* pPacket,
uintl6_t packetLength

);

The Host Stack keeps track of the credits granted to peers for each channel and decrements them
accordingly. When a peer’s credit count reaches zero, the application is notified through the
gL2ca_NoPeerCredits_c event and it can decide to send more credits to the peer for that channel:

bleResult t L2ca SendLeCredit
(

deviceld_t deviceld,
uint16_t channelld,
uint16_t credits

)’

The application can also choose to be notified when the number of credits allocated to a peer
for a certain channel is nearing 0, by setting the gl.2caLowPeerCreditsThreshold_c macro to a non-
zero value. When this limit is reached, the gl.2ca_ LowPeerCredits_c event is received and the
application can choose to send more credits.

Similarly, when a device receives credits from a peer, the application is notified through the
gL2ca_ LocalCreditsNotification_c event. When the local device has used its last credit, it receives
the same gl.2ca_ LocalCreditsNotification_c¢ event with the localCredits field set to 0. The packet
that could not be sent due to exhausting the credits remains queued in the Host Stack and it is
sent automatically when the local device receives credits from the peer.

To improve application flow control, two notification-type events are implemented by the Host
Stack:

* gl.2ca_ ChannelStatusChannelBusy_ ¢
* gl.2ca_ ChannelStatusChannelldle_c

When the application sends a packet using L2ca_SendLeCbData, it receives a
gl2ca_ ChannelStatusChannelBusy ¢ event in the L2CAP control callback when the
Host Stack begins sending the packet. When the Host Stack has sent the packet, a
gl2ca_ ChannelStatusChannelldle_ ¢ event is received. The application can choose to use
this event as a signal that it is safe to send the next packet.

To disconnect a channel:

bleResult t L2ca_DisconnectLeCbChannel

deviceld_t deviceld,
uintl6_t channelld

);

As mentioned previously, channels which use the Enhanced Credit-based Flow Control Mode can
be reconfigured. This is achieved via the API:
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bleResult_ t L2ca_ EnhancedChannelReconfigure

(

deviceld_t  deviceld,

uintl6_t newMtu,
uintl6_t newMps,
uint8_t noOfChannels,

uintl6 t *aCids

);

The reconfiguration request is automatically accepted by the Host Stack if parameters are valid
(as per the Bluetooth Core Spec v5.3, MTU cannot be lowered and MPS cannot be lowered for
more than one channel). On the responder; the gl.2ca_ EnhancedReconfigureRequest_ c is received
by the application in case of a successful reconfiguration, informing it of the new channel pa-
rameters. On the initiator, the gl.2ca_ EnhancedReconfigureResponse_ c is received, informing the
application about the received response or a timeout.

Parent topic:Generic Access Profile (GAP) Layer

Enhanced ATT The Enhanced ATT protocol allows concurrent transactions to be handled by
the stack. The sequential transaction rule still exists when EATT is used, but its scope is now
defined as being per instance of the Enhanced ATT Bearer. EATT transactions might execute in
parallel if they are supported by distinct LZCAP channels, which use the Enhanced Credit Based
Flow Control Mode (that is, distinct Enhanced ATT Bearers).

When using an Enhanced ATT Bearer, ATT MTU and L2CAP MTU are independently configurable
and may be reconfigured during a connection. An increase to the MTU is allowed but reducing
its size is not. Allowing MTU to be increased without needing to reestablish the connection has
an advantage. It eliminates the risk of a second application using the stack, being unable to
continue, due to the previously negotiated MTU being too small.

Enhanced ATT bearers are identified through Bearer Ids. Enhanced ATT Bearer Ids are assigned
internally and have a valid range between 1 and 251. The Unenhanced ATT bearer is always
available for a connected peer device and has the Bearerld 0.

EATT Credits management Credits for the L2CAP channels used by Enhanced ATT bear-
ers may be managed internally if the autoCreditsMgmt parameter is set to TRUE in the
Gap_ EattConnectionRequest or Gap_ EattConnectionAccept function call. Otherwise, the applica-
tion is responsible for credits management.

If the application chooses to manage the credits of the L2CAP channels used as Enhanced ATT
bearers, it should use the following function to send credits for a specified bearer to a peer device:

bleResult_t Gap_ EattSendCredits

deviceld_t deviceld,
bearerld_t bearerld,
uintl6_t credits

);

If the local credits or peer credits of the L2CAP channel used by an Enhanced ATT bearer
reaches 0, agConnEvtEattBearerStatusNotification_ ¢ connection event is updated with a status
value ofgEnhancedBearerSuspendedNoLocalCredits ¢, or gEnhancedBearerNoPeerCredits_ c respec-
tively.

Parent topic:Enhanced ATT

EATT Connection establishment In order to take advantage of the Enhanced ATT features,
first a number of Enhanced Bearers should be opened for a connected peer device. For this, the
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function below may be used to create up to five Enhanced ATT bearers at a time:

bleResult_ t Gap_ EattConnectionRequest

(

deviceld_t deviceld,
uintl6_t mtu,

uint8_t cBearers,
uint16_t  initialCredits,
bool_t autoCreditsMgmt

);

The mtu parameter specifies the MTU for all the bearers to be established.

The cBearers parameter is used to specify the number of Enhanced ATT bearers to be opened, and
should have a value between 1 and 5. The initialCredits parameter specifies the initial number of
credits of the L2CAP credit based channels used as Enhanced ATT bearers.

The autoCreditsMgmt parameter is used to tell the Bluetooth LE Host Stack if it should manage
L2CAP channel credits automatically. If set to TRUE the Bluetooth LE Host Stack automatically
sends credits to a peer device when exhausted in chunks of initialCredits.

For example, to establish two Enhanced ATT bearers with a peer device the application may call
the Gap_ EattConnectionRequest as shown below:

bleResult_t result = Gap_ EattConnectionRequest(peerDeviceld,
64U,
2U,
3U,
TRUE);
if (gBleSuccess_c¢ != result)

/* Treat error */

}

If an EATT Connection Request is received from a peer device it would be signaled through
the gConnEvtEattConnectionRequest_c connection event of type gapEattConnectionRequest_t
sent to the connection callback. The application should handle this event by calling
Gap_ EattConnectionAccept. The example below shows how an application may accept an in-
coming EATT Connection Request with the same MTU as requested by the peer device.

case gConnEvtEattConnectionRequest_ c:

{
gapEattConnectionRequest_ t *pEattConnectionReq = &pConnectionEvent->eventData.
—eattConnectionRequest;

bleResult_ t result = Gap_ EattConnectionAccept(peerDeviceld,
TRUE,
pEattConnectionReq->mtu,
3U,
TRUE);

if (gBleSuccess_ ¢ != result)

/* Treat error */
}
}
break;

In case the localMtu specified when accepting a connection differs from the MTU requested by
the peer device, the minimum of the two would become the MTU of the Enhanced Bearers.

After the Gap_ EattConnectionRequest or Gap_ EattConnectionAccept is called, for the result the
application should wait for the gConnEvtEattConnectionComplete__c connection event of type ga-
pEattConnectionComplete_ t shown below:
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typedef struct {

12caLLeCbConnectionRequestResult_ t status;

uintl6_t mtu;

uint8_t cBearers;

bearerld t aBearerlds[gGapEattMaxBearers];

} gapEattConnectionComplete_ t;

If successful, the aBearerlds array contains the bearer ids, for the Enhanced ATT bearers estab-
lished. These ids may be used with the GATT Enhanced APIs in order to trigger GATT procedures
over Enhanced ATT bearers.

Parent topic:Enhanced ATT

EATT Bearer reconfiguration One of the advantages of Enhanced ATT bearers over the Un-
enhanced ATT bearer is the ability to increase the MTU multiple times. To reconfigure the MTU
and/or MPS of existing Enhanced ATT bearers, the Gap EattReconfigureRequest should be used.
If a mps value of 0 is given, the maximum available MPS value for that channel is used.

For example, in order to reconfigure the MTU of two bearers from 64 to 128 the application may
call Gap_ EattReconfigureRequest as shown below:

bleResult_ t result = gBleSuccess_ c;
bearerld t aBearerlds[2] = {1U, 2U};
result = Gap_ EattReconfigureRequest(peerDeviceld,
128U,
0U,
2U,
aBearerlds);
if (gBleSuccess_c != result)

/* Treat error */

}

The application should monitor the gConnEvtEattChannelReconfigureResponse ¢ connection
event of type gapEattReconfigureResponse_ t for the result.

The procedure triggered by Gap_FEattReconfigureRequest updates only the local MTU. The
ATT MTU for Enhanced ATT bearers is the minimum of the MTU values of the two devices.

Parent topic:Enhanced ATT

EATT Bearer disconnection Individual Enhanced ATT bearers can be disconnected by calling
the Gap_ EattDisconnect API as shown below:

bleResult_ t result = gBleSuccess_ c;
result = Gap_ EattDisconnect(peerDeviceld, bearerld);
if (gBleSuccess_ ¢ != result)

{
}

/* Treat error */

The application should look for a connection event of type gEnhancedBearerDisconnected__c in the
connection callback.

Parent topic:Enhanced ATT
Parent topic:Generic Access Profile (GAP) Layer
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Generic Attribute Profile (GATT) Layer The GATT layer contains the APIs for discovering
services and characteristics and transferring data between devices and is built on top of the
Attribute Protocol (ATT).

The Attribute Protocol (ATT) transfers data between Bluetooth Low Energy devices on a dedi-
cated L2CAP channel (channel ID 0x04).

As soon as a connection is established between devices, the GATT APIs are readily available. No
initialization is required because the L2CAP channel is automatically created.

To identify the GATT peer instance, the same deviceld value from the GAP layer (obtained in the
gConnEvtConnected_cconnection event) is used.

There are two GATT roles that define the two devices exchanging data over ATT:

* GATT Server - the device that contains a GATT Database, which is a collection of services
and characteristics exposing meaningful data. Usually, the Server responds to requests and
commands sent by the Client. However, it can be configured to send data on its own through
notificationsand indications.

* GATT Client — the “active” device that usually sends requests and commands to the Server
to discover Services and Characteristics on the Server’s Database and to exchange data.

There is no fixed rule deciding which device is the Client and which one is the Server. Any device
may initiate a request at any moment. Therefore, it temporarily acts as a Client, at which the peer
device may respond, provided it has the Server support and a GATT Database.

Often, a GAP Central acts as a GATT Client to discover Services and Characteristics and obtain
data from the GAP Peripheral, which usually has a GATT database. Many standard Bluetooth Low
Energy profiles assume that the Peripheral has a database and must act as a Server. However,
this is by no means a general rule.

Client APIs A Client can configure the ATT MTU, discover Services and Characteristics, and
initiate data exchanges.

All the functions have the same first parameter: a deviceld which identifies the connected device
whose GATT Server is targeted in the GATT procedure. This is necessary because a Client may
be connected to multiple Servers at the same time.

First, however, the application must install the necessary callbacks.

Installing client callbacks There are three callbacks that the Client application must install.

Client procedure callback All the procedures initiated by a Client are asynchronous. They
rely on exchanging ATT packets over the air.

To be informed of the procedure completion, the application must install a callback with the
following signature:

typedef void (* gattClientProcedureCallback_t )
(
deviceld_t deviceld,
gattProcedureType_t  procedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

);

For EATT, the following signature should be used:
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typedef void (*gattClientEnhancedProcedureCallback t)

(

deviceld_ t deviceld,

bearerld_ t bearerld,
gattProcedureType_t procedureType,
gattProcedureResult_ t procedureResult,
bleResult_t error

);
To install this callback, the following function must be called:

bleResult_ t GattClient_ RegisterProcedureCallback

(

gattClientProcedureCallback__t callback
)i

The EATT procedure callback should be installed using the following API:

bleResult_t GattClient_ RegisterEnhancedProcedureCallback

(
gattClientEnhancedProcedureCallback _t callback
)i

The procedureType parameter can be used to identify the procedure that was started and has
reached completion. Only one procedure would be active at a given moment. Trying to start
another procedure while a procedure is already in progress returns the error gGattAnotherPro-
cedurelnProgress_c.

The procedureResult parameter indicates whether the procedure completes successfully or an
error occurs. In the latter case, the error parameter contains the error code.

void gatt ClientProcedureCallback

(
deviceld t deviceld,
gattProcedureType_t  procedureType,
gattProcedureResult_t procedureResult,

bleResult_t error
)
{

switch (procedureType)

{

3

}

}

GattClient_ RegisterProcedureCallback(gattClientProcedureCallback);

Parent topic:Installing client callbacks

Notification and indication callbacks When the Client receives a notification from the Server,
it triggers a callback with the following prototype:

typedef void (* gattClientNotificationCallback t )

(

deviceld_t deviceld,

uint16_t characteristicValueHandle,
uint8 ¢ * aValue,

uintl6_t valueLength

f5

The deviceld identifies the Server connection (for multiple connections at the same time). The
characteristicValueHandle is the attribute handle of the Characteristic Value declaration in the
GATT Database. The Client must have discovered it previously to be able recognize it.

1.2. Wireless 95



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

For EATT, the following signature should be used:

typedef void (*gattClientEnhancedNotificationCallback_ t)
( deviceld__t deviceld,

bearerld_t bearerld,

uint1l6_t characteristicValueHandle,

uint8_t* aValue,

uint16_t valueLength );

The callback must be installed with:

bleResult_t GattClient_ RegisterNotificationCallback

(

gattClientNotificationCallback_t callback

);

Very similar definitions exist for indications.

The EATT notification callback should be installed using the following API:

bleResult_ t GattClient_ RegisterEnhancedNotificationCallback

gattClientEnhancedNotificationCallback_ t callback

)

When receiving a notification or indication, the Client uses the characteristicValueHandle to iden-
tify which Characteristic was notified. The Client must be aware of the possible Characteristic
Value handles that can be notified/indicated at any time, because it has previously activated them
by writing its CCCD (see Reading and writing characteristic descriptors).

When the Client receives a multiple value notification from the Server, it triggers a callback with

the following prototype:

typedef void (*gattClientMultipleValueNotificationCallback t)

(

deviceld_t deviceld,

/*!< Device ID identifying the active connection. */
uint8_ t* aHandleLenValue,

/*!< The array of handle, value length, value tuples. */
uint32_t totalLength

/*!< Value array size. */

);
The callback must be installed with:

bleResult_ t GattClient_ RegisterMultipleValueNotificationCallback

(

gattClientMultipleValueNotificationCallback__t callback

);

When using EATT, the following callback prototype and registration APIs should be used:

typedef void (*gattClientEnhancedMultipleValueNotificationCallback t)
( deviceld__t deviceld,
/*!< Device ID identifying the active connection. */
bearerld_ t bearerld,
/*1< Bearer ID identifing the Enhanced ATT bearer used. */
uint8_ t* aHandleLenValue,
/*!< The array of handle, value length, value tuples. */
uint32_t totalLength  /*!< Value array size. */

);

Parent topic:Installing client callbacks

Parent topic:Client APIs
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MTU exchange A radio packet sent over the Bluetooth Low Energy contains a maximum of 27
bytes of data for the L2CAP layer. The L2CAP header is 4 bytes long, including the Channel ID.
Therefore, all layers above L2CAP, including ATT and GATT, can only send 23 bytes of data in a
radio packet (as per Bluetooth 4.1 Specification for Bluetooth Low Energy). This specification also
sets the default length of an ATT packet (also called ATT MTU) to 23. The ATT packet length is
set to this value to maintain a logical mapping between radio packets and ATT packets.

Note: This number is fixed and cannot be increased in Bluetooth Low Energy 4.1.

Therefore, any ATT request fits in a single radio packet. If the layer above ATT wishes to send
more than 23 bytes of data, the data must be fragmented into smaller packets and multiple ATT
requests issued.

Despite this setting, the ATT protocol allows devices to increase the ATT_MTU, only if both can
support it. Increasing the ATT_MTU has only one effect: the application does not have to frag-
ment long data. However, it can send more than 23 bytes in a single transaction. The fragmen-
tation is moved on to the L2CAP layer. Over the air though, there would still be more than one
radio packet sent.

If the GATT Client supports a larger than default MTU, it must start an MTU exchange as soon as
it connects to any server. During the MTU exchange, both devices would send their maximum
MTU to the other, and the minimum of the two is chosen as the new MTU.

Consider an example where the Client supports a maximum ATT MTU of 250, and the server
supports a maximum value of 120 for the same attribute. For this case, after MTU exchange,
both devices must set the new ATT_MTU value equal to 120.

To initiate the MTU exchange, call the following function from gatt_client_interface.h:

bleResult_t result = GattClient ExchangeMtu(deviceld, mtu);
if (gBleSuccess_c |= result)

/* Treat error */

}

When having the role of a GATT Client, the value of the maximum supported ATT _MTU of the
local device is given as a parameter to the GattClient_ ExchangeMtu API. On the GATT Server side,
the application configures this value via the gcGattServerMtu_c variable that exists in the file
ble_ globals.c. The minimum of these two values is chosen as the new MTU for the connection.

When the exchange is complete, the gGattProcExchangeMtu_c procedure type triggers the Client
callback.

void gattClientProcedureCallback

(
deviceld__t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

switch (procedureType)

{
f*
case gGattProcExchangeMtu_ c:
if (gGattProcSuccess_c == procedureResult)
{
/* To obtain the new MTU */
uint16_t newMtu;
bleResult_t result = Gatt_GetMtu(deviceld, &newMtu);
if (gBleSuccess ¢ == result)
{
/* Use the value of the new MTU */

(continues on next page)
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(void) newMtu;

}
}

else

/* Handle error */

}

break;
Y
}
}

Note: The Exchange MTU procedure is only available for the unenhanced/legacy bearer. For
procedures sent on enhanced bearers, the upper layer must use provided L2CAP APIs to create
dedicated L2CAP channels. Each channel has its own MTU value specified upon creation, which
can also be reconfigured later.

Parent topic:Client APIs

Service and characteristic discovery There are multiple APIs that can be used for Discovery.
The application may use any of them, according to its necessities.

All of the following APIs have an enhanced counterpart of the form
GattClient_Enhanced[procedure]. A bearerIdparameter was added to specify on which bearer
the transaction should take place. A value of 0 for the bearer Id identifies the Unenhanced ATT
bearer. Values higher than 0 are used to identify the Enhanced ATT bearer used for the ATT
procedure.

Discover all primary services The following API can be used to discover all the Primary Ser-
vices in a Server’s database:

bleResult_t GattClient_ DiscoverAllPrimaryServices

(

deviceld_t deviceld,
gattService_t * aOutPrimaryServices,
uint8_t maxServiceCount,
uint8_t * pOutDiscoveredCount

);

The aOutPrimaryServices parameter must point to an allocated array of services. The size of the
array must be equal to the value of the maxServiceCount parameter, which is passed to make
sure the GATT module does not attempt to write past the end of the array if more Services are
discovered than expected.

The pOutDiscoveredCount parameter must point to a static variable because the GATT module
uses it to write the number of Services discovered at the end of the procedure. This number is
less than or equal to the maxServiceCount.

If there is equality, it is possible that the Server contains more than maxServiceCount Services,
but they could not be discovered as a result of the array size limitation. It is the application
developer’s responsibility to allocate a large enough number according to the expected contents
of the Server’s database.

In the following example, the application expects to find no more than 10 Services on the Server.

#define mcMaxPrimaryServices ¢ 10
static gattService_t primaryServicesimcMaxPrimaryServices_ c|;
uint8__t mcPrimaryServices;
bleResult_ t result = GattClient_ Discover AllPrimaryServices
(continues on next page)
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deviceld,
primaryServices,
mcMaxPrimaryServices_ c,
&mcPrimaryServices

)i

if (gBleSuccess_c |= result)

/* Treat error */

}

The operation triggers the Client Procedure Callback when complete. The application may read
the number of discovered services and each service’s handle range and UUID.

void gattClientProcedureCallback

(
deviceld_t deviceld,
gattProcedureType_t  procedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

switch (procedureType)

{
/5%
case gGattProcDiscover AllPrimaryServices_ c:
if (gGattProcSuccess_c == procedureResult)
{
/* Read number of discovered services */
PRINT( mcPrimaryServices );
/* Read each service's handle range and UUID */
for (int j = 0; j < mcPrimaryServices; j++)
{
]. startHandle );
|. endHandle );
]. wuidType );
]. wuid );

PRINT( primaryServices[j
PRINT( primaryServices|j
PRINT( primaryServices[j
PRINT( primaryServices[j
}
}

else

/* Handle error */
PRINT( error );
}
break;
/5
}
}

Parent topic:Service and characteristic discovery

Discover primary services by UUID To discover only Primary Services of a known type (Ser-
vice UUID), the following API can be used:

bleResult_t GattClient_ DiscoverPrimaryServicesByUuid
(
deviceld_t deviceld,
bleUuidType_t uuidType,
const bleUuid_t * pUuid,
gattService_t * aOutPrimaryServices,
(continues on next page)
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uint8_t maxServiceCount,
uint8_t * pOutDiscoveredCount

);

The procedure is very similar to the one described in Discover all primary services. The only
difference is this time we are filtering the search according to a Service UUID described by two
extra parameters: pUuid and uuidType.

This procedure is useful when the Client is only interested in a specific type of Services. Usually,
it is performed on Servers that are known to contain a certain Service, which is specific to a
certain profile. Therefore, most of the times the search is expected to find a single Service of the
given type. As a result, only one structure is usually allocated.

For example, when two devices implement the Heart Rate (HR) Profile, an HR Collector con-
nects to an HR Sensor and may only be interested in discovering the Heart Rate Service (HRS) to
work with its Characteristics. The following code example shows how to achieve this. Standard
values for Service and Characteristic UUIDs, as defined by the Bluetooth SIG, are located in the
ble_sig defines.h file.

static gattService_t heartRateService;
static uint8_t mcHrs;
bleResult_t result = GattClient_ DiscoverPrimaryServicesByUuid

(

deviceld,

gBleUuidTypel6_ c, /* Service UUID type */

gBleSig_ HeartRateService_d, /* Service UUID */

&heartRateService, /* Only one HRS is expected to be found */
1,

&mcHrs

/* Will be equal to 1 at the end of the procedure
if the HRS is found, 0 otherwise */

);

if (gBleSuccess_c |= result)

/* Treat error */

}

In the Client Procedure Callback, the application should check if any Service with the given UUID
was found and read its handle range (also perhaps proceed with Characteristic Discovery within
that service range).

void gattClientProcedureCallback

(
deviceld_t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_ t procedureResult,
bleResult_t error

switch (procedureType)

{
case gGattProcDiscoverPrimaryServicesByUuid_ c:
if (gGattProcSuccess__c == procedureResult)

{
if (1 == mcHrs)

/* HRS found, read the handle range */
PRINT( heartRateService. startHandle );
PRINT( heartRateService. endHandle );
(continues on next page)
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}

else

/* HRS not found! */
}
}
else

{
/* Handle error */

PRINT( error );

}
break;

Jx L *]
}
}

Parent topic:Service and characteristic discovery

Discover included services Discover all primary services shows how to discover Primary Ser-
vices. However, a Server may also contain Secondary Services, which are not meant to be used
standalone and are usually included in the Primary Services. The inclusion means that all the
Secondary Service’s Characteristics may be used by the profile that requires the Primary Service.

Therefore, after a Primary Service has been discovered, the following procedure may be used to
discover services (usually Secondary Services) included in it:

bleResult_t GattClient_FindIncludedServices

(

deviceld_t deviceld,
gattService_t *  ploService,
uint8_t maxServiceCount

);

The service structure that ploService points to must have the alncludedServices field linked to
an allocated array of services, of size maxServiceCount, chosen according to the expected num-
ber of included services to be found. This is the application’s choice, usually following profile
specifications.

Also, the service’s range must be set (the startHandle and endHandle fields), which may have
already been done by the previous Service Discovery procedure (as described in Discover all
primary services and Discover primary services by UUID).

The number of discovered included services is written by the GATT module in the cNumInclud-
edServices field of the structure from ploService. Obviously, a maximum of maxServiceCount
included services is discovered.

The following example assumes the Heart Rate Service was discovered using the code provided
in Discover primary services by UUID.

/* Finding services included in the Heart Rate Primary Service */
gattService_t * pPrimaryService = &heartRateService;
#define mxMaxIncludedServices_c 3
static gattService_t includedServices[mxMaxIncludedServices_ c];
/* Linking the array */
pPrimaryService-> alncludedServices = includedServices;
bleResult_t result = GattClient_ FindIncludedServices
(

deviceld,

pPrimaryService,

mxMaxIncludedServices_ ¢

(continues on next page)
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);

if (gBleSuccess ¢ != result)

/* Treat error */

}

When the Client Procedure Callback is triggered, if any included services are found, the applica-
tion can read their handle range and their UUIDs.

void gattClientProcedureCallback

(
deviceld_ t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_ t procedureResult,
bleResult__t error

switch (procedureType)
{
Y
case gGattProcFindIncludedServices_ c:
if (gGattProcSuccess_c == procedureResult)
{
/* Read included services data */
PRINT( pPrimaryService-> cNumlIncludedServices );
for (int j = 0; j < pPrimaryService-> cNumlIncludedServices ; j++)
{
PRINT
PRINT
PRINT
PRINT

startHandle );
endHandle );
uuidType );
uuid );

pPrimaryService-> alncludedServices [j
pPrimaryService-> alncludedServices [j
pPrimaryService-> alncludedServices [j
pPrimaryService-> alncludedServices [j

]
]
]
]

—~ e~~~

}
}
else

/* Handle error */
PRINT( error );

}
break;
A
}
}

Parent topic:Service and characteristic discovery

Discover all characteristics of a service The main API for Characteristic Discovery has the
following prototype:

bleResult t GattClient Discover AllCharacteristicsOfService

deviceld_t deviceld,
gattService_t *  ploService,
uint8_t maxCharacteristicCount

);

All required information is contained in the service structure pointed to by ploService, most
importantly being the service range (startHandle and endHandle) which is usually already filled
out by a Service Discovery procedure. If not, they need to be written manually.

Also, the service structure’s aCharacteristics field must be linked to an allocated characteristic
array.
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The following example discovers all Characteristics contained in the Heart Rate Service discov-
ered in Section Discover primary services by UUID.

gattService t* pService = &heartRateService

#define mcMaxCharacteristics_ ¢ 10

static gattCharacteristic_t hrsCharacteristicsimcMaxCharacteristics_ c[;
pService->aCharacteristics = hrsCharacteristics;

bleResult_t result = GattClient_ Discover AllCharacteristicsOfService

deviceld,
pService,
mcMaxCharacteristics_ ¢

)i
The Client Procedure Callback is triggered when the procedure completes.

void gattClientProcedureCallback

(
deviceld__t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_ t procedureResult,
bleResult_t error

switch (procedureType)

{
/%%
case gGattProcDiscoverAllCharacteristics_ c:
if (gGattProcSuccess ¢ == procedureResult)
{
/* Read number of discovered Characteristics */
PRINT (pService-> cNumCharacteristics );
/* Read discovered Characteristics data */
for (uint8_t j = 0; j < pService-> cNumCharacteristics ; j++)
{
/* Characteristic UUID is found inside the value field
to avoid duplication */
PRINT (pService-> aCharacteristics [j]. value . uuidType );
PRINT (pService-> aCharacteristics [j]. value . uuid );
/* Characteristic Properties indicating the supported operations:
* - Read
* - Write
* - Write Without Response
* - Notify
* - Indicate
*
PRINT (pService-> aCharacteristics [j]. properties );
/* Characteristic Value Handle is used to identify the
Characteristic in future operations */
PRINT (pService-> aCharacteristics [j|. value . handle );
}

}

else

/* Handle error */
PRINT( error );
}
break;
/¥
}
}

Parent topic:Service and characteristic discovery

1.2. Wireless 103



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

Discover characteristics by UUID This procedure is useful when the Client intends to discover
a specific Characteristic in a specific Service. The API allows for multiple Characteristics of the
same type to be discovered, but most often it is used when a single Characteristic of the given
type is expected to be found.

Continuing the example from Discover primary services by UUID, assume the Client wants to
discover the Heart Rate Control Point Characteristic inside the Heart Rate Service, as shown in
the following code.
gattService_t * pService = &heartRateService;
static gattCharacteristic_t hrcpCharacteristic;
static uint8__t mcHrcpChar;
bleUuid__t hrcpUuid;
hrcpUuid.uuid16 = gBleSig HrControlPoint_ d;
bleResult_ t result = GattClient_ DiscoverCharacteristicOfServiceByUuid
(
deviceld,
gBleUuidTypel6_ c,
&hrepUuid,
pService,
&hrepCharacteristic,
17
&mcHrepChar
i

This API can be used as in the previous examples, following a Service Discovery procedure. How-
ever, the user may want to perform a Characteristic search with UUID over the entire database,
skipping the Service Discovery entirely. To do so, a dummy service structure must be defined
and its range must be set to maximum, as shown in the following example:

gatt Service_t dummyService;
dummyService. startHandle = 0x0001;
dummyService. endHandle = 0xFFFF;
static gattCharacteristic_t hrcpCharacteristic;
static uint8 t mcHrcpChar;
bleResult_t result = GattClient_ DiscoverCharacteristicOfServiceByUuid
(
deviceld,
gBleUuidTypel6_ c,
gBleSig_ HrControlPoint__d,
&dummyService,
&hrepCharacteristic,
17
&mcHrcpChar

void gattClientProcedureCallback

(

deviceld_t deviceld,
gattProcedureType_t  procedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

switch (procedureType)

case gGattProcDiscoverCharacteristicByUuid_ c:
if (gGattProcSuccess ¢ == procedureResult)

{

(continues on next page)
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if (1 == mcHrcpChar)

/* HRCP found, read discovered data */
PRINT (hrcpCharacteristic. properties );
PRINT (hrcpCharacteristic. value . handle );

}

else

{

}

}

else

{
/* Handle error */
PRINT (error);

}

break;

}

/* HRCP not found! */

}

Parent topic:Service and characteristic discovery

Discover characteristic descriptors To discover all descriptors of a Characteristic, the follow-
ing API is provided:

bleResult_t GattClient_ DiscoverAllCharacteristicDescriptors

(

deviceld_t deviceld,
gattCharacteristic_t *  ploCharacteristic,
uintl6_t endingHandle,
uint8_t maxDescriptorCount

);

The pIoCharacteristic pointer must point to a Characteristic structure with the value.handle field
set (either by a discovery operation or by the application) and the aDescriptors field pointed to
an allocated array of Descriptor structures.

The endingHandle should be set to the handle of the next Characteristic or Service declaration
in the database to indicate when the search for descriptors must stop. The GATT Client module
uses ATT Find Information Requests to discover the descriptors, and it does so until it discovers
a Characteristic or Service declaration or until endingHandle is reached. Thus, by providing a
correct ending handle, the search for descriptors is optimized and the number of packets sent
over the air is reduced.

If, however, the application does not know where the next declaration lies and cannot provide
this optimization hint, the endingHandle should be set to OxFFFF.

Continuing the example from Discover characteristics by UUID, the following code assumes that
the Heart Rate Control Point Characteristic has no more than 5 descriptors and performs De-
scriptor Discovery.

#define mcMaxDescriptors_c 5
static gattAttribute_t aDescriptors[mcMaxDescriptors_ c[;
hrcpCharacteristic. aDescriptors = aDescriptors;
bleResult_t result = GattClient_ Discover AllCharacteristicDescriptors
(

deviceld,

&hrepCharacteristic,

0xFFFF, /* We do not know where the next Characterstic Service begins */

(continues on next page)
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mcMaxDescriptors_ c
if (gBleSuccess_ ¢ |= result)

/* Handle error */

}

The Client Procedure Callback is triggered at the end of the procedure.

void gattClientProcedureCallback

(

deviceld_t deviceld,
gattProcedureType_t  procedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

switch (procedureType)

/% ¥
case gGattProcDiscoverAllCharacteristicDescriptors_ c:
if (gGattProcSuccess_ ¢ == procedureResult)

{

/* Read number of discovered descriptors */

PRINT (hrcpCharacteristic. cNumDescriptors );

/* Read descriptor data */

for (uint8_t j = 0; j < hrepCharacteristic. c NumDescriptors ; j++)

PRINT (hrcpCharacteristic. aDescriptors [j]. handle );
PRINT (hrcpCharacteristic. aDescriptors [j|. uuidType );
PRINT (hrcpCharacteristic. aDescriptors [j]. uuid );
}
}

else

{

/* Handle error */
PRINT (error);

}

break;
Y
}
}

Parent topic:Service and characteristic discovery

Parent topic:Client APIs

Reading and writing characteristics All the APIs described in the following sections have an
enhanced counterpart of the form GattClient_Enhanced[procedure]. A bearer id parameter was
added to specify on which bearer the transaction should take place. A value of 0 for the bearer
id identifies the Unenhanced ATT bearer. Values higher than 0 are used to identify the Enhanced
ATT bearer used for the ATT procedure.

Characteristic value read procedure The main API for reading a Characteristic Value is
shown here:

bleResult t GattClient ReadCharacteristicValue

(

deviceld_t deviceld,
(continues on next page)
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gattCharacteristic_t *  ploCharacteristic,
uint16_t maxReadBytes

);

This procedure assumes that the application knows the Characteristic Value Handle, usually
from a previous Characteristic Discovery procedure. Therefore, the value.handle field of the
structure pointed by pIoCharacteristic must be completed.

Also, the application must allocate a large enough array of bytes where the received value (from
the ATT packet exchange) is written. The maxReadBytes parameter is set to the size of this allo-
cated array.

The GATT Client module takes care of long characteristics, whose values have a greater length
than can fit in a single ATT packet, by issuing repeated ATT Read Blob Requests when needed.

The following examples assume that the application knows the Characteristic Value Handle and
that the value length is variable, but limited to 50 bytes.

gattCharacteristic_t myCharacteristic;
myCharacteristic. value . handle = 0x10AB;
#define mcMaxValueLength c 50
static uint8_t aValue[mcMaxValueLength_ c];
myCharacteristic. value . paValue = aValue;
bleResult_t result = GattClient ReadCharacteristicValue
(
deviceld,
&myCharacteristic,
mcMaxValueLength_ ¢

if (gBleSuccess_c |= result)

/* Handle error */
}

Regardless of the value length, the Client Procedure Callback is triggered when the reading is
complete. The received value length is also filled in the value structure.

void gattClientProcedureCallback

(
deviceld_t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_t procedureResult,

bleResult_t error
)
{
switch (procedureType)
{
Y

case gGattProcReadCharacteristicValue c:
if (*gGattProcSuccess ¢ == procedureResult)
{
/* Read value length */
PRINT(myCharacteristic. value . valueLength );
/* Read data */
for (uintl6_t j = 0; j < myCharacteristic. value . valueLength ; j++)

PRINT (myCharacteristic. value . paValue [j]);

}
}

else

/* Handle error */
(continues on next page)
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PRINT (error);
}

break;
Y
}
}

Parent topic:Reading and writing characteristics

Characteristic read by UUID procedure This API for this procedure is shown here:

bleResult_t GattClient_ ReadUsingCharacteristicUuid

(

deviceld_t deviceld,
bleUuidType_t uuidType,

const bleUuid_ t* pUuid,

const gattHandleRange_t* pHandleRange,
uint8_ t* aOutBuffer,

uintl6_t maxReadBytes,
uint16_t* pOutActualReadBytes

);

This provides support for an important optimization, which involves reading a Characteristic
Value without performing any Service or Characteristic Discovery.

For example, the following is the process to write an application that connects to any Server and
wants to read the device name.

The device name is contained in the Device Name Characteristic from the GAP Service. There-
fore, the necessary steps involve discovering all primary services, identifying the GAP Service
by its UUID, discovering all Characteristics of the GAP Service and identifying the Device Name
Characteristic (alternatively, discovering Characteristic by UUID inside GAP Service), and, fi-
nally, reading the device name by using the Characteristic Read Procedure.

Instead, the Characteristic Read by UUID Procedure allows reading a Characteristic with a speci-
fied UUID, assuming one exists on the Server, without knowing the Characteristic Value Handle.

The described example is implemented as follows:

#define mcMaxValueLength_c 10 /* Sample value length , adjust as needed */
/* First byte is for handle-value pair length. Next 2 bytes are the handle */
static uint8 t aValue[l + 2 + mcMaxValueLength c;
static uint16_ t deviceNameLength;
bleUuid__t uuid = {

.uuid16 = gBleSig  GapDeviceName d
I8

bleResult__t result = GattClient_ Read UsingCharacteristicUuid
(

deviceld,

gBleUuidTypel6_ c,

&uuid,

&pHandleRange,

aValue,

1 + 2 + mcMaxValueLength_ c,

&deviceNameLength
);

if (gBleSuccess_c != result)

/* Handle error */

}
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The Client Procedure Callback is triggered when the reading is complete. Because only one air
packet is exchanged during this procedure, it can only be used as a quick reading of Character-

istic Values with length no greater than ATT MTU - 1.

void gattClientProcedureCallback

(
deviceld_t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

switch (procedureType)

{
/5%
case gGattProcReadUsingCharacteristicUuid_ c:
if (gGattProcSuccess ¢ == procedureResult)
{
/* Read handle-value pair length */
PRINT (aValue[0]);
deviceNameLength -= 1;

/* Read characteristic value handle */
PRINT (aValue[l] | (aValue[2] << 8));
deviceNameLength -= 2;

/* Read value length */

PRINT (deviceNameLength);

/* Read data */

for (uint8_t j = 0; j < deviceNameLength; j-+-+)

{
}
}

else

PRINT (aValue[3 + j]);

/* Handle error */
PRINT (error);
}
break;
Y
}
}

Parent topic:Reading and writing characteristics

Characteristic read multiple procedure The API for this procedure is shown here:

bleResult_t GattClient_ ReadMultipleCharacteristicValues

(

deviceld_t deviceld,
uint8_t cNumCharacteristics,
gattCharacteristic_t *  aloCharacteristics

);

This procedure also allows an optimization for a specific situation, which occurs when multi-
ple Characteristics, whose values are of known, fixed-length, can be all read in one single ATT

transaction (usually one single over-the-air packet).

The application must know the value handle and value length of each Characteristic. It must also
write the value.handleand value.maxValueLength with the aforementioned values, respectively,
and then link the value.paValue field with an allocated array of size maxValueLength.

The following example involves reading three characteristics in a single packet.
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#define mcNumCharacteristics_ ¢ 3

#define mcCharlLength c 4

#define mcChar2Length ¢ 5

#define mcChar3Length ¢ 6

static uint8 t aValuel[mcCharlLength c;

static uint8 t aValue2[mcChar2Length c;

static uint8 t aValue3[mcChar3Length c];

static gattCharacteristic_t myChars[mcNumCharacteristics_ c|;
myChars[0]. value . handle = 0x0015;

myChars[1]. value . handle = 0x0025;
myChars[2]. value . handle = 0x0035;
myChars[0]. value . maxValueLength = mcCharlLength_c;

I
].
]
myChars[1]. value . maxValueLength = mcChar2Length_ c;
]
]
I
].

myChars[2]. value . maxValueLength = mcChar3Length_ c;
myChars[0]. value . paValue = aValuel;
myChars[1]. value . paValue = aValue2;
myChars[2]. value . paValue = aValue3;
bleResult_ t result = GattClient_ ReadMultipleCharacteristicValues
(
deviceld,
mcNumCharacteristics__c,
myChars
)i

if (gBleSuccess_c¢ != result)

/* Handle error */

}

When the Client Procedure Callback is triggered, if no error occurs, each Characteristic’s value
length should be equal to the requested lengths.

void gattClientProcedureCallback

(
deviceld_t deviceld,
gattProcedureType_t p rocedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

)

switch (procedureType)

/5%
case gGattProcReadMultipleCharacteristicValues_ c:
if (gGattProcSuccess_c¢ == procedureResult)
{
for (uint8 t i = 0; i < mcNumCharacteristics_c; i++)
{
/* Read value length */
PRINT (myChars[i]. value . valueLength );
/* Read data */
for (uint8 t j = 0; j < myChars[i]. value . valueLength ; j++)

{
}

PRINT (myCharsli]. value . paValue [j]);

}

}

else

{
/* Handle error */
PRINT (error);

}

break;
(continues on next page)
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5
}
}

If the server does not know the length of the characteristic values, then the Read Multiple Vari-
able Characteristic Values procedure can be used. This sub-procedure is used to read multiple
characteristic values of variable length from a server when the client knows the characteristic
value handles. The response returns the characteristic values and their corresponding lengths
in the Length Value Tuple List parameter.

bleResult_t GattClient_ ReadMultipleVariableCharacteristicValues
(

deviceld_t deviceld,

uint8_t cNumCharacteristics,

gattCharacteristic_t* ploCharacteristics

)’

The following example involves reading three characteristics of variable length in a single
packet.

#define mcNumCharacteristics_ ¢ 3

#define mcCharLengthMax_c 10

static uint8 t aValuel[mcCharLengthMax cJ;

static uint8 t aValue2[mcCharLengthMax _ c];

static uint8 t aValue3[mcCharLengthMax c];

static gattCharacteristic_t myChars[mcNumCharacteristics_ c|;
myChars[0].value .handle = 0x0015;

myChars[1].value .handle = 0x0025;

myChars[2].value .handle = 0x0035;
myChars[0].value .paValue = aValuel;
myChars[1].value .paValue = aValue2;
myChars[2].value .paValue = aValue3;

bleResult_t result = GattClient_ ReadMultipleVariableCharacteristic Values

deviceld,
mcNumCharacteristics_ c,
ploCharacteristics

if (gBleSuccess_ ¢ |= result)

/* Handle error */

}

The result of this procedure is sent to the application via the GATT procedure callback. The
response includes the characteristic value together with a handle, length pair corresponding to
each characteristic.

static void BleApp_ GattClientCallback

(
deviceld t serverDeviceld,
gattProcedureType_t procedureType,
gattProcedureResult_t procedureResult,
bleResult_t error

switch (procedureResult)

{
Ly
case gGattProcReadMultipleVarLengthCharValues_ c:
if (gGattProcSuccess_c == procedureResult)

{

(continues on next page)
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for (uint8 ti = 0; i < mcNumCharacteristics _c; i++)
{
/* Print characteristic handle and length */
PRINT (myChars[i].value.handle);
PRINT (myChars[i].value.valueLength);
for (uint8_t j = 0; j < myChars[i].value.maxValueLength; j++)

{

/* Print characteristic value */
PRINT (myChars[i].value.paValuelj]);

}
}
}

else

/* Handle error */
}

break;

}

Parent topic:Reading and writing characteristics

Characteristic write procedure There is a general API that may be used for writing Charac-
teristic Values:

bleResult t GattClient WriteCharacteristicValue

(

deviceld_t deviceld,

const gattCharacteristic_t * pCharacteristic,
uint1l6_t valueLength,

const uint8_t * aValue,

bool__t withoutResponse,

bool_t signed Write,

bool t doReliableLongCharWrites,
const uint8 t * aCsrk

);

It has many parameters to support different combinations of Characteristic Write Procedures.

The structure pointed to by the pCharacteristic is only used for the value.handlefield which indi-
cates the Characteristic Value Handle. The value to be written is contained in the aValue array
of size valueLength.

The withoutResponse parameter can be set to TRUE if the application wishes to perform a Write
Without Response Procedure, which translates into an ATT Write Command. If this value is
selected, the signedWrite parameter indicates whether data should be signed (Signed Write Pro-
cedure over ATT Signed Write Command), in which case the aCsrk parameters must not be NULL
and contains the CSRK to sign the data with. Otherwise, both signedWrite and aCsrk are ignored.

Finally, doReliableLongCharWrites should be sent to TRUE if the application is writing a long
Characteristic Value (one that requires multiple air packets due to ATT_MTU limitations) and
wants the Server to confirm each part of the attribute that is sent over the air.

To simplify the application code, the following macros are defined:

#define GattClient_ SimpleCharacteristicWrite(deviceld, pChar, valueLength, aValue) \
GattClient_ WriteCharacteristicValue\
(deviceld, pChar, valueLength, aValue, FALSE, FALSE, FALSE, NULL)

This is the simplest usage for writing a Characteristic. It sends an ATT Write Request if the value
length does not exceed the maximum space for an over-the-air packet (ATT_MTU - 3). Otherwise,
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itsends ATT Prepare Write Requests with parts of the attribute, without checking the ATT Prepare
Write Response data for consistency, and in the end an ATT Execute Write Request.

#define GattClient_ CharacteristicWriteWithoutResponse(deviceld, pChar, valueLength, aValue) \
GattClient_ WriteCharacteristicValue\
(deviceld, pChar, valueLength, aValue, TRUE, FALSE, FALSE, NULL)

This usage sends an ATT Write Command. Long Characteristic values are not allowed here and
trigger a gBleInvalidParameter._c error.

#define GattClient_ CharacteristicSigned Write(deviceld, pChar, valueLength, aValue, aCsrk) \
GattClient_ WriteCharacteristicValue\
(deviceld, pChar, valueLength, aValue, TRUE, TRUE, FALSE, aCsrk)

This usage sends an ATT Signed Write Command. The CSRK used to sign data must be provided.

This is a short example to write a 3-byte long Characteristic Value.

gattCharacteristic_t myChar;
myChar. value . handle = 0x00A0; /* Or maybe it was previously discovered? */
#define mcValueLength c 3
uint8__t aValue[mcValueLength_ c] = { 0x01, 0x02, 0x03 };
bleResult_ t result = GattClient_ SimpleCharacteristic Write
(
deviceld,
&myChar,
mcValueLength_c,
aValue

if (gBleSuccess c = result)

/* Handle error */

}

The Client Procedure Callback is triggered when writing is complete.

void gattClientProcedureCallback

(

deviceld_t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_ t procedureResult,
bleResult_t error

switch (procedureType)

/%%
case gGattProcWriteCharacteristicValue_ c:
if (gGattProcSuccess_c == procedureResult)

{
}

else

{

/* Continue */

/* Handle error */
PRINT (error);
}
break;
Y
}
}

Parent topic:Reading and writing characteristics
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Parent topic:Client APIs

Reading and writing characteristic descriptors Two APIs are provided for these procedures
which are very similar to Characteristic Read and Write.

The only difference is that the handle of the attribute to be read/written is provided through a
pointer to an gattAttribute_t structure (same type as the gattCharacteristic_t.value field).

All of the following APIs have an enhanced counterpart of the form
GattClient_Enhanced[procedure]. A bearerIdparameter was added to specify on which bearer
the transaction should take place. A value of 0 for the bearer Id identifies the Unenhanced ATT
bearer. Values higher than 0 are used to identify the Enhanced ATT bearer used for the ATT
procedure.

bleResult_t GattClient_ ReadCharacteristicDescriptor

(

deviceld_t deviceld,
gattAttribute_t * ploDescriptor,
uint16_t maxReadBytes

);

The ploDescriptor->handle is required (it may have been discovered previously by
GattClient_DiscoverAllCharacteristicDescriptors). The GATT module fills the value that was read
in the fields ploDescriptor->aValue (must be linked to an allocated array) and ploDescriptor-
>valueLength (size of the array).

Writing a descriptor is also performed similarly with this function:

bleResult_t GattClient_ WriteCharacteristicDescriptor

(

deviceld_t deviceld,
gattAttribute_t * pDescriptor,
uintl6_t valueLength,
uint8_t * aValue

);

Only the pDescriptor->handle must be filled before calling the function.

One of the most frequently written descriptors is the Client Characteristic Configuration Descrip-
tor (CCCD). It has a well-defined UUID (gBleSig_CCCD_d) and a 2-byte long value that can be writ-
ten to enable/disable notifications and/or indications.

In the following example, a Characteristic’s descriptors are discovered and its CCCD written to
activate notifications.

static gattCharacteristic_t myChar;

myChar.value.handle = 0x00A0; /* Or maybe it was previously discovered? */
#define mcMaxDescriptors_c 5

static gattAttribute t aDescriptors[mcMaxDescriptors_ c;
myChar.aDescriptors = aDescriptors;

{
bleResult__t result = GattClient_ Discover AllCharacteristicDescriptors
(
deviceld,
&myChar,
0xFFFF,

mcMaxDescriptors_ c
if (gBleSuccess_ ¢ != result)

{

/* Handle error */

(continues on next page)
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}

}

void gattClientProcedureCallback

(
deviceld_t deviceld,
gattProcedureType_t procedureType,
gattProcedureResult_ t procedureResult,
bleResult_t error

switch (procedureType)

{
case gGattProcDiscover AllCharacteristicDescriptors_ c:
if (gGattProcSuccess_c == procedureResult)

/* Find CCCD */
for (uint8_t j = 0; j < myChar.cNumDescriptors; j++)

if ((myChar.aDescriptors[j].uuidType == gBleUuidTypel6_c) &&
(gBleSig CCCD__d == myChar.aDescriptors[j].uuid.uuid16))
{
uint8 t cccdValue[2];
packTwoByteValue(gCccdNotification_c, cccdValue);
bleResult_ t result = GattClient_ WriteCharacteristicDescriptor
(
deviceld,
&myChar. aDescriptors [j],
2,
(uint8__t*)&ccecdValue

El

)
if (gBleSuccess_ ¢ != result)

{

/* Handle error */

}
break;
}
}
}

else

/* Handle error */
PRINT (error);
}
break;
case gGattProcWriteCharacteristicDescriptor_ c:
if (gGattProcSuccess ¢ == procedureResult)

{
}

else

{

/* Notification successfully activated */

/* Handle error */
PRINT (error);

}
e
}
}

Parent topic:Client APIs
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Resetting procedures To cancel an ongoing Client Procedure, the following API can be called:

bleResult_t GattClient_ ResetProcedure (void);

It resets the internal state of the GATT Client and new procedure may be started at any time.

Parent topic:Client APIs

Parent topic:Generic Attribute Profile (GATT) Layer

Server APIs Once the GATT Database has been created and the required security settings have
been registered with Gap_RegisterDeviceSecurityRequirements, all ATT Requests and Commands
and attribute access security checks are handled internally by the GATT Server module.

Besides this automatic functionality, the application may use GATT Server APIs to send Notifica-
tions and Indication and, optionally, to intercept Clients’ attempts to write certain attributes.

Server callback The first GATT Server call is the installation of the Server Callback, which has
the following prototype:

typedef void (* gattServerCallback t )

(

);

deviceld_t deviceld, /*!< Device ID identifying the active connection. */
gattServerEvent_t *  pServerEvent /*!< Server event. */

For EATT, the following signature should be used:

typedef void (*gattServerEnhancedCallback_t) ( deviceld_t deviceld, bearerld_t bearerld, gattServerEvent__
—t* pServerEvent );

The callback can be installed with:

bleResult_t GattServer_ RegisterCallback

(
);

gattServerCallback_t callback

The EATT server callback should be installed using the following API:

bleResult_t GattServer_ RegisterEnhancedCallback

(
);

gattServerEnhancedCallback t callback

The first member of the gattServerEvent_t structure is the eventType, an enumeration type with
the following possible values:

» gEvtMtuChanged c: Signals that the Client-initiated MTU Exchange Procedure has com-
pleted successfully and the ATT_MTU has been increased. The event data contains the new
value of the ATT_MTU. Is it possible that the application flow depends on the value of the
ATT_MTU, for example, there may be specific optimizations for different ATT_MTU ranges.
This event is not triggered if the ATT_MTU was not changed during the procedure.

» gEvtHandleValueConfirmation_c: A Confirmation was received from the Client after an In-
dication was sent by the Server.

» gEvtAttributeWritten_c, gEvtAttributeWrittenWithoutResponse_c: See Attribute write noti-
fications.

» gEvtCharacteristicCccdWritten_c: The Client has written a CCCD. The application should
save the CCCD value for bonded devices with Gap_SaveCccd.
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» gEvtError_c: An error occurred during a Server-initiated procedure.
» gEvtLongCharacteristicWritten_c: A long characteristic was written.

» gEvtInvalidPduReceived_c: An invalid PDU was received from Client. Application decides if
disconnection is required.

» gEvtAttributeRead_c: An attribute registered with GattServer RegisterHandlesForReadNotifications

is being read.

Parent topic:Server APIs

Sending notifications and indications The APIs provided for these Server-initiated opera-
tions are very similar.

All of the following APIs have an enhanced counterpart of the form
GattServer_Enhanced[procedure]. A bearerld parameter was added to specify on which bearer
the transaction should take place. A value of 0 for the bearerlId identifies the Unenhanced ATT
bearer. Values higher than0 are used to identify the Enhanced ATT bearer used for the ATT
procedure.

bleResult t GattServer SendNotification

deviceld_t deviceld,
uintl6 t handle
it
bleResult _t GattServer SendIndication

(

deviceld t deviceld,
uintl6_t handle

);

Only the attribute handle needs to be provided to these functions. The attribute value is auto-
matically retrieved from the GATT Database.

Note: It is the application developer’s responsibility to check if the Client designated by the devi-
celd has previously activated Notifications/Indications by writing the corresponding CCCD value.
To do that, the following GAP APIs should be used:

bleResult_t Gap_ CheckNotificationStatus

(

deviceld_t deviceld,
uint16_t handle,
bool_t * pOutlsActive
);
bleResult_ t Gap_ CheckIndicationStatus

(

deviceld_t deviceld,
uint16_t handle,
bool_t * pOutlsActive

)z

Note: It is necessary to use these two functions with the Gap_SaveCccd only for bonded devices,
because the data is saved in NVM and reloaded at reconnection. For devices that do not bond,
the application may also use its own bookkeeping mechanism.

There is an important difference between sending Notifications and Indications:

* The latter can only be sent one at a time. In addition, the application must wait for the
Client Confirmation (signaled by the gEvtHandleValueConfirmation c Server event, or by
a gEvtError_c event with gGattClientConfirmationTimeout_c error code) before sending a
new Indication. Otherwise, a gEvtError_c event with gGattindicationAlreadyInProgress_c
error code is triggered.
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* The Notifications can be sent consecutively.

Parent topic:Server APIs

Attribute write notifications When the GATT Client reads and writes values from/into the
Server’s GATT Database, it uses ATT Requests.

The GATT Server module implementation manages these requests and, according to the database
security settings and the Client’s security status (authenticated, authorized, and so on), automat-
ically sends the ATT Responses without notifying the application.

There are however some situations where the application needs to be informed of ATT packet
exchanges. For example, a lot of standard profiles define, for certain Services, some, so-called,
Control-Point Characteristics. These are Characteristics whose values are only of immediate sig-
nificance to the application. Writing these Characteristics usually triggers specific actions.

For example, consider a fictitious Smart Lamp. It has Bluetooth Low Energy connectivity in
the Peripheral role and it contains a small GATT Database with a Lamp Service (among other
Services). The Lamp Service contains two Characteristics: the Lamp State Characteristic (LSC)
and the Lamp Action Characteristic (LAC).

LSCis a “normal” Characteristic with Read and Write properties. Its value is either 0, lamp off, or
1, lamp on). Writing the value sets the lamp in the desired state. Reading it provides its current
state, which is only useful when passing the information remotely.

The LAC has only one property, which is Write Without Response. The user can use the Write
Without Response procedure to write only the value 0x01 (all other values are invalid). When-
ever the user writes 0x01 in LAC, the lamp switches its state.

The LAC is a good example of a Control-Point Characteristic for these reasons:
* Writing a certain value (in this case 0x01) triggers an action on the lamp.

* The value the user writes has immediate significance only (“0x01 switches the lamp”) and is
never used again in the future. For this reason, it does not need to be stored in the database.

Obviously, whenever a Control-Point Characteristic is written, the application must be notified
to trigger some application-specific action.

The GATT Server allows the application to register a set of attribute handles as “write-notifiable”,
in other words, the application wants to receive an event each time any of these attributes is
written by the peer Client.

All Control-Point Characteristics in the GATT Database must have their Value handle registered.
In fact, the application may register any other handle for write notifications for its own purposes
with the following API:

bleResult_t GattServer_ RegisterHandlesForWriteNotifications

(

uint8_t handleCount,
const uintl6 t * aAttributeHandles

);

The handleCount is the size of the aAttributeHandles array and it cannot exceed gcGattMaxHan-
dleCountForWriteNotifications_c.

After an attribute handle has been registered with this function, whenever the Client attempts
to write its value, the GATT Server Callback is triggered with one of the following event types:

» gEvtAttributeWritten_c is triggered when the attribute is written with a Write procedure
(ATT Write Request). In this instance, the application has to decide whether the written
value is valid and whether it must be written in the database, and, if so, the application must
write the value with the GattDb_WriteAttribute, see GATT database application interface. At
this point, the GATT Server module does not automatically send the ATT Write Response
over the air. Instead, it waits for the application to call this function:
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bleResult t GattServer SendAttributeWrittenStatus

(

deviceld_t  deviceld,
uintl6_t attributeHandle,
uint8_t status

f5

This API also has an enhanced counterpart, which adds the bearerId parameter.

The value of the status parameter is interpreted as an ATT Error Code. It must be equal to the
gAttErrCodeNoError_c (0x00) if the value is valid and it is successfully processed by the appli-
cation. Otherwise, it must be equal to a profile-specific error code (in interval 0XE0-OXFF) or an
application-specific error code (in interval 0x80-0x9F).

» gEvtAttributeWrittenWithoutResponse_c is triggered when the attribute is written with a
Write Without Response procedure (ATT Write Command). Because this procedure expects
no response, the application may process it and, if necessary, write it in the database. Re-
gardless of whether the value is valid or not, no response is needed from the application.

» gEvtLongCharacteristicWritten_cis triggered when the Client has completed writing a Long
Characteristic value; the event data includes the handle of the Characteristic Value attribute
and a pointer to its value in the database.

Attributes can also be registered for read notifications using the followng API:

bleResult_ t GattServer_ RegisterHandlesForReadNotifications

(

uint8_t handleCount,
const uintl6 t* aAttributeHandles

)’

To unregister one or more handles from the list for either write or read, the following APIs can
be used:

bleResult_t GattServer_UnregisterHandlesForWriteNotifications

uint8__t handleCount,
const uint1l6_t* aAttributeHandles

)1

bleResult_t GattServer_ UnregisterHandlesForReadNotifications

(

uint8__t handleCount,
const uint1l6_t* aAttributeHandles

)1

Parent topic:Server APIs
Parent topic:Generic Attribute Profile (GATT) Layer

GATT database application interface For over-the-air packet exchanges between a Client and
a Server, the GATT Server module automatically retrieves data from the GATT database and re-
sponds to all ATT Requests from the peer Client, provided it passes the security checks. This
ensures that the Server application does not have to perform any kind of searches over the
database.

However, the application must have access to the database to write meaningful data into its
characteristics. For example, a temperature sensor must periodically write the temperature,
which is measured by an external thermometer, into the Temperature Characteristic.

For these kinds of situations, a few APIs are provided in the gatt_db_app_interface.h file.
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Note: All functions provided by this interface are executed synchronously. The result of the
operation is saved in the return value and it generates no event.

Writing and reading attributes These are the two functions to perform basic attribute oper-
ations from the application:

bleResult t GattDb WriteAttribute
(

uint16_t handle,
uintl6_t valueLength,
const uint8 t * aValue

);

The value length must be valid, as defined when the database is created. Otherwise, a gGattIn-
validValueLength_c error is returned.

Also, if the database is created statically, as explained in Creating GATT database, the handle may
be referenced through the enumeration member with a friendly name defined in the gatt_db.h.

bleResult t GattDb_ReadAttribute
(

uintl6_t handle,

uintl6_t maxBytes,

uint8 _t * aOutValue,
uintl6_t * pOutValueLength

);

The aOutValue array must be allocated with the size equal to maxBytes.

Parent topic:GATT database application interface

Finding attribute handles Although the application should be fully aware of the contents of
the GATT Database, in certain situations it might be useful to perform some dynamic searches
of certain attribute handles.

To find the handle value for a Service for which only the UUID is know the following API can be
used:

bleResult_t GattDb_FindServiceHandle
(

uint16_t startHandle,
bleUuidType_t serviceUuidType,
const bleUuid_ t* pServiceUuid,
uint16_ t* pOutServiceHandle

)’

To find a specific Characteristic Value Handle in a Service whose declaration handle is known,
the following API is provided:

bleResult t GattDb_FindCharValueHandleInService

(

uintl6_t serviceHandle,
bleUuidType_ t characteristicUuid Type,
const bleUuid_ t * pCharacteristicUuid,
uintl6_t * pOutCharValueHandle

);

If the return value is gBleSuccess_c, the handle is written at pOutCharValueHandle. If the service-
Handle is invalid or not a valid Service declaration, the gBleGattDbInvalidHandle_c is returned.
Otherwise, the search is performed starting with the serviceHandle+1. If no Characteristic of the
given UUID is found, the function returns the gBleGattDbCharacteristicNotFound_c value.

120 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

To find a Characteristic Descriptor of a given type in a Characteristic, when the Characteristic
Value Handle is known, the following API is provided:

bleResult_ t GattDb_ FindDescriptorHandleForCharValueHandle

(

uintl6_t charValueHandle,
bleUuidType_ t descriptorUuid Type,
const bleUuid_t * pDescriptorUuid,
uintl6_t * pOutDescriptorHandle

);

Similarly, the function returns gBleGattDbInvalidHandle_c is the handle is invalid. Otherwise,
it starts searching from the charValueHandle+1. Then, gBleGattDbDescriptorNotFound_c is re-
turned if no Descriptor of the specified type is found. Otherwise, its attribute handle is written
at the pOutDescriptorHandle and the function returns gBleSuccess_c.

One of the most commonly used Characteristic Descriptors is the Client Configuration Charac-
teristic Descriptor (CCCD), which has the UUID equal to gBleSig CCCD_d. For this specific type, a
special API is used as a shortcut:

bleResult t GattDb_FindCccdHandleForCharValueHandle
(

uintl6_t charValueHandle,
uint16_t * pOutCccdHandle

);

Parent topic:GATT database application interface

Creating GATT database The GATT Database contains several GATT Services where each Ser-
vice must contain at least one GATT Characteristic.

The Attribute Database contains a collection of attributes. Each attribute has four fields:

» The attribute handle - a 2-byte database index, which starts from 0x0001 and increases with
each new attribute, not necessarily consecutive; maximum value is OXFFFF.

* The attribute type or UUID - a 2-byte or 16-byte UUID.

» The attribute permissions — 1 byte containing access flags; this defines whether the at-
tribute’s value can be read or written and the security requirements for each operation

type
* The attribute value — an array of maximum 512 bytes.

The ATT does not interpret the UUIDs and values contained in the database. It only deals with
data transfer based on the attributes’ handles.

The GATT gives meaning to the attributes based on their UUIDs and groups them into Character-
istics and Services.

There are two possible ways of defining the GATT database:
* At compile-time (statically) or

* At runtime (dynamically)

Creating static GATT database To define a GATT Database at compile-time, several macros
are provided by the GATT_DB API. These macros expand in many different ways at compilation,
generating the corresponding Attribute Database on which the Attribute Protocol (ATT) may op-
erate.

This is the default way of defining the database.
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The GATT Database definition is written in two files that are required to be added to the appli-
cation project together with all macro expansion files:

» gatt_db.h - contains the actual declaration of Services and Characteristics.

* gat_uuid128.h - contains the declaration of Custom UUIDs (16-byte wide); these UUIDs are
given a user-friendly name that is used in gatt_db.h file instead of the entire 16-byte se-
quence.

Declaring custom 128-bit UUIDs All Custom 128-bit UUIDs are declared in the required file
gatt_uuid128.h.

Each line in this file contains a single UUID declaration. The declaration uses the following
macro:

« UUID128 (name, bytel, byte2, ..., byte1l6)
Thename parameter is the user-friendly handle that references this UUID in the gatt_db.hfile.
The 16 bytes are written in the LSB-first order each one using the 0xZZ format.

Note: On some occasions, it is desired to reuse an 128-bit UUID declared in gatt_uuid128.h. The 16
byte array is available through its friendly name and be accessed by including gatt_db_handles.h
in the application. It is strongly advised to use it only in read-only operations. For example:

(gatt_uuid128.h)
UID128(uuid_service_ wireless_ uart, 0xE0, 0x1C, 0x4B, 0x5E, 0x1E, 0xEB, 0xA1, 0x5C, 0xEE, 0xF4, 0x5E,
—0xBA, 0x00, 0x01, 0xFF, 0x01)

(app-c)
#include ”gatt__db_handles.h”

/* Start Service Discovery™/
BleServDisc_ FindService(peerDeviceld, gBleUuidTypel28_ ¢, (bleUuid_ t*) &uuid__service_ wireless_uart);

Parent topic:Creating static GATT database

Declaring a service There are two types of Services:

* Primary Services

» Secondary Services - these are only to be included by other Primary or Secondary Services
The Service declaration attribute has one of these UUIDs, as defined by the Bluetooth SIG:

* 0x2800 a.k.a. «Primary Service» - for a Primary Service declaration

* 0x2801 a.k.a. «Secondary Service» - for a Secondary Service declaration

The Service declaration attribute permissions are read-only and no authentication required. The
Service declaration attribute value contains the Service UUID. The Service Range starts from the
Service declaration and ends at the next service declaration. All the Characteristics declared
within the Service Range are considered to belong to that Service. For a more comprehensive
list of SIG defied UUID values, check ble_sig_defines.h.

Service declaration macros The following macros are to be used for declaring a Service:
» PRIMARY_SERVICE (name, uuid16)
— Most often used.

— The name parameter is common to all macros; it is a universal, user-friendly identifier
for the generated attribute.

— The uuid16 is a 2-byte SIG-defined UUID, written in 0xZZZZ format.
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* PRIMARY SERVICE_UUID32 (name, uuid32)
— This macro is used for a 4-byte, SIG-defined UUID, written in 0XxZZZZZ777 format.
* PRIMARY_SERVICE_UUID128 (name, uuid128)
— The uuidi28 is the friendly name given to the custom UUID in the gatt uuid128.h file.
* SECONDARY _SERVICE (name, uuid16)
» SECONDARY_SERVICE_UUID32 (name, uuid32)
* SECONDARY _SERVICE_UUID128 (name, uuid128)
— All three are similar to Primary Service declarations.

Parent topic:Declaring a service

Include declaration macros Secondary Services are meant to be included by other Services,
usually by Primary Services. Primary Services may also be included by other Primary Services.
The inclusion is done using the Include declaration macro:

* INCLUDE (service_name)

— The service_name parameter is the friendly name used to declare the Secondary Ser-
vice.

— This macro is used only for Secondary Services with a SIG-defined, 2-byte, Service
UUID.

* INCLUDE_CUSTOM (service_name)

— This macro is used for Secondary Services that have either a 4-byte UUID or a 16-byte
UUID.

The effect of the service inclusion is that the including Service is considered to contain all the
Characteristics of the included Service.

Parent topic:Declaring a service

Parent topic:Creating static GATT database

Declaring a characteristic A Characteristic must only be declared inside a Service. It belongs
to the most recently declared Service, so the GATT Database must always begin with a Service
declaration.

The Characteristic declaration attribute has the following UUID, as defined by the Bluetooth SIG:
* 0x2803 a.k.a. «Characteristic»
The Characteristic declaration attribute value contains:
* the Characteristic UUID
* the Characteristic Value ’s declaration handle
* the Characteristic Properties — Read, Write, Notify, and so on. (1 byte of flags)

The Characteristic Rangestarts from the Characteristic declaration and ends before a new Char-
acteristic or a Service declaration.

After the Characteristic declaration these follow:

* A Characteristic Value declaration (mandatory; immediately after the Characteristic decla-
ration).

» Zero or more Characteristic Descriptor declarations.
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Characteristic declaration macros The following macros are used to declare Characteristics:
* CHARACTERISTIC (name, uuid16, properties)
* CHARACTERISTIC_UUID32 (name, uuid32, properties)
* CHARACTERISTIC _UUID128 (name, uuid128, properties)

See Service declaration for uuidXXX parameter explanation.

The properties parameter is a bit mask. The flags are defined in the gattCharacteristicProperties-
BitFields_t.

Parent topic:Declaring a characteristic

Declaring characteristic values The Characteristic Value declaration immediately follows the
Characteristic declaration and uses one of the following macros:

* VALUE (name, uuid16, permissions, valueLength, valueBytel, valueByteZ, ...)

» VALUE_UUID32 (name, uuid32, permissions, valueLength, valueBytel, valueByte2, ...)

» VALUE _UUID128(name, uuid128, permissions, valueLength, valueBytel, valueByteZ, ...)
— See Declaring a service for description of the uuidXXX parameter.

— The permissions parameter is a bit mask, whose flags are defined in gattAttributePer-
missionsBitFields_t .

— The valueLength is the number of bytes to be allocated for the Characteristic Value.
After this parameter, exactly [valueLength ] bytes follow in 0XxZZ format, representing
the initial value of this Characteristic.

These macros are used to declare Characteristic Values of fixed lengths.
Some Characteristics have variable length values. For those, the following macros are used:

* VALUE_VARLEN (name, uuid16, permissions, maximumValueLength, initialValueLength, val-
ueBytel, valueByteZ, ...)

» VALUE_UUID32_VARLEN (name, uuid32, permissions, maximumValueLength, initialValue-
Length, valueBytel, valueByte2, ...)

* VALUE _UUID128 VARLEN (name, uuid128, permissions, maximumValueLength, initialVal-
ueLength, valueBytel, valueByte2, ...)

— The number of bytes allocated for this Characteristic Value is maximumValueLength.
— The number of valueByteXXX parameters shall be equal to initialValueLength.
Obviously, initialValueLength is, at most, equal to maximumValueLength.

Parent topic:Declaring a characteristic

Declaring characteristic descriptors Characteristic’s Descriptors are declared after the Char-
acteristic Value declaration and before the next Characteristic declaration.

The macros used to declare Characteristic Descriptors are very similar to those used to declare
fixed-length Characteristic Values:

* DESCRIPTOR (name, uuid16, permissions, descriptorValueLength, descriptorValueBytel, de-
scriptorValueByte2, ...)

* DESCRIPTOR _UUID32 (name, uuid32, permissions, descriptorValueLength, descriptorValue-
Bytel, descriptorValueByte2, ...)

* DESCRIPTOR _UUID128(name, uuid128, permissions, descriptorValueLength, descriptorVal-
ueBytel, descriptorValueByte2, ...)
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A special Characteristic Descriptor that is used very often is the Client Characteristic Configu-
ration Descriptor (CCCD). This is the descriptor where clients write some of the bits to activate
Server notifications and/or indications. It has a reserved, 2-byte, SIG-defined UUID (0x2902), and
its attribute value consists of only 1 byte (out of which 2 bits are used for configuration, the other
6 are reserved).

Because the CCCD appears very often in Characteristic definitions for standard Bluetooth Low
Energy profiles, a special macro is used for CCCD declaration:

* CCCD (name)

This simple macro is basically equivalent to the following Descriptor declaration:

* DESCRIPTOR \ (name, *
#0x2902, *
(gGattAttPermAccessReadable_c
| gGattAttPermAccessWritable_c),
2, 0x00, 0x00)

Parent topic:Declaring a characteristic

Parent topic:Creating static GATT database

Static GATT database definition examples The GAP Service must be present on any GATT
Database. It has the Service UUID equal to 0x1800, «GAP Service», and it contains three read-
only Characteristics, no authentication required: *Device Name, Appearance,*and Peripheral
Preferred Connection Parameters. These also have well defined UUIDs in the SIG documents.

Most of the demos also include the optional GATT Security Levels characteristic, which defines
the highest security requirements of the GATT server when operating in a LE connection.

The definition for this Service is shown here:

PRIMARY__SERVICE(service_ gap, 0x1800)

CHARACTERISTIC(char device name, 0x2A00, (gGattCharPropRead c) )
VALUE(value__device_name, 0x2A00, (gGattAttPermAccessReadable_c), 6, “Sensor”)

CHARACTERISTIC(char__appearance, 0x2A01, (gGattCharPropRead_c) )
VALUE(value_appearance, 0x2A01, (gGattAttPermAccessReadable_c), 2,
0xC2, 0x03)

CHARACTERISTIC(char_ppcp, 0x2A04, (gGattCharPropRead_c) )
VALUE(value_ ppcp, 0x2A04, (gGattAttPermAccessReadable_c), 8, 0x0A,
0x00, 0x10, 0x00, 0x64, 0x00, 0xE2, 0x04)

CHARACTERISTIC(char__security_ levels, gBleSig_ GattSecurityLevels_ d,
(gGattCharPropRead c) )

VALUE(value_security_ levels, gBleSig_ GattSecurityLevels_d,
(gPermissionFlagReadable_ c), 2, 0x01, 0x01)

Another often encountered Service is the Scan Parameters Service:

PRIMARY__SERVICE(service_scan_ parameters, 0x1813)
CHARACTERISTIC(char_scan__interval window, 0x2A4F, (gGattCharPropWriteWithoutRsp__
<—>C) )
VALUE(value_scan__interval _window, 0x2A4 (gGattAttPermAccessWritable), 4, 0x00, 0x00, 0x00,,
—,0x00)
CHARACTERISTIC(char_ scan_ refresh, 0x2A31, (gGattCharPropRead_ ¢ gGattCharPropNotify_c) )
VALUE(value scan _refresh, 0x2A31, (gGattAttPermAccessReadable c), 1, 0x00) CCCD(cccd _scan
—refresh)

Note: All “user-friendly” names given in declarations are statically defined as enum members,
numerically equal to the attribute handle of the declaration. This means that one of those names
can be used in code wherever an attribute handle is required as a parameter of a function if
gatt_db_handles.h is included in the application source file. For example, to write the value of
the Scan Refresh Characteristic from the application-level code, use these instructions:
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F#include ”gatt_db_handles.h”

uint8 t scan_ refresh_value = 0x12;
GattDb_ WriteAttribute(char__scan_ refresh, 1, &scan_ refresh_value);

For static database declarations, the ‘attribute handle’ is equal to the line number in the gatt_ fb.h
file, where the attribute is defined.

Parent topic:Creating static GATT database
Parent topic:Creating GATT database

Creating a GATT database dynamically To define a GATT Database at runtime, the gGattDb-
Dynamic_d macro must be defined in app_preinclude.h with the value equal to 1.

Then, the application must use the APIs provided by the gatt_db_dynamic.h interface to add and
remove Services and Characteristics as needed.

See Creating static GATT database for a detailed description of Service and Characteristic param-
eters.

Memory considerations The GATT Dynamic database module internally manages the mem-
ory allocation for the database. There are two ways to specify the memory configuration. The
selection is done by setting gGattDynamicAttrSize_ ¢ and/or gGattDynamicValSize_ c.

* Statically pre-allocated memory area
— gGattDynamicAttrSize_ c - the total size of the table of characteristics

— gGattDynamicValSize_ c - the total size of the values cumulated from all characteristics.
If any of these macros is greater than 1 the application is responsible to decide upon
the best value. In case the selected value is not big enough gBleOutOfMemory_c is
returned by the GATT API calls.

* Dynamic allocated memory area If the gMemManagerLightExtendHeapAreaUsage define is set
to 1 in the desired application, the whole available heap is used. In such as case, the user
does not have to allocate space for the dynamic database. If this is not done, the user only
needs to make sure that the MinimalHeapSize c define is set to a high enough value consid-
ering all attributes and attribute values they want to add to the database, as well as other
memory requirements the application might have. This method is used in case only sev-
eral attributes are added dynamically. If multiple attributes are needed the method from
*Statically pre-allocated memory area* above is recommended. This is because the heap gets
fragmented with each adding of a new attribute.

Internally, two buffers are used by the dynamic database module: an attribute buffer and a value
buffer. The attribute buffer size increases with the addition of each attribute to the database. The
value buffer size increases depending on the UUID type and value lengths required by the appli-
cation. The two buffers start with a minimum size and are reallocated whenever new requests
to add entries are received and there is not enough available memory left. If the user removes
these entries from the database, the memory reserved for those entries is not freed, but shifted,
leaving room for new entries. Thus, an add operation after a remove operation might not neces-
sarily reallocate the buffer if the new entries fit. The two buffers used by the Dynamic database
module will not be available to the application until the user releases the database.

Parent topic:Creating a GATT database dynamically

Initialization and release Before anything can be added to the database, it must be initialized
with an empty collection of attributes.
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The GattDbDynamic_Init() API is automatically called by the GattDb_Init() implementation pro-
vided in the gatt_database.c source file. Application-specific code does not need to call this API
again, unless at some point it destroys the database with GattDb_ReleaseDatabase().

Parent topic:Creating a GATT database dynamically

Adding services The APIs that can be used to add Services are self-explanatory:
* GattDbDynamic_AddPrimaryServiceDeclaration
— The Service UUID is specified as parameter.
Memory requirements: one entry in the attribute buffer and UUID size in value buffer.
* GattDbDynamic_AddSecondaryServiceDeclaration
— The Service UUID is specified as parameter.
Memory requirements: one entry in the attribute buffer and UUID size in value buffer.
» GattDbDynamic_AddIncludeDeclaration
— The Service UUID and handle range are specified as parameters.
Memory requirements: one entry in the attribute buffer and 6 bytes in value buffer.

The functions have an optional out parameter pOutHandle. If its value is not NULL, the execu-
tion writes a 16-bit value in the pointed location representing the attribute handle of the added
declaration. The application can use this handle as parameter in few GattDbApp APIs or in the
Service removal functions.

At least one Service must be added before any Characteristic.

Parent topic:Creating a GATT database dynamically

Adding characteristics and descriptors The APIs for adding Characteristics and Descriptors
are enumerated below:

* GattDbDynamic_AddCharacteristicDeclarationAndValue

— The Characteristic UUID, properties, access permissions, and initial value are specified
as parameters.

* GattDbDynamic_AddCharacteristicDeclarationWithUniqueValue

— Multiple calls to this API allocate a unique 512-byte value buffer as an optimization
for application that deal with large value buffers that do not always need to be stored
separately.

* GattDbDynamic_AddCharacteristicDescriptor

— The Descriptor UUID, access permissions and initial value are specified as parameters.
* GattDbDynamic_AddCccd

- Shortcut for a CCCD.

Characteristics and descriptors are automatically added at the end of the database. Thus, a ser-
vice declaration should be followed by all desired characteristic and descriptor definitions be-
fore adding a new service to the database.

Parent topic:Creating a GATT database dynamically
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Removing services and characteristics To remove a Service or a Characteristic, the following
APIs may be used, both of which only require the declaration handle as parameter:

* GattDbDynamic_RemoveService

* GattDbDynamic_RemoveCharacteristic
Parent topic:Creating a GATT database dynamically
Parent topic:Creating GATT database

Gatt caching

Service change feature The service changed feature applies to GATT servers and supports
the service changed characteristic, dynamic databases, and handle value indications. The GATT
clients that require to be notified for structural modifications on the database should write the
CCCD of the Service Changed Characteristic on the server. The value of the Service Changed char-
acteristic is represented by 2 handle values for the handle range affected by the modifications.

The changes that trigger a server database modification are represented by the following API
calls:

* GattDbDynamic_AddPrimaryServiceDeclaration

* GattDbDynamic_AddSecondaryServiceDeclaration

* GattDbDynamic_AddIncludeDeclaration

* GattDbDynamic_AddCharacteristicDeclarationAndValue
* GattDbDynamic_AddCharDescriptor

* GattDbDynamic_AddCccd

* GattDbDynamic_RemoveService

* GattDbDynamic_RemoveCharacteristic

Those GATT server API calls update two internal handles to memorize the minimum and maxi-
mum range affected by the change.

After the GATT server database update is done, the application must call the GattDbDy-
namic_ EndDatabaseUpdate() APIL. After this, a Service Changed indication is internally sent to
each connected peer that has enabled these indications. The indication contains the handle
range affected by the change.

. For bonded devices with whom the server is not currently in an active connection, the changes
are buffered on the server and the peers are notified upon reconnection.

Parent topic:Gatt caching

Robust caching Robust caching is a feature where the server sends an error response to the
client if the server does not consider the client to be aware of a database structural change. A
server supporting robust caching provides the Client Supported Features, Database Hash, and
Service Changed characteristics. To indicate support for robust caching, clients should write
the robust caching bit (bit 0) of the Client Supported Features characteristic on the server. An
example of the GAP service definition for a server with robust caching support is the following:

* PRIMARY_SERVICE(service_gatt, gBleSig_GenericAttributeProfile_d)

* CHARACTERISTIC(char_service_changed, gBleSig GattServiceChanged._d,
(gGattCharPropIndicate_c))

» VALUE(value_service_changed, gBleSig GattServiceChanged_d, (gPermissionNone_c), 4,
0x01, 0x00, OXFE, OxFF)
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* CCCD(cccd_service_changed)

* CHARACTERISTIC(char_client_supported_features, gBleSig GattClientSupportedFeatures_d,
(gGattCharPropRead_c | gGattCharPropWrite_c))

» VALUE(value_client_supported_features, gBleSig GattClientSupportedFeatures_d, (gPermis-
sionFlagReadable_c | gPermissionFlagWritable_c), 8, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00)

* CHARACTERISTIC(char_database_hash, gBleSig_GattDatabaseHash_d, (gGattCharPro-
pRead_c))

» VALUE(value_database_hash, gBleSig GattDatabaseHash_d, (gPermissionFlagReadable_c),
16, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00)

The Client Supported Features characteristic should be declared as an array. The array size is
equal to the maximum number of connections, which can be active at one time, so that each
possible peer can have its own value. The Server Supported Features characteristic value is
automatically written by the Host to indicate robust caching support when appropriate. The
Database Hash characteristic value is a 128-bit unsigned integer number where the computed
hash value is written.

In order to enable the Robust Caching feature, the gGattCaching d define should be enabled
in the file app_ preinclude.h. In order to enable automatic Host support for Robust Caching, the
gGattAutomaticRobustCachingSupport_ddefine should also be enabled. This includes writing the
Client Supported Features characteristic, writing the CCCD of the Service Changed characteristic,
and reading the Database Hash after reconnecting with a previously bonded peer to check for
new changes. If this define is not enabled, then it is up to the application to read and write all
necessary characteristic for Robust Caching support.

The client state is kept on the server using the following enum:

typedef enum

gGattClientChangeUnaware__c = 0x00U, /*!< Gatt client state */
gGattClientStateChangePending__ ¢ = 0x01U, /*!< Gatt client state */
gGattClientChangeAware ¢ = 0x02U, /*!< Gatt client state */

} gattCachingClientState_ c;

The initial state of a client without a trusted relationship is change-aware. The state of a client
with a trusted relationship remains unchanged from the previous connection. However, in
cases where the database has been updated since the last connection, the initial state is change-
unaware. When a database update occurs, all connected clients become change unaware.

If a change-unaware client sends an ATT command, the server ignores it. For ATT requests re-
ceived from a change-unaware client, the server sends an error response with the error code
set to gAttErrCodeDatabaseOutOfSync_c. The server should also not send indications and noti-
fications to change unaware clients, except for the Service Changed indication. The state of a
client is verified by the GATT server before executing each command, request or sending any
notifications or indications.

The following PDU types are an exception to this rule and do not generate an gAttErrCode-
DatabaseOutOfSync__c error code:

» ATT FIND_INFORMATION_REQ
» ATT FIND_BY TYPE VALUE_REQ
* ATT_READ_BY_GROUP_TYPE_REQ
* ATT_EXECUTE_WRTIE
For a change unaware client to become change aware again, one of the following must happen:

* The client receives and confirms a Service Changed Indication.
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* The server, upon receiving a request from a change unaware client, sends the client a re-
sponse with the error code set to Database Out Of Sync and then the server receives another
ATT request from the client.

* The change unaware client reads the Database Hash characteristic and then the server
receives another ATT request from the client.

The function GattDb_ComputeDatabaseHash() is used by the server to compute the hash value
and save its value in the database. The computation is done when a read request for the database
hash characteristic is first received from a peer GATT client for dynamic databases.

For static databases, hash computation is disabled by default. If you have a static database and
want to compute the database hash, then declare the following define to TRUE in app_ preinclude.
h: gGattDbComputeHash_d. By doing this, the hash value is computed during the host initializa-
tion. The value is written directly to the database as characteristic and it can be viewed in the
memory, as see in the image below. Since static databases do not change in structure over time,
this value remains constant, so it can be saved separately and written manually to memory if
needed. See Figure 10 below.

Figure 10. Memory view of the Database Hash characteristic
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On the client side, the GattClient_GetDatabaseHash() function is used to read the hash value from
a peer GATT server. If the gGattAutomaticRobustCachingSupport_c define is enabled, then the
following steps are executed automatically:

* Writing the Client Supported Features characteristic value to indicate robust caching sup-
port —set BITO to 1.

* Write the CCCD of the Service Changed characteristic.
* Read the initial value of the Database Hash characteristic and store it locally.
Otherwise, just the read request for the Database Hash characteristic is sent to the peer.

The following arrays and variables are used for the implementations of the robust caching and
service changed features (declared in ble_ globals.c):

/* Service changed indication buffer */
gattHandleRange t gServiceChangedIndicationStorage[gMaxBondedDevices_ c|;

/* client saved values for service changed characteristic and CCCD handles */
uint16_t mActiveServiceChangedCharHandle[gAppMaxConnections c] = {gGattDbInvalidHandle d};
uint16__t mServiceChangedCharHandle[gMaxBondedDevices_ c] = {gGattDbInvalidHandle_ d};
uint16_t mActiveServiceChangedCCCDHandle[gAppMaxConnections_ c¢] = {gGattDbInvalidHandle d};

/* server values for its own service changed characteristic and CCCD handles */
(continues on next page)
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(continued from previous page)

uint16_ t mServerServiceChangedCharHandle;
uint16_ t mServerServiceChangedCCCDHandle;

/* client state information for bonded and active clients */
gattCachingClientState_c gGattClientState[gMaxBondedDevices_ c] = {gGattClientChangeAware_c};
gattCachingClientState_ ¢ gGattActiveClientState[gAppMaxConnections_ c] = {gGattClientChangeAware__

%C},

/* Database hash values - the client needs a hash value for each possible peer */
uint8_t mGattActiveServerDatabaseHash[gGattDatabaseHashSize ¢ * gAppMaxConnections_c] = {0};
uint8_t mGattServerDatabaseHash[gGattDatabaseHashSize ¢ * gMaxBondedDevices_c] = {0};

/* client supported features handles for active gatt servers */
uint16_t gGattActiveClientSupportedFeaturesHandles[gAppMaxConnections_ c] =
—{gGattDblInvalidHandle d};

/* client supported features information for bonded gatt clients */
uint8_t gGattClientSupportedFeatures[gMaxBondedDevices_ c] = {0U};

/* index of the database hash characteristic in the database */
uint32_t mServerDatabaseHashIndex = gGattDblnvalidHandleIndex_d;

/* index of the client supported features characteristic in the database */
uint32_t mServerClientSupportedFeaturelndex = gGattDblnvalidHandleIndex_ d;

It is up to the application to save a local copy of the information from the server’s database and
to initiate service discovery only on the first connection or when it is informed of a change by
the peer using Service Changed and Robust Caching.

If the gGattAutomaticRobustCachingSupport_c define is not set, it is up to the application to check
the Server Supported Features characteristic value on the peer, to write the Client Supported
Features characteristic value and to write the Service Changed CCCD.

Two new GATT procedures are introduced as part of the Robust Caching feature. Both should be
treated according to the application needs in the GATT procedure callback of the application.

» *gGattProcSignalServiceDiscoveryComplete_c —*informs the application that the service
discovery procedure has finished after reading the Database Hash value using the read
using characteristic UUID procedure. The application procedure callback should call *Ble-
ServDisc_Finished()*on this event when robust caching is supported.

» *gGattProcUpdateDatabaseCopy_c —*informs the application that its database copy is no
longer up to date and service discovery should be reperformed. Used when the client re-
ceived an error response with the gAttErrCodeDatabaseOutOfSync_c opcode, when the local
database hash value is found to be out of sync with the one on the server, or when a service
changed indication is received from the server.

If service discovery is performed using our ble_service_discovery module, then the application
should wait for the gDiscoveryFinished_c event before initiating its own GATT procedures. The
application should also make sure to not initiate a second GATT procedure which requires a
response from the peer before receiving a response to the first request it made.

Parent topic:Gatt caching
Parent topic:Creating GATT database

Creating a Custom Profile This chapter describes how the user can create customizable func-
tionality over the Bluetooth Low Energy Host Stack by defining profiles and services. The Tem-
perature Profile, used by the Temperature Sensor and Collector applications, is used as a refer-
ence to explain the steps of building custom functionality.
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Defining custom UUIDs The first step when defining a new service included in a profile is to
define the custom 128-bit UUID for the service and the included characteristics. These values are
defined in gatt_uuid128.h, which is located in the application folder. For example, the Tempera-
ture Profile uses the following UUID for the service:

/* Temperature */
UUID128(uuid__service__temperature, 0xfb ,0x34 ,0x9b ,0x5f ,0x80 ,0x00, 0x00, 0x80, 0x00, 0x10, 0x00, 0x02,
—0x00, Oxfe, 0x00, 0x00)

The definition of the services and characteristics are made in gattdb.h, as explained in Creating
GATT database. For more details on how to structure the database, see Application Structure.

Parent topic:Creating a Custom Profile

Creating service functionality All defined services in the SDK have a common template which
helps the application to act accordingly.

The service locally stores the device identification for the connected client. This value is changed
on subscription and non-subscription events.

/*! Temperature Service - Subscribed Client*/
static deviceld_t mTms_ SubscribedClientId;

The service is initialized and changed by the application through a service configuration struc-
ture. It usually contains the service handle, initialization values for the service (for example, the
initial temperature for the Temperature Service) and in some cases user-specific structures that
can store saved measurements (for example, the Blood Pressure Service). Below is an example
for the custom Temperature Service:

/*! Temperature Service - Configuration */
typedef struct tmsConfig_tag

{

uint16_ t serviceHandle ;
int16_t initialTemperature ;
} tmsConfig_t ;

The initialization of the service is made by calling the start procedure. The function requires
as input a pointer to the service configuration structure. This function is usually called when
the application is initialized. It resets the static device identification for the subscribed client
and initializes both dynamic and static characteristic values. An example for the Temperature
Service (TMS) is shown below:

bleResult_ t Tms_ Start ( tmsConfig_t *pServiceConfig)

{
mTms_ SubscribedClientld = glnvalidDeviceld_ c;
return Tms_ RecordTemperatureMeasurement (pServiceConfig-> serviceHandle ,
pServiceConfig-> initialTemperature );
}

The service subscription is triggered when a device connects to the server. It requires the peer
device identification as an input parameter to update the local variable. On disconnect, the un-
subscribe function is called to reset the device identification. For the Temperature Service:

bleResult_t Tms_ Subscribe ( deviceld_t deviceld)

{
mTms_SubscribedClientIld = deviceld;
return gBleSuccess_ c;

}

bleResult_t Tms_ Unsubscribe (void)

{

mTms_ SubscribedClientld = glnvalidDeviceld_ c;
(continues on next page)
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return gBleSuccess_ c;

}

Depending on the complexity of the service, the API implements additional functions. For the
Temperature Service, there is only a temperature characteristic that is notifiable by the server.
The API implements the record measurement function which saves the new measured value in
the GATT database and send the notification to the client device if possible. The function needs
the service handle and the new temperature value as input parameters:

bleResult_t Tms_ RecordTemperatureMeasurement ( uint16_t serviceHandle, int16_t temperature)

{

uint16_t handle;
bleResult_t result;
bleUuid_ t uuid = Uuid16(gBleSig_ Temperature_d);
/* Get handle of Temperature characteristic */
result = GattDb_ FindCharValueHandleInService(serviceHandle,
gBleUuidTypel6_ ¢, &uuid, &handle);
if (result != gBleSuccess_ c)
return result;
/* Update characteristic value */
result = GattDb_ WriteAttribute(handle, sizeof( uintl6_t ), ( uint8 t *)&temperature);
if (result != gBleSuccess c)
return result;
Hts_ SendTemperatureMeasurementNotification(handle);
return gBleSuccess_ c;

}

To accommodate some use cases where the service is reset, the stop function is called. The reset
also implies a service unsubscribe. Below is an example for the Temperature Service:

bleResult_t Tms_ Stop ( tmsConfig_t *pServiceConfig)

{

return Tms_Unsubscribe();

}

Parent topic:Creating a Custom Profile

GATT client interactions The client side of the service, which includes the service discovery,
notification configuration, attribute reads and others are left to be handled by the application.
The application calls the GATT client APIs and reacts accordingly. The only exception for this
rule is that the service interface declares the client configuration structure. This structure usu-
ally contains the service handle and the handles of all the characteristic values and descriptors
discovered. Additionally it can contain values that the client can use to interact with the server.
For the Temperature Service client, the structure is as follows:

/*! Temperature Client - Configuration */
typedef struct tmcConfig_ tag

{
uintl6_t hService;
uintl6_t hTemperature ;
uintl6 t hTempCeccd ;
uintl6_t hTempDesc ;

gattDbCharPresFormat_t tempFormat ;
} tmcConfig_t ;

Parent topic:Creating a Custom Profile

Application Structure This chapter describes the organization of the Bluetooth Low Energy
demo applications that can be found in the SDK. By familiarizing with the application structure,
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the user is able to quickly adapt its design to an existing demo or create a new application.

The Temperature Sensor application is used as a reference to showcase the architecture.

Folder structure The Figure shows the application folder structure.

release

Files

£ @ temperature_sensor freertos - release
M ble_controller
M bluetooth
] M board
B CMSIS
(] B component
M device
(] M drivers
B framework
Ml freertos
B mcmgr
B rpmsg-lite
Ml secure-subsystem
B source
M startup
M utilities

Application Folder structure in workspace

The app folder follows a specific structure which is recommended for any application developed
using the Bluetooth Low Energy Host Stack:

* The common group contains the application framework shared by all profiles and demo
applications:

— Bluetooth Low Energy Connection Manager

— Bluetooth Service Discovery Manager

— Bluetooth Low Energy Stack and Task Initialization and Configuration
— GATT Database
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release

Files E o
] @ temperature_sensor_freertos - release v
B ble_controller
—-1 Ml bluetooth

1 Wl application
L] i common

{] M gatt_db
ble_conn_manager.c

[] ble_conn_managerh

— [ ble_host_task_config.h
ble_host_tasks.c
ble_service_discovery.c
[] ble_service_discovery.h
L — B ieee11073.h
B hci_transport
B host
B port
M profiles

+

Common Groupll i — = -""_"_
» The source group contains code specific to the Temperature Sensor application.

In the following examples, app.c is used as a placeholder for the main application source
file. In the case of Temperature Sensor, it is temperature_sensor.c.

The source group also contains files which aid with the handling of Host events and
framework related functionality. These are: app_conn.c/app_conn.h, app_advertiser.c,
app_connection.c, app_scanner.c, app_nvm.c, and app_low_power.c. These files do not allow
the application to implement its own state machines, unless application-specific function-
ality is required. For example, the application is restricted from setting advertising param-
eters and starting advertising, unless certain application-specific functionalities, such as UI
related updates are required.
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release

Files o
= @ temperature_sensor_freertos - release v
[{] M ble_controller
H bluetooth
M board
B CMSIS
[{] B component
Bl device
M drivers
B framework
Ml freertos
E mcmar
B rpmsg-lite
Bl secure-subsystem
[ M source
— R app.h
app_advertiser.c
) app_advertiserh
[£1app_ble init.c
[ app_config.c
app_conn.c
[ app_conn.h
) app_connection.c
[ app_low_power.c
app_nvm.c
1 app_preinclude.h
) app_preinclude_common.h
[ app_services_Init.c
ble_init.c
[&) ble_init.h
[] board.c
) board.h
board_comp.c
[ board_comp.h
[) board dcdc.c
) board_dcdc.h
board_lIp.c
[ board_Ip.h

[) board platform.h
[) clock_config.c

clock_config.h

Dexa mple_board_readme.md
[] FreeRTOSConfig.h

[] FreeRTOSConfig_Gen.h
gatt_db.h

— [ gatt_uuid128.h

) hardware_init.c

[ main.c

— [ mcux_config.h

— K pin_mux_Ip.h

— [ readme.md

[) temperature_sensor.c
— [ temperature_sensorh
M startup

B utilities

B

(dlaldlaldalldaaland|a

[ TTTTé

Source Group
The bluetooth folder/group contains:

» The host/interface, and host/config. These are public interfaces and configuration files for
the Host. The functionality is included in the library located in the host/lib subfolder. The
folder is not shown in the IAR project structure, but added into the toolchain linker settings
under the library category.

* bluetooth/profiles contains profile-specific code; it is used by each demo application of stan-
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dard profiles.
The ble_controller folder/group contains:

» The controller/interface. These are public interfaces and configuration files for the Con-
troller.

release

Files

£ @ temperature_sensor_freertos - release
(-] M ble_controller
M interface
| | — B controller_api.h
[ controller_interface.h
L— B hybrid_gfsk.h
M src
1 W bluetooth
M application
(] B hci_transport
B host
| W port
M profiles
(] M board
B CMSIS
(7 W& component
M device
Ml drivers
B framework
(= Wl freertos
B mcmar
& M rpmsg-lite
B secure-subsystem
(= W source
M startup
M utilities

(]

+

Bluetooth and Controller Groups

The framework and component folders/groups contain framework components used by the
demo applications. For additional information, see the Connectivity Framework Reference Man-
ual.

The freertos folder contains sources for the supported operating system.

Parent topic:Application Structure

Application main framework The Application Main module contains common code used by
all the applications, such as:

* The Main Task
* Messaging framework between the Bluetooth LE Host Stack Task and the Application Task

Start task The Start Task (start_task) is the first task created by the operating system and is
also the one that initializes the rest of the system. It initializes framework components (Memory
Manager, Timers Manager etc.) and it calls BluetoothLEHost_AppInit from app.c, which is used
to initialize the Bluetooth LE Host Stack as well as peripheral drivers specific to the implemented
application.
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The function calls BluetoothLEHost_HandleMessages, which represents the Application Task and
is used to process events and messages from the Host Stack.

The stack size and priority of the main task are defined in fsl os_abstraction_config.h:

#ifndef gMainThreadStackSize_c
#define gMainThreadStackSize ¢ 1024
F#endif

#ifndef gMainThreadPriority_c
#define gMainThreadPriority c 7
F#endif

Parent topic:Application main framework

Application messaging The module contains a wrapper that is used to create messages for
events generated by the Bluetooth LE Host Stack in the Host Task context. The wrapper also
sends them to be processed by the application in the context of the Application Task.

For example, connection events generated by the Host are received by App_ConnectionCallback.
The function creates a message, places it in the Host to Application queue and signals the Ap-
plication with gAppEvtMsgFromHostStack_c. The Application Task de-queues the message and
calls App_HandleHostMessagelInput, which calls the corresponding callback implemented the
application-specific code (app.c), in this example: BleApp_ConnectionCallback.

It is strongly recommended that the application developer uses the app.c module to add custom
code on this type of callbacks.

Parent topic:Application main framework

Parent topic:Application Structure

Bluetooth LE Connection Manager The connection manager is a helper module that contains
common application configurations and interactions with the Bluetooth LE Host Stack. It imple-
ments the following events and methods:

* Host Stack GAP Generic Event
* Host Stack Connection Event on both GAP Peripheral and GAP Central configuration
* Host Stack configuration for GAP Peripheral or GAP Central

GAP generic event The GAP Generic Event is triggered by the Bluetooth LE Host Stack and
sent to the application via the generic callback. Before any application-specific interactions, the
Connection Manager callback is called to handle common application events, such as device
address storage.

void BleApp_ GenericCallback ( gapGenericEvent_t * pGenericEvent)

{

/* Call Bluetooth Low Energy Conn Manager */
BleConnManager__GenericEvent(pGenericEvent);
switch (pGenericEvent-> eventType )

{

}
}

In the BleConnManager_GenericEvent function, local keys are generated.

* The local LTK, IRK, and CSRK as well as the EDIV and RAND are obtained hashing over
the board’s UID and stored in RAM as plain-text every time the gInitializationComplete_c
event is received.
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* In Advanced Secure mode, local IRK and CSRK are generated using the EdgeLock Secure
Enclave and stored into a dedicated NVM data set as ELKE blobs (40 bytes blob encrypted
using unique die key) on the first glnitializationComplete__c event received.

The NBU Decryption key for IRK is generated and distributed to the NBU over the private key
bus. The EIRK blob (16 bytes blob which can be decrypted only by NBU hardware using NBU
Decryption key for IRK) is generated from the IRK ELKE blob and stored in the RAM to be used
for controller privacy on every glnitializationComplete__c event received. For the host privacy, the
ELKE IRK blob is used instead. For details, refer to the section “Advanced security capabilities™.

Parent topic:Bluetooth LE Connection Manager

GAP configuration The GAP Central or Peripheral Configuration is used to create common
configurations (such as setting the public address, registering the security requirements, adding
the addresses of bonded devices in the Controller Filter Accept List), which can be customized by
the application afterwards. It is called inside the BluetoothLEHost Initialized callback function,
before any application-specific configuration, as shown in the example code below.

static void BluetoothLEHost_ Initialized()

{

/* Set common GAP configuration */
BleConnManager GapCommonConfig();

}

Parent topic:Bluetooth LE Connection Manager

GAP connection event The GAP Connection Event is triggered by the Host Stack and sent to the
application via the connection callback. Before any application-specific interactions, the Connec-
tion Manager callback is called to handle common application events, such as device connect,
disconnect or pairing-related requests. Itis called inside the registered connection such as shown
below:

static voidBle App_ ConnectionCallback ( deviceld_t peerDeviceld, gapConnectionEvent_ t *,
—pConnectionEvent)

{

/* Connection Manager to handle Host Stack interactions */
BleConnManager__GapPeripheralEvent(peerDeviceld, pConnectionEvent);
switch (pConnectionEvent-> eventType )

{

}
}

It is strongly recommended that the application developer uses the app.c module to add custom
code.

Parent topic:Bluetooth LE Connection Manager

Privacy To enable or disable Privacy, the following APIs may be used:

bleResult t
BleConnManager EnablePrivacy(void);

bleResult_t
BleConnManager_DisablePrivacy(void);
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The function BleConnManager_EnablePrivacy calls BleConnManager_ManagePrivacyInternal af-
ter checking if the privacy is enabled.

static bleResult_t
BleConnManager ManagePrivacyInternal
(bool__t bCheckNewBond);

If the privacy feature is supported (gAppUsePrivacy_d = 1), the Connection Manager activates
Controller Privacy or Host Privacy depending on the board capabilities.

The bCheckNewBond is a boolean that tells the Manager whether it should check or not if a bond
between the devices already exists.

In order to update the identity information after a bond is added or removed privacy should be
disabled and enabled. For pairing with bonding this is done automatically in ble_conn_manager.
In case the application adds or removes a bond through the GAP AP], it should also disable and
enable privacy.

Parent topic:Bluetooth LE Connection Manager

Parent topic:Application Structure

GATT database The gatt db contains a set of header files grouped in the macros subfolder.
These macros are used for static code generation for the GATT Database by expanding the con-
tents of the gatt_db.h file in different ways. Creating GATT database explains how to write the
gatt_db.h file using user-friendly macros that define the GATT database.

At application compile time, the gatt_database.c file is populated with enumerations, structures,
and initialization code used to allocate and properly populate the GATT database. In this way, the
gattDatabasearray and the gGattDbAttributeCount_c variable (see GATT database) are created
and properly initialized.

Note: Do not modify any of the files contained in the gatt_db folder and its subfolder.

To complete the GATT database initialization, this demo application includes the required
gatt_db.h and gatt_uuid128.h files in its specific application folder, along with other profile-
specific configuration and code files.

Parent topic:Application Structure

RTOS specifics

Operating system selection The SDK offers different projects for each supported operating
system (FreeRTOS 0S) and for BareMetal configuration. To switch between systems, the user
needs to switch the workspace.

The RTOS source code is found in the SDK package and is linked in the workspace in the freertos
virtual folder, as shown in Figure:
£ i freertos

Lo i freertos_kemel
M include
B portahle
crautine.c
event_groups.c
listc
Queue.c
stream_buffer.c
tasks.c
timers.c

LR

Location of FreeRTOS source code in workspace

Parent topic:RTOS specifics
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Bluetooth LE Host task configuration Application developers are provided with two files for
RTOS task initialization:

* ble_host_task_config.h, and ble_host_tasks.c for the Host.

Reusing these files is recommended because they perform all the necessary RTOS-related work.
The application developer must only modify the macros from * config.h files whenever tasks
need a bigger stack size or different priority settings. The new values should be overridden in
the app_preinclude.h file.

Parent topic:RTOS specifics

Parent topic:Application Structure

Board configuration The configuration files for the supported boards can be found in the
board folder, as shown in Figure. The files contain clock and pin configurations that are used
by the drivers. The user can customize the board files by modifying the configuration of the pins
and clock source according to his design.

Board configuration files

=1 5 hoard

hoard.c

— [ board.h

board_camp.c

k] board_comp h

board_dcde.c

board_dcdeh

board_lp.c

k] board_|p.h

board_utility.c

] board_utility h

clock_config.c

] clock_configh

hardware_init.c

pin_mix.c

— [l pin_muxh

iH|E|E|E|E|$

Parent topic:Application Structure

Bluetooth Low Energy initialization The ble_init.h and ble_init.c files contain the declaration
and the implementation of the following function:

bleResult t Ble Initialize

(
)

#if defined(gUseHciTransportDownward_d) && gUseHciTransportDownward__d
/* HCI Transport Init */
if (gHciSuccess_c != Hcit_ Init(Ble HciRecvFromlsr))

{

return gHciTransportError c;

}

/%
* Set BD Address in Controller. Must be done after HCI init
* and before Host init.

*/
Ble SetBDAddr();

gapGenericCallback_t gapGenericCallback

/* Check for available memory storage */
if ('Ble_ CheckMemoryStorage())

{

(continues on next page)
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(continued from previous page)
return gBleOutOfMemory_ c;

/* Bluetooth Low Energy Host Tasks Init */
if (KOSA_StatusSuccess != Ble HostTaskInit())

{
}

/* Bluetooth Low Energy Host Stack Init */

return Ble_ HostInitialize(gapGenericCallback, Heit_ SendPacket);
#elif defined(gUseHciTransportUpward_d) && gUseHciTransportUpward_ d
#else /* gUseHciTransportUpward_d */
#endif /* gUseHciTransportUpward_d */

}

return gBleOsError_c;

Note: This function should be used by your application because it correctly performs all the
necessary Bluetooth Low Energy initialization.

Step-by-step analysis is provided below:

1. First, the HCI interface is initialized by calling Hcit_Init. This initializes communication
between the Host and the Controller.

2. After setting the BD address into the Controller (Ble_SetBDAddr) and performing mem-
ory validation checks (Ble_CheckMemoryStorage), the Host task is initialized by calling
Ble_HostTasklInit.

3. Finally the Ble_HostInitialize function initializes the Host with the transport packet transmit
function used as the hciHostToControllerInterface_t parameter.

Parent topic:Application Structure

Bluetooth Low Energy Host Stack configuration The Bluetooth LE Host Stack libraries are
found in the middleware/wireless/bluetooth /host/lib folder. The user should add the best matching
library for its use case to the linker options of its project.

For example, the temperature sensor uses the Peripheral Host Stack library, as shown in Figure
below:
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Options for node “"temperature_sensor_freertos” x>

Categony: Factory Settings

General Options
Static Analysis

Runtime Checking #define Diagnostics Checksum Encodings Extra Options

C/C-++ Compiler Config  Library  Input Optimizations ~ Advanced  Output  List

Assembler
Output Converter Automatic runtime library selection
Custom Build
Build Actions - - - -
ewarefwireless/bluetoothfhost/lib/lib_ble_host_peripheral_cm33_iar.a
kil ewarefwireless,fframeworKISecLib,fIib_crypto_mSS.a|
Debugger

Additional libraries: (one per ling)

Simulator
CADI
CMSIS DAP Override default program entry

GDB Server {®) Entry symbol Reset_Handler
Ijet () No entry symbal

J-Link{1-Trace
TI Stellaris
Mu-Link

PE micro

STHINK
Third-Party Driver
TI MSP-FET
TIXDS

Parent topic:Application Structure

Profile configuration The implemented profiles and services are located in middle-
ware/wireless/bluetooth/profiles folder. The application links every service source file and inter-
face it needs to implement the profile. For example, for the Temperature Sensor the tree looks
as shown Figure:

=1 W bluetooth

B contraller

B host

Lo & profiles
1 W battery
— [ battery_interface.h
battery_service.c
-5 B device_info
— [ device_info_interface.h
device_info_service.c
=] W temperature
— [ temperature_interface h
[:] temperature_service.c

The Temperature Profile implements the custom Temperature service, the Battery, and Device
Information services.
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Application code The application folder contains the following modules:

* app.c and app.h. This module stores the application-specific functionality (APIs for specific
triggers, handling of peripherals, callbacks from the stack, handling of low power, and so
on).

Before initializing the Bluetooth LE Host Stack, the start task calls BluetoothLEHost_AppInit. This
function initializes application specific functionality before initializing the Bluetooth LE Host
Stack by calling BluetoothLEHost_Init.

After the stack is initialized, the BluetoothLEHost_Initialized callback is called. The function con-
tains configurations made to the Bluetooth LE Host Stack after the initialization. This includes
registering callbacks, setting security for services, starting services, allocating timers, adding de-
vices to the Filter Accept List, and so on. For example, the Temperature Sensor configures the
following:

static void BluetoothLEHost_ Initialized(void)

/* Common GAP configuration */
BleConnManager GapCommonConfig();

/* Register for callbacks™*/
(void) App_ RegisterGattServerCallback(BleApp_ GattServerCallback);

mAdvState.advOn = FALSE;

/* Start services */
SENSORS_ TriggerTemperatureMeasurement();
(void)SENSORS __ RefreshTemperatureValue();
/* Multiply temperature value by 10. SENSORS_ GetTemperature() reports temperature
value in tenths of degrees Celsius. Temperature characteristic value is degrees
Celsius with a resolution of 0.01 degrees Celsius (GATT Specification
Supplement v6). */
tmsServiceConfig.initial Temperature = (int16_t)(10 * SENSORS_ GetTemperature());
(void)Tms_ Start(&tmsServiceConfig);

basServiceConfig.batteryLevel = SENSORS_ GetBatteryLevel();
(void)Bas__Start(&basServiceConfig);
(void)Dis__Start(&disServiceConfig);

/* Allocate application timer */
(void)TM__Open(appTimerld);

AppPrintString(”\r\nTemperature sensor -> Press switch to start advertising.\r\n”);

}

To start the application functionality, BleApp_ Start() function is called. This function usually
contains code to start advertising for sensor nodes or scanning for central devices. In the exam-
ple of the Temperature Sensor, the function is the following:

static void BleApp_ Start(void)
Led10On();
if (mPeerDeviceld == glnvalidDeviceld_ c)

/* Device is not connected and not advertising */
if (ImAdvState.advOn)
{
/* Set advertising parameters, advertising to start on gAdvertisingParametersSetupComplete_c */
BleApp_ Advertise();

}
}

(continues on next page)
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else

{

BleApp_ SendTemperature();

}

/* Device is connected, send temperature value */

(continued from previous page)

* app_config.c. This file contains data structures that are used to configure the stack.

This includes advertising data, scanning data, connection parameters, advertising parameters,

SMP keys, security requirements, and so on.

* app_preinclude.h.

This header file contains macros to override the default configuration of any module in the ap-
plication. It is added as a preinclude file in the preprocessor command line in IAR, as shown in

Figure:
Options for node “"temperature_sensor_freertos” X
Category: Factory Settings
kulti-file C ilati

General Options D LIPS omplEien
Static Analysis Dizcard Unused Publics
Runtime Checking Language 1 Language 2 Code Optimizations Output List
Preprocessor Diagnostics Encodings Extra Options

Assembler

Output Converter |:| Ignore standard include directories

Custom Build

u_s " _L" Additional include directories: (one per line)

Build Actions

inke $PROJ_DIRS/ . A

ket $PROJ_DIRS/. /.

Debugger $PROJ_DIRS/.[.[.[.[ ][ [middlewarefwireless/bluetoothfapplication/t

Simulataor $PROJ_DIRS/.J.[.[./.].[ [componentsfosa

CADI $PROJ_DIRS/././.[.[.].[ [components/gpio W

CMSIS DAP Preinclude file:

GDB Server $PRO.J_DIRS/. /app_preinclude.h

Ijet

IHink/J-Trace Defined symbols: (one perline)

TI Stellaris DEBUG ~ DPreprocessoroutputto file

Nu-Link CPU_KW45B41783AFTA Preserve comments

FE micro SERIAL_MANAGER_NON_BLOC Generate #line directives

SERIAL_USE_CONFIGURE_STF w

ST-LIMK

Third-Party Driver

TI MSP-FET

TI XDS

» gatt_db.h and gatt_uuid128.h. The two header files contain the definition of the GATT
database and the custom UUIDs used by the application. See Creating GATT database for

more information.
Parent topic:Profile configuration

Parent topic:Application Structure
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Multiple connections Applications can be configured to support multiple connections. To al-
low multiple connections, the gAppMaxConnections_c must be set to a value up to the maximum
number of connections (this value is chip-specific). Refer to the chip documentation for the sup-
ported number of connections.

The application can save information about the peer devices it connects to according to the value
of gAppMaxConnections_c. The Bluetooth Low Energy profile associated with the application
use case must be instantiated to support the use of its functionality for each peer device. When
handling multiple connections, the applications can behave as either the GAP central, GAP pe-
ripheral, or both at the same time. It is up to the application code to decide whether to start the
advertising or scanning before creating the next connection. The supported combinations en-
able a device to connect as a peripheral to multiple centrals, as a central to multiple peripherals,
or for it to be a central for some peers and a peripheral to others. The demo applications provide
this functionality as an example of exercising multiple connection support. In such applications,
the GAP role can be changed from central to peripheral and the information is saved for each
peer device.

Parent topic:Application Structure

Bluetooth address generation BD_ADDR is represented by 48 bits that uniquely identify a de-
vice and consist of a 24-bit OUI (Organizationally Unique Identifier) and a 24-bit random part
that varies between devices. There are multiple options of storing and using the BD_ADDR.
Depending on the chip, it may be read from a device specific register (if supported), from the
global hardware parameters stored in the flash, or generated randomly based on the processor-
unique identifier. The demo applications provide a combination of the last two options. The
Ble_SetBDAddr function is called during the initialization process, after initializing HCI and be-
fore initializing the Bluetooth LE Host Stack. The global hardware parameters are read from the
flash. If a useful value is found, it is used as the BD address. If the found value is all 0XFFs, an
address is generated by concatenating the OUI configured at compile time with three randomly
generated bytes. The result is stored in the hardware parameters for future use and then set into
the Controller. The Bluetooth LE Host Stack uses little-endian format to represent all addresses,
in compliance with the Bluetooth Core Specification.

Parent topic:Application Structure

Repeated attempts Applications can be configured to enable protection against repeated Pair-
ing Requests/Peripheral Security Requests coming from the same device. This is to prevent an
intruder from repeating the pairing process with a large number of different keys in order to
extract information about the local device’s private key. If this feature is enabled, after a pairing
procedure fails, another attempt to pair coming from the same device is allowed only after a spe-
cific time period has passed. For each failure, the waiting period doubles up until a maximum
period.

The following app_preinclude.h macros support this feature:
* gRepeatedAttempts_d
— Set to 1 to enable the feature. By default, it is disabled (0).
* gRepeated AttemptsNoOfDevices_ ¢
— Number of remote devices to keep track of. By default, the value is 4.

— If a new device needs to be added and the list is full, one of the oldest entries will be
replaced.

* gRepeated AttemptsTimeoutMin_ ¢
— Minimum waiting period in seconds — default 10.

* gRepeated AttemptsTimeoutMax_ ¢
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— Maximum waiting period in seconds — default 640. The waiting period doubles after
each failed pairing with the same device.

Parent topic:Application Structure

Advanced Secure Mode This section describes the advanced security capabilities of the Blue-
tooth LE Host Stack which are available on the KW45/K32W1/KW47/MCXW?72 platform via the
EdgeLock Secure Enclave (ELKE).

The security capabilities are enabled at application, Host and Controller level by setting
Advanced Secure Mode to active. To do this, the user must set the gAppSecureMode_d
macro to 1 in the project’s app_preinclude.h file. This macro is defined by default as 0 in
app_preinclude_common.h:

#if (gAppSecureMode d == 1U)

#define gHostSecureMode d (10)
Felse

#define gHostSecureMode d (0U)
F#endif

At application level, when Advanced Secure Mode is enabled, the security mode and level for
pairing is automatically enforced as Mode 1 Level 4, ensuring LE Secure Connections pairing.
Legacy pairing is not supported in this mode.

When enabled, the main benefit of Advanced Secure Mode is the secured storage and handling
of Bluetooth LE security keys. The EdgeLock Secure Enclave is capable of generating, importing,
and exporting security keys as plain text or as encrypted blobs. All encrypted blobs are created
by the EdgeLock Secure Enclave using a die unique key, which makes them impossible to decrypt
by devices other than the one that created them. The Bluetooth LE security keys are managed in
Advanced Secure Mode as follows:

* IRK

— The peer IRKSs received after pairing and bonding are no longer stored into NVM as
plaintext, but as encrypted blobs 40 bytes in length (or ELKE blobs). They can still be
retrieved and converted to plaintext.

— The local IRK is no longer generated using the default method of hashing over the
board’s UID at every startup. It is instead generated once using the EdgeLock Secure
Enclave and stored into a new NVM dataset as an ELKE blob.

— Local and peer IRKs are no longer transmitted through HCI in plaintext but as EIRK
(Encrypted IRK) blobs, 16 bytes in length, which can be decrypted by the Controller.

* LTK

— The LTKis no longer stored into NVM as plaintext, but as an ELKE blob. Furthermore,
the plaintext of the LTK is never available to the Host/application. Generating the LTK
via the ECDH process and generating the Session Key for individual connections is done
by the Host via the EdgeLock Secure Enclave and custom vendor HCI messages which
are transparent to the application.

* CSRK

— The local CSRK is no longer generated using the default method of hashing over the
board’s UID at every startup. It is instead generated once using the EdgeLock Secure
Enclave and stored into a new NVM dataset as an ELKE blob.

At startup, Advanced Secure Mode for the Controller is enabled dynamically by calling:

#if (defined(gAppSecureMode_d) && (gAppSecureMode_d > 0U))
(void) PLATFORM __EnableBleSecureKeyManagement();
F#endif

This call can be found in BluetoothLEHost_Init, as part of the initialization sequence.
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Additional considerations

» The Gap_LoadKeys API will return the IRK in plaintext, having converted it from the ELKE
blob which is stored in the NVM. However, it cannot convert the LTK to plaintext - it will
thus return the LTK in ELKE blob form.

* Asmentioned in the section above, the plaintext LTK is never available. Generating the Ses-
sion Key for individual connections is done via the EdgeLock Secure Enclave by the Host, us-
ing the LTK in ELKE blob form. The Session Key is passed to the Controller via a custom ven-
dor HCI message. Be aware that the content of the HCI_LE_Long_Term_Key_Request_Reply
command is not the actual LTK and cannot be used for debugging.

* The Host works with IRKs in ELKE blob form, therefore APIs such as
Gap_EnableHostPrivacy and Gap_CreateRandomAddress take ELKE blobs as ar-
guments. The Controller works with IRKs in EIRK blob form, therefore the
Gap_EnableControllerPrivacy takes an EIRK blob as argument. This management is
done in ble_conn_manager.c when Advanced Secure Mode is enabled.

Parent topic:Application Structure

Low-Power Management

System considerations The KW45/K32W1 has a dual-core architecture and has two separated
power domains:

* The main domain for the Cortex M33
* The Radio domain which comprises the Cortex M3 core and the NBU (Narrow Band Unit).

The two power domains can go into or exit independently different low-power modes, namely
Wait for instruction (WFI), Deep-sleep mode, Power-down mode, and Deep Power-down mode.

In Wait For Interrupt (WFI) mode, the CPU core is powered ON but is in an idle mode with the
clock turned OFF.

In Deep Sleep mode, the fast clock is turned off, and the CPU along with the main power domain
are placed into a retention state, with the voltage being scaled down to support state retention
only. As no high frequency clock runs in this mode, the voltage applied on the power domain
can be reduced to reduce leakage on the hardware logic. This reduces the overall power con-
sumption in the Deep Sleep mode. When waking up from Deep Sleep mode, the core voltage is
increased back to nominal voltage, the fast clock (FRO) is turned back on, and the peripheral in
this domain can be reused as normal.

In Power-down mode, both the clock, and power are shut off to the CPU and the main peripheral
domain. SRAM is retained, but register values are lost. The SDK power manager handles the
restore of the processor registers and dependencies such as interrupt controller and similar ones
transparently from the application.

In Deep Power-down mode the SRAM is not retained. This is the lowest power mode available.
It is exited through the reset sequence.

Parent topic:Low-Power Management

When/how to enter low power To enable low power at application level, the gAppLowpower-
Enabled_ d define should be set to 1 in app_ preinclude.h file.

The system should enter low power when the entire system is idle, and all software layers agree
on that. The device enters low power by calling the PWR,_ EnterLowPower function.

For FreeRTOS applications, the low-power entry point is placed in the FreeRTOS idle task, which
has the lowest priority in the system. From that task, the vPortSuppressTicksAndSleep function is
called, which at its turn, calls the PWR_ EnterLowPower to enter low power.
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For the BareMetal examples, the application low power entry point is placed in the main function
and is called when there are no messages to be processed by other tasks.

The wake-up sources that can be configured for the application are UART or button. Note that
Low-power timer wake-up source and wake-up from the Radio domain are directly enabled from
the Connectivity framework.

Each software layer/entity running on the system can prevent it from entering low power by call-
ing PWR_LowPowerEnterCritical function. The system stays awake until all software layers that
called PWR_LowPowerEntercCritical callback PWR_LowPowerEXxitCritical and the system reaches
the low-power entry point.

When going to low power, the SDK Power Manager selects the best low-power mode that fits all
the constraints.

The default low-power mode for each application is Deep-sleep mode. Users can change the
behavior by setting a new low-power constraint for the application.

For example, if the low power constraint set from the application is Deep-sleep mode,
and no other constraint is set, theSDK Power Manager selects Deep-sleep the next time
the device enters low power. However, there might be a case when a WFI con-
straint is set (PWR_SetLowPowerModeConstraint (PWR_WFI)) by another component, such
as the SecLib module that operates Hardware encryption. In such cases, the SDK Power
Manager selects this WFI mode until the constraint is released by the SecLib module
(PWR_ReleaseLowPowerModeConstraint(PWR_WFI)).

If it is required to change the mode from Deep-sleep to Power-down mode, the deep sleep
constraint (PWR_ReleaseLowPowerModeConstraint(PWR_DeepSleep)) must be released and the
power-down constraint (PWR_SetLowPowerModeConstraints(PWR_PowerDown)) must be set.
The SDK Power Manager selects the Power-down mode when the device enters low power.

Parent topic:Low-Power Management

Over the Air Programming (OTAP) This chapter contains a detailed description of the Over
The Air Programming capabilities of the Bluetooth Low Energy Host Stack enabled by dedicated
GATT Service/Profile and of the support modules needed for OTA programming.

The image transfer is done using a dedicated protocol which is designed to run on both the Blue-
tooth Low Energy transport and serial transport.

The container for the upgrade image is an image file which has a predefined format which is
described in detail. The image file format is independent of the protocol but must contain infor-
mation specific to the image upgrade infrastructure on an OTAP Client device. Detailed infor-
mation on how to build an image file starting from a generic format executable generated by an
embedded cross-compiling toolchain is shown.

The demo applications implement a typical scenario where a new image is sent from a PC via
serial interface to a Bluetooth Low Energy OTAP Server and then over the air to an OTAP Client
which is the target of the upgrade image. There are 3 applications involved in the OTAP demo: 1
PC application which builds the image file and serves it to the embedded OTAP Server and 2 em-
bedded applications (OTAP Server and OTAP Client). This chapter contains enough information
for building Bluetooth Low Energy OTAP applications which implement different image upgrade
scenarios specific to other use cases.

General functionality A Bluetooth Low Energy OTAP system consists of an OTAP Server and
an OTAP Client which exchange an image file over the air using the infrastructure provided by
Bluetooth Low Energy (GAP, GATT, SM) via a custom GATT Service and GATT Profile. Additionally,
a third application may be used to serve an image to the embedded OTAP Server.

The OTAP Server runs on the GATT Client via the Bluetooth Low Energy OTAP Profile and the
OTAP Client runs on the GATT Server via the Bluetooth Low Energy OTAP Service. For the mo-
ment the OTAP Server runs on the GAP Central and the OTAP Client runs on the GAP Peripheral.
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The Figure shows a typical image upgrade scenario.

Upgrade Image
Storage Medium

(optional)

' USB or Serial .
. Connection .
: (optional) .
v v
BLE OTAP S BLE OTAP Client
erver BLE OTA ien
Transport

GAP Central GAP Peripheral

Parent topic:Over the Air Programming (OTAP)

Bluetooth Low Energy OTAP service-profile The Bluetooth Low Energy OTAP Service is im-
plemented using the GATT Server which runs on the OTAP Client (GAP Peripheral).

The Bluetooth LE OTAP Service does not require any other Bluetooth LE services because it is a
custom service it has a 128-bit UUID. The service has 2 custom characteristics which also have
128-bit UUIDs.

The service must be included in the GATT database of the GATT Server as described in Creating
GATT database of this document.

OTAP service and characteristics The OTAP Service has a custom 128-bit UUID which is shown
below. The UUID is based on a base 128-bit UUID used for Bluetooth LE custom services and
characteristics. These are shown in the tables below.

Service 128-bit UUID
Base Bluetooth Low Energy 00000000 -ba5e-f4ee-5cal-eble5e4b1ce0

The OTAP Service custom 128-bit UUID is built using the base UUID by replacing the most signifi-
cant 4 bytes which are 0 with a value specific to the OTAP Service which is 01FF5550 in hexadec-
imal format.
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Service UUID (128-bit)
Bluetooth LE OTAP Service 01ff5550 -ba5e-f4ee-5cal-eble5e4blce0

The Bluetooth LE OTAP Service Characteristics UUIDs are built the same as the Bluetooth LE OTAP
Service UUID starting from the base 128-bit UUID but using other values for the most significant
4 bytes.

Characteristic UUID (128-bit) Properties Descrip-
tors
Bluetooth LE OTAP Con- 01ff5551 -ba5e-f4ee-5cal- Write, Indicate CCC
trol Point eble5e4blce0l
Bluetooth LE OTAP Data 01£f5552 -ba5e-f4ee-5cal- Write Without Re- -
eble5e4blcel sponse

Both characteristics are implemented as variable length characteristics.

The Bluetooth LE OTAP Control Point Characteristic is used for exchanging OTAP commands
between the OTAP Server and the OTAP Client. The OTAP Client sends commands to the OTAP
Server using ATT Notifications for this characteristic and the OTAP Server sends commands to
the OTAP Client by making ATT Write Requests to this characteristic. Both ATT Writes and ATT
Notifications are acknowledged operations via ATT Write Responses and ATT Confirmations.

The Bluetooth LE OTAP Data characteristic is used by the OTAP Server to send parts of the OTAP
image file to the OTAP Client when the ATT transfer method is chosen by the application. The ATT
Write Commands (GATT Write Without Response operation) is not an acknowledged operation.

The Bluetooth LE OTAP service and characteristics 128-bit UUIDs are defined in the
gatt_uuid128.h just as shown below.

UUID128(uuid_service_otap, 0xE0, 0x1C, 0x4B, 0x5E, 0x1E, 0xEB, 0xAl, 0x5C, 0xEE, 0xF4, 0x5E, 0xBA,
—0x50, 0x55, OxFF, 0x01)

UUID128(uuid_ char_otap_ control__point, 0xE0, 0x1C, 0x4B, 0x5E, 0x1E, 0xEB, 0xA1l, 0x5C, 0xEE, 0xF4,
—0x5E, 0xBA, 0x51, 0x55, 0xFF, 0x01)

UUID128(uuid__char_otap_ data, 0xE0, 0x1C, 0x4B, 0x5E, 0x1E, 0xEB, 0xA1, 0x5C, 0xEE, 0xF4, 0x5E,
—0xBA, 0x52, 0x55, 0xFF, 0x01)

The service is included into the GATT database of the device. It is declared in the gatt_db.h file
as shown below.

PRIMARY_SERVICE_UUID128(service_otap, uuid__service_ otap)
CHARACTERISTIC__UUID128(char_ otap_ control point, uuid_ char_otap_ control_ point,

— (gGattCharPropWrite_c | gGattCharPropIndicate c))
VALUE_UUID128_VARLEN(value_otap_ control point, uuid_ char_otap_ control point,

— (gPermissionFlagWritable c), 16, 16, 0x00)

CCCD(ceed__otap__control point)

CHARACTERISTIC__UUID128(char_otap_ data, uuid_ char otap_ data, (gGattCharPropWriteWithoutRsp__
=c))

VALUE_UUID128_VARLEN(value_otap_ data, uuid_ char_otap_ data, (gPermissionFlagWritable_c),
—gAttMaxMtu_ ¢ - 3, gAttMaxMtu__c - 3, 0x00)

The Bluetooth LE OTAP Control Point characteristic should be large enough for the longest com-
mand which can be exchanged between the OTAP Server and The OTAP Client.

The Bluetooth LE OTAP Data characteristic should be large enough for the longest data chunk
command the OTAP Client expects from the OTAP Server to be sent via ATT. The maximum length
of the OTAP Data Characteristic value is ATT_MTU- 3. 1 byte is used for the ATT OpCode and 2
bytes are used for the Attribute Handle when performing a Write Without Response, the only
operation permitted for this characteristic value.

Parent topic:Bluetooth Low Energy OTAP service-profile
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OTAP server and OTAP client interactions The OTAP Server application scans for devices ad-
vertising the OTAP Service. When it finds one it connects to that device and notifies it of the
available image files or waits for requests regarding available image files. The behavior is spe-
cific to each application which needs the OTAP functionality. The Bluetooth LE OTAP Protocol
described below details how to do this.

After an OTAP Server (GAP Central, GATT Client) connects to an OTAP Client (GAP Peripheral,
GATT Server) it scans the device database and identifies the handles of the OTAP Control Point
and OTAP Data characteristics and their descriptors. Then it writes the CCC Descriptor of the
OTAP Control point to allow the OTAP Client to send it commands via ATT Indications. It can
send commands to the OTAP Client by using ATT Write Commands to the OTAP Control Point
characteristic.

After the connection is established, if the OTAP Client wants to use the L2CAP CoC transfer
method it must register a LZCAP PSM with the OTAP Server.

The OTAP Client only starts any image information request or image transfer request procedures
only after the OTAP Server writes the OTAP Control Point CCCD to ensure there is bidirectional
communication between the devices.

Parent topic:Bluetooth Low Energy OTAP service-profile
Parent topic:Over the Air Programming (OTAP)

Bluetooth LE OTAP protocol The protocol consists of a set of commands (messages) which
allow the OTAP Client to request or be notified about the available images on an OTAP Server
and to request the transfer of parts of images from the OTAP Server.

All commands with the exception of the image data transfer commands are exchanged through
the OTAP Control Point characteristic of the OTAP Service. The data transfer commands are sent
only from the OTAP Server to the OTAP Client either via the OTAP Data characteristic of the OTAP
Service or via a dedicated Credit Based Channel assigned to a LZCAP PSM.

Protocol design considerations The OTAP Client is a GAP Peripheral device, and therefore
has limited resources. This is why the OTAP Protocol was designed in such a way that it is at the
discretion of the OTAP Client if, when, how fast and how much of an available upgrade image
is transferred from the OTAP Server. The OTAP Client also decides which is the image transfer
method based on its capabilities. Two image transfer methods are supported at this moment:
the ATT Transfer Method and the L2CAP PSM CoC Transfer Method.

The ATT Transfer Method is supported by all devices which support Bluetooth LE but it has the
disadvantage of a small data payload size and a larger Bluetooth LE stack protocols overhead
leading to a lower throughput. This disadvantage has been somewhat reduced by the introduc-
tion of the Long Frames feature in the Bluetooth LE specification 4.2 Link Layer which allows for
a larger ATT_MTU value. The L2CAP PSM CoC Transfer Method is an optional feature available
for devices running a Bluetooth stack version 4.1 and later. The protocol overhead is smaller
and the data payload is higher leading to a high throughput. The L2CAP PSM Transfer Method
is the preferred transfer method and it is available on all Bluetooth LE Devices if the application
requires it.

Based on application requirements and device resources and capabilities the OTAP Clients can
request blocks of OTAP images divided into chunks. To minimize the protocol overhead and
maximize throughput an OTAP Client makes a data block request specifying the block size and
the chunk size and the OTAP Server sends the requested data chunks (which have a sequence
number) without waiting for confirmation. The block size, chunk size and number of chunks
per block are limited and suitable values must be used based on application needs.

The OTAP Client can stop or restart an image block transfer at any time if the application requires
it or a transfer error occurs. The OTAP Server implementation can be almost completely stateless.
The OTAP Server does not need to remember what parts of an image have been transferred, this
is the job of the OTAP Client which can request any part of an image at any time. This allows it
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to download parts of the image whenever and how fast its resources allow it. The OTAP Server
simply sends image information and image parts on request.

The Bluetooth LE OTAP Protocol is designed to be used not only on Bluetooth LE transport
medium but on any transport medium, for example a serial communication interface or an-
other type of wireless interface. This may be useful when transferring an upgrade image from
a PC or a mobile device to the OTAP Server to be sent via Bluetooth LE to the OTAP Clients which
require it. In the OTAP Demo Applications the embedded OTAP Server relays OTAP commands
between an OTAP Client and a PC via a serial interface and using a FSCI type protocol. Effectively
the OTAP Client downloads the upgrade image from the PC and not from the OTAP Server. Other
transfer methods may be used based on application needs.

Parent topic:Bluetooth LE OTAP protocol

Bluetooth Low Energy OTAP commands The Bluetooth LE OTAP Commands general format
is shown below. A command consists of two parts, a Command ID, and a Command Payload as
shown in the table below.

Field Name CmdIld CmdPayload
Size (Bytes) 1 variable

Commands are sent over the transport medium starting with the Command ID and continuing
with the Command Payload.

All multibyte command parameters in the Command Payload are sent in a least significant octet
first order (little endian).

A summary of the commands supported by the Bluetooth LE OTAP Protocol is shown in the table
below. Each of the commands is then detailed in its own section.

CmdIld Command Name

0x01 New Image Notification
0x02 New Image Info Request
0x03 New Image Info Response
0x04 Image Block Request
0x05 Image Chunk

0x06 Image Transfer Complete
0x07 Error Notification

0x08 Stop Image Transfer

New image notification command This command can be sent by an OTAP Server to an OTAP
Client, usually immediately after the first connection, to notify the OTAP Client of the available
images on the OTAP Server.
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Table 14: New Image Notification Command Parameters

Cm- Name Dir Pa- Param Description Total Size
did ram- Size (CmdId +
e- (Bytes) Payload)
ters
0x01 New S- Im- 2 Short image identifier used for transactions 15
Image >C ageld between the OTAP Server and OTAP Client.
Notifi- Should be unique for all images on a server.
cation
Im- 8 Image file version. Contains sufficient in-
agev- formation to identify the target hardware,
er- stack version and build version.
sion
Im- 4 Image file size in bytes.
age-
File-
Size

The Imageld parameter should not be ‘0x0000’, which is the reserved value for the current run-
ning image or OXFFFF, which is the reserved value for “no image available”.

Parent topic:Bluetooth Low Energy OTAP commands

New image info request command This command can be sent by an OTAP Client to an OTAP
Server to inquire about available upgrade images on the OTAP Server.

Cm- Name Dir Pa- Paran Description Total
dId ram- Size Size
e- (Bytes (Cm-
ters dId+Payload)
0x02 New C- Cur- 2 Id of the currently running image. Should be 11
Im- >S  rim- 0x0000.
age agel
Info
Re-
quest
0x0Z New C- Cur- 8 Version of the currently running image. A value of 11
Im- >S  rIm- all zeroes signals that the client is looking for all im-
age ageV ages available on an OTAP Server. A value of all ze-
Info roes requests information about all images on the
Re- server.
quest

* The CurrImageld parameter should be set to 0x0000 to signify the current running image.

* The CurrImageVer parameter should contain sufficient information about the target device
for the OTAP Server to determine if it has an upgrade image available for the requesting
OTAP Client.

» A value of all zeroes for the CurrimageVer means that an OTAP Client is requesting infor-
mation about all available images on an OTAP Server and the OTAP Server should send a
New Image Info Response for each image.

Parent topic:Bluetooth Low Energy OTAP commands
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New image info response command This command is sent by the OTAP Server to the OTAP
Client as a response to a New Image Information Request Command.

Cm- Name Dir Param- Param Description Total
did eters Size Size (Cm-
(Bytes) dId+Payload)
0x03 New Image S- Im- 2 Image Id. Value OXFFFF is 15
Info Re- >C ageld reserved as “no image avail-
sponse able”
0x03 New Image S- Im- 8 Image file version 15
Info Re- >C ageVer-
sponse sion
0x03 New Image S- 4 Image 4 Image file size 15
Info Re- >C filesize.
sponse

The Imageld parameter with a value of OXFFFF is reserved for the situation where no upgrade
image is available for the requesting device.

Parent topic:Bluetooth Low Energy OTAP commands

Image block request command This command is sent by the OTAP Client to the OTAP Server
to request a part of the upgrade image after it has determined the OTAP Server has an upgrade
image available.

When an OTAP Server Receives this command it should stop any image file chunk transfer se-
quences in progress.

Cm- Nam Dir Parame- Para Description To-
did ters Size tal
Size
(Cm-
dId+Payload)
0x04 Im- C-  StartPosi- 4421 Start position of the image block to be trans- 16
age >S tionBlock- ferred.Requested total block size in bytes.Should
Bloc SizeChunk- be optimized to the Transfer Channel type. The
Re- Size- maximum number of chunks per block is 256.
ques Transfer- Value is inbytes.0x00 - ATT 0x01 — L2CAP PSM
MethodL2ca Credit based channel0x0004 - ATT Other values —

PSM for credit based channels

The Imageld parameter contains the ID of the upgrade image.

The StartPosition parameter specifies the location in the image upgrade file at which the re-
quested block starts.

The BlockSize and ChunkSize parameters specify the size in bytes of the block to be transferred
and the size of the chunks into which a block is separated. The ChunkSize value must be chosen
in such a way that the total number of chunks can be represented by the SeqNumber parameter
of the Image Chunk Command. At the moment this parameter is 1 byte in size so there are
a maximum of 256 chunks per block. The chunk sequence number goes from 0 to 255 (0x00
to OXFF). If this condition is not met or the requested block is not entirely into the image file
bounds an error is sent to the OTAP Client when the OTAP Server receives this misconfigured
Image Block Request Command.

The maximum value of the ChunkSize parameter depends on the maximum ATT_MTU and
L2CAP_MTU supported by the Bluetooth LE stack version and implementation.
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The TransferMethod parameter is used to select the transfer method which can be ATT or L2CAP
PSM CoC. The L2capChannelOrPsm parameter must contain the value 0x0004 for the ATT transfer
method and another value representing the chosen PSM for the L2ZCAP PSM transfer method. The
default PSM for the Bluetooth LE OTAP demo applications is 0x004F for both the OTAP Server
and the OTAP Client although the specification allows different values at the 2 ends of the L2CAP
PSM connection. The PSM must be in the range reserved by the Bluetooth specification which is
0x0040 to 0x007F.

The optimal value of the ChunkSize parameter depends on the chosen transfer method and the
Link Layer payload size. Ideally it must be chosen in such a way that full packets are sent for
every chunk in the block.

The default Link Layer payload is 27 bytes form which we subtract 4 for the L2CAP layer and 3
for the ATT layer (1 for the ATT Cmd Opcode and 2 for the Handle) leaving us with a 20 byte OTAP
protocol payload. From these 20 bytes we subtract 1 for the OTAP CmdlId and 1 for the chunk
sequence number leaving us with an optimum chunk size of 18 for the ATT transfer method -
which is the default in the demo applications. For the L2ZCAP PSM transfer method the chosen
default chunk size is 111. This was chosen so as a chunk fits exactly 5 link layer packets. The
default L2CAP payload of 23 (27 - 4) multiplied by 5 gives us 115 from which we subtract 2 bytes
for the SDU Length (which is only sent in the first packet), 1 byte for the OTAP CmdId and 1 byte
for the chunk sequence number which leaves exactly 111 bytes for the actual payload.

If the Link layer supports Long Frames feature then the chunk size should be set according to
the negotiated ATT MTU for the ATT transfer method. From the negotiated ATT MTU (att_mtu)
subtract 3 bytes for the ATT layer (1 for the ATT Cmd Opcode and 2 for the Handle) then subtract 2
bytes for the OTAP protocol (1 for the Cmdld and 1 for the chunk sequence number) to determine
the optimum chunk size (optimum_att_chunk_size = att_mtu -3 — 2). For the L2ZCAP PSM transfer
method the chunk size can be set based on the maximum L2CAP SDU size (max_[2cap_sdu_size)
from which 4 bytes should be subtracted, 2 for the SDU Length and 2 for the OTAP protocol
(optimum_Lcap_chunk_size = max_l2cap_sdu_size — 3 — 2). In some particular cases reducing
the L2CAP chunk size could lead to better performance. If the L2CAP chunk size needs to be
reduced it should be reduced so it fits exactly a number of link layer packets. An example of
how to compute an optimal reduced L2CAP chunk size is given in the previous paragraph.

Parent topic:Bluetooth Low Energy OTAP commands

Image chunk command One or more Image Chunk Commands are sent from the OTAP Server
to the OTAP Client after an Image Block Request is received by the former. The image chunks are
sent via the ATT Write Without Response mechanism if the ATT transfer method is chosen and
directly via L2CAP if the L2CAP PSM CoC transfer method is chosen.

Cm- Name Dir Pa- Parar Description Total
did ram-  Size Size (Cm-
eters dId+Payload)
0x0t Im- S-  Se- 1vari Inthe range 0->BlockSize/ChunkSize - calculated 3 or
age >C gNum- able by Server, checked by Client. The command code more
Chunl ber- is present even when ATT is used.Actual data
Data

The SeqNumber parameter is the chunk sequence number and it has incremental values from 0
to 255 (0x00 to 0x FF) for a maximum of 256 chunks per block.

The Data parameter is an array containing the actual image part being transferred starting from
the BlockStartPosition + SeqNumber ChunkSize position in the image file and containing Chunk-
Size or less bytes depending on the position in the block. Only the last chunk in a block can have
less than ChunkSizebytes in the Image Chunk Command data payload.

Parent topic:Bluetooth Low Energy OTAP commands
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Image transfer complete command This command is sent by the OTAP Client to the OTAP
Server when an image file has been completely transferred and its integrity has been checked.

Cm- Name Dir Param- Param Description Total Size (Cm-
did eters Size dId+Payload)
0x06 Image Trans- C- Imagel- 21 Image IdStatus of the image 4

fer Complete >S  dStatus transfer. 0x00 - Success

The Imageld parameter contains the ID of the image file that was transferred.

The Status parameter is 0x00 (Success) if image integrity and possibly other checks have been
successfully made after the image is transferred and another value if integrity or other kind of
errors have occurred.

If the status is 0x00 the OTAP Client can trigger the Bootloader to start flashing the new image.
The image flashing should take about 15 seconds for a 160 KB flash memory.

Parent topic:Bluetooth Low Energy OTAP commands

Error notification command This command can be sent by both the OTAP Server and the
OTAP Client when an error of any kind occurs. When an OTAP Server receives this command, it
should stop any image file chunk transfer sequences in progress.

Cm- Name Dir Pa-  Paran Description Total
did ram- Size Size
e- (Bytes (Cm-
ters dId+Payload)
0x07 Er- Bidi1 Cm- 11 Id of the command which generated the error.Error 3
ror dIdEr Status: Examples: out of image bounds, chunk
No- rorSt: too small, chunk too large, image verification fail-
tifi- tus ure, bad command format, image not available, un-
ca- known command
tion

The CmdId parameter contains the ID of the command which caused the error (if applicable).

The ErrorStatus parameter contains the source of the error. All error statuses are defined in the
otapStatus_t enumerated type in the otap_interface.h file.

Parent topic:Bluetooth Low Energy OTAP commands

Stop image transfer command This command is sent from the OTAP Client to the OTAP Server
whenever the former wants to stop the transfer of an image block which is currently in progress,
or from OTAP Server to the OTAP Client when the image transfer is stopped from application (Test
Tool).

Cm- Name Dir Parame- Param Descrip-  Total Size (Cm-
did ters Size tion dId+Payload)
0x08 Stop Image C- Imageld 2 Imageld 3

Transfer >S

The Imageld parameter contains the ID of the image being transferred.
Parent topic:Bluetooth Low Energy OTAP commands
Parent topic:Bluetooth LE OTAP protocol

1.2. Wireless 157



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

OTAP client-server interactions The interactions between the OTAP Server and OTAP Client
start immediately after the connection, discovery of the OTAP Service characteristics and writing
of the OTAP Control Point CCC Descriptor by the OTAP Server.

The first command sent could be a New Image Notification sent by the OTAP Server to the OTAP
Client or a New Image Info Request sent by the OTAP Client. The OTAP Server can respond with
a New Image Info response if it has a new image for the device which sent the request (this
can be determined from the ImageVerison parameter). The best strategy depends on application
requirements.

After the OTAP Client has determined that the OTAP Sever has a newer image it can start down-
loading the image. This is done by Sending Image Block Request commands to retrieve parts of
the image file. The OATP Server answers to these requests with one or more Image Chunk Com-
mands via the requested transfer method or with an Error Notification if there are improper
parameters in the Image Block Request. The OTAP Client makes as many Image Block Requests
as it is necessary to transfer the entire image file.

The OTAP Client decides how often Image Block Request Commands are sent and can even stop
a block transfer which is in progress via the Stop Image Transfer Command. The OTAP Client
is in complete control of the image download process and can stop it and restart it at any time
based on its resources and application requirements.

A typical Bluetooth LE OTAP Image Transfer scenario is shown in the message sequence chart
Figure.

O AP Server | O AP Client |
New Image Notification (optional)

-------------------------------------------- Optional if Image Notification was received by OTAP Clignt --------------=s=msmmmmmmmmmsmmeoenenes
New |mage Info Request

New Image Info Response

Image Block Request

Image Chunk

Image Chunk

Image Chunk

....Image Block Chunks..........
Image Chunk

Image Block Request

....Image Block Chunks..........
Image Block Request

....Image Block Chunks..........
Image Block Request

.......... Image Block Requests and Image Block Chunks..........
Image Transfer Complete

Parent topic:Bluetooth LE OTAP protocol
Parent topic:Over the Air Programming (OTAP)

Bluetooth Low Energy OTAP image file format The Bluetooth LE OTAP Image file has a bi-
nary file format. It is composed of a header followed by a number of sub-elements. The header
describes general information about the file. There are some predefined sub-elements of a file
but an end manufacturer could add manufacturer-specific sub-elements. The header does not
have details of the sub-elements. Each element is described by its type.
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The general format of an image file is shown in the table below.

Image Value Description
File Ele- Field
ment Length

(bytes)
Header Variable The header contains general information about the image file.
Upgrade  Variable This sub-element contains the actual binary executable image, which
Image is copied into the flash memory of the target device. The maximum
Sub- size of this sub-element depends on the target hardware.
element
Image 2 This is a 16-bit CCITT type CRC which is calculated over all elements
File CRC of the image file with the exception of the Image File CRC sub-element
Sub- itself. This must be the last sub-element in an image file.
element

Each sub-element in a Bluetooth LE OTAP Image File has a Type-Length-Value (TLV) format. The
type identifier provides forward and backward compatibility as new sub-elements are intro-
duced. Existing devices that do not understand newer sub-elements may ignore the data.

The following table shows the general format of a Bluetooth LE Image File sub-element.

Sub- Size For- Description

field (Bytes) mat

Type 2 uint1l6 Type Identifier — determines the format of the data contained in
the value field

Length 4 uint32 Length of the Value field of the sub-element.

Value variable uint8[] Data payload

Some sub-element type identifiers are reserved while others are left for manufacturer-specific
use. The table below shows the reserved type identifiers and the manufacturer-specific ranges.

Type Identifiers Description

0x0000 Upgrade Image
0x0001 — Oxefff Reserved
0xf000 — Oxffff = Manufacturer-Specific Use

The OTAP Demo applications use two of the manufacturer-specific sub-element type identifiers
while the rest remain free to use. The two are shown in the table below along with a short

description.

Manufacturer- Sub- Notes

specific Type element

Identifiers Name

0xf000 Sector Bitmap that signals the bootloader the sectors of the internal
Bitmap flash, which should be overwritten and which should remain

as is.
0xf100 Image 16-bit CRC that is computed over the image file with the ex-

File CRC  ception of the CRC sub-element itself.

Bluetooth Low Energy OTAP header The format and fields of the Bluetooth Low Energy OTAP
Header are summarized in the table below.
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Octets Data Types Field Name Mandatory/Optional
4 Unsigned 32-bit integer Upgrade File Identifier M
2 Unsigned 16-bit integer Header Version M
2 Unsigned 16-bit integer Header Length M
2 Unsigned 16-bit integer Header Field Control M
2 Unsigned 16-bit integer Company Identifier M
2 Unsigned 16-bit integer Image ID M
8 8 byte array Image Version M
32 Character string Header String M
4 Unsigned 32-bit integer Total Image File Size M

The fields are shown in the order they are placed in memory from the first location to the last.

The total size of the header without the optional fields (if defined by the Header Field Control) is
58 bytes.

All the fields in the header have a little endian format with the exception of the Header String
field which is an ASCII character string.

A packed structure type definition for the contents of the Bluetooth LE OTAP Header can be found
in the otap_interface.h file.

Upgrade file identifier Fixed value 4 byte field used to identify the file as being a Bluetooth LE
OTAP Image File. The predefined value is “0x0B1EF11E”.

Parent topic:Bluetooth Low Energy OTAP header

Header version This 2 byte field contains the major and minor version number. The high byte
contains the major version and the low byte contains the minor version. The current value is
“0x0100” with the major version “01” and the minor version “00”. A change to the minor version
means the OTA upgrade file format is still backward compatible, while a change to the major
version suggests incompatibility.

Parent topic:Bluetooth Low Energy OTAP header

Header length Length ofall the fields in the header including the Upgrade File Identifier field,
Header Length field and all the optional fields. The value insulates existing software against
new fields that may be added to the header. If new header fields added are not compatible with
current running software, the implementations should process all fields they understand and
then skip over any remaining bytes in the header to process the image or CRC sub-element. The
value of the Header Length field depends on the value of the Header Field Control field, which
dictates which optional header fields are included.

Parent topic:Bluetooth Low Energy OTAP header

Header field control This is a 2-byte bit mask that specifies the optional fields present in the
OTAP Header.

In case no optional fields are defined, this whole field is reserved and should be set to “0x0000”.

Parent topic:Bluetooth Low Energy OTAP header

Company identifier This is the company identifier assigned by the Bluetooth SIG. The Com-
pany Identifier used for the OTAP demo applications is “0x01FF”.

Parent topic:Bluetooth Low Energy OTAP header
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Image ID This is a unique short identifier for the image file. It is used to request parts of an
image file. This number should be unique for all images available on a Bluetooth LE OTAP Server.

* The value 0x0000 is reserved for the current running image.

* The value OXFFFF is reserved as a “no image available” code for New Image Info Response
commands.

This field value must be used in the ImagelD field in the New Image Notification and New Image
Info Response commands.

Parent topic:Bluetooth Low Energy OTAP header

Image version This is the full identifier of the image file. It should allow a Bluetooth LE OTAP
Client to identify the target hardware, stack version, image file build version, and other param-
eters if necessary. The recommended format of this field (which is used by the OTAP Demo ap-
plications) is shown below but an end device manufacturer could choose different format. The
subfields are shown in the order they are placed in memory from the first location to the last.
Each subfield has a little-endian format, if applicable.

Subfield Size For- Description
(bytes) mat
Build Version 3 uint8[] Image build version.
Stack Version 1 uint8  0x41 for example for Bluetooth Low Energy Stack
version 4.1.
Hardware ID 3 uint8[] Unique hardware identifier.
End Manufac- 1 uint8  ID of the hardware-specific to the end manufacturer
turer Id

This field value must be used in the ImageVersion field in the New Image Notification and New
Image Info Response commands.

Parent topic:Bluetooth Low Energy OTAP header

Header string This is a manufacturer-specific string that may be used to store other necessary
information as seen fit by each manufacturer. The idea is to have a human readable string that
can prove helpful during the development cycle. The string is defined to occupy 32 bytes of space
in the OTAP Header. The default string used for the Bluetooth LE OTAP demo application is “BLE
OTAP Demo Image File”.

Parent topic:Bluetooth Low Energy OTAP header

Total image file size The value represents the total image size in bytes. This is the total of
data in bytes that is transferred over-the-air from the server to the client. In most cases, the
total image size of an OTAP upgrade image file is the sum of the sizes of the OTAP Header and
all the other sub-elements on the file. If the image contains any integrity and/or source identity
verification fields then the Total Image File Size also includes the sizes of these fields.

Parent topic:Bluetooth Low Energy OTAP header
Parent topic:Bluetooth Low Energy OTAP image file format
Parent topic:Over the Air Programming (OTAP)

Building Bluetooth Low Energy OTAP image file from SREC file A SREC (Motorola S-record)
file is an ASCII format file which contains binary information. Common file extensions are: .
srec, .s19, .28, .s37 and others. Most modern compiler toolchains can generate an SREC format
executable.
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The steps described in this section enable the creation of a SREC file for your embedded applica-
tion in IAR Embedded Workbench.

For this, open the target properties and go to the Output Converter tab. Activate the Generate
additional output checkbox and choose the Motorola option from the Output format drop
down menu. From the same pane you can also override the name of the output file. A screenshot
of the described configuration is shown in Figure.

I[1(../images/figure_19_new_srec.png “Enabling Options for Node “otap_client_att_freertos” in
IAR Embedded Workbench”)

In MCUXpresso IDE, go to Project properties -> Settings -> Build steps window and press the
“Edit” button for the Post-build steps. A Post-build steps window shows up in which the following
command must be added:

arm-none-eabi-objcopy -v -O srec --only-section=.text --only-section—=.data --only-section=ARM.exidx

17$ 9

”$ .srec”

A snapshot of this window is shown in the Figure below.

®
| | type filter text | Settings - - i L, . | 3
Resource
| Builders T O &= Outline
|« C/C++ Build Configuration: | Debug [ Active ] ~ | | Manage Configurations... ~ o
Build Variables # M
Environment ,‘( gA
Logging 5 Tool SEtti”QS Build Artifact Binary Parsers @ Error Parsers # oA
MCU settings # oD
Settings — Pre-build steps ;{ g4
| Tool Chain Editor Command: # oA
| C/C++ General ,‘( gA
MCUXpresso Cenfig Tools # qP
Project Natures Edit... # oR
Project References Description: # oA
Run/Debug Settings | v F# M
Task Tags # gTr
Validation # ob
" # ™
Command: ¥ o
BuildArtifactFileBaseMName}.srec” ; # checksum -p ${TargetChip} -d "${BuildArtifactFileBaseMame}.bin" ;( gF:
# qF
Description: # oF
Performing post-build steps v| # oF:
| | 4 or
l@ Post-build steps ) *

MNotes:
- Commands are executed by a Linux compatible shell
(not the Windows command processor).
- A comment character (#) disables ALL FOLLOWING COMMAMNDS.
- Enter one command per line.
- After editing, commands are concatenated with a ;' separator.

arm-none-eabi-size "${BuildArtifactFileMame}" |
-v -0 srec --only-section=text --only-section=.data --only-section=ARM.exidx "${BuildArtifactFileName}" "${BuildArtifactFileBaseName}.srec” e

# checksum -p ${TargetChip} -d "${BuildArtifactFileBaseMame}.bin"

The format of the SREC file is shown in table below. It contains lines of text called records which
have a specific format. An example of the contents of a SREC file is shown below.

S02000006F7461705F636C69656E745F6174745F4672656552544F532E73726563A 1
(continues on next page)
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(continued from previous page)
S1130000F83F0020EB0500007506000075060000A F
S113001075060000750600007506000075060000F0
S113002075060000750600007506000075060000E0
S113003075060000750600007506000075060000D0
S113004000000000000000000000000000000000AC
S1130050000000000000000000000000000000009C

S52140117900121380004F05FF8002866D12A003100E4
S52140117A06846008804F022F8A689002E16D0002884
52140117B014D12569278801A868A11022F7F782FCB1
S52140117C06B4601AA0121380004F045F800284CD1ET
S52140117D02A0031006846008804F008F8A68A002E20

All records start with the ASCII letter ‘S’ followed by an ASCII digit from ‘0’ to ‘9’. These two
characters from the record type identify the format of the data field of the record.

The next 2 ASCII characters are 2 hex digits that indicate the number of bytes (hex digit pairs)
which follow the rest of the record (address, data, and checksum).

The address that follows next can have 4, 6, or 8 ASCII hex digits, depending on the record type.

The data field is placed after the address and it contains 2 * n ASCII hex digits for ‘n’ bytes of
actual data.

The last element of the S record is the checksum, which comprises 2 ASCII hex digits. The check-
sum is computed by adding all the bytes of the byte count, address, and data fields. Then the ones
complement of the least significant octet of the sum is computed to determine the checksum.

Field Record Count Address Data Check- Line Ter-
Type sum minator
Format “Sn”, ASCI- ASCI- ASCIIhex digits ASCI- “r\n”
n=0..9 Ihex Ihex Thex
digits digits digits
Length 2 2 4,6,8 *Count —len(Address) - 2 2
(charac- *len(Checksum)
ters)

More details about the SREC file format can be found at this location:
en.wikipedia.org/wiki/SREC_(file_format).

We are only interested in records that contain actual data. These are S1, S2, and S3 records. The
other types of records can be ignored.

The S1, S2, and S3 records are used to build the Upgrade Image Sub-element of the image file
simply by placing the record data at the location specified by the record address in the Value
field of the Sub-element. It is recommended to fill all gaps in S record addresses with OxFF.

To build an OTAP Image File from a SREC file, follow the procedure described below:
* Generate the SREC file by correctly configuring your toolchain to do so.
* Create the image file header.
— Set the Image ID field of the header to be unique on the OTAP Server.
— Leave the Total Image File Size Field blank for the moment.
* Create the Upgrade Image Sub-element

— Read the S1, S2, and S3 records from the SREC file and place the binary record data to
the record addresses in the Value filed of the sub-element. Fill all address gaps in the
S records with OXFF.
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— Fill in the Length field of the sub-element with the length of the written Value field.
* Create the Sector Bitmap Sub-element

— A default working setting would be all byes OXFF for the Value field of this sub-element.
* Create the Image File CRC Sub-element

— Compute the total image file size as the length of the header + the length of all 3 sub-
elements and fill in the appropriate filed in the header with this value.

— Compute and write the Valuefield of this sub-element using the header and all sub-
elements except this one.

— The OTA_CrcCompute() function in the OtaSupport.c file can be used to incrementally
compute the CRC.

If the Image ID is not available when the image file is created, then the CRC cannot be computed.
It can be computed later after the Image ID is established and written in the appropriate field in
the header.

Parent topic:Over the Air Programming (OTAP)

Building Bluetooth Low Energy OTAP image file from BIN file A BIN file is an binary file
which contains an executable image. The most common extension for this type of file is .bin.
Most modern compiler toolchains can output a BIN format executable.

To enable the creation of a BIN file for your embedded application in IAR Embedded Workbench
open the target properties and go to the Output Converter tab. Activate the “Generate additional
output” checkbox and choose the binary option from the “Output format” drop down menu. From
the same pane you can also override the name of the output file. The Figure shows a screenshot
of the described configuration.
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Cateqaon:

Options for node "otap_client_12cap_credit_freertos"

General Options

Static Analysis

Runtime Checking
CfC++ Compiler
Aszembler

Custom Build
Build Actions
Linker
Debugaer
Simulator
CADI
CMSIS DAP
GDE Server
I-et
J-Link/1-Trace
TI Stellaris
Mu-Link
PE micro
STLIMK
Third-Party Driver
TI MSP-FET
TIXDS

Output Converter

Output

Generate additional output

Output format :
Raw binary w

Output file
[]Cvenide default

Factory 5ettingz

||:|ta|:|_|:lier|t_| Zeap_credit_freertos hin

Carcel

In MCUXpresso IDE, go to Project properties -> Settings -> Build steps window and press the
“Edit” button for the Post-build steps. A Post-build steps window shows up in which the following

command must be added:

arm-none-eabi-objcopy -v -O binary --only-section=.text --only-section=.data --only-section=-ARM.exidx
”${BuildArtifactFileName}”

7${BuildArtifactFileBaseName}.bin”

The Figure below shows the Build steps and Post-build steps in Settings window.
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n3 operties fo 45bd1zevk_otap_client_|2cap_credit_bm_test [}
[ type filter text Settings - - 8| Y
| =
| Resource L o i
| Builders | 8 5= Outline
| w C/C++ Build Configuration: |Debug [ Active ] ~| | Manage Cenfigurations... ~ = Chls
Build Variables # _APP.
Environment # ghpp
Logging B Tool Settings # Build steps Build Artifact Binary Parsers € Error Parsers # ghpp
MCU settings # gDeb
Settings €———— Pre-build steps # ghpp
| Tool Chain Editor Command: # ghpp
| C/C++ General # ghpp
MCUXpresso Config Tools # gPass
Project Natures Edit... # gRep
Project References Description: # :J"'.F.P
Run/Debug Settings | # Minir
Task Tags # gTmn
Validation Post-build steps ;:: :.
Commiand: % -
arm-none-eabi-size "${BuildArtifactFileName}" ; arm-none-eabi-objcopy -v -0 binary --only-section=. # o
P
Description: #
Performing post-build steps v| # o
| | ¥
Q Post-build steps 'y x
MNotes:

- Commands are executed by a Linux compatible shell
(not the Windows command processor).
- & comment character (#) disables ALL FOLLOWING COMMANDS.
- Enter one command per line.
- After editing, commands are concatenated with a ;' separator.

arm-none-eabi-size "${BuildArtifactFileMName)"|
arm-none-eabi-objcopy -v -0 binary --only-section=.text --only-section=.data --only-section=.ARM.exidx "${BuildArtifactFileMame}"
# checksum -p HTargetChip} -d "${BuildArtifactFileBaseName}.bin"

"${BuildArtifactFileBaseName}.bin"

The format of the BIN file is very simple. It contains the executable image in binary format as is,
starting from address 0 and up to the highest address. This type of file does not have any explicit
address information.

To build an OTAP Image File from a BIN file, follow the procedure below:

» Generate the BIN file by correctly configuring your toolchain to do so.

* Create the image file header
— Set the Tmage ID field of the header to be unique on the OTAP Server.
— Leave the Total Image File Size field blank for the moment.

* Create the Upgrade Image Sub-element
— Copy the entire contents of the BIN file as is into the Value filed of the sub-element.
— Fill in the Length field of the sub-element with the length of the written Value filed.

Create the Sector Bitmap Sub-element
— Adefault working setting would be all bytes 0xFF for the Value field of this sub-element.
* Create the Image File CRC Sub-element

— Compute the total image file size as the length of the header + the length of all 3 sub-
elements and fill in the appropriate filed in the header with this value.
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— Compute and write the Valuefield of this sub-element using the header and all sub-
elements except this one.

— The OTA_CrcCompute() function in the OtaSupport.c file can be used to incrementally
compute the CRC.

If the Image ID is not available when the image file is created, then the CRC cannot be computed.
It can be computed later after the Image ID is established and written in the appropriate field in
the header.

Parent topic:Over the Air Programming (OTAP)

Bluetooth Low Energy OTAP application integration The Bluetooth Low Energy OTAP demo
applications are standalone applications that only run the OTAP Server and the OTAP Client. In
practice, however the OTAP Server and OTAP Client are used alongside with other functions. The
OTAP functionality is used as a tool along with the main application on a device.

This section contains some guidelines on how to integrate OTAP functionality into other Blue-
tooth Low Energy applications.

OTAP server Before any OTAP transactions can be done the application which acts as an OTAP
Server must connect to a peer device and perform ATT service and characteristic discovery. Once
the handles of the OTAP Service, OTAP Control Point and OTAP Data characteristics and their
descriptors are found then OTAP communication can begin.

A good starting point for OTAP transactions for both the OTAP Server and The OTAP client is
the moment the Server writes the OTAP Control Point CCCD to receive ATT Indications from the
OTAP Client. At that point the Server can send a New Image Notification to the Client if it finds
out what kind of device the client is through other means than the OTAP server. How this can
be done is entirely application-specific. If the OTAP Server does not know exactly what kind of
device is the OTAP Client it can wait for the Client to send a New Image Info Request. Again, the
best behavior depends on application requirements.

Once OTAP communication begins then the OTAP Server just has to wait for commands from the
OTAP Client and answer them. This behavior is almost completely stateless. An example state
diagram for the OTAP Server application is shown in Figure.

Image Block Request Cmd

(Invalid Command Recg ed)s top Image Transfer Cmd

New Imagé Sgdest Cmd Image Block Request (valid)

IdleStopped Err.or Notification Cmd . " BlockTransfer
, (Invalid Command Received) ~—.. = . S

(Block Transfer Complete)

(Link Layer Disconnection)

The OTAP Server waits in an idle state until a valid Image Block Request command is received
and then moves to a pseudo-state and starts sending the requested block. The transfer can be
interrupted by some commands (Error Notification, Stop Image Transfer, and so on) or other
events (disconnection, user interruption, and so on).
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The otap_interface.h file contains infrastructure for sending and receiving OTAP Commands and
parsing OTAP image files. Packed structure types are defined for all OTAP commands and type
enumerations are defined for command parameter values and some configuration values like
the data payloads for the different transfer methods.

To receive ATT Indications and ATT Write Confirmations from the OTAP Client the OTAP Server
application registers a set of callbacks in the stack. This is done in the BluetoothLEHost_Initialized
function.

App_ RegisterGattClientProcedureCallback (BleApp_ GattClientCallback);
App_ RegisterGattClientIndicationCallback (BleApp_ GattIndicationCallback);

This BleApp_GattIndicationCallback() function is called when any attribute is indicated so the
handle of the indicated attribute must be checked against a list of expected handles. In our
case, we are looking for the OTAP Control Point handle that was obtained during the discovery
procedure.

The BleApp_GattIndicationCallback() function from the demo calls an application-specific func-
tion called BleApp_Attributelndicated() in which the OTAP Commands are handled.

static void BleApp_ Attributelndicated
(

deviceld_t deviceld,

uintl6_t handle,

uint8_ t* pValue,

uintl6_t length

if (handle == mPeerInformation.customInfo.otapServerConfig.hControlPoint)
{
otapCommandVars.pValueTemp = pValue;
otapCommand_ t* pOtaCmd = otapCommandVars.otapCommandTemp;
/* ... Missing code here ... */
/* If the OTAP Server does not have internal storage then all commands must be forwarded
* via the serial interface. */
FsciBleOtap_SendPkt (&(pOtaCmd->cmdId),
(uint8_ t*)(&(pOtaCmd->cmd)),
length - gOtap_ CmdIdFieldSize_c);

elseif (handle == otherHandle)

{

/* Handle other attribute indications here */
/* ... Missing code here ... */

}

else

/*!' A GATT Client is trying to GATT Indicate an unknown attribute value.
* This should not happen. Disconnect the link. */
Gap_ Disconnect (deviceld);

}
}

OTAP Server demo does not have internal storage, so all commands are forwarded via the serial
interface.

To send OTAP Commands to the OTAP Client the application running the OTAP Server calls the
OtapServer_SendCommandToOtapClient() function, which performs an ATT Write operation on
the OTAP Control Point attribute.

static void OtapServer_SendCommandToOtapClient
(deviceld_t otapClientDevld,
void* pCommand,
uintl6_t cmdLength)
(continues on next page)
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{
/* GATT Characteristic to be written - OTAP Client Control Point */
gattCharacteristic_t  otapCtrlPointChar;
bleResult_t bleResult;
/* Only the value handle element of this structure is relevant for this operation. */
otapCtrlPointChar.value.handle = mPeerInformation.customInfo.otapServerConfig.hControlPoint;
otapCtrlPointChar.value.valueLength = 0;
otapCtrlPointChar.cNumDescriptors = 0;
otapCtrlPointChar.aDescriptors = NULL;
bleResult = GattClient_ SimpleCharacteristicWrite (mPeerInformation.deviceld,
&otapCtrlPointChar,
cmdLength,
pCommand);
if (gBleSuccess__c¢ == bleResult)
otapServerData.lastCmdSent ToOtapClient = (otapCmdIdt_ t)(((otapCommand t*)pCommand)->
—cmdlId);
}
else
/*!' A Bluetooth Low Energy error has occurred - Disconnect */
(void)Gap_ Disconnect (otapClientDevId);
}
}

The ATT Confirmation for the ATT Write is received in the BleApp_GattClientCallback() set up
earlier which receives a GATT procedure success message for a gGattProcWriteCharacteristic-
Value_c procedure type.

static void BleApp_ GattClientCallback(

)

{

deviceld_ t serverDeviceld,
gattProcedureType_ t procedureType,
gattProcedureResult_t procedureResult,

bleResult t error
union
{
uint8_t errorTemp;
attErrorCode_t attErrorCodeTemp;
tattErrorCodeVars;

if (procedureResult == gGattProcError c)

attErrorCodeVars.errorTemp = (uint8 t)error & OxFEFU;
attErrorCode_t attError = attErrorCodeVars.attErrorCodeTemp;
if (attError == gAttErrCodelnsufficientEncryption_c ||
attError == gAttErrCodelnsufficient Authorization c ||
attError == gAttErrCodelnsufficient Authentication_ c)
{
#if gAppUsePairing_d
/* Start Pairing Procedure */
(void)Gap_ Pair (serverDeviceld, &gPairingParameters);
#endif
}

BleApp_ StateMachineHandler (serverDeviceld, mAppEvt_ GattProcError_c);

(continues on next page)
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else if (procedureResult == gGattProcSuccess_c)

{

switch(procedureType)

{

/* ... Missing code here... */
case gGattProcWriteCharacteristicValue_ c:

{

BleApp_ HandleValueWriteConfirmations (serverDeviceld);

}

break;

default:
; /* For MISRA compliance */
break;

}

BleApp_ StateMachineHandler(serverDeviceld, mAppEvt_ GattProcComplete_ c);

}

else

{
; /* For MISRA compliance */

}
}

The BleApp_HandleValueWriteConfirmations() function deals with ATT Write Confirmations
based on the requirements of the application.

There are two possible transfer methods for Image Chunks, the ATT transfer method and the
L2CAP transfer method. The OTAP server is prepared to handle both, as requested by the OTAP
Client.

To be able to use the L2CAP transfer method, the OTAP Server application must register a L2CAP
LE PSM and 2 callbacks: a data callback and a control callback. This is done by using the Blue-
toothLEHost_Initialized() function.

/* Register OTAP L2CAP PSM */
L2ca_ RegisterLePsm (gOtap_ L2capLePsm__c,
gOtapCmdImageChunkCocMaxLength_ ¢); /*!< The negotiated MTU must be higher than,,
—the biggest data chunk that is sent fragmented */

App_ RegisterLeCbCallbacks(BleApp_ L2capPsmDataCallback, BleApp_ L2capPsmControlCallback);

The data callback BleApp_L2capPsmDataCallback() is not used by the OTAP Server.

The control callback is used to handle L2CAP LE PSM connection requests from the OTAP Client
and other events: PSM disconnections, No peer credits, and so on. The OTAP Client must initiate
the L2CAP PSM connection if it wants to use the L2CAP transfer method.

static void BleApp_ L2capPsmControlCallback(12capControlMessage_t* pMessage)
{

switch (pMessage->messageType)

{

case gl2ca_ LePsmConnectRequest_ c:

{

12calLeCbConnectionRequest_ t *pConnReq = &pMessage->messageData.connectionRequest;

/* Respond to the peer L2ZCAP CB Connection request - send a connection response. */
(void)L2ca_ ConnectLePsm (gOtap_ L2capLePsm_ c,
pConnReq->deviceld,
mAppLeCblnitialCredits_ c);
break;
(continues on next page)
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}

case gL2ca_ LePsmConnectionComplete_ c:

{

12caLLeCbConnectionComplete_t *pConnComplete = &pMessage->messageData.connectionComplete;
if (pConnComplete->result == gSuccessful_c)

/* Set the application L2CAP PSM Connection flag to TRUE because there is no gl.2ca__
—LePsmConnectionComplete_ ¢

* event on the responder of the PSM connection. */

otapServerData.l2capPsmConnected = TRUE;

otapServerData.l2capPsmChannelld = pConnComplete->cld;

if (pConnComplete->peerMtu > gOtap_ 12capCmdMtuDataChunkOverhead_ c)

otapServerData.negotiatedMaxL2CapChunkSize = pConnComplete->peerMtu - gOtap__
—12capCmdMtuDataChunkOverhead_ c;
}
}
break;

}

case gl.2ca_ LePsmDisconnectNotification_ c:

{

12cal.eCbDisconnection_ t *pCbDisconnect = &pMessage->messageData.disconnection;

/* Call App State Machine */
BleApp_ StateMachineHandler (pCbDisconnect->deviceld, mAppEvt_ CbDisconnected_ c);

otapServerData.l2capPsmConnected = FALSE;
break;
}

case gl.2ca_ NoPeerCredits_ c:

12cal.eCbNoPeerCredits_ t *pCbNoPeerCredits = &pMessage->messageData.noPeerCredits;
(void)L2ca_ SendLeCredit (pCbNoPeerCredits->deviceld,
otapServerData.l2capPsmChannelld,
mAppLeCblnitialCredits_ c);

break;

}

case gl.2ca_ Error_ c:

/* Handle error */
break;

}

default:
; /* For MISRA compliance */

break;

}
}

The ATT transfer method is supported by default but the L2CAP transfer method only works if
the OTAP Client opens an L2CAP PSM credit-oriented channel.

To send data chunks to the OTAP Client the OTAP Server application calls the
OtapServer_SendCImgChunkToOtapClient() function which delivers the chunk via the
selected transfer method. For the ATT transfer method the chunk is sent via the
GattClient_CharacteristicWriteWithoutResponse() function and for the L2CAP transfer method
the chunk is sent via the L2ca_SendLeCbData() function.

static void OtapServer_ SendCImgChunkToOtapClient(deviceld_t otapClientDevId,
void pChunk,

(continues on next page)
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uintl6_t chunkCmdLength)

bleResult_t bleResult = gBleSuccess_ c;
if (otapServerData.transferMethod == gOtapTransferMethodAtt_ c)

{

/* GATT Characteristic to be written without response - OTAP Client Data */
gattCharacteristic_ t otapDataChar;
/* Only the value handle element of this structure is relevant for this operation. */
otapDataChar.value.handle = mPeerInformation.customInfo.otapServerConfig.hData;
bleResult = GattClient_ CharacteristicWrite WithoutResponse

(mPeerInformation.deviceld,

&otapDataChar,

chunkCmdLength,

pChunk);

else if (otapServerData.transferMethod == gOtapTransferMethodL2capCoC__c)

{

bleResult = L2ca_SendLeCbData (mPeerInformation.deviceld,
otapServerData.l2capPsmChannelld,
pChunk,
chunkCmdLength);

}

if (gBleSuccess_ ¢ != bleResult)

/*!' A Bluetooth Low Energy error has occurred - Disconnect */
Gap_ Disconnect (otapClientDevId);

}
}

The OTAP Server demo application relays all commands received from the OTAP Client to a PC
through the FSCI type protocol running over a serial interface. It also directly relays all responses
from the PC back to the OTAP Client.

Other implementations can bring the image to an external memory through other means of com-
munication and directly respond to the OTAP Client requests.

Parent topic:Bluetooth Low Energy OTAP application integration

OTAP client An application running an OTAP Client must wait for an OTAP Server to connect
and perform service and characteristic discovery before performing any OTAP-related opera-
tions. OTAP transactions can begin only after the OTAP Server writes the OTAP Control point
CCC Descriptor to receive ATT Notifications. After this is done, bidirectional communication is
established between the OTAP Server and Client and OTAP transactions can begin.

The OTAP Client can advertise the OTAP Service via the demo application. Optionally, the OTAP
Server may already know the advertising device has an OTAP Service based on application-
specific means. In both situations, the OTAP Server must discover the handles of the OTAP Service
and its characteristics.

In addition to the OTAP Service instantiated in the GATT Database, the OTAP Client needs to have
some storage capabilities for the downloaded image file.

How to put the OTAP Service in the GATT Database is described in The OTAP Service and Char-
acteristics.

The upgrade image storage capabilities in the demo OTAP Client applications are handled by
the OtaSupport module from the Framework, which contains support modules and drivers. The
OtaSupport module has support for both internal storage (a part of the internal flash memory is
reserved for storing the upgrade image) and external storage (a SPI flash memory chip).

The demo applications use internal storage by default. The internal storage is viable only if there
is enough space in the internal flash for the upgrade image — the flash in this case should be at
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least twice the size of the largest application. The OtaSupport module also needs the Eeprom
module from the Framework to work correctly.

The OtaSupport module also includes functionality for configuring the OTACFG IFR sections after
the image is received in order to enable the ROM bootloader to perform the actual image update.

To use the OtaSupport module several configuration options must be set up in both the source
files and the linker options of the toolchain.

To use internal storage, set up the gUselnternalStorageLink__d=1 symbolin the linker configuration
window (Linker->Config tab in the IAR project properties) and set the gAppOtaExternalStorage_ ¢
value to (0) in the app_ preinclude.hfile:

/*! Define as 1 to place OTA storage in external flash */
#define gAppOtaExternalStorage_c (0)

The OTAP demo applications for the IAR EW IDE have some settings in the Linker options tab
which must be configured to use OtaSupport and the OTAP Bootloader. In the Project Tar-
get Options->Linker->Config tab, 3 symbols must be correctly defined. To use NVM storage,
thegUseNVMLink_d symbol must be set to 1. The gUselnternalStorageLink_d symbol must be set
to 0 when OTAP external storage is used and to 1when the internal storage is used. The gEraseN-
VMLink_d must be set to 0.

An example linker configuration window for IAR is shown below.

Options for node "otap_client_att_freertos” >

Categony: Factary Settings

General Options

Static Analysis

Runtime Checking
C/C++ Compiler Hdefine Diagnostics Checksum Encodings Extra Options
Aszzembler Config  Library Input  Optimizations = Advanced Output  List

Dutput Converter Linker corfiguration file
Custom Build

Build Actions Ovenide default

|SPROJ_DIRS/connectiviy icf

Debugoer
Simulator Edit...
CADI
CMSIS DAP Corfiguration file symbol definitions: (one per ling)

GDE Server gUselntemalStorageLink_d=1 = Enable Internal
Iget glseNVMLink_d=1 .
3ink/)-Trace gEraseNVMLink_d=1 Storage Driver

TI Stellari __ram_vector_table__=1
Nu-l_inkans gFashMbulmage_d=1

PE micrao

STLIMK
Third-Party Driver
TI MSP-FET
TIXDS

Enable\Disable the
use of NVM storage

Carcel

Note: The gEraseNVMLink_d=1 IAR linker flag places some dummy bytes into the NVM region to
invalidate the data and force the application to erase the entire NVM region. When generating
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an image for the OTA upgrade, this flag must be set to 0. This results in a smaller image size being
transferred and lower power consumption. If the NVM region must be erased after the upgrade
process, the “Preserve NVM” checkbox (from the Over The Air programming tool) should be
unchecked.

For MCUZXpresso IDE, the linker settings required for OTAP applications can be set up from the
“SDK Import Wizard” or from the “Project Properties ->MCU settings”. Refer to Figure.

@ Properties for kw45b41zevk_otap_client_att_freertos [} ® [
|t';-'pefilter text | MCU settings = -~ §
Resource
Builders Available parts
w C/C++ Build IDE
Build Variables —
Envi t
L"V".D"me" + SDK MCUs ® - Preinstalled MCUs
ogging . . : Moo e
MCU settings MCUs from installed SDKs. Please click above or visit MCUs from preinstalled LPC and generic Cortex-M part support
Settings mcuxpresso.nxp.com to obtain additional 5DKs. Target A
Tool Chain Editor NXP KWA45B41Z83000A CTMNxx
C/C++ General - KW LPC1102
MC.UXpresso Config Teols KWASB41Z8300cA LPC112%
Project Matures LPC11 A
Project References LPC11ERx
Refactoring History LPC11Exx
Run/Debug Settings LPC11UBx
Task Tags LPC11Uxx
Validation LPCT13x
LPC1 TV &7
Target architecture: cortex-m33

Preserve memory configuration

Preserve project configuration

Memory details (KW45B41Z8300A)"

Default LinkServer Flash Driver | Browse...
Type MName Alias Location Size Driver b
Flash PROGRAM_FLASH Flash 0x0 0x7a000 KW45B41.cfx
Flash INT_STORAGE Flash2 0x7a000 0x7c000 KW45B41.cfx 2
Flash MVM_region Flash3 0xf6000 0x 8000 KW45B41.cfx
Flash PROD_DATA Flashd Oxfe0D0 (0x2000 KW45B41.cfx
RAM SRAM RAM 0x 20000400 Ox 100
RAM RAM_VECTOR_TABLE RAMZ (0x20000000 0x400
RAM rpmsg_sh_mem RAM3 04893400 01800
Add Flash | | Add RAM Split| | Join | | Delete Import... | | Merge... | Export..| | Generate..

Refresh MCU Cache

Restore Defaults Apply

':?;' Apply and Close Cancel

The demo applications use internal storage by default. To enable external storage support for
MCUX, set the gAppOtaExternalStorage c value to (1) in the app_ preinclude.hfile. Also remove
the INT STORAGE section (from Project Properties-> MCU settings) and extend the PRO-
GRAM_ FLASHsection as shown in the Figure.
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B Properties for kwd5b41zevk_ctap_client_|2cap_credit_freertos O >
type filter text MCU settings T - 4§
Resource
Builders Available parts
w C/C++ Build T
Build Variables - o
E ent
lg-;?:gm - SDK MCUs - « Preinstalled MCUs
MCU settings MCUs from installed SDKs. Please click above or :‘I'Et.;sl. frfntip'e:nstal ed LPC and generic Cortex-M
Settings visit Mcuxpresso. nxp.com to obtain additional part suppar
SOk |
Teal Chain Editer SDee. Target A
C/C+» General MHP KWASB41 78 Boxn A C T
MCUXpresse Config Tools w KW | LPC1102
Project Matures KWA5E4 78 A | » LPC112x
Project References | LPC 11 Axx
Refactonng History | LPC11ESx
Run/Debug Settings | LPCT1Exx
Task Tags | LPCTIUE
Validation | LPCT Tl
| LPCTIxx
| LPCTIxxlV W
Target architecture: cortex-m33
[=A Preserve memory configuration
Preserve praject configuration
Memaory details (KWASE4178300mA)”
Default LinkServer Flash Driver Browse...
& Mame Alias Location Size Drivveer 7
L1
Flash PROGRAM.. Flash (i2%1] Of 6000 KW4SE41.c...
Flash NVM_region  Flash2 Ot G000 08000 KW45B41.c...
Flash PROD_DATA  Flash3 Oref D00 (52000 KW4SB41.c...
FaM SRAM RAM (20000400 Ox1beld
RAM FAM_VECT.. RAM2 020000000 (w400
RAM rpmsg_sh_.. RAM3 (redB9c5400 D800
Add Flash | Add RAM Split | Join | Delete Import... | Merge.. | Export... |Generate..
Reefresh MCU Cache
Restore Defaults Apply
f_?: Apply and Close Cancel

Once the application starts and bidirectional OTAP communication is established via the OTAP
Service, then the OTAP Client must determine if the connected OTAP Server has a newer image
than the one currently present on the device. This can be done in two ways:

» The OTAP Server knows by some application-specific means that it has a newer image and
sends a New Image Notification to the OTAP Client or

* The OTAP Client sends a New Image Info Request to the OTAP Server and waits for a re-
sponse. This example application uses the second method.

The New Image Info Request contains enough information about the currently running image to
allow the OTAP Server to determine if it has a newer image for the requesting device. The New
Image Info Response contains enough information for the OTAP Client to determine if the “dead-
vertised” image is newer and it wants to download it. The best method is entirely dependent on
application requirements.
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An example function that checks if an ImageVerison field from a New Image Notification or
a New Image Info Response corresponds to a newer image (based on the suggested format
of this field) is provided in the OTAP Client demo applications. The function is called Otap-
Client_IsRemoteImageNewer().

The OTAP Client application is a little more complicated than the OTAP Server application be-
cause more state information needs to be handled (current image position, current chunk se-
quence number, image file parsing information, and so on). An example state diagram for the
OTAP Client is shown below. The Figure briefly lists the steps of the image download process.
Note that some of the states may not be explicitly present in the demo applications.

IdleStopped Idle

ew Image Info Req

WaitForImgInfo

\Ncw Image Info Resp

New Image Notification

Downloading
DownloadingImage

Image Block Req\(Block Transfer Complete) YError)

(Link Connection)

(Link Disconnection) WaitForImgChunks

(Integrity Error)

(Link Disconnection)

WaitForReconnection

Img Download Complete)

CheckImglntegrity

Integrity Check Success)

Download Complete
TriggerBootloader

Image Download Complete

After the OTAP Client determines that the peer OTAP Server has a suitable upgrade image avail-
able, it can start the download process. This is done by sending multiple Image Block Request
messages and waiting for the Image Chunks via the selected transfer method.

While receiving the image file blocks, the OTAP Client application parses the image file. In case
any parameter of an image file sub-element is invalid or the image file format is invalid, it sends
an Error Notification to the OTAP Server and tries to restart the download process from the
beginning or a known good position.

When an Image Chunk is received, its sequence number is checked and its content is parsed in
the context of the image file format. If the sequence number is not as expected, then the block
transfer is restarted from the last known good position. When all chunks of an Image Block are
received, the next block is requested, if there are more blocks to download. When the last Image
Block in an image file is received, then the image integrity is checked (the received CRC from the
Image File CRC sub-element is compared to the computed CRC).

The computed image integrity initialization and intermediary value must be reset to ‘0’ before
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starting or restarting an image download. If the image integrity check fails then the image down-
load process is restarted from the beginning. If the image integrity check is successful, then the
Image Download Complete message is sent to the OTAP Server, the OTACFG IFR is updated and the
MCU is restarted. After the restart, the ROM bootloader kicks in and writes the new image to the
flash memory, afterwards giving CPU control to the newly installed application.

If at any time during the download process, a Link Layer disconnection occurs, then the image
download process is restarted from the last known good position when the link is re-established.

As noted earlier, the OTAP Client application needs to handle a lot of state information. In the
demo application, all this information is held in the otapClientData structure of the otapClien-
tAppData_t type. The type is defined and the structure is initialized in the otap_client.c file of
the application. This structure is defined and initialized differently for the OTAP Client ATT and
L2CAP example applications. Mainly, the transferMethod member of the structure is constant
and has different values for the two example applications and the L2CAP application structure
has an extra member.

To receive write notifications when the OTAP Server writes the OTAP Control Point attribute
and ATT Confirmations when it indicates the OTAP Control Point attribute, the OTAP Client
application must register a GATT Server callback and enable write notifications for the OTAP
Control Point attribute. This is done in the BluetoothLEHost_Initialized() function in the
otap_client_att.c/otap_client_[2cap_credit.c file.

static void BluetoothLEHost_ Initialized(void)

{
/* ... Missing code here ... */

/* Register stack callbacks */
(void) App_ RegisterGattServerCallback (BleApp_ GattServerCallback);

/* ... Missing code here ... */

}

The BleApp_GattServerCallback() function handles all incoming communication from the OTAP
Server.

static void BleApp_ GattServerCallback (deviceld t deviceld, gattServerEvent_t* pServerEvent)

{

switch (pServerEvent->eventType)

{
/* ... Missing code here ... */

case gEvtCharacteristicCccd Written_ c:

{
OtapClient_ CccdWritten (deviceld,
pServerEvent->eventData.charCccd WrittenEvent.handle,
pServerEvent->eventData.charCccd WrittenEvent.newCecd);
}
break;

case gEvtAttributeWritten_ c:

{

OtapClient_ AttributeWritten (deviceld,
pServerEvent->eventData.attributeWrittenEvent.handle,
pServerEvent->eventData.attributeWrittenEvent.cValueLength,
pServerEvent->eventData.attributeWrittenEvent.aValue);

}
break;

case gEvtAttributeWrittenWithoutResponse_ c:

{

OtapClient__AttributeWrittenWithoutResponse (deviceld,
(continues on next page)
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pServerEvent->eventData.attributeWrittenEvent.handle,
pServerEvent->eventData.attributeWrittenEvent.cValueLength,
pServerEvent->eventData.attributeWrittenEvent.aValue);

}

break;

case gEvtHandleValueConfirmation_ c:

{

OtapClient_ HandleValueConfirmation (deviceld);
break;*
/* ... Missing code here ... */

default:
; /* For MISRA compliance */

break;

}
}

When the OTAP Server Writes a CCCD the BleApp_GattServerCallback() function calls the Otap-
Client_CccdWritten() function which sends a New Image Info Request when the OTAP Control
Point CCCD is written it — this is the starting point of OTAP transactions in the demo applications.

When an ATT Write Request is made by the OTAP Server the the BleApp_GattServerCallback()
function calls the OtapClient_AttributeWritten() function which handles the data as an OTAP
command. Only writes to the OTAP Control Point are handled as OTAP commands. For each
command received from the OTAP Server there is a separate handler function which performs
required OTAP operations. These are:

* OtapClient_HandleNewImageNotification()
* OtapClient_HandleNewImagelnfoResponse()
» OtapClient_HandleErrorNotification()

When an ATT Write Command (GATT Write Without Response) is sent by the OTAP Server the
BleApp_GattServerCallback() function calls the OtapClient_AttributeWrittenWithoutResponse()
function which handles Data Chunks if the selected transfer method is ATT and returns an error if
any problems are encountered. Data chunks are handled by the OtapClient_HandleDataChunk()
function.

static void BleApp_ AttributeWrittenWithoutResponse (deviceld_t deviceld,
uint16_t handle,
uint16_t length,
uint8 t* pValue)
{
/* ... Missing code here ... */
f (handle == value_otap_ data)
{
/* ... Missing code here ... */
if (otapClientData.transferMethod == gOtapTransferMethodAtt c)

{

if (((otapCommand_ t*)pValue)->cmdld == gOtapCmdIdImageChunk_ c)
OtapClient_ HandleDataChunk (deviceld,

length,
pValue);

}
}
/* ... Missing code here ... */

(continues on next page)
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/* ... Missing code here ... */

}

Finally, when an ATT Confirmation is received for a previously sent ATT Indication the
BleApp_GattServerCallback() function calls the OtapClient_HandleValueConfirmation() function,
which performs the necessary OTAP operations based on the last sent command to the OTAP
Server. This is done using separate confirmation handling functions for each command that is
sent to the OTAP Server. These functions are:

» OtapClient_HandleNewImagelnfoRequestConfirmation()
* OtapClient_HandleImageBlockRequestConfirmation()

OtapClient_HandleImageTransferCompleteConfirmation()

OtapClient_HandleErrorNotificationConfirmation()
* OtapClient_HandleStopImageTransferConfirmation()

Outgoing communication from the OTAP Client to the OTAP Server is done using the
OtapCS_SendCommandToOtapServer() function. This function writes the value to be in-
dicated to the OTAP Control Point attribute in the GATT database and then calls the
*0OtapCS_SendControlPointIndication()*which checks if indications are enabled for the target de-
vice and sends the actual ATT Indication. Both functions are implemented in the otap_service.c
file.

bleResult__t OtapCS__SendCommandToOtapServer (uintl6_t serviceHandle,
void* pCommand,
uintl6_t cmdLength)

{

union
{

uint8  t* uuid__char_ otap__control__pointTemp;

bleUuid_ t* bleUuid Temp;
}bleUuidVars;
uint16_t handle;
bleResult_ t result;
bleUuidVars.uuid__char_otap_ control pointTemp = uuid_ char_ otap_ control point;
bleUuid_ t* pUuid = bleUuidVars.bleUuidTemp;
/* Get handle of OTAP Control Point characteristic */
result = GattDb_ FindCharValueHandleInService(serviceHandle,

gBleUuidTypel28_ ¢, pUuid, &handle);

if (result == gBleSuccess_c)
{

/* Write characteristic value */

result = GattDb_ WriteAttribute(handle,

cmdLength,
(uint8__t*)pCommand);
if (result == gBleSuccess_ c)
/* Send Command to the OTAP Server via ATT Indication */
result = OtapCS_ SendControlPointIndication (handle);

}
}
return result;

}

(continues on next page)
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static bleResult_t OtapCS__SendControlPointIndication (uint16_t handle)

{
uintl6_t hCccd;

bool__t isIndicationActive;

/* Get handle of CCCD */

GattDb_ FindCccdHandleForCharValueHandle (handle, &hCccd);
Gap_ CheckIndicationStatus (...);

return GattServer SendIndication (...);

}

The otap_interface.h file contains all the necessary information for parsing and building OTAP
commands (packed command structures type definitions, command parameters enumerations,
and so on).

For the two possible image transfer methods (ATT and L2CAP) there are two separate demo appli-
cations. To be able to use the L2CAP transfer method the OATP Client application must register
a L2CAP LE PSM and 2 callbacks: a data callback and a control callback. This is done in the
OtapClient_Config() function.

/* Register OTAP L2CAP PSM */

L2ca_ RegisterLePsm (gOtap_ L2capLePsm_ c,

gOtapCmdImageChunkCocMaxLength_ ¢); /*!< The negotiated MTU must be higher than the biggest data
—chunk that is sent fragmented */

App_ RegisterLeCbCallbacks(BleApp_ L2capPsmDataCallback, BleApp_ L2capPsmControlCallback);

The control callback is used to handle L2CAP LE PSM-related events: PSM disconnections, PSM
Connection Complete, No peer credits, and so on.

static void BleApp_ L2capPsmControlCallback(12capControlMessage_t* pMessage)

{

switch (pMessage->messageType)

{

case gl2ca_ LePsmConnectRequest_ c:

{

12calLeCbConnectionRequest_ t *pConnReq = &pMessage->messageData.connectionRequest;

/* This message is unexpected on the OTAP Client, the OTAP Client sends L2CAP PSM connection
* requests and expects L2CAP PSM connection responses.

* Disconnect the peer. */

(void)Gap_ Disconnect (pConnReq->deviceld);

break;

}

case gl2ca_ LePsmConnectionComplete c:

{

12caLeCbConnectionComplete_t *pConnComplete = &pMessage->messageData.connectionComplete;

/* Call the application PSM connection complete handler. */
OtapClient_ HandlePsmConnectionComplete (pConnComplete);

break;

}

case gl2ca_LePsmDisconnectNotification c:

{

12caL.eCbDisconnection_t *pCbDisconnect = &pMessage->messageData.disconnection;

/* Call the application PSM disconnection handler. */
OtapClient_ HandlePsmDisconnection (pCbDisconnect);

break;
(continues on next page)

180 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

(continued from previous page)

}

case gl.2ca_ NoPeerCredits_ c:
{
12caL.eCbNoPeerCredits_ t *pCbNoPeerCredits = &pMessage->messageData.noPeerCredits;
(void)L2ca_ SendLeCredit (pCbNoPeerCredits->deviceld,
otapClientData.l2capPsmChannelld,
mAppLeCblnitialCredits_ c);
break;

}

case gl.2ca_ Error_ c:

/* Handle error */
break;

}

default:
; /* For MISRA compliance */
break;

}
}

The OTAP Client must initiate the L2ZCAP PSM connection if it wants to use the L2CAP transfer
method; this can be done using the L2ca_ConnectLePsm() function. The L2ca_ConnectLePsm()
function is called by the OtapClient_ContinueImageDownload() if the transfer method is L2CAP
and the PSM is found to be disconnected.

static void OtapClient ContinuelmageDownload (deviceld t deviceld)
{
/* ... Missing code here ... */
/* Check if the L2ZCAP OTAP PSM is connected and if not try to connect and exit immediately. */
if ((otapClientData.l2capPsmConnected == FALSE) &&
(otapClientData.state !|= mOtapClientStateImageDownloadComplete c))
{
L2ca_ ConnectLePsm (gOtap_ L2capLePsm_ c,
deviceld,
mAppLeCblnitialCredits_ c);
bValidState = FALSE:;
}

/* ... Missing code here ... */

}

The PSM data callback BleApp_L2capPsmDataCallback() is used by the OTAP Client to handle
incoming image file parts from the OTAP Server.

static void BleApp_ L2capPsmDataCallback (deviceld_t  deviceld,
uintl6_t lePsm,
uint8  t* pPacket,
uintl6_t packetLength)

{

OtapClient  HandleDataChunk (deviceld,
packetLength,
pPacket);

}

All data chunks regardless of their source (ATT or L2CAP) are handled by the Otap-
Client_HandleDataChunk() function. This function checks the validity of Image Chunk messages,
parses the image file, requests the continuation or restart of the image download and triggers
the bootloader when the image download is complete.

static void OtapClient_ HandleDataChunk (deviceld_t deviceld, uint16_t length, uint8 t* pData);

The Image File CRC Value is computed on the fly as the image chunks are received using
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the OTA_CrcCompute() function from the OtaSupport module which is called by the Otap-
Client_HandleDataChunk() function. The OTA_CrcCompute() function has a parameter for the
intermediary CRC value which must be initialized to 0 every time a new image download is
started.

The actual write of the received image parts to the storage medium is also done in the Otap-
Client_HandleDataChunk() function using the OtaSupport module. This is achieved using the fol-
lowing functions:

* OTA_StartImage() - called before the start of writing a new image to the storage medium.

* OTA_Cancellmage() — called whenever an error occurs and the image download process
needs to be stopped/restarted from the beginning.

* OTA_PushimageChunk() — called to write a received image chunk to the storage medium.
Note that only the Upgrade Image Sub-element of the image file is actually written to the
storage medium.

* OTA_CommitImage() - called to set up what parts of the downloaded image are written to
flash and other information for the bootloader. The Value field of the Sector Bitmap Sub-
element of the Image File is given as a parameter to this function.

* OTA_SetNewImageFlag() - called to configure the OTACFG IFR when a new image has been
successfully received. When the MCU is reset, the ROM bootloader transfers the new image
from the storage medium to the program flash.

To continue the image download process after a block is transferred or to restart it after an error
has occurred the OtapClient_ContinueImageDownload() function is called. This function is used
in multiple situations during the image download process.

To summarize, an outline of the steps required to perform the image download process is shown
below:

» Wait for a connection from an OTAP Server
Wait for the OTAP Server to write the OTAP Control Point CCCD

* Ask or wait for image information from the server

» If a new image is available on the server, start the download process using the Otap-
Client_ContinueImageDownload() function.

— If the transfer method is L2CAP CoC, then initiate a PSM connection to the OTAP Server

Repeat while image download is not complete.
— Wait for image chunks.

— Call the OtapClient_HandleDataChunk() function for all received image chunks regard-
less of the selected transfer method.

* Check image file header integrity using the OtapClient_IsImageFileHeaderValid()
function.

* Write the Upgrade Image Sub-element to the storage medium using OtaSupport
module functions.

% When the download is complete, check image integrity.

- If the integrity check is successful, commit the image using the Sector Bitmap
Sub-element and trigger the bootloader

- If integrity check fails, restart the image download from the beginning
* If the download is not complete, ask for a new image chunk.

— If any error occurs during the processing of the image chunk, restart the download
from the last known good position.
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 If an image was successfully downloaded and transferred to the storage medium and the
bootloader triggered, then reset the MCU to start the flashing process of the new image.

Parent topic:Bluetooth Low Energy OTAP application integration
Parent topic:Over the Air Programming (OTAP)

Secured OTAP The security features of the KW45/K32W1 devices enable them to use se-
cured OTAP, meaning the new images can be authenticated and encrypted. The decryp-
tion/authentication keys are programmed into hardware fuses. For information on how to pre-
pare the board, refer to the accompanying document related to board provisioning. For infor-
mation on how to obtain the secured image, refer to the Bluetooth Low Energy Demo Applications
User’s Guide (BLEDAUG).

Parent topic:Over the Air Programming (OTAP)

Creating a Bluetooth LE application when the Host Stack runs on another processor This
section describes how to create a Bluetooth Low Energy application (host), when the Bluetooth
Low Energy Host Stack is running on another processor (blackbox). The section alsp provides
sample code to explain how to achieve this.

The supported serial interfaces between the two chips (application and the Bluetooth Low En-
ergy Host Stack) are UART, SPI, or USB.

Typical applications employing Bluetooth LE Host Stack blackboxes are host systems such as a
PC tool or an embedded system that has an application implementation. This chapter describes
an embedded application.

For more information, refer to Bluetooth Low Energy Host Stack FSCI Reference Manual. This doc-
ument provides explicit information on exercising the Bluetooth Low Energy Host Stack func-
tionality through a serial communication interface to a host system.

Serial manager and FSCI configuration For creating an embedded application that commu-
nicates with the Bluetooth Low Energy Host Stack using the serial interface, the following steps
must be done:

Serial manager initialization The function that must be called for Serial Manager initializa-
tion is located in SerialManager.h:

/* Init serial manager */
SerialManager_ Init();

Parent topic:Serial manager and FSCI configuration

FSCI configuration and initialization By default, the FSCI module is disabled. It must be en-
abled by setting gFscilncluded ¢ to 1. Also, gFsciLenHas2Bytes_ ¢ must be set to 1 because Blue-
tooth Low Energy Host Stack interface commands and events need serial packets bigger than
255 octets.

For more information on the following configuration parameters, refer to the FSCI chapter of
the Connectivity Framework Reference Manual.

To configure the FSCI module, the following parameters can be set on both the Bluetooth Low
Energy Application project and the Bluetooth Low Energy FSCI blackbox:
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/* Enable/Disable FSCI */
#define gFscilncluded_ c 1

/* Enable/Disable FSCI Low Power Commands*/
#define gF'SCI_ IncludeLpmCommands_ ¢ 0

/* Defines FSCI length - set this to FALSE is FSCI length has 1 byte */
#define gksciLenHas2Bytes ¢ 1

/* Defines FSCI maximum payload length */
#define gFsciMaxPayloadLen_ c 1660

/* Enable/Disable Ack transmission */
#define gFsciTxAck_c 0

/* Enable/Disable Ack reception */
#define gFsciRxAck_ ¢ 0

/* Enable FSCI Rx restart with timeout */
#define gFsciRxTimeout_ ¢ 1
#define mFsciRxTimeoutUsePolling ¢ 1

/* Use Misra Compliant version of FSCI module */
#define gFsciUseDedicatedTask ¢ 1

/* FSCI task size */
#if defined(DEBUG)

#define gFsciTaskStackSize c 4600
F#else

#define gFsciTaskStackSize c 2600
F#endif

To perform the FSCI module initialization, the following code can be used:

/* Define fsci serial manager handle */
#if defined(gFscilncluded c) && (gFscilncluded ¢ > 0)
extern serial _handle_t g_fsciHandleList[gFscilncluded_ c];
#endif /*gFscilncluded ¢ > 0*/

void BluetoothLEHost__Applnit(void)

{
/* Init FSCI */
FSCI_commInit( g fsciHandleList );

/* Register BLE handlers in FSCI */
fsciBleRegister(0);

}

Parent topic:Serial manager and FSCI configuration

FSCI handlers (GAP, GATT, and GATTDB) registration For receiving messages from all the
Bluetooth Low Energy Host Stack serial interfacing layers (GAP, GATT, and GATTDB), a function
handler must be registered in FSCI for each layer:

fsciBleRegister(0);

Parent topic:Serial manager and FSCI configuration

Parent topic:Creating a Bluetooth LE application when the Host Stack runs on another processor
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Bluetooth Low Energy Host Stack initialization The Bluetooth Low Energy Host Stack must
be initialized when platform setup is complete and all RTOS tasks have been started. This ini-
tialization is done by restarting the blackbox using a FSCI CPU Reset Request command. This is
performed automatically by the Ble_Initialize(App_GenericCallback) function.

/* Send FSCI CPU reset command to BlackBox */
FSCI_transmitPayload(gFSCI_ReqOpcodeGroup_ ¢, mFsciMsgReset CPUReq ¢, NULL, 0, fscilnterface);

The completion of the Bluetooth Low Energy Host Stack initialization is signaled by the reception
of the GAP-GenericEventlnitializationComplete.Indication event (over the serial communication
interface, in FSCI). The Bluetooth Low Energy-HostInitialize.Request command is not required to
be sent to the blackbox (the entire initialization is performed by the blackbox, when it resets).

Parent topic:Creating a Bluetooth LE application when the Host Stack runs on another processor

GATT database configuration The GATT database always resides on the same processor as the
entire Bluetooth Low Energy Host Stack, so the attributes must be added by the host application
using the serial communication interface.

To create a GATT database remotely, GATTDBDynamic commands must be used. The GATTDBDy-
namic API is provided to the user that performs all the required memory allocations and sends
the FSCI commands to the blackbox. The result of the operation is returned, including optionally
the service, characteristic, and ‘cccd’ handles returned by the blackbox.

Current supported API for adding services is the following:

bleResult_t GattDbDynamic_AddGattService (gattServiceHandles t* pOutServiceHandles);
bleResult_t GattDbDynamic_ AddGapService (gapServiceHandles_t* pOutServiceHandles);
bleResult_t GattDbDynamic_ AddIpssService (ipssServiceHandles_t* pOutServiceHandles);
bleResult_t GattDbDynamic_AddHeartRateService (heartRateServiceHandles t* pOutServiceHandles);
bleResult_t GattDbDynamic_ AddBatteryService (batteryServiceHandles_t* pOutServiceHandles);
bleResult_t GattDbDynamic_ AddDevicelnformationService (deviceInfoServiceHandles_ t*
—pOutServiceHandles);

The service handles are optional.
Also, a generic function is provided, so that the user can add any generic service to the database:

bleResult_ t GattDbDynamic_ AddServiceInDatabase (servicelnfo_ t* pServicelnfo);

Usually, a Bluetooth Low Energy Application is ported from a single chip solution, where the
Bluetooth Low Energy Application and the Bluetooth Low Energy stack reside on the same pro-
cessor and the GATT database is populated statically. The user should remove all the attribute
handles from any structure and replace them with gGattDbInvalidHandle_d. The attribute han-
dles should be populated after the services are added dynamically to the database with the han-
dles returned by the previous APIL

Parent topic:Creating a Bluetooth LE application when the Host Stack runs on another processor

FSCI host layer The Bluetooth Low Energy GAP, GATT, GATTDB, and L2CAP APIs are included
in the Bluetooth Low Energy interface. When these APIs reside on a separate processor than the
Bluetooth Low Energy stack, they are implemented as an FSCI Host Layer that should be added
to the Bluetooth Low Energy Application project.

This layer is responsible for serializing API to the corresponding FSCI commands. The layer also
sends these APIs to the blackbox, receives and deserializes FSCI statuses and events, presents
them to the Bluetooth Low Energy Application, and arbitrates access from multiple tasks to the
serial interface.

All the GAP, GATT, GATTDB, and L2CAP APIs are executed asynchronously, so the user context
blocks waiting for the response from the blackbox. The response can be the status of the request
or optionally an FSCI event, which includes the output parameters of a synchronous function.
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There are also functions without parameters that are not executed synchronously and they are
provided asynchronously through a later FSCI event. It is the responsibility of the FSCI Host layer
to keep the application-allocated memory between the time of the request and the completion
of the event with the actual values of the output parameters and populate them accordingly.

The Bluetooth Low Energy API execution inside the FSCI Host layer first waits for gaining access
to the serial interface through a mutex. Once the access is gained, the FSCI request is sent to
the serial interface to the blackbox. Then, by default, the serial interface response is received
by polling until the whole FSCI packet is received. The other option available is to block the
user task to wait for an OS event that is set by the FSCI module when the status is received. For
more information on the FSCI module, see the Connectivity Framework Reference Manual. See
References.

The API can have output parameters that are to be received immediately after the status of the
request. In such as case, if the status of the request is ‘success’, the polling mechanism continues
to receive the whole FSCI packet of the Bluetooth Low Energy event. The output parameters are
obtained and the values are filled in the memory space provided by the application. After obtain-
ing the status and optionally the event, the execution of the request is considered completed, the
mutex to the serial interface is unlocked, and the execution flow is returned to the user calling
context.

Parent topic:Creating a Bluetooth LE application when the Host Stack runs on another processor

References For more information, refer to the following documents:
* Bluetooth Low Energy Demo Applications User’s Guide (KW45_K32W1_BLEDAUG)
* Bluetooth Low Energy Host Stack API Reference Manual (KW45_K32W1_BLEHSAPIRM)

Bluetooth Low Energy Host Stack FSCI (Framework Serial Connectivity Interface) API Ref-
erence Manual (KW45_K32W1_BLEHSFSCIAPIRM)

* Connectivity Framework Reference Manual (KW45_K32W1_CONNFWRM)
* Bluetooth Low Energy CCC Digital Key R3 Application Note (AN12791)

Acronyms and abbreviations The following acronyms are used in this document.
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Acronym Description

Bluetooth LE  Bluetooth Low Energy

CCCDh Client Characteristic Configuration Descriptor
CSRK Connection Signature Resolving Key
ELKE EdgeLock Secure Enclave

FSCI Framework Serial Connectivity Interface
GAP Generic Access Profile

GATT Generic Attribute Profile

GATTDB Generic Attribute Profile Database

HCI Host Controller Interface

IRK Identity Resolving Key

LTK Long Term Key

LL Link Layer

L2CAP Logical Link Control and Adaptation Protocol
MTU Maximum Transmission Unit

PDU Protocol Data Unit

PAWR Periodic Advertising with Responses
RPA Resolvable Private Address

RSSI Received Signal Strength Indicator

RTOS Real Time Operating System

RX Receiver

SDK Software Development Kit

TX Transmitter

WFI Wait For Interrupt

Note about the source code in the document Example code shown in this document has the
following copyright and BSD-3-Clause license:

Copyright 2022-2025 NXP Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEG-
LIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Revision history This table summarizes revisions to this document.
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DocumentID Release date Description
UG10184 26 November Document is aligned to KW47 EAR 2.1 24.12.00-pvw2 re-
v.1.0 2024 lease

Legal information

KW45, K32W1, MCXW71, KW47, MCXW?72 Bluetooth Low Energy Software Quick Start Guide

Introduction This document briefly describes the process of using NXP Bluetooth Low Energy
Software for the KW45, K32W1, MCXW71, KW47, or MCXW72 wireless microcontroller platforms
(version 1.1.0). It lists the hardware setup and steps for building and usage of the provided demo
applications.

Hardware setup The examples described in this document use a KW45B41Z-EVK, KW45B41Z-
LOC, K32W148-EVK, MCX-W71-EVK, FRDM-MCXW71, KW47-EVK, KW47-LOC, MCX-W72-EVK, or
FRDM-MCXW?72 as the development platform, as shown in the figures below.

» The default interface selected in the IAR Embedded Workbench for Arm projects included
in this release is below:

— CMSIS-DAP for kw45b41zevk, kw45b41zloc, k32w148evk, mcxw71evk, frdmmcexw71
— JLink for kw47evk, kw47loc, mcxw72evk, and frdmmcxw?72 platforms

» Use jumpers to configure the boards in one of the available power configurations (refer to
the specific board documentation).

* On all boards, the OpenSDA USB port is connected to a Windows PC. The OpenSDA chip on
the board requires flashing with appropriate firmware with debugging and virtual serial
COM port capabilities.
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Getting Started with west Build Environment These steps are intended for GitHub users
working with Bluetooth Low Energy (BLE) demo applications from the GitHub MCUXpresso SDK
repository.

Follow the steps in the order presented in Getting Started with MCUXpresso SDK Repository to
install the west environment.

Command Line to Generate/Build Projects
Example: w_uart on kw47evk

To build the w__uart example for the kw47evk board using the IAR toolchain and generate an IDE
project, use the following command:

west build -b kw47evk examples/wireless examples/bluetooth/w_uart/bm/ \ --toolchain=iar -t guiproject -
—Dcore_id=cm33__core0 --pristine

Argument Description

-b kw4 T7evk Specifies the board

--toolchain=iar Specifies the toolchain (default is armgcc)
-t guiproject Creates an IDE project

-Dcore id=cm33 core0 Core ID, if available

—-pristine Cleans the build folder before building

Use the following steps in order to build and flash the BLE software demo applications on all
toolchains presented in:

* Building and flashing the BLE software demo applications using IAR Embedded Workbench
* Building and flashing the BLE Software Demo applications using MCUXpresso IDE

* Building and flashing the BLE software demo applications using Visual Studio Code

Installing the Connectivity Package To install the Connectivity Package, configure and down-
load the package archive from the staging system on the https://mcuxpresso.nxp.com website.
You can simply download the precreated package archive if it is available on the same website.

Note: Use the default location for the package (C:\NXP) and create a subfolder there specific to
each device and release.
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Note: Prior to loading any wireless SDK example, update your NBU image with the provided
binaries in the following folder of the SDK: ../middleware/wireless/ble controller /bin

Building the binaries This section describes the necessary steps for obtaining the binary files
for usage with the boards.

Prerequisites To build any of the demo applications, you need the following toolchain:
* TIAR Embedded Workbench for Arm (details in release note)
* MCUXpresso IDE (details in release note)

* Visual Studio Code with “MCUXpresso for Visual Studio Code” extension (details in release
note)

» Teraterm (version 4.105 or higher)

The Connectivity Software Package does not include support for any other toolchains. The pack-
ages must be built with the debug configuration to enable debugging information. This package
includes various sample applications that can be used as a starting point.

Conventions for building the wireless_UART application. The following sections present the
steps required for building the wireless_ UART application. All applications can be found using
the following placeholders for text:

* <connectivity path>: represents the root path for the SDK.
* <board>: represents the target board for the demo app, “kw47evk” in this case.

* <RTOS>: represents the scheduler or RTOS used by the app; it can be either “bm” or
“freertos”.

* <demo_ app>: represents the demo application name.

* <IDE>: represents the integrated development environment used to build projects; “iar”
in this case.

* <core_id>: represents the target CPU on which the application will run, “cm33_ core0” in
this case (applicable only on KW47-EVK, KW47-LOC, MCX-W72-EVK and FRDM-MCXW72
boards).

* The general folder structure of the demo applications is the following:

<connectivity path>\boars\<board>\wireless_examples\bluetooth\ <demo_ app>\
<core_id>\<RTOS>\<IDE>

Selected application: w_uart
Board: One of the following boards:

» kw45b41zevk (for this guide)

» kw45b41zloc

* k32w148evk

o frdmmcxw71

* kw47evk

* kw47loc

* mcxw72evk

e frdmmcxw72
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RTOS: FreeRTOS

Resulting location:

<connectivity__path>\boards\<kw45b41zevk / kw45b4dlzloc / k32wl48evk / frdmmexw71l / kwdTevk
/ kwdTloc / mexw72evk / frdmmexw72>\wireless_examples\bluetooth\w_ uart\freertos\ <IDE>

Building and flashing the BLE software demo applications using IAR Embedded Workbench
Use the following steps in order to build and flash the BLE software demo applications using the

IAR Embedded Workbench:

1. First unpack the contents of the archive to a folder on the local disk. Then, navigate to the

resulting location starting from the SDK root directory.

2. Open the IAR workspace file (*.eww file format) highlighted file in the figure below.

-

2 Open Workspace

< ~ <« bluetooth » w_uart » freertos > cm33_cored > iar b
Organize + Mew folder
MName Date modified Type Size
> wireless_uart_freertos.eww 03-Dec-24 2:43 PM |AR IDE Workspace

Wireless UART IAR demo projectlocation

File name: | wireless_uart_freertos.eww

3. Choose between Debug and Release configurations in the drop-down selector above the

project tree in the workspace.

Select the desired configuration (Debug or Release)

> wireless_uart_freertos - AR Embedded Workbench IDE -
File Edit Wiew Project J-Link Tools Window He

N e = R0 D C

Waorkspace

debug

T
m
o]
]

|
a2 i

wireless_uart_freertos - debug
E ble_controller
B bluetooth

e

The figure below shows the Wireless UART - IAR workspace.
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Wireless UART - IAR workspace
= wireless_uart_freertos - |AR Embedded Workbench IDE - Arm 9.60.1

File Edit View Project J-Link Tools Window Help

MO A = R0 OC

Waorkspace - 0 X
debiig R
Files &
£l @ wireless_uart_freertos - debug v

B ble_controller
[+ & blustooth
board
CMSIS
compaonert
device

E drivers

B framework

B secure-subsystem

SOUrCe
i startup
H utilities

cieieeRe eI R RN R

wireless_uart_freertos

4. Build the Wireless UART project using the options shown in the figure.
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= wireless_uart_freertos - AR Embedded Workbench IDE - Arm 9.60.1
File Edit View Project J-Link Tools Window Help

RXaWal =N =N N AEWe -

debug

Files o
=2F lwireless_uart_freertOgassdabua
B ble_controller Options...
Ml bluetooth Mak
M board ke
B CMSIS Compile
B component Rebuild All
B device

= Clean
B drivers
I:framewc:rk C-STAT Static Analysis
M freertos
[ mcmgr Stop Build
-: rpmsg-lite dd S
B secure-subsystem
M source Remove
istartup S
B utilities

Yersion Control System >

wireless_uart_freertos B

File Properties...
Debug Log

5et as Active

Log

Build Wireless UART application

5. Make the appropriate debugger settings in the project options window, as seen in the next
figure.

Go to: Project > Options (Alt+F7) > Debugger > Setup (tab) > Driver > J-Link/J-Trace
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Options for node "wireless_uart_freertos"

Categon:

General Options ~
Static Analysis
Runtime Checking
C/C++ Compiler Setup  Download Images  Multico
Azzembler
Qutput Converter Driver =
Custom Build |J-|Jnka-Trac:e - |
Linker
Build Actions Setup macros
Debugger [] Use macro file(s)
Simulataor
CADI
CMSIS DAP
E2/E2 Lite

GDB Server Device description file
GHIMK

I4et [] Owveride default

I-Link/1-Trace STOOLKIT_DIRS wconfighdebuge
TI Stellaris

Mu-Link

PE micro

STLIMK

Third-Party Driver

TI MSP-FET W

Debugger Settings for the Wireless UART project

6. Click the “Download and Debug” button (or CTRL+D) to flash the executable onto the
board.

Download and Debug the Wireless UART application

<9 >0 B0 =

Download and Debug (Ctrl+D)

Download the application and start
the debugger

7. Press Go (F5). At this moment, the board starts running the application.
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;o
> wireless_uart_freertos - IAR Embedded Workbench IDE - Arm 9.60.1

! File Edit View Projec Debug Disassembly Jlink Tools Window Help
iNR@ = .00 5 Cc Q> SECP >0 A= GeC inIryd 0 30-0. Db
Workspace v 8 x [mane x ~ | Disassembly
debug | [maing )| coto:
41 static 05A_TASK_HANDLE_DEFINE(s_startTaskHandle) o o
Files & 42 static 0SA_TASK DEFINE(start_task, gMainThreadPriority c, 1, gMainThreadstacksize_c, ); isassembly
B @ wireless_uart_freertos - debug v 43 (void)PLATFORM_Ir
|-@ s ble_controller :‘5' 0x2'89d2: @xf7f4
bluatooth BOARD_InitDede () ;
46 | * Private functions @x2789d6: @xf7HH
@ . Cors e,
camponent 49 ex2'sada: exi7ic
56 static void start_task(void *argument)
51 @x2'39de: exbde]
s2 /* start Application services (timers, serial manager, Low power, Led, button, etc..) %/ rfmc_xo = RFMC->)
53 APP_Initservices(); BOAF
= @x2'8920: Oxag0:
s5 #% start BLE Platform related ressources such as clocks, Link Layer and HCI transport to Link Layer 7/ e p—
6 (void)APP_TnitBle();
secure-subsystem - rfmc_xo ¢
source 58 /% start Host stack %/ 0x2'89e4: BxF431
W startup 59 BluetoothLEHost_AppInit(); rfmc_xo |= REMCO)
utilities 60 Bx2'59e8: BxTOSe
& output 61| /e stare e v/ = oo »
62 #ifdef LCE_Ki47_MOXWT2 e O
63 (void)APP_Tnitlce(); e
64 [ #endif
ps rfmc_xo |= REMCO)
= while(TRUE) @x2'3970: Bxfose
67 RFMC->X0_TEST = r
65 BluetoothLeHost_Handletessages () @x2'89F4: Ox600¢
69 } iy
78t} @x2'896: @x477¢
7 :
2 ex2'89f8: Owage:
7a | * Public functions S vl SET
75 1
76 % star
= 77 |int main(void) @x2'89fc: @xbS1e
788 { Bx2'5ofe: D000
79 /* Init 0Sa: should be called before any other 0SA APT %/ APP_InitServices(
b Osa_Tnit(); ex2'8a00: BxF7fL
(void)a it
52 BOARD_InitHardware(); 0 H) Ry BTy
P - 0x2'8a04: OxF7T:
84 (void)0sA_TaskCreate((osa_task_handle_t)s_startTaskHandle, 0SA_TASK(start_task), NULL); BluetoothLEHost
&5 ox2'5a05: oxfooe
8 /% Start scheduler?/ BluetoothLEHe
57 osa_start(); 2351
58 - . ox2'8a0c: exf7fl
89 /#won't run here®/ CATLh (s
a0 assert(e); =
= retorn 0. int main(void)
92 L} 1
o3 mair
94l /7!
as | @y 05A_Tnit();
£3 K ox2'8ald: @xf7ds
22 BOARD InitHarduar
wireless_uart_freertos

Debug Log

Log
Thu Nov 07,
Thu Nov 07,
Thu Nov 07,
Thu Nov 07,
Thu Nov 07,
Thu Nov 07,
Thu Nov 07,
Thu Nov 07,
Thu Nov 07,
Thu Nev 07,
Thu Nov 07,
Thu Nov 07,
Thu Nev 07,
Thu Nov 07,
Thu Nov 07,

2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
2024 14:50:
Thu Nov 07, 2024 14:50:

38:
38:
38:
38:
38:
38:
38:
38:
38:
38:

38

38:
38:
38:
38:
38:

ResetTarget() start

J-Link script: ResetTarget

ResetTarget() end - Took 4us

Hardware reset with strategy 0 was performed
172827 bytes verified (223.05 Kbytes/sec)
Download completed and verification successful.
ResetTarget() start

J-Link script: ResetTarget

ResetTarget() end - Took 298us

Software reset was performed

Target reset

Memory map 'after startup completion paint’ is active

Build | Debug Log

Running the code on IAR

Parent topic:Building the binaries

Errors 0, Warnings 0

Building and flashing the BLE Software Demo applications using MCUXpresso IDE To build
and flash the BLE software demo applications using MCUXpresso IDE, follow the steps listed

below:

1. Open MCUXpresso IDE and open an existing or new workspace location.
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‘. MCUXpresso IDE Launcher

Select a directory as workspace

MCUXpresso IDE uses the workspace directory to store its preferences and develop

Workspace: Anxp\mcuxpressoworkspac

[C] Use this as the default and do not ask again
+ Recent Workspaces

| Launch

Select MCUXpresso IDE workspace
2. Drag and drop the package archive into the MCUXpresso Installed SDKs area in the lower
right of the main window.

I;J Installed 5... Eproperties [:_Pmblems & Console @T&rminal g Image In

[ Installed SDKs

To install an 5DK, simply drag and drop an SDK (zip file/folder) or an SDK Git repository into ti
Installed SDKs ™. Available Boards | Available Devices

Name SDK Version Manifest Version L
H SDK_2_KW4T7-EVK 24.12.00 3.14.0 [g_
H SDK_20_MTH-WT2-EVK 24.12.00 3140 i

Installed SDKs in MCUXpresso IDE workspace

3. After the SDK is loaded successfully, select the “Import the SDK examples(s)...” to add
examples to your workspace.
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| B8 workspace - - MCUXgresso IDE

File Edit MNovigate Search Project Configlools Run RTOS Analysis Window Help

mBd B R YLIYLiBiw| |= 2| Bothi” L -%|HH-0-Q-i®d~

[{ ProjectE.. X ¥if Registers % Faults 2, Peripher.. = B = B E= Outline ()= Global Varizbles

BET I [

Enter location here

No debug context
There are no projects in your workspace.
To add 2 project:

[T Create a project...

[ Import projects

(1) Quickstart Panel X (= Variables  Breakpoints = B [ Installed... X [ Properties [2] Problems E) Console (@ Terminal G Imagein.. B3 Debugge.. %, OffineP.. = B 0@

o 3
. MCUXpresso IDE Quickstart G-@Beoald
i) No project selected A Installed SDKs

~ Create or import a project Toinstall an SDK, simply drag and drop an SDK (zip file/folder) or an SDK Git repository into the ‘Installed SDKs view. [Common ‘meuxpress

B Creste s new C/Ces project.. Installed SDKs ._Avzilable Boards| Available Devices
B 1mport SDK examplefs). Name SDK Version Manifest Version Location

g - :

Import from Application Code Hub 3 SDK_2x_KWAT-EVK 241200 3140 ) \KW47-EVK_241107ip
& Import project(s) from file 3 SDK_2x_MCX-W72-EVK 241200 3140 £ \MCX-W72-EVK_241107.zip
1S Import executable from fi

~ Build your project

~ Debug your project B-EH-H-
|+ Miscellaneous

[ [ MCUXpresso Config Tools>>
(& Quick Settings>>

& Build all projects

Importing SDK example(s) ¢

4. To select the desired example(s), select the kw45b41zevk / kw45b41zloc / k32w148evk /

kw47evk / frammcxw71 / frdmmcxw72 / mexw72evk / kw47loc board and then click the
“Next” button:
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. SDK Import Wizard

© please select a target device and a board

. Board and/or Device selection page

~ SDK MCUs ® Available boards

MCUs from installed SDKs.  Please select an available board for your project.
Please dlick above or visit type to filter

mcuxpresso.nxp.com to
obtain additional SDKs.

Selecting the KW47-EVK board

Target
> K32W14X
> KW4x
> MCXW7XX
frdmmaoow71
&Lt = ] i
kwd7evk kwd5b41zevk kw45b41zloc k3
Selected Device: SDKs for selected MCU
Target Core: Name SDK Ve... Manife... |
Description:
@ < Back Next > Finish

202
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Select Wireless UART FreeRTOS project

5. Build the wireless_ uart_ freertos project.

. SDK Import Wizard

1, You have selected 2 projects to impert.
The source from the SDK will be copied into the werkspace. If you want to use linked files, please unzip the 'SDK_2.x_KW47-EVK' SDk

. Import projects

Project name prefix: ‘ lowdTevk % | Project name suffix:

Use default location

C\Users\nxf4T7.

T\Documents\MCUXpressolDE_11.10.0_3148\workspacekwd7evk

Project Type Project Options
C Project C++ Project C Static Library C++ Static Library SDK Debug Console (O Semihost
Copy sources
Import other files

Examples

‘ type to filter

MNarme Description
ble_fscibb

ble_shell

digital_key_car_anchor

digital_key_device

eatt_central

eatt_peripheral

000 000 000 000 006 000 000 000 000 000 000 000 000 DOC
EEs

<

{ROO0O0O0O0O0Ooooooon

wireless_uart_bm The BLE wireless uart application is a simple demon
S freertos

<

wireless_uart_freertos The BLE wireless uart application is a simple demon
genfsk
reference_design

OE
0=

< Back

1.2. Wireless
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B8 workspace - kwdTevk_wireless_uart freertos/source/wireless_uart.c - MCUXpresso IDE
File Edit Source Refactor Mavigate Search Project ConfigTeols Run RTOS Analysis Window Help
il |8@-&-BIYL IO Biw| =54

- vt o | e

Bon sl e %%

[f5 Project... 3 |ii¥f Registers 4§ Faults 2, Peripher..

BBV #% @8-

5 kweTevk wireless uart bm
w15 kwdTevk_wireless_uart_freertos <Debug>
© Project Settings.
4 Binaries
i) Includes
8 CMsis
(2 ble_controller
5 bluetooth
2 board
(3 component
(5 device
(5 drivers
(2 framework
5 freertos
5 linkscripts
(8 memgr
(5 rpmsg-lite
(£ secure-subsystem
(2 source
(2 startup
2 utilities
(= Debug

(1) Quickstart Panel X (= Varizbles 9 Breakpoints

MCUXpresso IDE Quickstart

106 Project: kudTevk_wireless_uart_freertos [Debug]

~ Create orimport a project

B8 Creste anew C/C++ project..
B8 import SDK example(s)...
Import from Application Code Hub.
& Import project(s) from fi
1S Import executable from file

~ Build your project

+ Debug your project

4§ Debug

+ Miscellancous
® Edit project settings

B MCUXpresso Config Tools> >

(2 Quick Settings>>

JB Export project(s) to archive (zip)

Export project(s) and references to archive (zip)

& Build all projects

Build the Wireless UART FreeRTOS project = s i
6. Click the “Debug” button to download the executable onto the board. Make sure you select

the appropriate device to flash.

Download and debug

the

Wireless UART

= B [g wireless_uartc X

®-@-

addtogroup Wireless UART Application
{

P
Copyright 2015 Freescale Semiconducter, Inc.
Copyright 2016-2024 NXP

\file

This file is the source file for the Wireless UART Applicatien

ERRUNEScavawneun

SPDX-License-Identifier: BSD-3-Clause

2a S

Include

= Framework / Drivers
#include “EmbeddedTypes.h”

#include "RNG_Interface.h™

#include “fs1_component_button.h”
#include "fs]_component led.h"

#include “fs1_component_timer_manager.h”

RUNT

g

BY

#include "fsl_component_panic.h®
#include “fs1_component_serial manager.h”
#include "fs]_component _mem_manager.h"
#include “fsl_format.h”

#include "fsl_debug_console.h”

22 #inclade ann

= B [ Installed SOKs % [T] Properties [£]) Problems ] Console (& Terminal [5 Image Info G Debugg

0 Installed SDKs
To install an SDK, simply drag and drop an SDK (zip file/folder) or an SDK Git repository into the ‘Installed SDKs'
Installed SDKs . Available Boards | Available Devices

Name SDK Version Menifest Version  Location
8 SDK_2x_KWAT-EVK 241200 2140 & \
2 SDK_2x_MCK-WT2-EVK 241200 2140 & \

FreeRTOS project
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[ workspace - kwdTevi_wireless_uart_freertos/source/wireless_uart.c - MCUXpresso IDE

File Edit Source Refactor Navigate Search Project Configlools Run RIOS Analysis Window Help

(mi] 2 [B~| @il
b Pt ool
{5 Project .. %

5 kwdTevk wireless_uart_bm
v 1% kawdTeuk_wireless_uart_freertos <Debug>
@ Project Settings.
45 Binaries
5] Includes
9 CMsIS
(9 ble_controller
(2 bluetoath
2 board
2 component
(2 device
(2 drivers
2 framewerk
2 freertos
(2 linkscripts
@ memgr
(3 rpmsg-lite
(2 secure-subsystem
(3 source
(3 startup
(2 utilities
(= Debug

() Quickstart Panel X (x)= Variables ®g Breakpoints

MCUXpresso IDE Quickstart
oe ) Project: kwd7evi wireless_uart freertos [Debug]

~ Create or import a project

@ Create a new C/C++ project
Import SDK example(s)

B8 Import from Application Code Hub.
® Impert project(s) from file system.
U8 Import executable from file system..

~ Build your project
&, Build
& Clean

~ Debug your project

~ Miscellaneous
® Edit project settings

B8 MCUXpresso Config Tools> >

3 Quick Settings> >

B Export project(s) te archive (zip)

JB Export project(s) and references to archive (zip)
[ Build all projects

5 kwdTevk_wireless_uart freertos

2w

i Registers 3§ Faults 7, Peripher...
BSv|e% @3

B-EH-H-

NEwr| SR e Lo nid B LN e - % HH -0 B g
= B [ wireless varte X =8
18 /=t " Enter location here |
2 * \addtegroup Wireless UART Application
H Cel , aER| e
55 /*1 §
6 * Copyright 2815 Freescale Semiconductor, Inc. No debug context
7 * Copyright 2016-2024 NXP
8
s |»
10 * \file
1
12 * This file is the source file for the Wireless UART Application
13
14 * SPDX-License-Identifier: BSD-3-Clause
15 /
16
17
18
19 * Include
20
21 /
22 /* Framework / Drivers */
23 #include "EmbeddedTypes.h”
24 #include “RNG_Interface.h”
25 #include "fsl_component_button.h"
26 #include "fs1 component led.h”
27 #include "fs1_component_timer_manager.h”
23 #include "fsl_component_panic.h”
29 sinclude "fsl_component_serial_manager.h”
30 #include "fsl_component_mem_manager.h"
51 #include "fsl format.h"”
32 #include "fsl_debug_consele.h”
2 e V-, [ v
< >
= O [ Installed SDKs [T] Properties [%] Problems [EJ Console X 8 Terminal | Image Info [ Debugger Con... & Offiine Periph... x =8
X048 HEE-RE 2B~ |cyef 8

COT Build Console [kwd7evk_wireless_uart freertos]

Finished building: ../bluetooth/application/common/ble_conn_manager.c “
Finished building: ../bluetooth/application/common/ble_host_tasks.c
Finished building: ../blustocth/application/conmon/ble_service discovery.c
Finished building: ../ble_controller/ble_controller/src/controller_api.c
Building target: kwd7evk_wireless_uart_freertos.axf
Inveking: MCU Linker
arm-none-eabi-gec -nostdlib -L"C:\Users\nxf47231\Documents\MCUXpressoIDE_11.18.8_3148\workspace\kw47evk_wireless_
Memory region Used Size Region Size Xage Use
PROGRAM_FLASH: 167912 B 2008 KB 8.17%
NVM_region 32 KB 32 KB 160.00%
PROD_DATA: 0 68 & kB ©.00%
SRAM: 28548 B 231 KB 12.07%
RAM_VECTOR_TABLE @ GB 1KkB 0.00%
rpmsg_sh_mem: 6 KB 6 KE 100.00%
Finished building target: kwi7evk_wireless_uart_freertos.axf
performing post-build steps
arm-none-eabi-size "kw47evk_wireless_uart freertos.axf"; # arm-none-eabi-objcopy -v -0 binary "kwd7evk_wireless U
text  data bss dec hex filename
167912 32768 32996 233676 39@cc kwi7evk wireless_uart_freertos.axf
15:28:45 Build Finished. 8 errors, 8 warnings. (took 175.3@3ms)
v

BA2ZBTxxx A" (kwdTev. .ertos)

7. Pressing the Run button makes the board run the application.
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B workspace - kwaTevk_wireless_uart_freertos/source/main.c - MCUXpresso IDE
File Edit Source Refactor Navigate Search Project Configlools Run

= |®-&-&

Die B0 @ M

RIOS Analysis Window Help
zRpSH 0w

o

B eniL S

K% H-0-Q-®

[y Project Bx.. X if}i Registers %% Faults 7, Peripheral.. =

CIENA] (I

[A] ble_inith
board_comp.c
%) board_comp.h
&) board_dede.c
R board_dedeh
[£) board_Ip.c
5] board_Ip.h
[W board_platform.h
(& board.c
(8 board.h
clock_config.c
5 clock_configh
R FreeRTOSConfig_Genh
R FreeRTOSConfigh
B gatt dbh
B gatt_uuid128h
&) harcware_init.c
[ maine
[ pin_mu_lph
RTE_Components.h
emihost_hardfault.c
ireless_uart.c

[n] wireless_uarth

] readmemd
v (5 startup

[£] startup_lowdTb422b7_cm33_core.c

(2 utilties

() Quickstart Panel X (== Variables @ Breakpoints =

- MCUXpresso IDE Quickstart
Project: kwdTevk_wireless_uart freertos [Debug]

~ Create orimport a project

B8 Creste 2 new C/C++ project...

& import SDK example(s).

@ import from Application Code Hub.
® Import project(s) from file system
& Import executable from file system.

 Build your project
R A Build

4

P

+ Debug your project

# 4 Debug
4 Terminate, Build and Debug

 Miscellaneous

& Edit project settings
(B MCUXpresso Config Tools>>
(2 Quick Settings>

[ Build all projects

Running the code on MCUXpresso IDE

Parent topic:Building the binaries

B-E-H-

4 Debug X B
~ [l lewdTevk_wireless_uart freertos Link Debug [GDB SEGGER Interface Debugging]
[ lowdTevk_wireless_uart freertos axf
v o Thread #1 57005 (Suspended : Breakpoint)
= main) at main.c78 0x182¢
4] arm-none-eabi-gdb (13.2.90.20231008)

wireless_uartc [€ startup_kwdTb42267_cm33 corel.c [€] main.c x

= int main(void)

79 /* Init OSA: should be called before any other 0SA API */

30 0SA_Init();

a1

52 BOARD_InitHardware ()}

84 (void)0sA_TaskCreate((osa_task_handle_t)s_startTaskHandle, OSA_TASK(start_task), NULL);

85

86 Start scheduler*/

87 0sA_start();

29 /*won’t run here*/

90 assert(8);

91 return o

02}

o

949 /*!

95 * @}

o6 /

-

[ Installed SDKs [] Properties [£]) Problems [ Console X 8 Terminal |5 Image Info 3 Debugger Can... ', Offline P
- =Y ER=R-

kowdTevk wireless_uart freertos JLink Debug [GDB SEGGER Interface Debugging]
[MCUXpresso Semihosting Telnet console for 'kwd7evk_wireless_uart_freertos JLink Debug’ started on pe

SEGGER J-Link GDB Server V7.960 - Terminal output channel

Wiitable Smart Insert 1:1:0

Building and flashing the BLE software demo applications using Visual Studio Code To
build and flash the BLE software demo applications using Visual Studio Code, follow the steps

listed below:

1. Open Visual Studio Code and open the MCUXpresso for Visual Studio Code extension as

shown in the figure below.

3 File Edit Selection View Go

MCUXPR

oE
 QUICKSTART PANEL
=+ Import Repository

B\ Import Example from Repository

§8 import
@ Application Code Hub
B3 Flash Programmer

* INSTALLED REPOSITORIES

Run Terminal Help

P search

* Welcome X

< Welcome

Discover NXP MCUXpresso

In order to start developing your first MCUXpresso application,

you should first have a repository installed.

~ PROJECTS

Start developing your project.

Import Example from Repository

N
for VS Code :
Complete the follo Use
sele
tha

© Explore NXP MCUXpresso for VS Code

Learn the benefits and features of the NXP
MCUXpresso for VS Code extension,

 DEBUG PROBES
~ [l SEGGER 7.960
~ LinkServer 1.6.133
~ B PEmicro 93400

> DEVICE TREE
> IMAGE INFO

* BAREMETAL HEAP AND STACK USAGE

<no active debug context>

MCUXpresso for Visual Studio Code extension

I3 © Check Tool Dependencies
© Import Software Repositories
© Import Example from Repository
© Debug Example Project

 Mark Done
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2. Import the SDK package: click “Import Repository”. Then, choose the “Local” option (if
the SDK is archived use “Local archive”), browse to the path of the SDK you want, and click
“Import”.

3] File Edit Selection View Go Run
MCUXPRESSO FOR WS CODE
+ QUICKSTART PANEL
~+ Import Repository
0% Import Example from Repository
-8 Import Project
@ Application Code Hub
B3] Flash Programmer
3 Open MCUXpresso Installer

~ INSTALLED REPOSITORIES

In order to start developing your first MCUXpresso
applicatign_you 2 Lhay forzinsta

Import Repository

X

Steps to import the SDK

0 Search DE Do

Import Repository X

Import Repository

REMOTE REMOTE ARCHIVE LOCAL
Archive: cisdks\kw47_gen\out 1\KW47-EVK.zip l
c\nxp\vs_code_sdk_mow72_2 I
Location:
Note: Path doesn't exist. Folder(s) will be created.
KWa7-EVK
Name:

Note: Path doesn't exist. Folder(s) will be created.

[] create Git repesitory

3. After the SDK is loaded successfully, select the “Import Example from Repository” to add
an application to your workspace. Choose the repository, toolchain (Arm GNU), board, ex-
ample you want to add, and the location where the VS Code project would be created. Then

click “Create”.

) File

Edit Selection View Go
MCUXPRESSO FOR VS CODE
~ QUICKSTART PANEL

+ Import Repository

1% Import Example from Repository

g8 Import Project

@ Application Code Hub

] Flash Programmer

L@ Open MCUXpresso Installer

X

v INSTALLED REPOSITORIES
~ BR MCUXpresso SDK Standalone (Path:... X
SDK_2.x_KW4T-EVK (Version: 24.12.00)

~ PROJECTS

Start developing your project.

Import Example from Repository
Import Project

2 Search

Impart Example from Repository X

Import Example from Reposif

Repository: c\nxpivs_code_sdk_mcxw72_2\KWAT-EVK (
Toolchain: {Arm GNU Toolchain 13.2.rell (Build arm-13.
Board: KW47-EVK

KW47 Evaluation Kit for Bl

Template: wireless_examples/bluetooth/w_uart/freertos

The BLE wireless uart application is a simple demonstration pre
application implements a custom GATT based Wireless UART P
pplication Test Tool 12 or any other application which supports

MName: kw4 7evk_wireless_uart_freertos

c\nxphvs_code_workspace_moxw72
Location:
Mote: Path doesn't exist. Folder(s) will be crez

\:\ Open readme file after project is imported

Create

Steps toimport the example application

4. The application now appears in the “Projects” tab on the left. Build the application by
pressing the “Build selected” button.
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Building the Wireless UART FreeRTOS application

~ PROJECTS

= Setfings

Bz mcu

~  kwdTevk_wireless_uart_freertos MCUXpresso SDK 24.1

& Repository cnxp'ws_code_sdk_moow?2_2\KWAT-I

B3 Project Files

>
b
> BY Build Configurations
>
>

5. After the build is completed successfully, debug the application by clicking the “Debug”

button.

Debug the Wireless UART FreeRTOS application

~ PROJECTS

~  lewdTevk_wireless_uart_freerfos MCUXpresso SDK 24.12.(

>
>
>
>
>

= Settings

Bz mcu

BS Build Configurations

(&y Repository ch\nxpivs_code_sdk_moowT2_2\KWAT-EVE

B3 Project Files

6. Press the run (“Continue”) button twice to run the application on the board.

Running the Wireless UART FreeRTOS application K s s i

%) File Edit Selection View Go Run Terminal Help

RUN AND DEBUG | D>| Debug project configuration (frev | §8% «

 VARIRBLES

 Locals

> Registers

~ WATCH

* CALLSTACK

Reset_Handler()

~ BREAKPOINTS

DAl C++ Exceptions
> PERIPHERAL VIEW
> PERIPHERALS

Paused onstep

& £ Untitled (Workspace)
s startup_ MCXW716C.S X B> ¢ *T950
C: > SDKs O FRDM-MCXW71 > ¢ Continue (F5) 716 > gce > s start

287  #it detined (_cplusplus)
288 #ifdef _REDLIB_
289 #error Redlib does not support Ci+

290 #endif

201 #endif

292 /* Reset Handler */

293

204 ~thumb_func

295 -align 2

296 .globl  Reset_Handler

207 .weak  Reset_Handler

298 ~type Reset_Handler, %function

299 Reset_Handler:

300 cpsid i /* Mask interrupts */
301 .equ  VIOR, @xE0GOEDOS

302 1dr ro, =VTOR

303 1dr r1, =_isr_vector

304 str rl, [re]

305 1dr r2, [r1]

306 msr nsp, r2

307 1dr r0, =_StackLimit

308 msr: nsolim. r

PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS  EMBEDDED TO(

[cmake] C:/SDKs/vscode/FROM-NCXW71/middleware/wireless/fram
component is included.

[cmake] C:/SDKs/vscode/FROM-MCXW71/middleware/wireless/fram
included.

[cmake] C:/SDKs/vscode/FROM-MCXW71/middleware/wireless/fram
[cmake] C:/SDKs/vscode/FROM-MCXW71/middleware/wireless/fram
included.

[cmake] C:/SDKs/vscode/FRDM-MCXW71/devices/MCXW716C/utilitie
[cmake] C:/SDKs/vscode/FRDM-MCXW71/devices/MCXW716C/utilitie
[cmake] C:/SDKs/vscode/FROM-NCXHT1/devi ces/MCXWT16C/ utilitic
[cmake] C:/SDKs/vscode/FRDM-MCXW71/devices/MCXW716C/utilitie
[cmake] C:/SDKs/vscode/FRDM-MCXW71/devices/MCXW716C/utilitie

1
[cmake] -- Configuring done (1.0s)
[cmake] -- Generating done (0.0s)
[cmake] -- Build files have been written to: C:/SDKs/vscode,
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Parent topic:Building the binaries

Building and flashing the BLE Extended NBU software demo applications using IAR Em-
bedded Workbench Use the following steps in order to build and flash the BLE software demo
applications using the IAR Embedded Workbench:

1. First unpack the contents of the archive to a folder on the local disk. Then, navigate to the
resulting location starting from the SDK root directory.

2. Open the IAR workspace file (*.eww file format) highlighted file in the figure below.

Open Workspace

“~ v < wireless_examples > bluetooth » ncp_fscibb > threadx > cm33_corel > i

Organize + New folder
Name Date modified Type Size

> ncp_fsci_black_box.eww 9/29/2025 2:18 PM IAR IDE Workspace 1KB

File name: | ncp fsci_black_box.eww

NCP FSCI Blackbox IAR demo projectlocation!
3. Choose between Debug and Release configurations in the drop-down selector above the

project tree in the workspace.
ncp_fsci_black baox - IAR Embedded Workbenc

File Edit View Project J-Link Tools Wind

MO W@ = RN O C

Waorkspace v 0 X

=]

3

Select the desired configuration (Debug or Release) B ble_controller
The figure below shows the NCP FSCI Blackbox - IAR workspace.
NCP FSCI Blackbox - IAR workspace
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ncp_fsa_black box - IAR Embedded Workbench 1DE - Arm 9.70.1

File Edit “iew Project J-Link Tools Window Help

NN E@ = R0 OC

Waorkspace w 0 X
debiig e

Files o
= @ ncp_fsci_black_box - debug ~

M application
B ble_controller
M bluetooth
B CMSIS

B component
M device

Bl drivers

B framework
M fsci

B mcmgr

M rpmsg-lite
M source

B startup

B utilities

B xcvr

B Qutput

ncp_fzci_black_box

4. Build the NCP FSCI Blackbox project using the options shown in the figure.
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ncp_fsa_black box - IAR Embedded Workbench 1DE - Arm 9.70.1

File Edit View Project J-Link Tools Window Help

MO W@ = R0 OC

Waorkspace v+ O X

debug e

Files 2

2P )ncp_fsci_black baugeins

B application Options...
B ble_controller
Ml bluetooth

B CMSIS

Bl component Rebuild All
M device
Bl drivers
W framework C-STAT Static Analysis
M fsci

B mcmgr

M rpmsg-lite

B source Add »
B startup

M utilities

M xcvr Add External Binary...

B Output

Make

Clean

ncp_Fsci_black_box Remove

Build NCP FSCI Blackbox application Build

5. Make the appropriate debugger settings in the project options window, as seen in the next
figure.

Go to: Project > Options (Alt+F7) > Debugger > Setup (tab) > Driver > J-Link/J-Trace
Debugger Settings for the NCP FSCI Blackbox project
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Options for node “ncp_fsci_black_box"

Cateqgary: Factory Settings

General Options
Static Analysis
Runtime Checking

C/C++ Compiler Setup  Download Images Multicore  Authentication Extra Options  Plugins
Azzembler
Output Converter Driver B Runto
Custom Build J-LinkJ-Trace ~ main
Linker
Build Actions Setup macros
() Use macro et
Simulataor
CADI
CMSIS DAP
E2/E2 Lite
GDB Server Device description file
GHIMK
Ijet [ Overmide default
JHlink/J-Trace STOOLKIT_DIRS configdebugger\NXPA\MC¥W727C_core1d
TI Stellaris
Mu-Link Vector table location
PE micro [] Ovemide defautt
STLIMK
Third-Party Driver __vector_table
TI MSP-FET
e -
6. Click the “Download and Debug” button (or CTRL+D) to flash the executable onto the
board.

Download and Debug the NCP FSCI Blackbox application

< > [ [ u.-a@;: o -

Download and Debug (Ctrl+D)

Download the application and start
the debugger

7. Press Go (F5). At this moment, the board starts running the application.
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lack_box - IAR Embedded Workbench IDE - Arm 9.70.1
File Edit View Project Debug Disassembly JLink Tools Window Help
INoE@ = AR D C 2 <Q>%2L0 >0 B@-=6Gc (ORIl -0 H
Workspace = B X | nep_fsci_ black boxc x ~ | Disassembly
debug | |main 0| Goto:
Files o Disassembly
E @ ncp_fsci_black_box - de... v {
i application
ble_controller @x1'dss
ox1'd68
bluetooth 372 /* Configure FRO192M clock */ o
CMSIS 373 #if !defined(FPGA_TARGET) || (FPGA_TARGET == &) = "f,d’
component 374 PLATFORM_InitFro192M(); @x1'des
375 |- sendif I
376 ox1'd68
377 #if !defined(FPGA_TARGET) || (FPGA TARGET == ) @x1'd68
378 /* By default the NBU runs to 48fHz, set the constraint in the init to SysTick-
379 [ * prevent the app core to set a slower speed for the NBU on its side */ ox1"dse
388 PLATFORM_SetFrequencyConstraintFronController(3); T
381 - #endif .
= ox1"ds9
383 /* Inform LL gbout the clock update */ B
384 LL_APT_ClockUpdated(); }
385 ox1'd6e
La 386 | #define TICK RATE HZ 1680U int main(voi
— B nep_fsci_black_box.map 387 SysTick->LOAD |= (BOARD_GetSystemCoreClockFreq() / TICK_RATE HZ) - 1U; {
[ nep_fsci_black_box.out 388 SysTick SVAL = 85
p_fsci_black_box. 389 /* Not enabling the Systicks now, will be done in _tx thread schedule */
390 SysTick->CTRL = SysTick CTRL_CLKSOURCE_Msk | SysTick CTRL_TICKINT Msk;
301
392% #if ldefined(
3935 /* bt_ecl elect X0 while for X0=321Hz X0/2 can be sele
304 [ * power during ac mode */
395 RADIO_CTRL->RF_CLK_CTRL &= ~RADIO_CTRL_RF_CLK_CTRL_BT_ECLK_DIV_MASK;
396 RADIO_CTRL->RF_CLK_CTRL |= RADIO_CTRL_RF_CLK_CTRL_BT_ECLK_DIV(2x1U);
397 |- #endif
8 SysTick-
399 /% Init 0SA: should be called before any other 0SA APT*/ ysTie
208 0SA_Tnit(); @x1'déa
201 (void)Controller RadioInit(): ex1'deb
402 /* Debug init */ @x1"dsb
463 BOARD_DBEINITRFACTIVE(); ox1"d6b
494 BOARD_DBGINITDTEST(); @x1'dsb
405 BOARD_DBGCONFIGINITNEU(true); P
206 / Nbubbg I0s, will configure pinmux and GPIOD a
207 - need to be done after PLATFORP RemoteActiveReq() */ 9"1,355
408 BOARD_DBGTNITDBGIO( ) ; Clehe
nep_tsci_black_box o
Debug Log
Log
Fri Oct 17, 2025 16:23:332: ResetTarget() end - Took 402us
Fri Oct 17, 2025 16:23:33: Device specific reset executed.
Fri Oct 17, 2025 16:23:33: Software reset was performed
Fri Oct 17, 2025 16:23:33: Target reset
Fri Oct 17, 2025 16:23:33: Memory map 'after startup completion point' is active
. Euild  Debug Log
Running the code on IAR Eirors o, Warnings 0t 370, ol :

8. Open the Core0 IAR workspace file (*.eww file format) highlighted file in the figure below.

moxwr2evk  »  wireless_examples »  bluetooth  *  w_uart_host

B T.ﬁ,_' Tl Sort View wes
Name a Date modified Type
connectivity.icf 9/29,/2025 218 PM ICF File
D w_uart_host_freertos.ewd G/29/2025 218 PM D Fil
3d w_uart_host_freertos.ewp G/20/2025 218 PM WP File
| > w_uart_host_freertos.eww 9/29/2025 18 PM AR IDE

Wireless UART Host IAR demo projectlocation

9. Choose between Debug and Release configurations in the drop-down selector above the
project tree in the workspace.

w_uart_host_freertos - |AR Embedded Workbench IDE

File Edit Wiew Project CMSIS-DAP Tools Windo

MA@ = R0 OC

Workspace w 0 X

= W - IST_
B application
Select the desired configuration (Debugor Release) | |_m s hic ~nntrallar

The figure below shows the Wireless Uart Host - IAR workspace.
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Wireless Uart Host - IAR workspace
2 w_uart_host_freertos - IAR Embedded Workbench IDE -

File Edit WView Project CMSIS-DAP Tools Windom

MO @ = L0 O C

Workspace v 0 X
debug e
Files o
= @w_uvart_host_freertos - ...

Bl application

B ble_controller
M bluetooth

M board

B CMSIS

B component

M device

B drivers

B framework

B freertos

B mcmagr

B rpmsg-lite

Bl secure-subsystem
B source

Bl startup

10. Build the Wireless Uart Host project using the options shown in the figure.
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w_uart_host_freertos - AR Embedded Workbench IDE - A

File Edit WView Project CMSIS-DAP Tools Window

MO W = R0 OC

Waorkspace v O X
debug e
Files o
2 @ e ——
Ml applicati Options..

B ble_conf
B bluetoot Make
M board
B CMSIS Rebuild Al
-_::Drnpcms Clean
M device
M drivers C-STAT Static Analysis >
M framewc
M freertos
B mcmgr
B rpmsg-lic Add >
B secure-:
B source
B startup Add External Binary...
M utilities
Remove
Build Wireless Uart Host application

11. Make the appropriate debugger settings in the project options window, as seen in the next
figure.

Go to: Project > Options (Alt+F7) > Debugger > Setup (tab) > Driver > J-Link/J-Trace
Debugger Settings for the Wireless Uart Host project
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Options for node “w_uart_host_freertos"

Categon:

General Options
Static Analysis
Runtime Checking
C/C++ Compiler
Azzembler
Output Converter
Custom Build
Linker
Build Actions
Simulataor
CADI
CMSIS DAP
E2/E2 Lite
GDE Server
GHIMK
I4et
J-LinkfJ-Trace
TI Stellaris
Mu-Link
PE micro
STLIMK
Third-Party Driver
TI MSP-FET

Setup

Download Images Multicore  Authentication Estra O

Diriver

CMS5I5 DAP

B Runto

main

Setup macros
[ Use macro file(s)

Device description file
[] Ovemide defautt

Wector table location
[] Ovemide defautt

__wvectar_table

Factary Settings

STOOLKIT_DIRS config'debugger MXP \MCXW727C_corel.

ptions  Plugins

d

Cancel

12. Click the “Download and Debug” button (or CTRL+D) to flash the executable onto the

board.
Download and Debug the Wireless Uart Host
W >R B@-=[0] ::id.

Download and Debug (Ctrl+D)

Download the application and start
the debugger

13. Press Go (F53). At this moment, the board starts running the application.

application
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File Edit View Project Debug Disassembly Jlink Tools Window Help
IO E = o0 OC S LQ2> 52D >N B@®=E0Oci0RFrl 0
Workspace > 8 X | mainc x = | Disassembly
debug .| [main i cote:
= 114  int main(void)
Files o 1158 { Disassembly
B @ w_uart_host_freertos - ... + 116 /% Init 0SA: should be called before any other 0SA APT */ ax2' 544
H application 117 0sA_Init(); App_
= 118
|
[@ = ble_controller 119 /* Exanple of baremetal Loop if user doesn't want to use 0SA API %/ CoPEn
M bluetooth G e y - -
- 120 1] #if (FSL_0SA_BM_TIMER_CONFIG != FSL_OSA_BM_TIMER_NONE) P
i board 121 05A_TimeInit(); =
& CMSIS 122 |- sendif int main(voi
i component 123 {
W device 124 BOARD_InitHardware();
125 [ e
B framework 126 ] #if defined(SDK_0S_FREE_RTOS) 0SA_Init
i freertos 27 . @x2'545
& 128 (void)0SA_TaskCreate((osa_task_handle_t)s_startTaskHandle, OSA TASK(start_task), NULL); R
129 o
138 /% Start scheduler/ AR
B secure-subsystem 131 0sA_start(); (void)0s
W source 132 | #else @x2'545
B startup s power, led, butten, ete..) % @x2'545
i utilities @x2'545
& output @x2'546
0SA_Star
052"546
ASK; assert(@
- ) @x2'546
@x2'546
er and o Li ax2'545
02"546
ax2'547
return
ex2'547
ax2'547
ax2'547
erRpmsgBridge c > @U) 02°547
153 [ #endif e
154
155 while(TRUE) 2548
156 B { P
w_uart_host_freertos
Debug Log
Log
Fri Oct 17, 2025 17:02:01: ResetTarget() end - Took 379us
Fri Oct 17, 2025 17:02:01: Device specific reset executed.
Fri Oct 17, 2025 17:02:01: Software reset was performed
Fri Oct 17, 2025 17:02:01: Target reset
Fri Oct 17, 2025 17:02:01: Memory map 'after startup completion point' is active
. Euild  Debug Log
Running the code on IAR Erors o, Warnings 0t 114, ol 1 :

Parent topic:Building the binaries

Building and flashing the BLE Extended NBU software demo applications using Visual Stu-
dio Code To build and flash the BLE software demo applications using Visual Studio Code, fol-
low the steps listed below:

1. Open Visual Studio Code and open the MCUXpresso for Visual Studio Code extension as
shown in the figure below.

%) File Edit Selecton View Go Run Terminal Help 2 Search
MCUXPRESSO FOR VS CODE = 5 Welcome X

* QUICKSTART PANEL

=+ Import Repository < Welcome
M\ Import Example from Repository
8+ Import Project
@ Application Code Hub
() leteg s Discover NXP MCUXpresso
~ INSTA TORIES for VS Code N
In order to start developing your first MCUXpresso application,
you should first have a repository installed. Complete the following steps to most of yous Use
@ NXP pr r the sel
Import Repository MCUXpr e tha
© PROJCTS

@ Explore NXP MCUXpresso for VS Code
Start developing your project.

Learn the benefits and features of the NXP
Import Example from Repository MCUXpresso for VS Code extension.
Import Project

\ DEBUG PROBES [3) @ Check Tool Dependencies
v [l SEGGER 7.960
v LinkServer 1.6.133 @ Import Software Repositories

~ [ PEmicro 93400

© Import Example from Repository

> DEVICE TREE © Debug Example Project
> IMAGE INFO
 BAREMETAL HEAP AND STACK USAGE « Mark Done

<no active debug context>

MCUXpresso for Visual Studio Code extension

2. Import the SDK package: click “Import Repository”. Then, choose the “Local” option (if
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the SDK is archived use “Local archive”), browse to the path of the SDK you want, and click

“Import”.
<
(M

>

5

E%

(L

®

Steps to import the SDK @

File Edit Selection View

MCUXPRESSO FOR VS CODE

~ QUICKSTART PANEL

+ Import Repository

I1% import Example from Repository
g+8 Import Project

13 New Project Wizard

@ Application Code Hub

[ T R T
~ IMPORTED REPOSITORIES

In order to start developing your first
MCUXpresso application, you should first
have a repository installed.

Import Repository
~ PROJECTS

Start developing your project.

Import Example from Repository
Import Project

~ DEBUG PROBES
~ [l SEGGER 238
~ [ LinkServer 24,1221
~ [l PEmicro 9.34.00

> DEVICE TREE
» IMAGE INFO

Q Search |:- -

Import Repository X

Import Repository

Archive:

Name:

Location:

VIOTE ARCHIVE LOCAL LOCAL ARCHIVE
wi\packages\SDK_25_12_00-pvw_MCX-W72-EVK.zip

5DK_25_12_00-pww1_MCX-W72-EVK

Note: Path doesn't exist. Folder(s) will be created.

ciwaorkyworkspaceshtest

Create Git repository

3. Import NCP(Corel) application: After the SDK is loaded successfully, select the “Import Ex-
ample from Repository” to add an application to your workspace. Choose the repository,
toolchain (Arm GNU), board, example you want to add, and the location where the VS Code
project would be created. Then click “Import”.
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<)
Q

@

File Edit Selection View Go

MCUXPRESSO FOR VS CODE

~ QUICKSTART PANEL

-+ Import Repository

[I% Import Example from Repository
§-8 Import Project

13 New Project Wizard

@ Application Code Hub

Cd Open MCUXpresso Installer

(@ Open Online Documentation

~ IMPORTED REPOSITORIES

> BR MCUXpresso SDK Standalone (Path: c,..

~ PROJECTS
Start developing your project.

Import Example from Rey

Tn/

Import Project

~ DEBUG PROBES
~ [l secGer 832
~ (B LinkServer 24.12.21
~ [ PEmicro 93400

> DEVICE TREE
> IMAGE INFO
@0A0

Q Search

Import Example from Repository X

Import Example from Repositc
Repository:

chworkiworkspacesitest\SDK_25_12_00-pvw1_|

Board:

MCX-WT72-EVK

MCX W72 Evaluation Kit for

Template: wireless_examples/bluetooth/ncp_fsci_black_bc

The BLE ncp fsci black box application is a simple demanstration
application implements a Bluetooth Low Energy Host Black Box v
RPMSG serial interface.To use the application with Test Tool 12, ©
the fsci_bridge application is required to be running on core 0.

Name: mexw72evk_ncp_fsci_black_box
Location: cywork\workspacesitest
Toolchain: {(Arm GNU Toolchain 13.2.rel1 (Build arm-13.7))

Open readme file after project is imported

Steps to import the NCP example application

4. Import Core0 application: After the SDK is loaded successfully, select the “Import Exam-
ple from Repository” to add an application to your workspace. Choose the repository,
toolchain (Arm GNU), board, example you want to add, and the location where the VS Code

project would be created. Then click “Import”.

B s By S Po@ S

ol
o

5
@

MCUXPRESSO FOR VS CODE

~ QUICKSTART PANEL
~+ Import Repository
[I% Import Example from Repository
§+8 Import Project
13 New Project Wizard
@ application Code Hub

WY S W
~~ IMPORTED REPOSITORIES

~ BR MCUXpresso SDK Standalone (

~ PROJECTS

> mexw72evk_ncp_fsci_black_b..

(2

~~ DEBUG PROBES
> SEGGER 838
~ [ LinkServer 24.12.21
~ [ pEmicro 93400

@

{%} > DEVICE TREE

Steps toimport the Core0 example application Bl @020 & ocbu mow e o bleck con

> IMAGE INFO

SDK_2.x_MCX-WT72-EVK (Version: 2...

£0

Cr Import Example from Repository
Import Example from Reposi
Repository: cywork\workspaces\test,SDK_25_12_00-pwy
Board: MCX-W72-EVK

MCX W72 Evaluation Kit
Template: wireless_examples/bluetooth/w_uart_host/f
The BLE wireless uart application is a simple demonstration p
implements a custom GATT based Wireless UART Profile that
any other application which supports the FSCI protocol is req
Name: momw72evk_w_uart_host_freertos
Location: c\work\workspaces\test
Toalchain: (Arm GNU Toolchain 13.2.rel1 (Build arm-13

Open readme file after project is imported
% Build

1.2. Wireless
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5. Both Extended NBU applications now appears in the “Projects” tab on the left. Build both
applications by pressing the “Build selected” button on each.

Building the NCP FSCI Black Box ThreadX application

) File Edit Selection View Go - <« QU Untitled (Workspace) (B30 0O — o X

MCUXPRESSO FOR VS CODE

 QUICKSTART PANEL

~+ Import Repository

[I% Import Example from Repository
§-8 Import Project

13 New Project Wizard

@ Application Code Hub

Y SR W
~ IMPORTED REPOSITORIES

~ ER MCUXpresso SDK Standalone (Path: clworkiw...
[8 SDK_2.x_MCX-W72-EVK (Version: 25.12.00) (@

B % 0O

B 6 B

~ PROJECTS

> mexw72evk_ncp_fsci_black_box MC..

(>

> mexw72evk_w_uart_host_freertos MCUXpresso SD... Show All Commands | Ctrl + | Shift + P

o@
a

=1 Cul |+ At +
~
T T el +
ctrl +
~ DEBUG PROBES
> SEGGER 838 g0
~ LinkServer 24.12.21
~ [H pEmicro 93400 PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS  SERIALMONITOR  OFFLINE PERIPHERALS + v o | D X
@ _box/armgec/debug --target all -- | BJ cmak... v
ninja: no work to do. SEGGER: ...
build finished successfully.
P " : >-] SEGGER: ...
{::‘;} » DEVICE TREE Terminal will be reused by tasks, press any key to close it.
> IMAGE INFO
@0AD & Debug (moxwT2evk ncp_fsci_black box) 432 Build 8 =

Building the Wireless UART Host Host FreeRTOS application

) File Edit Selection View Go - <« QU Untitled (Workspace) (B30 0O — o X

MCUXPRESSO FOR VS CODE

 QUICKSTART PANEL

~+ Import Repository

[I% Import Example from Repository
g-8 Import Project

13 New Project Wizard

@ Application Code Hub

Y SR W
~ IMPORTED REPOSITORIES

~ ER MCUXpresso SDK Standalone (Path: clworkiw...
[8 SDK_2.x_MCX-W72-EVK (Version: 25.12.00) (@

B % 0O

B

L3
~ PROJECTS més 09
> moxw72evk_ncp_fsci_black_box MCUXpresso SDK 2...
‘ > moxw72evk_w_uart_host_freertos MI\HID @ < | Show All Commands | Ctrl + Shift + P

@
a

L
o
+
»
i

~~ DEBUG PROBES

> SEGGER 238 g0

~ [ Linkserver 241221

~ [H pEmicro 93400 PROBLEMS ~ OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS  SERIALMONITOR  OFFLINE PERIPHERALS + v o | D X
@ _box/armgec/debug --target all -- | BJ cmak...

ninja: no work to do. SEGGER: ...
build finished successfully.

q q N -] SEGGER: ...
ZADEVI RN Terminal will be reused by tasks, press any key to close it.

> IMAGE INFO
®0AD &> Debug (moowT2evk ncp_fsci_black box) £} Build B8 =

6. After the build is completed successfully, first debug the NBU(Core1) application by clicking
the “Debug” button.

Debug the NCP FSCI Black Box ThreadX application
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) File Edit Selection View Go - <« QU Untitled (Workspace) (B30 0O — o X

MCUXPRESSO FOR WS CODE

~~ QUICKSTART PANEL

-+ Import Repository

[I% Import Example from Repository
g8 Import Project

13 New Project Wizard

@ Application Code Hub

ow 0

Y SR W
~ IMPORTED REPOSITORIES

~ ER MCUXpresso SDK Standalone (Path: chworkiw...
SDK_2X_MCX-W72-EVK (Version: 25.12.00) @

& B

g

~ PROJECTS

‘ ~ mexw72evk_ncp_fsci_black_box MC...

(>

> X Settings

> B mcu

> B3 Build Configurations
>

>

2

@ Repository c\worlk\workspaces\test\SDK_25_12...
F3 Project Files
> mexw72evk_w_uart_host_freertos MCUXpresso SD...

(2

~ DEBUG PROBES

SEGGER 838 20O

~ LinkServer 24.12.21

v . PEmicro 9.34.00 PROBLEMS ~ OUTPUT  DEBUG CONSOLE  TERMINAL  PORTS  SERIAL MONITOR  OFFLINE PERIPHERALS + v lx

@ _box/armgec/debug --target all -- |
ninja: no work to do.
build finished successfully.
Terminal will be reused by tasks, press any key to close it.

é:% > DEVICE TREE
> IMAGE INFO
®0/0 & Debug (mexwT2evk nep_feci_black_box) %2 Build 8z

7. Press the run (“Continue”) button to run the application on the board.
Running the NCP FSCI Black Box ThreadX application

] File Edit Selection View Go - & Q, Untitled (Workspace) =Y TO0|kr9® - [m} B4
RUN ANDDEBUG  [> Debug (mexw72.. ~ | 3 - C ncp_fsci_black_boxc % & & 2 3 m -
~ VARIABLES w72evk_ncp_fsci_black_box > € nep_fsci_black_box.c > @ main(void)
C)\ ~ Local void tx application define(void *first_unused _memory)
> __func__ = [5] 366 :
> Global 367 /*1 EEERERREERRER AR R E R EE KRR E AR TR R KRR
i_p > Static: nep_fsci_black_box.c (C\work\workspaces\testyimoow 308 * \brief main function used for initialization
369 T L e ]
> Registers
% 37@ int main(void) Alt+D to Document
037
® 372 |® /* Configure FRO192M clock */
RAAIC 373 #if ldefined(FPGA_TARGET) || (FPGA_TARGET == @)
374 PLATFORM_InitFro192M();
Lo 375 #endif
376
&, 377 #if ldefined(FPGA_TARGET) || (FPGA_TARGET == @)
378 /* By default the NBU runs to 48MHz, set the constraint in the init to
379 * prevent the app core to set a slower speed for the NBU on its side */
@ E:] PLATFORM_SetFrequencyConstraintFromController(3);
381 #endif
382
383 /* Inform LL about the clock update */
384 LL_API_CleckUpdated();
a1 385
386 #define TICK_RATE_HZ 1@eeu
387 SysTick->LOAD |= (BOARD_GetSystemCoreClockFreq() / TICK_RATE_HZ) - 1U;
~ CALL STACK Faused on breakpoint 288 SysTick »VAL = 8;
main@exeee3ide2s nep_fsci_black_box.c 371 380 /* Not enabling the Systicks now, will be done in _tx_thread_schedule */
300 SysTick->CTRL = SysTick CTRL_CLKSOURCE_Msk | SysTick CTRL_TICKINT Msk;
391

392 #if ldefined(RF_OSC_26MHZ) || (RF_OSC_26MHZ == )

PROBLEMS QUTPUT DEBUG CONSOLE TERMINAL PORTS SERIAL MONITOR OFFLINE PERIPHERALS  --- 4+ g3 &
@ ~ BREAKPOINTS Read register ‘pc’ (4 bytes) from hardware: ©x28D88308 CMake: build (mexw72evk_ncp_fs v
> BAREMETAL HEAP AND STACK USAGE Read register "xpsr’ (4 bytes) from hardware: @xee@eee69 SEGGER: Debug (moxw72evk_ncp fsci b...

Removing breakpoint @ address 6x80803D828, Size = 2

{% » LIVEWATCH Read 4 bytes @ address @x@e830028 (Data - @xF@BCBSO8)

> ANALYSIS

8. After the build is completed successfully and the NBU application was successfully written,
debug the Core0 application by clicking the “Debug” button.

Debug the Wireless UART Host FreeRTOS application
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) File Edit Selection View Go - <« QU Untitled (Workspace) (B30 0O — o X

MCUXPRESSO FOR WS CODE

~~ QUICKSTART PANEL

-+ Import Repository

[I% Import Example from Repository
g8 Import Project

13 New Project Wizard

@ Application Code Hub

Y SR W
~ IMPORTED REPOSITORIES

~ ER MCUXpresso SDK Standalone (Path: chworkiw...
SDK_2X_MCX-W72-EVK (Version: 25.12.00) @

ow 0

B

Lo
& ~ PROJECTS
> moxw72evk_ncp_fsci_black_box MCUXpresso SDK 2...

~ mexw72evk w_uart_host freertos M. @ < Show All Co s Ctrl + Shift + P
2 » T Settings . o (G [

2> B Mo S
o > BB Build Configurations |+ A +1
~ > @ Repository chworkiworkspaces\test\SDK_25_12...
» B3 Project Files el +
3
~ DEBUG PROBES
¢ Q

~ LinkServer 24.12.21

= . PEmicro 93400 PROBLEMS QUTPUT DEBUG CONSOLE TERMINAL PORTS SERIAL MONITOR OFFLINE PERIPHERALS —+ - [ <
@ _box/armgec/debug --target all -- |

ninja: no work to do.
build finished successfully.

éﬁ'} » DEVICE TREE Terminal will be reused by tasks, press any key to close it.

> IMAGE INFO

®0/0 & Debug (mexwT2evk nep_feci_black_box) %2 Build 8z

9. Press the run (“Continue”) button to run the application on the board.

Running the Wireless UART Host FreeRTOS application

] File Edit Selection View Go - & Q, Untitled (Workspace) =Y TO0|kr9® - [m} B4
RUN AND DEBUG | [> | Debug (moxw72.. ~ | &% -+ € maine X v @2 B m -
~ VARIABLES mexw72evk_w_uart_host_freertos > € main.c > & main(void)
O\  tocal 95 #if ldefined(SDK_OS_FREE_RTOS)
> _func_ = [5] 112 #endif
112
E_‘? ? Global 114  int main(void) Alt+D to Document
> Static: main.c (C\work\workspaces\testymowT2evi w uart [ 175 [
> Registers 116 /* Init 0SA: should be called before any other OSA API */
& 117 0sA_Tnit();
118
EB  WATCH + n0D 119 /* Example of baremetal loop if user doesn’'t want to use OSA API */

126 #if (FSL_OSA_BM_TIMER_CONFIG != FSL_OSA_BM_TIMER_NONE)

121 0SA_TimeInit();
L—_‘® 122 #endif
123
&, 124 BOARD_InitHardware();
125
126 #if defined(SDK_0S_FREE_RTOS)
@ 127
128 (void)0SA TaskCreate((osa_task _handle_t)s_startTaskHandle, OSA_TASK(start_task)
> 129
o 13@ /* Start scheduler®/
g 131 0SA_Start();
~ 132 #else
132 * B
~ CALL STACK Faused on breakpoint 1? R
main@exeeea236c main.c (115 ;2
137
138
139 H
PROBLEMS ~ OQUTPUT  DEBUGCONSOLE  TERMINAL  PORTS  SERIALMONITOR  OF PERIPHERALS =+  +~ - | [ X
@ ~ BREAKPOINTS Read register 'xpsr’ (4 bytes) from hardware: 8xP9e80060 Make: build (mexw72evk_w_uart_h...
> BAREMETAL HEAP AND STACK USAGE Removing breakpoint @ address exeeeez3ec, Size = 2 | EGGER: Debug (moxw72evk w_uart ho...

Read 4 bytes @ address ©x6080236C (Data = ©xFOO2B588)

{% 7 LIVEWATCH Reading register 'msp’ = 8x20080860

> ANALYSIS

Parent topic:Building the binaries

Running the Wireless UART application using NXP IoT Toolbox mobile application To run
the Wireless UART application using NXP IoT Toolbox mobile application, follow the steps as
listed below:

Note: Before working on these steps, ensure to install the latest version of the NXP IoT Toolbox
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mobile application from the application store.
1. Flash the board with the Wireless UART application as previously described.

2. Open Tera Term (or any other Serial Communication software) and choose Serial. Then
choose the port of your board and click OK.

Setting up a new Tera Term connection for Wireless UART application

Tera Terme Mew connection o

_ TCPAIP myhost.example.com

II|-:Iur'!..'

Telnet =

G5H 3SH?

Other

UNSPEC
# Serial Fort: | COMI0: JLink COC UART Port [COMIIL -
I 0K Cancel Help

3. Stop running the code on the board. Go to Setup >Serial Port.
Setting the serial port

4. Choose the required Speed (baud rate) and Flow Control values. Here, the baud rate should
be 115200 and the Flow control mode should be set to Xon/Xoff.

Setting the baud rate
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5. Ensure that the Bluetooth device of your phone is enabled.

Tera Term: Serial port setup

Port: COM30
Speed: 115200
Data: 8 bit
Parity: none
Stop bits: 1 bit
Flow control: Xonfxoff
Transmit delay
1] msecjchar 0

0K

Cancel

Help

msecfline

6. Open the IoT Toolbox application and select the Wireless UART icon.

NXP IoT Toolbox application
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12:56

loT Toolbox

$

Cycling Speed Running Speed Blood Pressure

Glucose Thermometer

®i©®
®{®
MO

Proximity Beacons Sensor
®m
@
OTAP QPP Wireless UART

N
@

@

Zigbee Shell NFC Thread Shell

N

%3
)
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7. Now run the application on the board. On this step, the RGB LED blinks white quickly. Press
the button SW3 to switch to Peripheral (Central) mode, then press SW2 to start Advertising
(scanning). The Tera Term terminal shows the message shown in the figure below.

Tera Term console
M COM30 - Tera Term VT — O -

File Edit Setup Control Window Help
lireless UART starting as GAP Central.

Switched role to GAP Peripheral.

Advertising...

8. The device should become visible for the Wireless UART mobile application.
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loT Toolbox

NXP_WU
00:60:37:B2:9D;7C
Unbonded -51 dBm

1 @ *

NXP Wireless UART scanned by IoT toolbox app
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9.

10.

Select the device that appears in the Wireless UART tab to connect to it. After connecting,
the mobile application shows the console, as shown below. Users can choose between the
Wireless Console and Wireless UART tabs.

The device should become visible for the Wireless UART mobile application.

17:23 = 89 TN 45%8
loT Toolbox

3 UART  }
Wireless Console

slsla]iag

¢ z x cvbnnm®&

w o Roméns

(@]

Wireless UART working in Connected mode

On the IoT Toolbox Wireless application console, the message is introduced in one line and
sent to the peer. If Wireless UART mode is used, communication is done character by char-
acter. On Tera Term, the message received is displayed. One character at a time can be sent
from Tera Term to the peer. When the mobile application receives the character, it displays
it.

The next figure shows the board acting as a peripheral, connected to a phone using IoT
Toolbox in Wireless Console and Wireless UART modes.

Exchanging messages between the phone and Wireless UART Console
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M COM3I0 - Tera Term VT 1724 = R 4A

File Edit Setup Comtrel Windew Help « loT Toolbox UART
Wireless Congole

. i
Wireless UART starting asz GAP Central.

xd role to GAP Peripheral.

sing...
ted to device B as slave.

[AB-51: Helloll

17:24 = o ASRE

loT Toolbox
Wireless Console
i "

UART %

References For more information, refer to the NXP website or contact your local Field Appli-
cation Engineer (FAE).

Acronyms and abbreviations The following acronyms are used in this document.
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Acronym Description

Bluetooth LE  Bluetooth Low Energy

EVK Evaluation Kit

IDE Integrated Design Environment

ISP In-system Programming

IoT Internet of Things

RTOS Real-time Operating System

SDK Software Development Kit

UART Universal Asynchronous Receiver Transmitter
USB Universal Serial Bus

Note about the source code in the document Example code shown in this document has the
following copyright and BSD-3-Clause license:

Copyright 2023-2024 NXP Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEG-
LIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Bluetooth Low Energy Demo Applications User Guide

Introduction This document describes the Bluetooth Low Energy host stack enablement for
NXP development platforms. The document is organized as follows:

* Bluetooth Low Energy applications lists the demo applications that can be located in the
Software Development Kit (SDK).

* Hardware configurations describes the hardware and toolchain requirements.

* Building and running a Bluetooth LE example application describes the general require-
ments for using and testing a Bluetooth Application on a compatible device.

* Bluetooth LE stack and demo applications describes the steps and instructions for using the
demo applications on your device. It also presents the profiles and services implemented
and how to interact with them.

* References lists the additional documents that can be referred for more information.

» Acronyms lists the acronyms used in this document.
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Bluetooth Low Energy applications The Software Development Package provides a Bluetooth
Low Energy v5.3-compliant host stack implementation with a set of GATT-based profiles and ser-
vices implemented on top. To demonstrate the device functionality, the following demo applica-
tions are implemented.

1. ANCS Client

Beacon Application
Bluetooth LE FSCI Black Box
EATT Central

EATT Peripheral

HCI Black Box

HID Host

HID Device (Mouse)

Low-power Temperature Sensor and Collector

© ® NS Tk

—
©

Low-power Extended Advertising Central and Peripheral

. OTAP Clients ATT and L2CAP and OTAP Server

. Wireless UART demo application

. Bluetooth LE Shell application

Hybrid (Dual-Mode) Bluetooth Low Energy and Generic FSK
. Wireless UART Host

. FSCI Bridge

17. NCP FSCI Black Box

Note: Refer to the application notes that are located in the ‘documentation’ folder.

S S Y
o U1k W N R

Hardware configurations

Hardware requirements The NXP Bluetooth LE demo applications run on a selection of the
following platforms:

*« KW45B41Z-EVK
*« KW45B41Z-L.OC
« FRDM-MCXW71
* MCX-W71-EVK
*« KW47-EVK

« KW47-LOC

« FRDM-MCXW72
* MCX-W72-EVK
* MCXW72-LOC

« FRDM-MCXW23
* MCXW23-EVK

Parent topic:Hardware configurations
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Toolchain requirements The Bluetooth Low Energy Stack demo applications were compiled
and tested with IAR Embedded Workbench for Arm and MCUXpresso. Users must use one of
these tools.

Parent topic:Hardware configurations

KW45B41Z-EVK platform The figure below displays the top view of the KW45B41Z-EVK board.

©2022 NXP B.V.
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Parent topic:Hardware configurations

KW45B41Z-LOC platform The figure below displays the top view of the KW45B41Z-L.OC board.
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Parent topic:Hardware configurations

FRDM-MCXW?71 platform The figure below displays the top view of the FRDM-MCXW71 board.

FRDOM-MCXW71

AL
Js2 Jsi

0o <[y ]”
o cse

8

se122R30
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5 78 C123 R31

RIS
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Risla s
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T

2 c20EY
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014/ 345l
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©2024 NXP
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Parent topic:Hardware configurations

MCX-W71-EVK platform The figure below displays the top view of the MCX-W71-EVK board.

Parent topic:Hardware configurations

KW47-EVK platform The figure below displays the top view of the KW47-EVK board.
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Parent topic:Hardware configurations

KW47-LOC platform The figure below displays the top view of the KW47-LOC board.

JP10 YDD_BRD
[ ococ wovt_|

#31 €50
m3o = cay

W4

1) R ok X-KW4T-LOC

I i
00T _CONF IG

Parent topic:Hardware configurations

FRDM-MCXW?72 platform The figure below displays the top view of the FRDM-MCXW72 board.
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; X-FRDM-WM

Parent topic:Hardware configurations

MCX-W72-EVK platform The figure below displays the top view of the MCX-W72-EVK board.

Parent topic:Hardware configurations

MCXW72-LOC platform The figure below displays the top view of the MCXW72-LOC board.
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Parent topic:Hardware configurations

FRDM-MCXW23 platform The figure below displays the top view of the FRDM-MCXW23 board.

Jzo|§]

VEEF_OUT
|12

" NME

X -FROM-MCXWZ23

€©2024 NXP

MCU-Link

[ |a12
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Parent topic:Hardware configurations

MCXW23-EVK platform The figure below displays the top view of the MCXW23-EVK board.
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Parent topic:Hardware configurations

Building and running a Bluetooth LE example application This section presents the general
requirements for using and testing a demo application. To open, build, and run any example
application on a specific board, refer to the Bluetooth Low Energy Quick Start Guide document
for the corresponding board.

User interface The demo applications that implement the Battery Service expose the current
battery level, as measured on the board, through the Battery Level characteristic. The value rep-
resents a percentage between 0 and 100. The value can be read from the device from a connected
GATT client.

The demo applications that implement the Device Information Service display various informa-
tion regarding the current software, hardware, and firmware revisions. These values are used
as an example and application developers can modify them when developing their product. The
values can be read from the device through a connected GATT client.

Parent topic:Building and running a Bluetooth LE example application

Security The examples that enable pairing always generate a default passkey of 999999 that
must be entered on the Central device, which is usually a smartphone or tablet.

Parent topic:Building and running a Bluetooth LE example application

Testing devices To demonstrate the profile functionality, most of the scenarios require one
of the supported platforms and a Bluetooth Low Energy capable central device. The device is
usually a smartphone or a tablet that runs a compatible Bluetooth LE application. The figure
below shows the IoT Toolbox UL
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loT Toolbox
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The recommended application is the IoT Toolbox, which can be installed on Apple iOS or Android
0OS handheld devices that support Bluetooth Low Energy. The application can be found on Apple
Playstore or on Google Play.

Other demos can be run by using two platforms, one for the peripheral and one for the central
role. A few examples of such demos are listed below:

* Low-Power Temperature Sensor and Collector
* Wireless UART

OTAP Client and Server

HID Host and Device

Extended Advertising Central and Peripheral
* EATT Central and Peripheral

To provide feedback and more interaction, some examples use a shell console via the virtual
COM port. To access the device, open a serial port terminal and as shown in the figure below.
For this example, Tera Term VT and a KW45B41Z-EVK or a FRDM-MCXW71 board can be used.
The communication parameters are 115200 and 8N1.

O TCPHP myhost.example.com

History

22
Telnet

@ S5H SSH2

Other
UNSPEC

Port: |CDM14: JLink CDC UART Port (COM14) v|

‘ OK ‘ ‘ Cancel ‘ ‘ Help |

Connect it to the platform with parameters as shown in the figure below .
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Tera Term: Senal port setu lﬁ]

Port: COM14

Baud rate: 115200

Data: 8 bit

Parity: none

Stop: 1 bit

Flow control: none

Transmit delay

0 msecichar msecfline

e

The start screen is displayed after the board is reset as shown in the figure below .

T COM30 - Tera Term VT — | s
File Edit Setup Control Window Help

2822 HNEP

Parent topic:Building and running a Bluetooth LE example application

Time client devices Some applications implement the Current Time Service. To enable this
feature, define the gAppUseTimeService_d parameter in the app_ preinclude.h file as 1. If the Time
Client is enabled, the device must synchronize with a Time Server to update its internal date/time
to the current date/time. If you connect the device to the phone, the Time Client synchronizes
with the phone (pairing and bonding must be active).

Parent topic:Building and running a Bluetooth LE example application
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Bluetooth LE stack and demo applications

ANCS/AMS client (ancs_c) This section describes the implemented profiles, services, user in-
teractions, and testing methods for the ANCS and AMS Client application.

Implemented profile and services The ANCS/AMS Client application implements both an
ANCS and an AMS Client for the custom ANCS Service and AMS Service available on iOS mo-
bile devices.

Check the documentation available on the iOS website for details about the ANCS or AMS ser-
vices, their characteristics, and supported features.

The demo application acts as a GAP Peripheral that advertises a service solicitation for the cus-
tom ANCS Service, followed by a solicitation to the AMS Service. It also acts as a GATT Client
once connected to a device that offers the ANCS/AMS Service. The application offers some ser-
vices such as the role of GATT Server.

Once connected to a mobile device offering the ANCS/AMS Service, the application displays in-
formation about ANCS Notifications received from that device. This information is followed by
the AMS track information (Artist, Album, Title, Duration in seconds). The application also dis-
plays the possible remote commands that the device state allows (such as Play, Pause, VolumeUp,
VolumeDown). The notifications are received via ATT Notifications, for which the ANCS Client
must register on the peer ANCS Server. The same must be done for the AMS server. It initially
configures the information that it wants to be notified about. The application also retrieves and
displays additional information about the received ANCS notifications. For this purpose, it writes
commands to specified characteristics on the ANCS/AMS Server and receives responses via ATT
Notifications from other characteristics. All information is displayed to the user using a shell
available over a serial communications interface.

Accessing the ANCS Service and AMS Service requires Bluetooth LE security to be enabled.
Parent topic:ANCS/AMS client (ancs_c)

Supported platforms The ANCS/AMS Client application is supported on the following plat-
form:

* KW45B41Z-EVK
FRDM-MCXW71
MCX-W71-EVK
KW47-EVK
FRDM-MCXW72
* MCX-W72-EVK
Parent topic:ANCS/AMS client (ancs_c)

User interface After flashing the board, the device is in idle mode (all LEDs flashing). To start
advertising, press the ADVSW button. When in GAP Discoverable Mode, CONNLED is flashing.
When the ANCS/AMS Server (Gap Central) connects to the ANCS/AMS Client (GAP Peripheral),
CONNLED turns solid. To disconnect, hold the ADVSW for 2-3 seconds. The ANCS/AMS Client
then re-enters the advertising state.

For displaying operating information and ANCS Notifications (AMS information and commands),
the demo application uses a shell exposed via a serial communication interface.

Parent topic:ANCS/AMS client (ancs_c)
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Usage The ANCS/AMS Client demo application is designed to work with a peer mobile device
that exposes the ANCS and AMS service. Also, a serial terminal application is required for dis-
playing ANCS Notifications information and AMS commands and information.

1. Open a serial terminal application on the PC and connect it to the serial port corresponding
to the board on which the ANCS/AMS Client runs. See the details in Testing devices, “User
Interface”. A start screen is displayed immediately after the board is reset. All LEDs must
be flashing as shown in the figure below.

T COMZ25 - Tera Term VT

File Edit Setup Control Window Help

Copyright 2822 HNHEP

BLE ANCS/AMS Client>
ress ADUSW to start advertising to find a devi

Startscreen for ANCS/AMS Client demo application

2. Press the ADVSW button to start advertising. This instruction is also displayed in the serial
terminal as shown in the figure above.

3. The peer device starts scanning for Bluetooth LE devices and connects to the ANCS/AMS
Client device that is advertising.

4. Once connected to a peer, the application looks for the ANCS Service and AMS Service and
their characteristics. If they are found, the ANCS Client tries to register for receiving noti-
fications and AMS for the tracking data and commands. See Figure.

5. If any security-related ATT errors are encountered, then the application automatically per-
forms Pairing and Bonding and retries the failed ATT operations. Depending on the nego-
tiated pairing method, user interaction might be needed to complete the Pairing. Follow
the onscreen instructions provided by both the ANCS/AMS Client and the mobile device. If
the ANCS/AMS Client generates a passkey, then the default 999999 passkey is used. See the
figure below that shows a ‘Pairing is successful’ message.

Pairing was successful? Pairing completed successfully

Writing ANCS MNotification Source CCCD... Enabling ANCS Notifications
ANCE Motification Sowrce CCCD written successfully. Suce

Writing ANGS Data Source GCCD... Configuring ANCS Notifications

ANCS Data Source CCCD written successfully. gy cc

llriting AMS Remote Command CCCD.. . Enabling Remo
AME Remote Command CCCD written successfuliy. Success!
Mriting AMS Entity Update CCCD... Enabling Entity Update
AMS Entity Update CCCD written successfully. 3

Wlriting AMS Entity Update Track Subscription.. ng Entity Update for Track Information

EI‘IS Entity Update Track Subscription written successfully. Success!

Pairing is successful message

6. After bidirectional communication is established via GATT, the ANCS/AMS Client starts dis-
playing ANCS Notifications information as shown in the figure below.
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isting notifications, 1 new
notification for which the
application name is not

lable yet

The application name for the
new notification has been
obtained from the AN

One notification was deleted
by the ANCS Server and it has
notified the ANCS Client to

delete it too.

A second notification is dele
by the ANCS Server.

A third notification is deleted

Tl o

by the ANCS Server.

The last notification is

Lpplication
by the ANCS Server.

1 new notification is received
from the ANC ver for whi
the application name is not

Applic

available yet.

The application name for the
last notification is retrieved fr
the ANCS ¢

ANCS Notifications
* The combination of the two services (ANCS and AMS) is shown in the two figures below.

 If no media is playing and no player is active, the serial interface looks as shown in the
figure below.
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a1 COM25 - Tera Term VT — |

File Edit Setup Control Window Help

Flags Category fApplication

Duration:
Available commands: UolumelUp UolumeDown

BLE ANCS/AMS Client >l

AMS no active player

* When media is playing, a player is active and the state must look similar to the figure below.

T

File Edit Setup Control Window Help

Mot if _UID Flags Category Application
B> B0800001 N Other Home Assistant
aee M Social Messages

¢ Jain, Ian Asher

¢ Makeba (Ian Asher Remix}

: Makeba — Ian Asher Remix
Duration: 125.178

fvailahle commands: Play Pause TogglePlayPause NextTrack PreviousTrack Uolumelp VolumeDown SkipForward SkipBackwawrc

BLE ANCS~AMS Client>]

AMS with player active
Parent topic:ANCS/AMS client (ancs_c)

Parent topic:Bluetooth LE stack and demo applications

Beacon This section presents the user interactions and testing methods for the Beacon appli-
cation.

Advertising data The beacons are non-connectable advertising packets that are sent on the
three advertising channels. The latter contains the following fields.

* Company Identifier (2 bytes): 0x0025 (NXP ID as defined by the Bluetooth SIG).

* Beacon Identifier (1 byte): 0xBC (Allows identifying an NXP Beacon alongside with Com-
pany Identifier).

UUID (16 bytes): Beacon sensor unique identifier.

A (2 bytes): Beacon application data.

B (2 bytes): Beacon application data.

C (2 bytes): Beacon application data.
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* RSSI at 1m (1 byte): Allows distance-based applications.
By default, the UUID value is a random value based on the unique identifier of the board.

Parent topic:Beacon

Supported platforms The following platforms support the Beacon application:
» KW45B41Z-EVK

FRDM-MCXW71

MCX-W71-EVK

KW47-EVK

FRDM-MCXW72

MCX-W72-EVK

Parent topic:Beacon

User interface After flashing the beacon, the sensor is put in deep sleep (all LEDs are off).
To flash the board in case the beacon is put in Deep-sleep mode, press the ADVSW or RESET
button. After this step, any attached debugger loses its connection. The default configuration of
the application enables low power, which disables LED support. The user can manually change
the configuration and enable LED support, otherwise all subsequent LED behavior references
are ignored.

By default, the application uses extended advertising. However, it can be configured to use legacy
advertising by setting the gBeaconAE ¢ define to 0. In the legacy configuration, the first press of
the advertising switch starts the legacy advertising and the second press stops it.

Parent topic:Beacon

Usage The beacon can be tested with any Bluetooth® Smart Ready products available on the
market. The IoT Toolbox can also be used to showcase the profile functionality, as shown in the
figure IoT Toolbox Beacon Demo below.
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b 2 5.l 7% H 10:25

¢« loT Toolbox C

STOP
Beacons

Manufacturer ID: NXP

UUID: 1BSED501-83FD-A341-A845-80833D843013
A:0 B:0 C:0

RSSI: -55 dBm
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Parent topic:Beacon

Beacon usage with extended advertising To use the Beacon application with the advertising
extensions capabilities, the gBeaconAE_ ¢ define option must be set to 1. Doing this enables the
usage of extended advertising and periodic advertising. The application cycles between these
modes are in the following manner:

 The first ADVSW press starts legacy advertising, CONNLED turns solid.

* The second ADVSW press stops legacy advertising and starts extended advertising,
CONNLED turns off, EXTADVLED turns solid.

* The third ADVSW press stops extended advertising carrying data and then starts extended
advertising without data and periodic advertising, EXTADVLED starts flashing.

* The fourth ADVSW press stops periodic advertising and extended advertising without data
and starts legacy advertising and extended advertising, both CONNLED and EXTADVLED
turn solid.

* The fifth ADVSW press stops them all, both CONNLED and EXTADVLED turn off.

Not all smartphones support extended advertising, hence a different method to view the AE
beacon is to use the ble_ shell application. In order to do this, perform the following steps:

1. Flash a board with the beacon application, as described above.

2. Flash a board with the ble_shell application, as described in Bluetooth LE Shell and connect
to it using a serial port.

3. Pressthe ADVSW button two times on the beacon to start extended advertising on the coded
PHY.

4. To view the advertising data, enter the following commands in the shell termi-
nal to set the scanning PHY to coded and start scanning. See the figure below.

M COM30 - Tera Term VT — O s

File Edit Setup Control Window Help

Copyright 2822 NXP

BLE Shell>gap scancfg —phy 4
BLE Shell>gap scanstart filter
BLE Shell>

—>» GAP Event: Scan started.

BLE Shell>
——> GAP Event: Found device 8 : 8B6B37228B55 -58 dBm
Advertising Extended Data:

Train schedule from Paris, Gare du Nord

Departures 18:88 — 189:59:

London :85, Barcelona :10, Maderid :15. Rome :28, Milan =25, Berlin =230, Munich :35, Frankfurt
48, Bucharest :45, Uienna :58, Budapest :55

5. To start the periodic advertising, press ADVSW button again on the beacon.

6. To sync with the beacon, issue the following commands on the shell terminal as shown in
the figure below.
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T COM30 - Tera Term VT - O X
File Edit Setup Control Window Help

opyright 2822 NXP

BLE Shell>gap scancfg —phy 4

B Shelll>gap periodicsync -peer B06037228B55 —type B
Shell>gap scanstart filter
Shell>
GAP Event: Scan started.

Shell>
GAP Event: Found device 8 : 806037228B55 -55 dBm
Advertising Extended Data:

—> GAP Event: Found device 1 : BAB6837228B55 —47 dBm
Advertising Extended Data:

GAP Event: Periodic Advertising Sync Established
GAP Event: Periodic Device Scanned
GAP Event: Periodic Device Scanned
GAP Event: Periodic Device Scanned
GAP Event: Periodic Device Scanned

The peer parameter of the periodicsync command is the public address of the beacon.

Extended Advertising with very large data To use very large advertising data for extended
advertising, set the gBeaconLargeExtAdvData_c define to 1. The same steps are used to view the
data using ble_ shell :

1. Flash a board with the beacon application.

2. Flash a board with the ble_shell application, as described in Bluetooth LE Shell and connect
to it using a serial port.

3. Pressthe ADVSW button two times on the beacon to start extended advertising on the coded
PHY.

4. To view the advertising data, enter the following commands in the shell terminal to set the
scanning PHY to coded and start scanning. See the figure below.
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T COM30 - Tera Term VT - O e

File Edit Setup Control Window Help
Copyright 2822 HNXP

BLE Shell>gap scancfg —-phy 4
BLE Shell>gap scanstart filter
BLE Shell>

—>» GAP Event: Scan started.

BLE Shell>
——>» GAP Event: Found device B : BA6B3722BB55 —46 dBm
Advertising Extended Data:

Train schedule from Paris, Gare du Nord

Departures 18:800 — 18:59:

London :=85, Barcelona :18. Madeid :15. Rome :28, Milan :25, Berlin :38. Munich
=35, Frankfurt :48, Bucharest =45, Uienna =58, Budapest =55
Arrivalz 18:88 — 18:59:

London :=85, Barcelona :18. Madrid :15., Rome :28, Milan :25, Berlin :38. Munich
135, Frankfurt :48. Bucharest =45, Uienna :58,. Budapest :55%Departures 18:-680 — 18:
L9:

London :05, Barcelona :18, Madrid :15. Rome :28, Milan :25, Berlin :38,. Munich
:35, Frankfurt :48, Bucharest =45, Uienna :58, Budapest :55%

Arrivals 1@:88 — 18:5%9:

London :85, Barcelona :18, Madrid :15. Rome :28, Milan :25,. Berlin :38. Munich
135, Frankfurt 48, Bucharest =45, Uienna :58, Budapest :55Departures 18:88 — 18:
L9:

London :®5, Barcelona :18, Madrid :15. Rome :28, Milan :25, Berlin :38. Munich
=35, Frankfurt :48, Bucharest =45, Uienna =58, Budapest =55
Arrivals 18:88 — 18:59:

London :=85, Barcelona :18. Madrid :15., Rome :28, Milan :25, Berlin :38. Munich
35, Frankfurt :48, Bucharest :45,. Uienna :58, Budapest :55Departures 18:88 — 1@:
59:

London :05, Barcelona :18, Madrid :15. Rome :28, Milan :25, Berlin :38,. Munich
:35, Frankfurt :48, Bucharest =45, Uienna :58, Budapest :55%

Arrivals 18:8B8 — 18:59:

London :05, Barcelona :18, Madrid :15. Rome :28, Milan :25,. Berlin :38,. Munich
135, Frankfurt :48,., Bucharest =45, Uienna :58, Budapest :55Departures 18:88 — 18:
9:

London :85, Barcelona :18, Madrid :15. Rome :28, Milan :25, Berlin :38. Munich
35, Frankfurt 48, Bucharest :45,. Uienna :58, Budapest :55

Train schedule from Paris,. Gare du Mord

Parent topic:Beacon

Parent topic:Bluetooth LE stack and demo applications

Bluetooth LE FSCI Black Box This section describes the functionality, user interactions, and
testing methods for the Bluetooth LE FSCI Black Box demo application.

Description The Bluetooth LE FSCI Black Box demo application gives access to the Bluetooth
LE Host Stack via a serial interface using the FSCI protocol. See the FSCI (Framework Serial Com-
munication Interface) manual for the format of the FSCI commands and a full list of supported
commands.

The demo can be used with the Test Tool for Connectivity Products. Command Console applica-
tion can be downloaded from the NXP website or using a custom application that supports the
FSCI protocol and commands.

Parent topic:Bluetooth LE FSCI Black Box

Supported platforms The following platforms support Bluetooth LE FSCI Black Box applica-
tion:

« KW45B41Z-EVK
« FRDM-MCXW71
* MCX-W71-EVK
*« KW47-EVK
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* FRDM-MCXW?72
* MCX-W72-EVK
Parent topic:Bluetooth LE FSCI Black Box

Usage with Test Tool for connectivity products The Bluetooth LE FSCI Black Box demo ap-
plication is designed to be used via serial interface. This can be done using the TEST Tool for
Connectivity Products — Command Console application as described below.

1. Download the demo application onto a supported board.

2. Connect the board to a USB port of the PC. The UASB COM port drivers must be installed
properly and a COM port corresponding to the board should be available.

3. Open the Test Tool application and connect to the serial port corresponding to the board on
which the Bluetooth LE FSCI Black Box application runs. See Figure. The serial communi-
cation parameters are: baud rate 115200, 8N1, and no flow control.

& NP Test Tool 12

| Cornmand Console H Script Server - Protocol &nalyzer :{I Coexistence Te

oo I

BeeKiiWirelesslConnectivity,
lliesigliool

(H__ Command Console)

Ilse Command Console to send FSCI commands o development
boards, Dauble click a part o open a serial connection ko the device,

USBUART External/ TCPIP

l COM3
BESUDEATE: 115200

4. Select the appropriate Test Tool XML file from the drop-down list for the release being used
and send commands to the application. An example is shown in Figure.
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3 MXP Test Tool 12

%y Start Page o Cornrnand Console 3
Dewice List COM3 [ FSCI]
¢ Open =

Loaded Command Set (BLE_I.S.S.me

= COM3

D)
All Commands. .. Add shorkcut Syne [l byte]
OpGroup [1 bytel
OpCode [l byte]
Length [Z hytes]

[1 byte]

] 00 &l

~“% BAUDRATE: 115200

Syme [1 bytel
OpGroup [1 byte]
OpCode [1 bytel
Length [& bytes]

- O X

& Cornmand Console =, Script Server 2 Protocol Anakyzer :(( Coexistence Tool %Firmware Loader R Radio Test s" OTA Updates -

dPublicDevicelddress . Regquest

e
‘ GAP. Confirm 02 48 80

ZaWl .

0z

43

25

0o oo

&D

0z 00 00 00 CA
0z

48

a0

00 0z

(St,at,us [2 bytes]

(gBlefuccess_c)

oo 00)

[1 byte]

CRC
GAP-

Syme [1 bytel
OpGroup [1 bytel
OpCode [1 bytel
Length [& bytes]

4 GenericEventPublicAddressRead. Indication
0z 48 94 0& 00 E3 DF ZB 27 &0 00 E0

Ca

0z
43
34
00 08

(Address [6 bytes]

[0060372BDFE31 )

CRC [1 byte]

Get Default... |[] RawC

zZ0

GAP-ReadPublicDeviceAddress, Request |

Parent topic:Bluetooth LE FSCI Black Box
Parent topic:Bluetooth LE stack and demo applications

EATT Central This section describes the implemented profiles and services, user interactions,

and testing methods for the EATT Central application.

Implemented profiles and services The EATT Central application implements a GATT server

and the following profiles and services:

* Generic Attribute Profile

The application behaves as a GAP central node. It searches for an EATT peripheral to connect
to. After connecting, it performs service discovery, initiates an EATT connection and configures
indications on the peripheral for services A and B. The Central reports the received service data

and the steps taken during the setup on a terminal connected to an UART port.
Parent topic:EATT Central

Supported platforms The EATT Central application is supported on the following platforms:

KW45B41Z-EVK
FRDM-MCXW71
MCX-W71-EVK
KW47-EVK
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* FRDM-MCXW?72
* MCX-W72-EVK
Parent topic:EATT Central

User interface After flashing the board, the central is in Idle mode (all LEDs flashing). To start
scanning, press the SCANSW button. After connecting to the peripheral, the CONNLED turns
solid. The data information together with the bearer it was received on is sent over UART. To
disconnect the node, hold the SCANSW button pressed for 2-3 seconds. The node then restarts
scanning.

Parent topic:EATT Central

Usage The application can be tested using another board flashed with the EATT Central appli-
cation as described in the EATT Peripheral.

1. Open aserial port terminal and connect it to board, in the same manner described in Testing
devices. The start screen is displayed after the board is reset.

2. Tostart scanning for devices, press the SCANSW button on the EATT Central board. To make
it enter discoverable mode, perform the same step on the EATT Peripheral board. The host
connects with the board after it sees it advertise the service A and service B UUIDs. After
connecting, the central performs service discovery, indicates its EATT support to the server
by writing the Client Supported Features characteristic, enables indications for services A
and B, and then initiates an EATT connection with the server. See the figure below.

Output console on the EATT Central connected with an EATT Peripheral

1 COM13 - Tera Term VT — O >
File Edit Setup Control Window Help

Copyright 2822 NEP

BLE EATT Central>
Press SCANSW to connect to an EATT Peripheral?

Connected to device 8%

Read descriptor A
Write descriptor A

Pairing Complete

Read descriptor B
Write descriptor B
EATT Connection Complete

3. After the EATT connection is complete, the console displays the received data and the bearer
on which it was sent, as shown in the figure below.
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T COM13 - Tera Term VT
File Edit Setup Control Window Help

opyright 2022 NXP

LE EATT Central)>
ress SCANSW to connect to an EATT Peripheral?

Bcanning. ..

Found device:
_EAT
91FC3D376000
onnected to device B!

Read descriptor A
Write descriptor A
Pairing Complete

Read descriptor B
Write descriptor B
EATT Connection Complete

bearer:
bearer:
bearer:
bearer:
bearer:
bearer:

value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service
value Service

DD

bearer:
bearer:
bearer:
bearer:
bearer:
bearer: 82

P NP E DD DD D D DD

Output console on EATT Central
Parent topic:EATT Central

Parent topic:Bluetooth LE stack and demo applications

EATT Peripheral This section describes the implemented profiles and services, user interac-
tions, and testing methods for the EATT Peripheral application.

Implemented profiles and services The EATT Peripheral application implements a GATT
server and the following profiles and services:

» Battery Service v1.0
* Device Information Service v1.1
* Generic Attribute Profile

The Generic Attribute Profile includes the Server Supported Features characteristics, which is
used toindicate EATT support to the peer, and the Client Supported Features characteristic, which
is used by the peer to indicate its own EATT support.

The application behaves as a GAP peripheral node. It enters GAP General Discoverable Mode
and waits for a GAP central node to connect. The application implements two custom services,
Service A and Service B. After the EATT connection is completed, the peer must enable indications
for the two services to periodically receive profile data over EATT.

Parent topic:EATT Peripheral
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Supported platforms The EATT Peripheral application is supported on the following plat-
forms:

« KW45B41Z-EVK
FRDM-MCXW71
MCX-W71-EVK
KwW47-EVK
FRDM-MCXW?72
* MCX-W72-EVK

Parent topic:EATT Peripheral

User interface After flashing the board, the peripheral is in idle mode (all LEDs flashing). To
start advertising, press the ADVSW button. When in GAP Discoverable Mode, CONNLED is flash-
ing. When a central node connects to the peripheral, CONNLED turns solid. The node then waits
for an EATT connection request and for the client to configure indications for the two services.
The service information is sent over enhanced bearers only. The values indicated are cycled be-
tween 0 and 10. To disconnect the node, hold the ADVSW button for 2-3 seconds. The node then
re-enters GAP Discoverable Mode and starts advertising.

Parent topic:EATT Peripheral

Usage The application can be tested using another board flashed with the EATT Central appli-
cation as described in the EATT Central Section.

Parent topic:EATT Peripheral
Parent topic:Bluetooth LE stack and demo applications

HCI Black Box This section describes the functionality, user interactions, and testing methods
for the Bluetooth LE HCI Black Box demo application.

Description The Bluetooth LE HCI Black Box demo application gives access to the Bluetooth
LE Controller via a serial interface using the HCI protocol over serial interface. Refer to the
Bluetooth Specification for the format of HCI commands and events over serial interface and
the full list of supported commands and events.

The demo can be used with the Test Tool for Connectivity Products. The Command Console appli-
cation can be downloaded from the NXP website. Alternatively you can also download it using a
custom application that supports the HCI protocol and commands and events over serial inter-
face.

Note: The HCI protocol encapsulation is dependent on the type of interface it is being used on.
See the Bluetooth Specification for the HCI message format on each type of supported interface.

For instructions using the Bluetooth LE HCI Black Box with a serial terminal application or the
hcitool in Linux, check the article “FRDM-KW40Z Bluetooth LE Controller Usage with the Linux
hcitool”.

Parent topic:HCI Black Box

Supported platforms The following platforms support the HCI Black Box application:
* KW45B41Z-EVK
¢ FRDM-MCXW71
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* MCX-W71-EVK

» KW47-EVK

* FRDM-MCXW?72

* MCX-W72-EVK
Parent topic:HCI Black Box

Usage with Test Tool for Connectivity products The Bluetooth LE HCI Black Box demo appli-
cation is designed to be used via serial interface. This can be achieved using the TEST Tool for
Connectivity Products — Command Console application as described below.

1. Download the demo application to a supported board.

2. Connect the board to a USB port of the PC. The UASB COM port drivers must be installed
properly and a COM port corresponding to the board should be available.

3. Open the Test Tool application and connect to the serial port corresponding to the board on
which the Bluetooth LE HCI Black Box application runs. The serial communication param-
eters are: baud rate 115200, 8N1, and no flow control. See the figure Test tool command
console serial port selection below.

=] NP Test Toal 12

@ Cornmand Consale T, Script Server == Protocol Analyzer :13 Coexistence Te

[ I

BeeKitiWirelesslConnectivity,
llesigionl

(H_, Command Console)

=& Command Consale ko send F3CI commands ko development
boards. Double click a port to open a serial connection to the device,

USBUART External TCPIP

'l COM3
BSUDEATE: 115200

4. Select the appropriate Test Tool HCI XML file from the drop-down list for the release you
are using. Send a few commands to the application. An example is shown in the figure HCI
black box command example below.
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Loaded Command Set ( BLE_HCI_1.5.3.xml ~
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4
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Command Opcode_List
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{_'HCI LE Pead Buffer Size)}
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[l bytel = 0o

({HCI_COMMAND» SUCCEEDED) )

HC LE_ACL Data Packet_Length

[£ bytes] = 0L 00
(HC_Tot,al_Num_LE_ACL_Dat,a_Packet,s)

[1 byte] = 14

Get Defaul... | [] Raw Data Le

HCI_LE_Read_Buffer_Size

Parent topic:HCI Black Box

Parent topic:Bluetooth LE stack and demo applications

HID Device (Mouse) This section describes implemented profiles and services, user interac-
tions, and testing methods for the HID mouse application.

Implemented profiles and services The HID Device application implements a GATT server
and the following profile and services.

* HID over GATT Profile v1.0

* Human Interface Device Service v1.0
» Battery Service v1.0

* Device Information Service v1.1

The application behaves as a GAP peripheral node. It enters GAP General Discoverable Mode
and waits for a GAP central node to connect. Security on the services and bonding is enabled on
this device.

When the GATT client configures notification, the application starts sending HID reports every
two seconds with the movement of the MOUSE_STEP. The demo moves the cursor in a square pat-
tern between AXIS_MIN and AXIS_MAX. The report contains 3 bytes, one for button status, one
for X axis, and one for Y axis. The report descriptor matches the example in chapter E.10 from
the USB Device Class Definition for Human Interface Devices (USB HID Specification), Version
1.11.

Parent topic:HID Device (Mouse)
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Supported platforms The following platforms support the HID Device application:
» KW45B417Z-EVK

FRDM-MCXW71

MCX-W71-EVK

KW47-EVK

FRDM-MCXW72

* MCX-W72-EVK

Parent topic:HID Device (Mouse)

User interface After flashing the board, the device enters Idle mode with all LEDs flashing. To
start advertising, press the ADVSW button. In GAP Discoverable mode, CONNLED is flashing.
When the central node connects to the peripheral, CONNLED turns solid. To disconnect the node,
hold the ADVSW pressed for 2-3 seconds. The node then re-enters GAP Discoverable Mode.

Parent topic:HID Device (Mouse)

Usage The HID mouse can be connected to any Bluetooth Smart Ready products available on
the market that supports HID devices or to another supported platform running the HID Host
example (setup steps detailed in the HID Host section).

To make the HID mouse visible, press the ADVSW button to start sending advertisements, which
causes CONNLED to start flashing. See the figure Enter PIN prompt on Android platform below.
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< :
Bluetooth pairing request
0] /'
Enter PIN to pair with NXP_HID (Try
0000 or 1234).
Y(
Vi PIN
Ay
D PIN containing letters or
E symbols
[ CANCEL
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The sensor name “NXP_HID” shows on the device when its scanning is active. A solid CONNLED
indicates a successful connection between the 2 devices. When prompted to enter the pin, type
the 999999 passkey.

When configured, the HID mouse starts sending HID report, which is configured as explained
above, with notifications every 100 milliseconds. The mouse cursor shows a square pattern
movement on the screen as shown in the figure HID Mouse detected by Android platform
below.
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Available devices
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Parent topic:HID Device (Mouse)

Parent topic:Bluetooth LE stack and demo applications

HID Host This section presents the implemented profiles and services, user interactions, and
testing methods for the HID Host application.

Implemented profiles and services The HID Host application implements a GATT client or
server for the following profile and service.

* HID over GATT Profile v1.0
* Battery Service v1.0
* Device Information Service v1.1

The application behaves as a GAP central node. It enters the GAP Limited Discovery Procedure
and searches for HID devices to connect to. After connecting with the peripheral, it configures
notifications and displays the received HID reports on a terminal connected to the UART port.
The application uses pairing with bonding by default. When connected with the HID Device
application, it sends the 999999 passcode to the host stack by default.

Parent topic:HID Host

Supported platforms The following platforms support the HID Host application:
» KW45B41Z-EVK

FRDM-MCXW71

MCX-W71-EVK

KW47-EVK

FRDM-MCXW72
* MCX-W72-EVK

Parent topic:HID Host

User interface After flashing the board, the device is in idle mode (all LEDs flashing). To start
scanning, press the SCANSW button. When in GAP Limited Discovery Procedure, CONNLED is
flashing. When the central node connects to the peripheral, CONNLED turns solid. To disconnect
the node, hold the SCANSW button pressed for 2-3 seconds. The node then re-enters GAP Limited
Discovery Procedure.

Parent topic:HID Host

Usage The application is built to work only with the HID Device application presented in HID
Device (Mouse). It supports up to 2 peripherals connected at the same time.

1. Openaserial port terminal and connect it to board, in the same manner described in Testing
devices. The start screen is displayed after the board is reset.

2. To start scanning for devices, press the SCANSW button on the HID Host board. To make
it enter discoverable mode, perform the same step on the HID device board. The host con-
nects with the board after it sees it advertise the HID service, connects to it, and configures
report notifications. The device then starts sending HID reports, as shown in Figure.
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To connect a second HID device, press again the SCANSW button on the HID Host board to
start scanning for devices. Do the same on the second HID device board to make it enter
discoverable mode. The host connects with the board after it sees it advertise the HID ser-
vice, connects to it, and configures report notifications. The device then starts sending HID
reports. The console displays reports from both devices, as shown in Figure.

Tera Term - Output Console on HID Host with 2 peripherals connected
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File Edit Setup Control Window Help
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Parent topic:HID Host

Parent topic:Bluetooth LE stack and demo applications
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Low-power temperature sensor and collector This section describes the implemented pro-
files and services, user interactions, and testing methods for the temperature sensor application.

Implemented profiles and services The Temperature Sensor application implements a GATT
server, a custom profile and the following services.

» Temperature Service (UUID: 01ff0200-ba5e-f4ee-5cal-eble5e4b1ce0)
» Battery Service v1.0
* Device Information Service v1.1

The application behaves as a GAP peripheral node. It enters GAP General Discoverable Mode and
waits for a GAP central node to connect and configure notifications for the temperature value.

The Temperature service is a custom service that implements the Temperature characteristic
(UUID: 0x2A6E) with a Characteristic Presentation Format descriptor (UUID: 0x2904), both de-
fined by the Bluetooth SIG.

The Temperature Collector application implements a GATT client or server for the following pro-
file and services.

» Temperature Service (UUID: 01ff0200-ba5e-f4ee-5cal-eble5e4b1ce0)
* Battery Service v1.0
* Device Information Service v1.1

The application behaves as a GAP central node. It enters GAP Limited Discovery Procedure and
searches for sensor devices to pair with. After pairing with the peripheral, it configures notifi-
cations and displays temperature values on a terminal connected to the UART port.

Both application uses pairing with bonding by default. When connected with the Low-Power
Temperature Sensor application, the collector sends the 999999 passcode to the host stack by
default.

Parent topic:Low-power temperature sensor and collector

Supported platforms The Temperature Sensor and Collector applications are supported by
the following platforms:

« KW45B41Z-EVK
FRDM-MCXW71
MCX-W71-EVK
KwW47-EVK
FRDM-MCXW?72
MCX-W72-EVK

Parent topic:Low-power temperature sensor and collector

User interface After flashing the board, both nodes enter Low-power mode. In case the sensor
is putin deep sleep, press WAKESW or RESET. To flash the board in case the sensor is putin deep
sleep, press either WAKESW or RESET button. By default, the application is configured to be in
low power mode, which disables LED support.

The user can manually change this configuration and enable LED support, else all subsequent
LED behavior references are ignored and all LEDs are off. The devices disconnect and en-
ter Deep-sleep only if low power is enabled. When the node is awake and communicating,
CONNLED is on. To wake up the node, press the WAKESW button.

Parent topic:Low-power temperature sensor and collector
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Usage The setup requires two supported platforms, one for the temperature sensor and one
for the temperature collector.

1. Open a serial port terminal and connect it to the temperature collector board, in the same

manner as described in Testing devices. The start screen is displayed after the board is
reset. At first the LEDs are off on both devices.

To start advertising on the sensor, press the WAKESW button and CONNLED lights up. The
sensor enters into the Deep-sleep mode, which means that the MCU wakes up on any packet
from the Link layer, in this case the connect request. If no connection is established in an
interval of 30 seconds, the sensor stops advertising and enters into the Deep-sleep mode
again. CONNLED turns off.

To start scanning on the collector, press the WAKESW button and CONNLED lights up. The
device wakes up, enters into the Deep-sleep mode, scans, and connects to a compatible sen-
sor device. If no connection is established within 30 seconds, the collector stops scanning
and enters Deep-sleep mode again. CONNLED turns off.

If the collector connects to a sensor node, it bonds (if no bond was previously made), does
service discovery (only the first time it connects with the sensor), and configures notifica-
tion and waits for notifications from the sensor for 5 seconds. If no data is sent, the node
disconnects and re-enters Deep-sleep mode. The sensor exits low power and sends a no-
tification with the value of the temperature read through an ADC from the thermistor; if
present, or random generated if not.

Once the connection is established, the PHY is automatically updated to 2M, if both the
sensor and the collector support this feature as shown in the figure below. The PHY update
is configurable from the application.

Y COMI0 - Tera Term VT
File Edit Setup Control Window Help

Temperature:

Output Console on Temperature Collector

5. Subsequent key pressing triggers other notifications for the collector. If no key is pressed

in an interval of 5 seconds, the sensor node disconnects and re-enters Deep-sleep mode.

Parent topic:Low-power temperature sensor and collector

Parent topic:Bluetooth LE stack and demo applications
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Low-power extended advertising Peripheral and Central This section describes the imple-
mented profiles and services, user interactions, and testing methods for the adv_ext_peripheral
and adv__ext_ central applications.

Implemented profile and services The adv_ext_peripheral application implements a GATT
server, a custom profile and the following services.

* Temperature Service (UUID: 01ff0200-ba5e-f4ee-5cal-eble5e4b1ce0)
* Battery Service v1.0
* Device Information Service v1.1

The application behaves as a GAP peripheral node. It enters GAP General Discoverable Mode and
waits for a GAP central node to connect and configure notifications for the temperature value.

The Temperature service is a custom service that implements the Temperature characteristic
(UUID: 0x2A6E) with a Characteristic Presentation Format descriptor (UUID: 0x2904), both de-
fined by the Bluetooth SIG.

The adv_ext_central application implements a GATT client or server for the following profile and
services.

» Temperature Service (UUID: 01ff0200-ba5e-f4ee-5cal-eble5e4blce0)
» Battery Service v1.0
* Device Information Service v1.1

The application behaves as a GAP central node. It enters GAP Limited Discovery Procedure and
searches for peripherals devices to pair with. After pairing with the peripheral, it configures
notifications and displays temperature values on a terminal connected to the UART port.

Both applications use pairing with bonding by default. When connected with the Low-Power Ex-
tended Advertising Peripheral application, the Extended Advertising Central application sends
the 999999 passcode to the host stack by default.

To enable Periodic Advertising With Responses (PAWR), set the gAppPAWRSupport_d define
TRUE in app_preinclude.h.

In case PAWR is enabled and more than one ext_adv_centrals are to be synced with the PAWR
train, a different response slot may be configured for each board using the gUserDefinedRespons-
eSlot_c define in app_preinclude.h to avoid collisions. Otherwise, a random response slot will be
chosen by the application after reset.

To enable Encrypted Advertising Data (EAD), set the gAppEADSupport_d define TRUE in
app_preinclude.h.

In case EAD is enabled, the advertising structures of gAdManufacturerSpecificData_c data type
will be encrypted and transmitted over the air as gAdEncryptedAdvertisingData_c data type
structures. On the receiver side, they will be decrypted and printed under the “Decrypted data
:” text to mark them as EAD. This applies for extended advertising, periodic advertising, PAWR
subevent data or responses.

Parent topic:Low-power extended advertising Peripheral and Central

Supported platforms The following platforms support Extended Advertising Peripheral and
Central applications:

*« KW45B41Z-EVK
« FRDM-MCXW71
* MCX-W71-EVK
*« KW47-EVK
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* FRDM-MCXW?72
* MCX-W72-EVK
Deep-sleep mode is used by default.

Parent topic:Low-power extended advertising Peripheral and Central

User interface After flashing the board, both nodes enter Deep-sleep mode. To flash the board
again, press WAKESW. The application default configuration enables low power that disables
LED support. The user disables low power and enables LED support setting the gAppLowpow-
erEnabled_d define to 0. To wake up the node, press the WAKESW button. Both applications
provide guidance over the UART.

Open a serial port terminal using the following settings:
baud rate 115200, data bits 8, parity none, stop bits 1.
Parent topic:Low-power extended advertising Peripheral and Central

Usage The setup requires two supported platforms, one for the adv_ext_peripheral, and one
for the adv_ext_central.

1. Open a serial port terminal and connect it to each platform with the settings provided in
the previous paragraph. The start screen is displayed after the boards are reset as shown
in the figures below.

M COM31 - Tera Term VT

File Edit Setup Control Window Help

Extended Advertising Application — Peripheral

Press WAKESY to see the menull

Advertizing external Peripheral start screen

M COMS - Tera Term VT

|
Eile Edit Setup Control Window Help

Extended Advertising Application — Central
Press WAKESW to Start Active Scanning?
Press WAKESW Long to Start Passive Scanning?

Advertizing external Central start screen!

2. On the board that implements the adv_ext_peripheral application, press the WAKESW but-
ton. The board exits Deep-sleep mode and displays the menu as shown in the figure below.

¥ COM31 - Tera Term VT

Eile Edit 3Setup Control Window Help

t Legacy Advertising
t Extended Scannable Advertising
i C L]

g
3 able Mon Scannable Advertising
eriodic A ]
W to choose an n
n confirm it with the WAKESW

Choosing amenu option on adv_ext_peripheral E

Use the OPTSW to choose an option. The option printed on the bottom changes every time
the switch is pressed. When the option matches your intention (For example, 3 Starts Ex-
tended Connectable Advertising), press the WAKESW again to make a decision. The adver-
tising type chosen is started and the board starts entering low-power between advertising
events.

Next time, the WAKESW is pressed, an updated menu is printed (For example, at option 3
Stop Extended Connectable Advertising). There is no timeout for advertising. The board
continues advertising until it is stopped, or a connection is established (for legacy and ex-
tended connectable advertising only) with an adv_ext_central device.
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The connection is terminated five seconds after the central device configures notifications
for the temperature value. When all advertising is off and all connections are terminated,
the board enters low-power mode until the WAKESW button is pressed again.

When gAppLowpowerEnabled_ d is set 0, LEDs are enabled. The ADVLED flashes whenever
an advertising starts and is ON otherwise. The CONNLED flashes whenever there is a con-
nection under way and is ON otherwise.

When PAWR is started , advertising data is transmitted on subevents zero and three and
responses are expected on all 5 configured response slots of these subevents. The central
application responds to the periodic data received with a six bytes data composed of a three
bytes random number followed by a three bytes hash performed over the random number
using the local IRK in the same fashion the RPA are generated. The advertiser prints the
responses, uses the bonded devices IRKs to generate the hash over the random number
and attempts to connect over PAWR with the responder in case the hashes match.

PAWR Started

PAWR Set Subevent Data Complete
Periodic advertising response received
Adv Handle: 0

Subevent: 0

Response slot: 2

Response data: EFBE6E573231
Periodic advertising response received
Adv Handle: 0

Subevent: 3

Response slot: 2

Response data: 021CED6395B8
PAWR Set Subevent Data Complete

3. On the board that implements the adv_ext_central application, there are two options:
Press WAKESW to start active scanning or long press WAKESW to start passive scanning.
If catching extended scannable advertising is not an option, choose passive scanning. Oth-
erwise, select active scanning. The device wakes up, starts scanning, and enters Deep-sleep
mode. The scanning ends when the 60 seconds timeout is reached or when a connection
with an adv_ext_peripheral device is established.

During scanning, all advertisements caught from adv_ext peripheral devices are dis-
played on the terminal window as shown in Figure. When an extended non-
connectable, non-scannable advertising with a periodic advertising attached is detected,
the adv_ext_centraldevice attempts to sync with the periodic advertising train and prints
the periodic advertising data on the terminal window.
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If the PAWR support is enabled and the periodic advertising train the adv_ext_central has
synced to is with responses the application attempts to sync with the subevents zero and
three, periodic advertising data printed being slightly different. Also, the application re-
sponds to the periodic data received with a six bytes data composed of a three bytes ran-
dom number followed by a three bytes hash performed over the random number using
the local IRK in the same fashion the RPA are generated. The advertiser uses the bonded
devices IRKs to generate the hash over the random number and attempts to connect over
PAWR with the responder in case the hashes match.

Passive Scanning Started

Extended Advertising Found

Adv Properties:

Non Connectable

Non Scannable

Undirected

Adv Data

Extended Advertising

Adv Address C4603770BCC5

Data Set Id = 4

PrimaryPHY = glLePhyCoded_ c

SecondaryPHY = glePhyCoded_ ¢

periodicAdvInterval = 2400

Adv Data

EA Non Connectable Non Scanable Dataldl 01 EA Non Connectable Non Scanable Dataldl 02
EA Non Connectable Non Scanable Dataldl 03 EA Non Connectable Non Scanable Dataldl 04
Gap__PeriodicAdvCreateSync Succeded

Periodic Adv Sync Established

(continues on next page)
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(continued from previous page)
Gap__SetPeriodicSyncSubevent Succeded
PAWR received
Sync Handle: 0050
Event Counter: 0007
Subevent: 0
Subevent data:
PAWR Data0 For Subevent 0
PAWR Datal For Subevent 0
Gap_ SetPeriodicAdvResponseData Succeded
Periodic Adv Set Response Data Complete

4. If the adv_ext_central connects to an adv_ext_peripheral device, it bonds (if no bond was
previously made), does service discovery (only the first time it connects with the periph-
eral), configures notification and waits for notifications from the peripheral. If no data is
sent within 5 seconds, the node disconnects and reenters Deep-sleep mode. The peripheral
sends a notification with the value of the temperature read through an ADC from a thermis-
tor, if present, or randomly generated, if not. When the central receives the notification,
it displays it on the terminal window and disconnects in 5 seconds as shown in the figure
below.

When the 60 seconds timer expires or the connection ends, the device reenters Deep-sleep
mode until the WAKESW is pressed again and all syncs with periodic advertising trains are
terminated. If gAppLowpowerEnabled d is set 0, LEDs are enabled. The SCANLED flashes,
whenever the device is scanning and is ON otherwise. The CONNLED flashes, whenever
there is a connection under way and is ON otherwise. See the figure below.
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Extended Advertising Found

Adv Properties:

Connectahle

Hon Scannahble

Undirected

Ady Data

Extended Advertising

hdv Address BB6B3738F436
3

SecondaryPHY = gLePhyCoded_c

periodicAdvinterval = B

Adv Data

EA Connectahbhle Data @1 EA Connectahbhle Data B2 EA Connectahle Data
EA Connectable Data B4 EA Connectable Data B5 ER Connectahle Data E
EA Connectabhle Data @7 EA Connectable Data B8 EA Connectabhle Data E
Found device:

EA=PRPHABEAI7IBF436

Connected?

emperature: 29 C

. Disconnected?
Connection on adv_ext_central console [

When the PAWR support is enabled and a connection with a previously bonded de-
vice takes place over PAWR, the applications behavior is similar except in this case the
adv_ext_central’s role is peripheral and adv_ext_peripheral’s role is central.

PAWR Started

PAWR Set Subevent Data Complete
Periodic advertising response received
Adv Handle: 0

Subevent: 3

Response slot: 2

Response data: 564DE1FC4957
Gap__ConnectFromPawr Succeeded
Connected!

Disconnected!
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PAWR received

Sync Handle: 0050

Event Counter: 0007

Subevent: 0

Subevent data:

PAWR Data0 For Subevent 0

PAWR Datal For Subevent 0
Gap__SetPeriodicAdvResponseData Succeded
Periodic Adv Set Response Data Complete

Connected!
Temperature: 24 C

Disconnected!

Parent topic:Low-power extended advertising Peripheral and Central

Parent topic:Bluetooth LE stack and demo applications

Over the Air Programming (OTAP) This section describes the implemented profiles and ser-
vices, user interactions, and testing methods for the Bluetooth LE OTAP application.

Implemented profile and services The Bluetooth LE OTAP applications implement the GATT
client and server for the custom Bluetooth LE OTAP profile and service.

* Bluetooth LE OTAP Service (UUID: 01ff5550-ba5e-f4ee-5cal-eble5e4b1ce0)
The Bluetooth LE OTAP Service is a custom service which has 2 characteristics.

* OTAP Control Point Characteristic (UUID: 01ff5551-ba5e-f4ee-5cal-eble5e4b1ce0). This
characteristic can be written and indicated to exchange OTAP Commands between the
OTAP Server and the OTAP Client. Data chunks are not transferred using this character-
istic.

* OTAP Data Characteristic(UUID: 01ff5552-baSe-f4ee-5cal-eble5e4b1ce0). This character-
istic can be written without response by the OTAP Server to transfer image file data chunks
to the OTAP Client only when an image block transfer is requested via the ATT transfer
method. Data chunks can also be transferred via the L2CAP credit-based PSM channels
method.

The demo runs using 3 applications: an OTAP Client embedded application, an OTAP Server
embedded application, and an Over the Air Programming PC application. The OTAP Client em-
bedded application has two versions, an ATT version and a L2CAP version each using a different
transfer method.

The embedded OTAP Server application is a GAP Central application which scans for devices
advertising the Bluetooth LE OTAP service. After it finds one, it connects to it and configures the
OTAP Control Point CCC Descriptor to receive ATT Indications from the device then it waits for
OTAP commands from this device.

Once commands start arriving from the OTAP Client via ATT Indications the OTAP Server relays
them via serial interface to a PC application which responds. The responses are then sent back
to the OTAP Client by writing the OTAP Control Point Characteristic. The embedded OTAP Server
application effectively acts as a relay between the OTAP Client to which the image is sent over the
air and the Over the Air Programming PC application which has an OTAP image file constructed
using a binary ‘.srec’ image or a “bin’ image.

The OTAP Client is a GAP Peripheral which advertises the Bluetooth LE OTAP Service and waits
for a connection from an OTAP Server. After an OTAP Server connects, the OTAP Client waits for
it to write the OTAP Control Point CCCD and then starts sending commands via ATT Indications.
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If the OTAP Client is configured to ask the data transfer via the L2CAP CoC PS}V, it registers and
tries to connect a predetermined L2CAP PSM before sending any commands to the OTAP Server.

Parent topic:Over the Air Programming (OTAP)

Supported platforms The following platforms support the OTAP applications:
» KW45B41Z-EVK

FRDM-MCXW71

MCX-W71-EVK

KW47-EVK

FRDM-MCXW72

* MCX-W72-EVK

FRDM-MCXW23

* MCXW23-EVK

Parent topic:Over the Air Programming (OTAP)

User interface After flashing two boards with the OTAP Server and OTAP Client applications
respectively, the devices are in Idle mode (all LEDs flashing). To start advertising, press the AD-
VSW button on the OTAP Client. To start scanning, press the SCANSW button on the OTAP Server.
After the two devices connect and start exchanging commands. CONNLED becomes solid on the
OTAP Server and on the OTAP Client.

Start the OTAP Server PC application after the embedded applications are flashed to the boards.
The application creates an OTAP image file using the provided executable .srec or .bin file. It
then connects to the embedded OTAP Server via the configured serial interface and waits for
commands. The application shows details about the image file creation and allows the OTAP up-
grade image file header to be configured. The log view of the application displays the interactions
between the OTAP Client and the OTAP Server.

Parent topic:Over the Air Programming (OTAP)

Usage with Over The Air Programming Tool Below is a list of requirements for usage with
Test Tool for Connectivity products:

* Over The Air Programming Tool 1.4.0 or newer on CONNECTIVITY-TOOL-SUITE
* Serial COM port drivers — these are board-specific.
To run the application, follow the steps below:

1. Flash the OTAP Server onto a supported platform and the OTAP Client to another supported
platform. Make sure the board running the OTAP Server is connected to your PC and your
PC has appropriate drivers for the USB to serial device on that board.

2. Create the application to send over the air. The executable must be provided in the .srec or
.bin format. The .srec format executable can be obtained by using the IAR Output Converter
and setting the output format to Motorola as shown in in the figure below.

When compiling an image for the Over-the-Air update, the following changes are required:

* The gEraseNVMLink_ d linker symbol must be set to 0. For GitHub ARMGCC this may
be changed in the application reconfig.cmake file.

* For ARMGCC, gNvmErasePartitionWhenFlashing ¢ must be set to 0 in app_ preinclude.h
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— ™
crrororron ez T ==

Categany: ’ Factary Seftings ]

General Options
Static Analysis

Runtime Checking
C/C++ Compiler Output
Assembler = %
Output Converter el nciiaimalont pok

Custom Build Output format:
Build Actions lMotoro-Ia -

Linker
Debugger Output file

e Oyeride defaul
Angel
CAQI otap_client_12cap_credit_FreeRTOS sreg|
CMSIS DAP

GDE Server

TAR. ROM-monitor
IHet/ITAGet
J-inkfJ-Trace

TI Stellaris
Macraigor

PE micro

RDI

ST-LINK
Third-Party Driver
TIMSP-FET
TIXD5

| 0K | [ Cancel

3. To obtain a .bin file from IAR, select the Raw binary option in the IAR Output Converter

as seen in the in the figure below.

Options for node "otap_client_att_freertos" >

Catagony. Factory Satings

General Dobons

Static Anaysis

Rurtime Checking Cutput
T4+ Compiler
Assembier Generate additonal output
Cutput Converter
pr—— Cuudput format:
Buld Actions Fiaw binany =
Lirkst
Debugger

- [+ Crverice default

CADI otap_client_aft_freertos bin
CMSIS Dvap

DB Server

I-jetf ITAG)at
J-Linkf3-Traoe

TI Stebaris

PE micro

ST-LINE
Third-Party Driver
T MEP-FET
TLHDS

Output file

Cancel
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4. To obtain a .bin file from MCUXpresso IDE, go to the Project properties -> Settings -> Build
stepswindow and press the Editbutton for the Post-build steps. A Post-build steps window
shows up. In this window, add the following command:

arm-none-eabi-objcopy -v -O binary --only-section=.text
--only-section=.data

--only-section=-ARM.exidx "${BuildArtifactFileName}”
7${Build ArtifactFileBaseName}.bin”

In case the command already exists, uncomment it by removing the ‘#’ character at the
beginning.

To obtain a .srec (.s19) file, add or uncomment the following post-build command in the
same window:

arm-none-eabi-objcopy -v -O srec --only-section=.text
--only-section=.data --only-section=.ARM.exidx”
${BuildArtifactFileName}” "${BuildArtifactFileBaseName}.s19”

This window is shown in the figure below.

o

Settings ] T

Eg = Outine ©
Configurstion: | Debug [ Active] | [ Manage Configuration. Configuration: Debug [Active] u o
#
# g
) Tool Settings (- Build steps ) 1" Build Artfact i) Binary Parsers @ Error Parsers. 5 Tool Settings (#* Build steps) 1 Build Arifact (i) Binary Parsers @ Error Parsers j 94p
# ave
e s « s ¥ oo
an ommand: ¥ o
# g
# o
Edi.. Edit.. # o
Desc # oo
L # Min
7] v # g
# o
# ™
# o
# checksum -p §{TargetChip) 4 "S(BuidArtfactFileBaseNome).bin N 0 bin y-sectons= ¥ o
® 3
# o
Descrption o
[ Performing post-build steps <] 7] # o
# SR
x
Goncl ==

. Start the Over The Air Programming application and select “OTAP Bluetooth LE” from
the “Select OTA Protocol” combo box as shown in the figure below.

E Over The Air Programming

[<)
Select OTA Protocol: Browse File Clear File Save File as Binary DR vi? n

| OTAPBluetooth LE  RIBC7H

Select Server Port:

Drag & drop files here

¢ coms - B (© OTA Header OTA Transfer Details
Upgrade File Identifier: OxB1EF11E
Select Baud Rate: Header Version: 0x0100
Header Length: 0x0
JUL 115200 " Header Field Controk 0x0000
Company |dentifier: Ox0TFF
Filter Binaries by Processor Type: Image ID: 020001
I NONE - @ Image Version: 0x0111111141000005
Header String: NXP BLE OTAP Dema Imag
Filter: Total Image File Size: 0x0

(%) Image signature Max data rate
Max ATT data rate (kbps): 8000
Max L2CAP data rate (kbps): 24000

Save Session Log Clear Log

o
f!’i,tonnect to OTAP Server I‘?l"l Start OTAP & Cancel Transfer

Clear Binary Files.. X
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6. Load the image file into the application, then configure the image file header and start
the OTAP Server:

* To select the updated image In the Over the Air Programming tool, select the “Browse
File” button and then navigate to the .srec or .bin file containing the image to be sent
to the OTAP Client. After the .srec or .bin file is chosen, a pop-up window asks to choose
the target processor. In this example, the KW45/K32W processor will be used. Choose
the KW45/K32W processor and press OK. See the figure below.

&

Select OTA Protocol: Browse File @ Clear File Save File as Binary & % “Iﬂ ﬁ
®) OTAPBluetooth LE  ~ @

Select Server Port:

Py n .
¢ Comeo - @ @ ot Header OTA Transfer Details
Upgrade File Identifier: BIEF11E
Select Baud Rate: Head & Processor Selection - ] X
Heat
115200 = Liead Abinary or S-record firmware file has been selected
Select the development board processor and additional options, if available:
Com
Filter Binaries by Processor Type:
Imag | (@ KWAS/K32W148 KW36/KW38 Kwa1z QN9080
I
B cwas . @ 3 QN9090/K3ZWO61
Heat
[¥] Filter: Kw Total Selected Processor; KW45
y ~ Contains bootload
otap_client_att_kw45b41zevk srec + @ entains bootloader
- M2X) 7] preserve NVM
otap_client_att_kw45b41zevk.srec +  Max
x 4 Store OTAP file on server.
oK Cancel
Save Session Log Clear Log
L S, x
= Connect to OTAP Server &4 Start OTAP &4 Cancel Transfer
Adding Binary File: C:AnXp\SDK_2_12_3_KW45B41 b4 T D ) client_att_ kwdSbd1zevksrec X

* Once the processor is selected, a new pop-up window would appear that allows select-
ing the type of image as shown in the figure below. (In the specified case, we selected
the KW45Z/KW45Z/K32W1(MCU).

2 |

& Images Information — [m] X ‘
Application Core (MCU) settings DAl Q
Select OTA Protocol: &, 1
Selected file: t t_att_kwdSbd41zevicsr | = —
* OTAP Bluetoof Will update: Application Core (MCU) ~
Start address: 0x00000000 Image size:
Select Server Port: 9
Fy Radio Core (NBU) settings
¢’ com46 Selected file : Clear Browse...
Will update: Radio Core (NBU)
Select Baud Rate: fupaate
Start address: 4 Image size:
115200
Secured transfer settings
. I + Enabl d transfer:
Filter Binaries by Pro nable secured transfer
The 256-bit key, used to encrypt the image, can be modified below:
NONE S _ e .
0x7AATEF9813B356125788837DAB26225301DF3511217F2733C71DADCD447722D1
Filter: External Flash Settings
' Use External Flash
otap_client_att_kw45b41
olap,c\ienl,att,kw45b4]
0K Il Cancel Clear Log
N = X
¢ Connect to OTAP Server &= Start OTAP = Cancel Transfer
Adding Binary File: C:\nxp\SDK_2_12_3_KW45841783 boards\kw45b41 ,_exarr otac_att\freertos\iar\Debug\otap_clien X

* Toupdate the KW45B/KW32W1 (radio) image, select it by pressing the “Browse” button
in the M3 group. Then navigate to the .bin file as shown in the figure below.
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B Over The Air Programmin

Select OTA Protocol:

3

Select Server Port:

OTAP Bluetoof

QI’ COM46
Select Baud Rate:
UL 115200
Filter Binaries by Proi
3 NONE
Filter:

otap_client_att_kw45b41
i

otap client att kw45b41
iz

& Images Information
Application Core (MCU) settings
Selected file:
‘Will update: Application Core (MCU)

Start address: 0x00000000 Image size:

Radio Core (NBU) settings

Selected file:

Clear Browse...

Will update: Radio Core (NBU)

Start address: 0x48800000 Image size:

Secured transfer settings

/ Enable secured transfer:

The 256-bit key, used to encrypt the image, can be modified below:

Ox7TAATEF9813B356125788837DAB26225301DF3511217F2733C7T1DADCD447722D1
External Flash Settings

+ Use External Flash

oK Cancel

°
=, X

&= Start OTAP = Cancel Transfer
Adding Binary File: CA\nxp\SDK_2_12_3_KW45B41Z83x0A\boards\kwd5bd1zevk\wireless_examples\bluetooth\otac_att\freertos\iar\Debug\otap_clien X

Clear Log

?!’d.Connect to OTAP Server

¢ If the OTA client has configured external memory support, then “Use External Flash”
checkbox must be checked as in the figure below. If the OTA client has configured
internal memory support, the checkbox must be left unchecked.

This checkbox (if checked) instructs the OTA client bootloader to erase all the internal
storage. This must be done only if external memory support is used as shown in the

figure below.

Select OTA Protocok:

%

Select Server Port:

OTAP Bluetool

";F COM46
Select Baud Rate:
JUL 115200
Filter Binaries by Prof
% NONE |
Filter:
otap_client_att ItwdSM‘!

otap_client_att_kw45b41

& images Information x

Application Core (MCU) settings L, Mjt B 8
=) &9 {
Selected file & S|

Will update Application Core (MCU)

Start address: Ox00000000 image size

Radio Core (NBU) settings

Selected file: Clear

Will update: Radio Core (NBU)

Start address: Image size:

Secured transfer settings

+ Enable secured transfer
The 256-bit key, used to encrypt the image. can be modified below

WTAATEFS8138356125TBABITDAB262253(

1DFIS11217F2733CT

External Flash Settings

oK Cancel

Clear Log

4

¢ Connect to OTAP Server “:’jl Start OTAP le Cancel Transfer

Adding Binary File: C\nop\SDK_2_12_3_KWA45B41283000A\boards\kw45b41. \Debug\otap_clien X

At this moment, click the OKbutton. A new window appears that prompts you to en-
ter a location where the secured file should be stored. By default, the location of the
original file is selected. See the figure below.

Note: The extension of the secured file is *sh3. See the figure below.
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T « wireless_examples
Organize > New folder

= This PC

# 3D Objects
I Deskiop

% Documents
¥ Downloads
b Music

&= Pictures
I Videos
€4 OSDisk (C)

= space (\\zro04file01.ea.freescale.net) (S:)

> bluetooth > otac_att > freertos > iar > Debug
~
Browselnfo
list
obj

otap_client_att_kw45b41zevicsb3

wx connectivitystg (\\smb.nxdi.ro-buh01.nxp.com\connectivitystg) (W:

~x ConnectivityStg (\\zroproj01.ea freescalenet) (X)

Frnnnctiin Ko AV ntnacil VA

File name: | otap_client_att_kw45b41zevksb3

Save as type: secured file (*sb3)

A Hide Folders

* You can now configure two different JSON files, used to:

26 ¢

Save Cancel

Adding Binary File: CAnxp\SDK_2_12_3_KW45B41Z83

45b4

Clear Log

f_-—_L, Cancel Transfer

,_examp hiotac_att\freertos\iar\Debug\otap_clien X

— Sign the file that is uploaded to the MCU if an MCU file was selected.

- Create the *sb3container that is sent OTA. The *sb3 file can contain only the MCU
file, only the radio file, or both.

If you select a file that is written on the MCU, a new window appears as shown in the
figure below. This window helps in configuring the root certificates and signing the
certificates, by either dragging and dropping, or browsing for new files. For details
on each field of the JSON, see /Documentation/KW45]sonDescription.pdf provided with
Over the Air Programming tool.

By default, the JSON is configured for the demo applications to run as shown in the

figure below.

L CM33Sign JSON Configuration

Family
Input Image File

Output Image Execution Target
Qutput Image Execution Address
Output Image Authentication Type
Output Image Subtype

Firmware Version

Root Certificate 0 File

Root Certificate 1 File

Root Certificate 2 File

Root Certificate 3 File

Main Root Certificate Id

Main Root Certificate Private Key File
Root Certificate Elliptic Curve

Use ISK

Signing Certificate File

Signing Certificate Private Key File
Signing Certificate Constraint

ISK Certificate Elliptic Curve

Signing Certificate Data

Sign JSON settings for: C:nxp\Over The Air Programming

0x0

true

1.0.6.2\Secured\otapclient_att_kw45b41zevibin

Clear
Clear
Clear
Clear
Clear

Clear

Clear

Clear

Copy Json Content OK

Browse...
Browse...
Browse...
Browse...
Browse...

Browse...

Browse...

Browse...

Cancel

After configuring the JSON file used for signing the MCU file, a new similar window
appears. As shown in the Figure, the window is designed for configuring the *sb3 con-
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tainer. This window helps you to configure the encryption key file, the root certificates,
and the signing certificates by either drag and dropping or browsing for new files. For
details on each field of the JSON file, see /Documentation/KW45]sonDescription.pdf pro-
vided with Over the Air Programming tool.

By default, the JSON is configured for the demo applications to run as shown in the
figure below.

&L SB32JSON Cenfiguration - [m] x |

SB3 JSON settings for: C:Anxp\SDK2_12_3_KWA45B41Z83x0cA\boards\kwA45b41zevk\wireless_examples\bluetooth\otac_att\freertos\iar\Debug\otap_client_att_kw45b41zevksb3

Family
Container Key Blob Encryption Key € kdk Clear Browse...
Description 384_digital_key_device_freertos

KDK Access Rights

Container Configuration Word

Firmware Version 0x0

Root Certificate 0 File e t € : t | Clear | Browse...
Root Certificate 1 File ¢ ec_secp3g4 pe Clear Browse...
Root Certificate 2 File e t € : t | Clear | Browse...
Root Certificate 3 File ¢ ec_secp3g4 pe Clear Browse...
Main Root Certificate Id 0

Main Root Certificate Private Key File pk_secp384 Clear Browse...

Root Certificate Elliptic Curve

Use ISK true

Signing Certificate File t 4 | Clear | Browse...
Signing Certificate Private Key File r p384 r Clear Browse...
Signing Certificate Constraint

ISK Certificate Elliptic Curve

Signing Certificate Data I Clear I Browse...

‘Container Output File

Commands 3 s X z ¥ a dress signedem33.bir 1 € Enable

Copy Json Content ‘ OK ‘ Cancel

+ After the .sb3 file is created, the “Encryption Key” and “Authentication Key” are pre-
sented. For the secured update to be successful, the destination board must have been
provisioned with these keys through fuse burning, as described in the accompanying
document. Depending on the board type, it can either be already provisioned by NXP
(KW45\KW47\MCX-W71\MCX-W72 samples) or not provisioned (loose samples). See

the figure below.

ES N B Security keys - m} X |
VA q? o

Select OTA Protocol: | The image is encrypted and authenticated using the following keys. &1 il

* OTAP Bluetoo! OX7A OXA7 OXEF 0X98 0X13 OXB3 0X56 0X12 0X57 OXBS 0X83 0X7D
. 0XAB 0X26 0X22 0X53 0X01 0XDF 0X35 0X11 0X21 OX7F 0X27 0X33 i
Encryption Key: OXC7 0X1D OXAD OXCD 0X44 0X77 0X22 0XD1 Copy Encryption Key
Select Server Port:

QIJ COM46 0x65 0x0D 0xB80 0x97 0x07 Ox9F 0xF2 0x7A 0x3E OxBA 0x2D 0xA1 0x47
0x81 0xBY 0x22 0xFD 0x82 0x95 0xB6 0xCO 0x0B OxFA 0x06 0x7F 0x00
Select Baud Rate: |/ "hentication Key: | 0,8 0«7F 0x1A 0x16 0xBB 0xB3 0x04 xBF 0x71 0x0D 0x45 0xCB 0xD5 || Copy Authentication Key
0x91 OxE2 OxE2 0x4B OXEB 0x31 0x83 0x92 0x2C

115200 Close

Filter Binaries by Processor Type: T
Y essorlype Image ID: 0x0001
W 3 0x0111111141000005
M NONE . @ Image Version
Header String: NXP BLE OTAP Demo Imag|
Filter: Total Image File Size:
otap_client_att_kw45b41zevk.srec + @ A SR
BT T, § Max ATT data rate (kbps): 8000
otap client att kw45b41zevk.srec +  MaxL2CAP datarate (kbps): | 24000
Save Session Log Clear Log
4 = x
£ Connect to OTAP Server &= Start OTAP &= Cancel Transfer

Adding Binary File: C:\nxp\SDK_2_12_3_KW45B41Z8300cA\boards\kwd5b41zevk\wireless_examples\bluetooth\otac_att\freertos\iar\Debug\otap_clien X

* The OTA Header configuration options from the “OTA Header” box are used by the ap-
plication to build the OTAP Image File, which is sent over the air. The default values of
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the OTA Header configuration work out of the box for the OTAP demo applications. For
details about these configuration options, see the Bluetooth LE Application Developer’s
Guide document (BLEADG).

» After the image is loaded, go to the “Select Server Port” box, select the correct COM
Port for the OTAP Server board. Also select the default baud rate of 115200 and press
the “Connect to OTAP Server” button. A successful connection is displayed in the
Message Log.

— If the image is loaded before connecting to the OATP Server COM Port, then the
OTAP Server of the application starts automatically.

- If the connection to the COM Port is established before the image is
loaded, then the “Start OTAP” button must be pressed to start the
OTAP Server of the application. For details, see the figure below.

&4 Over The Air Programming - m} b4 ‘
. &k . 3 ] - . 4, DRl ‘Iv &
Select OTA Protocol: Browse File =] Clear File @ Save File as Binary ] & il
by P
* OTAP Bluetooth LE - A otap client att kwdSb4lzevksb3 ~  oeeser ESA PN -
bt Image Size: 1233636
CAnxp\SDK_2_12_3_KWASBA1Z83x000A\boards\kwdSb4 1zevi\wireless_examples\bluetoothlotac_att\freertos\ia\Debug\otap_client_att_kwdSbd1zevi.sb3
Select Server Port:
15 (%) OTA Header OTA Transf il
P comss . @ ) ransfer Details
S Upgrade File Identifier X
Select Baud Rate: Header Version:
Header Length:
JUL 115200 ™ Header Feld Control

Company Identifier: 0x01FF
Image ID: 0x0001

B «was . @ Image Version 0x0111111141000005

Header String: NXP BLE OTAP Demo Imag

Filter Binaries by Processor Type:

v| Filter: 4 Total Image File Size

o N
otap_client_att_kw45bd1zevk.srec Al L Asoeioes L amaa Catala

Max ATT data rate (kbps): 8000

otap_client_att_kw45b41zevk srec +  Max L2CAP data rate (kbps) 24000

Save Session Log Clear Log

&Connecl to OTAP Server ?i, Start OTAP &, Cancel Transfer

Selected Processor: KW45 X

» Before starting the image transfer process, the data rate must be configured for each
transfer method (ATT or L2CAP CoC). The image chunks of a block are sent over the
serial interface and over-the-air without waiting for confirmation. Data rate can sig-
nificantly slow down if configuration is not done correctly and errors appear in the
transfer process.

The optimal data rate depends on multiple factors. Some of these factors are listed
below:

- Distance between boards

- Type of antenna

— Performance of the RF circuitry between the radio and antenna

— Type and level of noise in the environment

— Speed of the storage medium in which the image is saved on the OTAP Client

- Serial driver delay between PC and the OTAP Server board If the data rate is too
high, then the OTAP Client receives a new chunk before it can process the previous
one. In such a case, it sends an “Unexpected Chunk Sequence Number” error and
restarts the transfer of the current block from where it left off. If the channel is
too noisy, the transmitter can be flooded and some chunks might not reach the
client triggering a similar type of error. The default data rate values should work
for most configurations.

7. Start the embedded applications by pressing ADVSW first on the OTAP Client and then on
the OTAP Server. The transfer progress and transfer-related messages and/or errors are
shown in the application window. The duration of the transfer depends on the size of the
image and the chosen data rate and transfer method. See the figure below.
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B Over The Air Programming
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o
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8. After all the blocks are sent, the OTAP Client sends an Image Transfer Complete com-

mand to the OTAP Server.
plays a Sent Image with Success message in the log window.

When the PC Application receives this command, it dis-

See the figure below.
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Clear Log
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9. After the image transfer is complete, the OTAP Client triggers the bootloader and resets the
MCU. The bootloader takes about 30 seconds to flash the image on the board. After this time
frame, the MCU resets again and runs the new image.

Parent topic:Over the Air Programming (OTAP)

Storage type selection OTAP Clients support both internal and external storage. By default,
the applications come with internal storage enabled. To configure external storage, follow the

steps bellow:

1. Set the gUselnternalStorageLink d define to 0 in the project settings.

For GitHub AR-

MGCC, replace CONFIG_MCUX_COMPONENT middleware.wireless.framework.ota_ support.
no_flash_selected=y with CONFIG_MCUX_COMPONENT _middleware.wireless.framework.
ota_ support.external_flash=y in the application prj.conf file.

2. In app_ preinclude.h, set the gAppOtaExternalStorage_ c define to 1.
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Usage with IoT Toolbox This is the list of requirements.

Bluetooth 4.0 and later.

for your device.

To run the application, perform the following steps:

1. Flash the OTAP Client ATT to either the KW45B41Z-EVK or the FRDM-MCXW71 platform.
The Kinetis Bluetooth LE Toolbox only supports the ATT OTAP Client.

* Mobile device running Android platform or i0OS with hardware and software supporting

* Kinetis Bluetooth LE Toolbox application — download from the specific application store

In order to send over the air in .bleota format, create the application. In order to load the
image file into the Over the Air Programming application and create the .sbh3 file, follow
the instructions described in Usage with Over The Air Programming Tool. Once the .sb3 file
is created, press the “Save File as Binary” button to create the .bleota file. See the figure

below.
&
L . . o . . DR o
Select OTA Protocol: Browse File @ Clear File Save File as Blnary‘ Lj!’i] % qIJ‘ :]
2 save s x -
€« v 1 < boards » kwdSbdlzevk » wireless examples » bluetooth » w_uart » freertos » iar » Debug v o Search Debug e ‘
Organize * New folder = @
|
~
A Name Date modified Type Size
# Quick access
. Browselnfo y File folder
5| Documents
list M File folder
& Dovwnlosds obj File folder
&= Pictures
mem_manager
OTA BLEDAUG
Release v
File name: ~
Save as type: | OTA Files (*.bleota) v
A Hide Folders Cancel
Save Session Log Clear Log
N = x
= Connect to OTAP Server &4 Start OTAP =4 Cancel Transfer
Selected a new BaudRate: 115200 X

3. Start the Kinetis Bluetooth LE Toolboxapplication on your mobile device and start the
OTAP Tool. The application starts scanning.

4. Press ADVSW on the board to start Advertising on the embedded OTAP Client application.
The device should show up in the list of scanned devices. Touch the device in the scan list to
connect to and the application performs service discovery and displays some information

shown in the figure below.
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$ 7 .a195%0 13:42

loT Toolbox 7y stop
OTAP < IoT Toolbox loT Toolbox
NXP_OTAA
00:60:37:5E:92:FC
Bonded -48 dBm
File Infomation A
File Name NXP BLE OTAP Demo Image File
File Version 5.0.0
File Size 423 KB
Status Valid File
!
Firmware Update L]
0% I 100%

P4

5. Press the “Open” button and load the .bleota file to be sent over-the-air. Once the file is
loaded, some information about it is displayed. Press the “Upload” button to start the image
transfer process. A progress bar is shown while the image transfer is ongoing. The progress
bar displays 100% update after a successful transfer, as shown in the figure below.
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< loT Toolbox

OTAP

loT Toolbox
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\ g

( Firmware Update 1
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Status: ConnecteA 100% ™=

®
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6. After the image transfer is complete, the OTAP Client triggers the bootloader and resets the
MCU. The bootloader takes about 30 seconds to flash the image on the board. After this time
passes, the MCU resets again and runs the new image.

Parent topic:Over the Air Programming (OTAP)

Parent topic:Bluetooth LE stack and demo applications

Wireless UART This section describes the implemented profiles and services, user interac-
tions, and testing methods for the Wireless UART application.

Implemented profile and services The Wireless UART application implements both the GATT
client and server for the custom Wireless UART profile and services.

» Wireless UART Service (UUID: 01ff0100-ba5e-f4ee-5cal-eble5e4b1ce0)
* Battery Service v1.0
* Device Information Service v1.1

The Wireless UART service is a custom service that implements a custom writable ASCII Char
characteristic (UUID: 01ff0101-ba5e-f4ee-5cal-eble5e4b1ce0) that holds the character written by
the peer device.

The application behaves at first as a GAP central node. It enters GAP Limited Discovery Pro-
cedure and searches for other Wireless UART devices to connect. To change the device role to
GAP peripheral, use the ROLESW button. The device enters GAP General Discoverable Mode and
waits for a GAP central node to connect.

Parent topic:Wireless UART

Supported platforms The following platforms support the Wireless UART application:
» KW45B417Z-EVK
* KW45B41Z-LOC
* FRDM-MCXW71
* MCX-W71-EVK
» KW47-EVK
* KW47-LOC
* FRDM-MCXW72
* MCX-W72-EVK
* MCXW72-LOC
* FRDM-MCXW23
* MCXW23-EVK
Parent topic:Wireless UART

User interface After flashing the board, the device is in idle mode (all LEDs flashing). To start
scanning, press the SCANSW button. When in GAP Limited Discovery Procedure of GAP General
Discoverable Mode, CONNLED is flashing. When the node connects to a peer device, CONNLED
turns solid. To disconnect the node, hold the SCANSW bhutton pressed for 2-3 seconds. The node
then re-enters GAP Limited Discovery Procedure.

Parent topic:Wireless UART
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Usage The application is built to work with another supported platform running the same ex-
ample or with the Wireless UART from the IoT Toolbox application.

When testing with two boards, perform the following steps:

1. Open a serial port terminal and connect them to the two boards, in the same manner de-
scribed in Testing devices. The start screen is blank after the board is reset.

2. The application starts as a GAP central. To switch the role to a GAP peripheral, press the role
switch. Depending on the role, when pressing the SCANSW, the application starts either
scanning or advertising.

3. As soon as the CONNLED turns solid on both devices, the user can start writing in one of
the consoles. The text appears on the other terminal.

4. After creating a connection, the role (central or peripheral) is displayed on the console. The
role switch can be pressed again before creating a new connection. See the figure below.

T COM13 - Tera Term VT
File Edit Setup Control Window Help

Wireless UART starting as GAF Central.
Switched role to GAF Peripheral.

Advertising...
Connected to device B as peripheral.

[8@8-F1: D
i

Tera Term —-received text on Wireless UART

When testing with a single board and the 10T Toolbox, perform the following steps:

1. Open a serial port terminal and connect the board in the same manner described in Testing
devices. The start screen is blank after the board is reset.

2. Press the role switch button to behave as a GAP peripheral and then press the SCANSW
button to start advertising. The IoT Toolbox app can then connect. Select UART instead of
Console and start typing, as shown in the Figure.

Parent topic:Wireless UART

Parent topic:Bluetooth LE stack and demo applications

Bluetooth LE Shell This section describes the functionality, user interactions, and testing
methods for the Bluetooth LE Shell Application.

Implemented stack features The Bluetooth LE Shell Application implements a console appli-
cation that allows the user to interact with a full feature Bluetooth Low Energy stack library. It
implements All GAP roles and both GATT client and server. Enabling these roles can be done
using shell commands.

Parent topic:Bluetooth LE Shell
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Implemented profile and services The application implements a dynamic GATT database.
The user can add services at runtime and also erase the database contents. The database is
always populated with the GAP and GATT services. These services cannot be erased. The user
can dynamically add the following services:

Heart Rate Service (UUID: 0x180D)

Battery Service (UUID: 0x180F)

Device Information Service (UUID: 0x180A)
Internet Support Profile Service (0x1820)

Parent topic:Bluetooth LE Shell

Supported platforms The following platforms support the Bluetooth LE Shell application:

KW45B41Z-EVK
FRDM-MCXW71
MCX-W71-EVK
KW47-EVK
FRDM-MCXW?72
MCX-W72-EVK

Parent topic:Bluetooth LE Shell

User interface After flashing the board, the device is in idle mode. The interaction with the
board is done entirely by using the shell commands via the serial communication terminal.

Parent topic:Bluetooth LE Shell

Usage The application is built to work with any other Bluetooth LE device. To showcase the
functionality, two platforms are used in the following setup.

1.

Open a serial port terminal and connect them to the two boards, in the same manner de-
scribed in Testing devices. The start screen is displayed after the board is reset. All LEDs
are flashing on both devices.

. Configure one of the devices as a GAP peripheral and a Heart Rate server. Change name to

HRS. Start advertising on this device.

BLE Shell>gap devicename HRS

--> GATTDB Event: Attribute Written

HRS>gap advdata 1 6

HRS>gap advdata 8 HRS

HRS>gap advstart

HRS>

--> GAP Event: Advertising parameters successfully set.
HRS>

--> GAP Event: Advertising data successfully set.
HRS>

--> GAP Event: Advertising state changed successfully!
HRS>gattdb addservice 0x180D

--> Heart Rate

- Heart Rate Measurement Value Handle: 14

Configure the other device as a GAP central. Change its name to ‘Collector’. Start scanning
and connect to the HRS device by selecting the corresponding device index from the list of
scanned devices. In the example below, the HRS device is device number 2. The number of
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listed scanned devices can be controller through the mShellGapMaxScannedDevicesCount_ ¢
define in shellgap.c.

BLE Shell>gap devicename Collector

--> GATTDB Event: Attribute Written

Collector>gap scanstart filter

--> GAP Event: Scan started.

Collector>

--> GAP Event: Found device 0 : 880F102F500E 0 dBm

--> GAP Event: Found device 1 : NXP__CSCS 00049F000006 0 dBm
--> GAP Event: Found device 2 : HRS 00049F0000FF 0 dBm
Collector>gap connect 2

--> GAP Event: Scan stopped.

Collector>

--> GAP Event: Connected to peer 0

4. Optionally, the devices can be paired (gAppUsePairing_d and gAppUseBonding_d must be
set in app_preinclude.h). On the collector initiate the pairing.

Collector>gap pair 0

--> Pairing...

--> GAP Event: Link Encrypted
--> GAP Event: Device Paired

5. On the Collector; start service discovery. The device discovers the GAP, GATT, and Heart
Rate services.

Collector>gatt discover 0 -all

--> Discovered primary services: 3

--> Generic Attribute Start Handle: 1 End Handle: 4

- Service Changed Value Handle: 3

- Client Characteristic Configuration Descriptor Handle: 4
--> Generic Access Start Handle: 5 End Handle: 11

- Device Name Value Handle: 7

- Appearance Value Handle: 9

- Peripheral Preferred Connection Parameters Value Handle: 11
--> Heart Rate Start Handle: 12 End Handle: 19

- Heart Rate Measurement Value Handle: 14

- Client Characteristic Configuration Descriptor Handle: 15
- Body Sensor Location Value Handle: 17

- Heart Rate Control Point Value Handle: 19

6. Configure the HRS to send notifications by writing the CCCD from the Collector. Send a GATT
write command with value 1 to the CCCD handle discovered, 15.

Collector>gatt write 0 15 0x0001
--> GATT Event: Characteristic Value Written!

7. Send heart rate measurement notifications from the HRS device by using the value handle
obtained after adding the service in the previous step.

HRS>gatt notify 0 14

8. A notification appears on the Collector console.

Collector>

--> GATT Event: Received Notification
Handle: 14

Value: B400

Extended advertising Use the Bluetooth LE Shell application to exercise the advertising ex-
tension features:
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On the GAP Peripheral device:

1. Configure the extended advertising parameters. In the below example, the advertising type
is set to connectable and includes TX power and the primary PHY is set to Coded PHY.

2. Configure the extended advertising data. The Bluetooth LE Shell applications has
the feature to send for test, a large data payload. Use the extended advertise-
ment default configuration (not call “gap extadvcfg”), pass the command “gap extad-
vdata” with no parameters and the default data is added. The length is config-
urable at compile time through SHELL EXT ADV_DATA_SIZE and the data pattern is
SHELL_EXT_ ADV_DATA_ PATTERN. Start the default test with call for “gap extadvstart”.

The advertising data type is set to shortened local name (8) and the advertising data content
is set to test__ext adv_ data.

Note: Users must note that extended connectable advertising does not allow for chained
advertising data. The data length must be limited to what can fit in a single AUX_ADV_IND
PDU (251 bytes at maximum). This means that passing the gap extadvdata with no parame-
ters and the default value of SHELL_EXT_ ADV_DATA_ SIZE (500 bytes) after having set
the advertising type to connectable will result in an error when trying to start advertising.

3. Start extended advertising.

BLE Shell>gap extadvcfg -type 65 -phyl 3

BLE Shell>gap extadvdata 8 test_ext_adv_ data

BLE Shell>gap extadvstart

--> GAP Event: Extended

Advertising parameters successfully set.

--> GAP Event:

Extended Advertising data successfully set.

--> GAP Event: Advertising state changed successfully!

4. On the GAP Central device

Set the scanning parameters. The scanning PHY is set to match the advertising PHY, in this
case Coded PHY.

5. Start scanning and filter duplicates.

BLE Shell>gap scancfg -phy 4

BLE Shell>gap scanstart filter

BLE Shell>

-> GAP Event: Scan started.

BLE Shell>

--> GAP Event: Found device 0 : 0060375BCEC6 -23 dBm
Advertising Extended Data:

test _ext adv_data

6. Set the connection initiating PHYs corresponding to the primary PHY on which the adver-
tising is performed.

7. Connect to the desired device in the scanned devices list.

BLE Shell>gap connectcfg -phy 4
--> Connection Parameters:

--> Connection Interval: 200 ms
--> Connection Latency: 0

--> Supervision Timeout: 32000 ms
--> Connecting PHYs: Coded

BLE Shell>gap connect 0

BLE Shell>

-> GAP Event: Scan stopped.
BLE Shell>

--> GAP Event: Connected to peer 0
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Parent topic:Usage

RSSI Monitor RSSI Monitor is an application that allows monitoring the RSSI of a remote peer
on advertising or connection channel. The GAP peripheral device can modify the output TX
power on both advertising and connection channels.

1.

On GAP peripheral device

Set the primary advertising PHY to Coded PHY. Start advertising and read the address. Set
the TX power in dBm to a value less than 20 dBm.

BLE Shell>gap address

BLE Shell>

--> GAP Event: Public Address Read:C4603770BCC5

BLE Shell>gap extadvcfg -phyl 3

BLE Shell>gap extadvstart

BLE Shell>

--> GAP Event: Extended Advertising parameters successfully set.
BLE Shell>

--> GAP Event: Extended Advertising data successfully set.
BLE Shell>

--> GAP Event: Advertising state changed successfully!
BLE Shell>gap txpower adv 0

BLE Shell>

--> GAP Event: Success!

On GAP Central device

Set the scanning PHY to Coded PHY. Start monitoring the RSSI on advertising Channel using
the address of the Peripheral device. Scanning starts automatically, if it is not previously
enabled.

BLE Shell>gap scancfg -phy 4
BLE Shell>gap rssimonitor C4603770BCC5--> Reading RSSI on advertising channel:
BLE Shell>

-> GAP Event: Scan started.
BLE Shell>

RSSI: -27 dBm

RSSI: -27 dBm

RSSI: -27 dBm

RSSI: -27 dBm

RSSI: -27 dBm

RSSI: -29 dBm

In the below example, the RSSI in monitored on a connection channel. On GAP Peripheral,
start advertising in connectable mode on Coded PHY and adjust the TX power level.

BLE Shell>gap extadvcfg -type 65 -phyl 3
BLE Shell>gap extadvdata 8 rssimonitortest
BLE Shell>gap extadvstart
BLE Shell>
--> GAP Event: Extended Advertising parameters successfully set.
BLE Shell>
--> GAP Event: Extended Advertising data successfully set.
BLE Shell>
--> GAP Event: Advertising state changed successfully!
BLE Shell>
--> GAP Event: Connected to peer 0
BLE Shell>
--> GAP Event: Advertising stopped!
BLE Shell>gap txpower conn 10
(continues on next page)
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BLE Shell>
--> GAP Event: Success!

(continued from previous page)

On the GAP Central device, start scanning on the Coded PHY. Update the connection PHY
also to Coded PHY, then connect to the remote device and monitor continuously the RSSI

on the connection channel.

BLE Shell>gap scancfg -phy 4
BLE Shell>gap connectcfg -phy 4
--> Connection Parameters:
--> Connection Interval: 200 ms
--> Connection Latency: 0
--> Supervision Timeout: 32000 ms
--> Connecting PHYs: Coded
BLE Shell>gap scanstart filter
BLE Shell >
-> GAP Event: Scan started.
BLE Shell>

--> GAP Event: Found device 0 : C4603770BCC5 -21 dBm

Advertising Extended Data:
rssimonitortest

gap connect 0

BLE Shell>

-> GAP Event: Scan stopped.

BLE Shell>

--> GAP Event: Connected to peer 0
BLE Shell>gap rssimonitor 0 -c

--> Reading RSSI from connected device:
BLE Shell>

RSSI: -22 dBm

RSSI: -23 dBm

RSSI: -21 dBm

RSSI: -22 dBm

RSSI: -22 dBm

BLE Shell>gap rssistop

. Update the PHY preference and continue monitoring the RSSI. For coded PHY, the coding

scheme can be configured between S2 and S8 (500 kbit/s and 125 kbit/s).

BLE Shell>gap phy 0 -tx 4 -rx 4 -o 1

BLE Shell>

--> GAP Event: Phy update complete with peer 0
--> TxPhy: Coded

--> RxPhy: Coded

BLE Shell>gap phy 0 -tx 2 -rx 2

BLE Shell>

--> GAP Event: Phy update complete with peer 0
--> TxPhy: 2M

--> RxPhy: 2M

BLE Shell>gap rssimonitor 0 -c

--> Reading RSSI from connected device:

BLE Shell>

RSSI: -23 dBm

RSSI: -23 dBm

RSSI: -21 dBm

RSSI: -21 dBm

--> GAP Event: Phy update complete with peer 0
--> TxPhy: Coded

--> RxPhy: Coded

(continues on next page)
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(continued from previous page)

BLE Shell>
RSSI: -22 dBm
RSSI: -21 dBm
RSSI: -22 dBm
RSSI: -23 dBm
RSSI: -23 dBm
--> GAP Event: Phy update complete with peer 0
--> TxPhy: 2M
--> RxPhy: 2M
BLE Shell>
RSSI: -22 dBm
RSSI: -21 dBm
RSSI: -21 dBm
RSSI: -20 dBm

Parent topic:Usage
Parent topic:Bluetooth LE Shell

Throughput feature The Bluetooth LE Shell application also has a throughput test feature that
can be used to test different combinations of the parameters (connection interval, payload size,
and packet count) to determine the best data-rate.

This feature requires two devices:
* GAP Peripheral: transmits the test packets
* GAP Central: receives the packets and displays a report
All throughput-related commands are grouped under the **thrput** keyword:
* thrput setparam: configures connection interval, packet count and payload size.

* thrput start tx: configures the device as a GAP Peripheral and starts advertising. Once the
receiving device is connected, the packet transmission begins. The packet size and count
can also be specified (-s<size_value>-c<count_value>).

* thrput start rx: configures the device as a GAP Central and starts scanning. Once a transmit-
ter device is found, it connects to it and waits for the test to begin. The connection interval
can also be configured (-ci<value>).

* thrput stop: stops the test and disconnects the devices.

Once a connection is established between the devices and initial throughput test is complete, one
can start a new throughput transmission test with a new set of parameters (packet size / count).

The receiving device generates the report if no packets are received for more than three consec-
utive connection events.

The default configuration of the throughput test is the following:
» Packet count: 1000
* Payload size: 20 bytes

Connection interval (min, max): 160, 160 (200 ms)

The example of a test report is shown below:

BLE Shell>thrput start tx

BLE Shell>

--> GAP Event: Advertising parameters successfully set.
BLE Shell >

(continues on next page)

290 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

(continued from previous page)
--> GAP Event: Advertising data successfully set.
BLE Shell>
--> GAP Event: Advertising started.
--> GAP Event: Connected to peer 0
BLE Shell>
--> GAP Event: Advertising Throughput test started.
Sending packets...
--> MTU Exchanged.
BLE Shell>
Throughput test with peer 0 has finished.

BLE Shell>thrput start rx

BLE Shell>

-> GAP Event: Scan started.

Found device:

THR,__PER

0060375BCEC6

-> GAP Event: Scan stopped.

--> GAP Event: Connected to peer 0
BLE Shell>Throughput test started.
Receiving packets...

et TEST REPORT FOR PEER ID () #H#*

Packets received: 1000
Total bytes: 244000
Receive duration: 5017 ms
Average bitrate: 389 kbps

Parent topic:Bluetooth LE Shell

Decision-Based Advertising Filtering (DBAF) feature The Bluetooth LE Shell application also
supports the Decision-Based Advertising Filtering (DBAF) feature, which can be enabled by per-
forming the following steps:

e In app_ preinclude.h file, set BLE__SHELL_DBAF _ SUPPORT to 1.
This feature requires two devices:

* GAP Peripheral: transmits decision PDUs (ADV_DECISION_IND).

* GAP Central: scans for decision PDUs and handles filtering policies.
To showcase the functionality, two platforms are used in the following setup.
Steps to perform on the GAP Peripheral device:

1. Configure the extended advertising parameters to use decision PDUs. In the below example,
the advertising type is set to connectable and includes TX power, uses decision PDUs and
includes AdvA in the decision PDU. The primary PHY is set to Coded PHY.

2. Configure the extended advertising data using the gap extadvdecdata command. The resolv-
able tag and/or arbitrary data can be set using the parameters available.

3. Start extended advertising.
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BLE Shell>gap extadvcfg -phyl 3 -type 449

BLE Shell>gap extadvdecdata -key 112233445566778899A ABBCCDDEEFF00 -prand 5AC317 -decdata, |
6362 -datalen 2 -restag 0

BLE Shell>gap extadvstart

BLE Shell>

--> GAP Event: Extended Advertising parameters successfully set.
BLE Shell>

--> GAP Event: Extended Advertising data successfully set.

BLE Shell>

--> GAP Event: Extended Advertising Decision Data Setup Complete.
BLE Shell>

--> GAP Event: Advertising state changed successfully!

BLE Shell>

Steps to perform on the GAP Central device:

1. Set the scanning parameters to scan only decision PDUs. The scanning PHY is set to match
the advertising PHY, in this case Coded PHY.
2. Setthe connection parameters to use only decision PDUs and the connection initiating PHYs
corresponding to the primary PHY on which the advertising is performed.
BLE Shell>gap scancfg -phy 4 -filter 12
BLE Shell>gap connectcfg -phy 4 -filter 2
--> Connection Parameters:
--> Connection Interval: 200 ms
--> Connection Latency: 0
--> Supervision Timeout: 32000 ms
--> Connecting PHYs: Coded
--> Connection Filter Policy: 2
BLE Shell>
3. Add decision instructions using the gap adddecinstr command. A maximum of gMaxNumDe-
cisionInstructions_ ¢ instructions can be added. If the set of instructions must be changed,
the gap deldecinstr command deletes all current instructions.
BLE Shell>gap adddecinstr -group 1 -field 0 -criteria 1 -restagkey,
< 112233445566778899AABBCCDDEEFF00
BLE Shell>gap adddecinstr -group 1 -field 6 -criteria 1 -advmode 6
BLE Shell>gap adddecinstr -group 0 -field 24 -criteria 1 -arbmask 00000000fffff
BLE Shell>gap adddecinstr -group 0 -field 9 -criteria 1 -advacheck 2 -add1type 0 -add1 a6fb0d376000 -
—add2type 0 -add2 a5fb0d376000
BLE Shell>gap adddecinstr -group 0 -field 7 -criteria 1 -rssimin -80 -rssimax 0
BLE Shell>gap adddecinstr -group 0 -field 8 -criteria 5 -lossmin 0 -lossmax 50
BLE Shell>
4. Set the decision instructions using the gap setdecinstr command. The instructions are used
when listening for advertisements containing decision PDUs.
5. Start scanning and filter duplicates.
6. Connect to the desired device in the scanned devices list.
BLE Shell>gap setdecinstr
BLE Shell>
--> GAP Event: Decision Instructions Setup Complete.
BLE Shell>gap scanstart filter
BLE Shell>
-> GAP Event: Scan started.
BLE Shell>
--> GAP Event: Found device 0 : C4603770BCC5 -23 dBm
Advertising Extended Data:
gap connect 0
(continues on next page)
292 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

(continued from previous page)
BLE Shell>
-> GAP Event: Scan stopped.
BLE Shell>
--> GAP Event: Connected to peer 0
BLE Shell>

Parent topic:Bluetooth LE Shell

Periodic Advertising with Responses (PAWR) feature The Bluetooth LE Shell application also
supports the Periodic Advertising with Responses feature, which can be enabled by performing
the following steps:

e In app_ preinclude.h file, set BLE_ SHELL_PAWR_ SUPPORT to 1.
This feature requires two (or more) devices:

* GAP Broadcaster: transmits  advertising PDUs at a fixed interval
(AUX_SYNC_SUBEVENT_IND)

* GAP Observer (one or more): scans for advertising PDUs and synchronizes with the adver-
tising train. Sends responses PDUs in the synced subevents. (AUX_SYNC_SUBEVENT_RSP)

To showcase the functionality, two platforms are used in the following setup.
Steps to perform on the GAP Broadcaster device:

1. Configure the periodic advertising parameters. In the below example, a set of implicit val-
ues are used. There are 2 subevents per interval, each interval repeating at 1 second. There
are 4 response slots configured per subevent, with the first response slot starting at 125ms
from the advertising packet.

BLE Shell>gap periodiccfg

--> Periodic Advertising Parameters:
--> Periodic Advertising Handle: 1
--> Periodic Advertising Interval: 2000 ms
--> Number of subevents: 2
--> Interval between subevents: 156.25 ms
--> Time between the advertising packet in a subevent and the first response slot: 125.0 ms
--> Time between response slots: 1.250 ms
--> Number of response slots: 4
BLE Shell >
--> GAP Event: Periodic Advertising parameters successfully set.

Alternatively, the command does accept all the mentioned parameters to be changed. The
below command can be used to configure the exact same values.

BLE Shell>gap periodiccfg -numsubevents 2 -subint 125 -rspslotdelay 100 -rspslotspace 10 -numrspslot 4
BLE Shell>
--> GAP Event: Periodic Advertising parameters successfully set.

2. Configure the subevent data on the advertiser for each subevent. Each instance of the
gap periodicsubeventdata command sets each subevent data for the configured number of
subevents. In this used example, the first command sets the data for the first subevent, the
second command sets the data for the second subevent. The upper limit is the lowest of
the following: SHELL_PER_ADV_MAX_ NUM_SUBEVENTS from app_ preinclude.h or the
number of subevents set using gap periodiccfg.

BLE Shell>gap periodicsubeventdata 255 696E666F31
BLE Shell>gap periodicsubeventdata 255 696 E666F32
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When the last subevent data is set, any succeeding command will erase the previously set
data for all subevents, and the data in the ongoing command will be set in the first subevent.

Alternatively, the command accepts more advertising data structures for one subevent, up
to SHELL_EXT_ ADV_DATA_MAX_AD_STRUCTURES.

BLE Shell>gap periodicsubeventdata 27 01CAFECAFECAFE 255 696 E666F31

To manually clear the data set for all the currently set subevents, you may issue the follow-
ing command:

BLE Shell>gap periodicsubeventdata -erase

Start extended advertising.

BLE Shell>gap extadvstart
BLE Shell>
--> GAP Event: Extended Advertising parameters successfully set.

BLE Shell>
--> GAP Event: Extended Advertising data successfully set.

BLE Shell>
--> GAP Event: Advertising state changed successfully!

Start periodic advertising.

BLE Shell>gap periodicstart
BLE Shell>Periodic Advertising state changed successfully!

Steps to perform on the GAP Observer device:

1.

Start scanning using the gap scanstart command. Optionally you can modify the scan pa-
rameters using the gap scancfg command.

BLE Shell>gap scanstart
BLE Shell>
-> GAP Event: Scan started.

Issue a periodic sync command with the target address of the Broadcaster device that is
periodic advertising. You can use the gap address command on the Broadcaster to obtain
the address.

BLE Shell>gap periodicsync -peer 006037A55E86

When the sync is established, events will be printed at the console.

--> GAP Event: Periodic Advertising Sync Established
--> GAP Event: Periodic V2 Device Scanned

Event Counter: 8

Subevent Synced: 0

RSSI: -38 dBm

Advertising Data: infol

Synchronize the Observer device with the subevents needed. For this example, we will
synchronize the Observer with both subevents using the following command. Implicitly,
the Observer synchronizes to subevent 0.

BLE Shell>gap periodicsyncsubevent -peradvproperties 0 -numsubevents 2 -subevents 0x00,0x01

BLE Shell>Set Sync Subevent command successfully completed.

After this, GAP Events of type Periodic V2 Device Scanned should be displayed in the console
for each of the subevents synchronized.
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--> GAP Event: Periodic V2 Device Scanned
Event Counter: 169
Subevent Synced: 0
RSSI: -34 dBm
Advertising Data: infol
--> GAP Event: Periodic V2 Device Scanned
Event Counter: 169
Subevent Synced: 1
RSSI: -38 dBm
Advertising Data: info2

4. The last step to have a complete exchange of data is to set the response(s) on the Observer
device. The next 2 commands will set the data for the 2 subevents synced at the previous
step.

BLE Shell>gap periodicresponsedata -responsesubevent 0 -responseslot 0 -data 255
—64657669636531696E666F31
BLE Shell>gap periodicresponsedata -responsesubevent 1 -responseslot 0 -data 255,
—64657669636531696E666F32

The -responsesubevent parameter indicates the subevent the data is set for. The -responseslot
parameter indicates the response slot the data is sent at this value should be within the
range 0 to the number of response slots set at periodiccfg.

To scale the demo to use more Observer devices, repeat steps 1-3 for each of the added
device. Also use example at step 4, with the adaptation of the -responseslot according to the
device index. The demo is designed to have a new device for each of the response slots
available. Also, change the data to reflect the response of the extra device.

Note: The -data parameter must be the last of the periodicresponsedata command as it can
contain a volatile number of advertising data structures.

Alternatively, the command may contain additional advertising data structures.

BLE Shell>gap periodicresponsedata -responsesubevent 0 -responseslot 0 -data 27
—01CAFECAFECAFE 255 64657669636531696 E666F31

BLE Shell>gap periodicresponsedata -responsesubevent 1 -responseslot 0 -data 27
—01CAFECAFECAFE 255 64657669636531696 E666F 32

To manually clear the data set for all the currently set subevents, you may issue the follow-

ing command:

BLE Shell>gap periodicresponsedata -erase

Initiate a connection from PAwWR

PAWR feature allows for connection initiation from the Broadcaster device. To do this, the de-
vices have to be synchronized. The minimum steps required for this are steps 1, 3, 4 on the GAP
Broadcaster device and steps 1, 2, GAP Observer device.

After performing the mentioned steps, the Broadcaster device must issue the following com-
mand:

BLE Shell>gap connectpawr -subevent 0 -peer 00603728063E -peeraddrtype 0

Upon successful connection the following message will be displayed.

--> GAP Event: Connected to peer 0

Parent topic:Bluetooth LE Shell

Parent topic:Bluetooth LE stack and demo applications
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Hybrid (Dual-mode) Bluetooth Low Energy and Generic FSK The Hybrid (Dual-mode)
Bluetooth Low Energy and Generic FSK application demonstrates Generic FSK transmis-
sion/reception and Bluetooth advertising/scanning/multiple connections coexistence.

The Bluetooth LE part of this demo implements a modified version of the Wireless UART demo
application, capable of multiple Bluetooth LE connections.

Based on the Hardware link-layer implementation, the Bluetooth Low Energy has a higher prior-
ity than the Generic FSK protocol and as the effect, the Generic FSK communication is executed
during the Idle states (inactive periods) of the Bluetooth LE. The coexistence of the two protocols
is handled internally at the Controller level.

The Bluetooth LE part of the application behaves at first as a GAP central node. It enters GAP Lim-
ited Discovery Procedure and searches for other Wireless UART devices to connect. To change
the device role to GAP peripheral, use the ROLESW button. The device enters GAP General Dis-
coverable Mode and waits for a GAP central node to connect.

The Generic FSK part of the application can either enter in the receive state by double clicking
the SCANSW button or it can start the periodic transmit by long pressing the ROLESW button.
It cannot enter in both states at the same time.

The Generic FSK has lower priority than the Bluetooth LE. Therefore, any ongoing Generic FSK
receive is paused by the Controller when Bluetooth LE activity is ongoing. The reception is au-
tomatically resumed by the Controller when there is no Bluetooth LE activity.

When using Generic FSK, packet loss should be expected. The Generic FSK communication does
not offer an acknowledgement mechanism to guarantee success for packet transmission, there-
fore this communication method does not offer reliability. If the user wants to improve reliabil-
ity, packet repetition may be used, or the user may implement a custom protocol at application
level.

The first Generic FSK transmit command is buffered if there is continuous Bluetooth LE activity
(for example, for continuous Bluetooth LE scanning). Any succeeding Generic FSK transmit com-
mand indicates failure in the command line interface, if the initial buffered transmit command
was not sent yet.

This section describes the implemented profiles and services, user interactions, and testing meth-
ods for the Hybrid (Dual-Mode) Bluetooth Low Energy and Generic FSK application.

Implemented profile and services The Hybrid (Dual-Mode) Bluetooth Low Energy and
Generic FSK application implements the GATT client and server for the custom Wireless UART
profile and services. It also acts as a Generic FSK transmitter/receiver, repeating a custom packet,
at a fixed periodic interval. It uses a predefined identifier, isolated to the address used in the
Bluetooth LE protocol of the demo.

» Wireless UART Service (UUID: 01ff0100-ba5e-f4ee-5cal-eble5e4blce0)
* Battery Service v1.0
* Device Information Service v1.1

The Wireless UART service is a custom service that implements a custom writable ASCII Char
characteristic (UUID: 01ff0101-ba5e-f4ee-5cal-eble5e4b1ce0) that holds the character written by
the peer device.

The application is ready to start either Bluetooth LE scanning for Wireless UART Service, Blue-
tooth LE advertising Wireless UART Service, Generic FSK periodic transmit of a custom packet
or Generic FSK receive, in the available slots not used by the Bluetooth LE protocol.

Parent topic:Hybrid (Dual-mode) Bluetooth Low Energy and Generic FSK

Supported platforms The following platforms support the Hybrid (dual-mode) Bluetooth Low
Energy and Generic FSK application:

296 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

* KW45B41Z-EVK
* KW45B41Z-1.OC
* KW47-EVK
* KW47-LOC
Parent topic:Hybrid (Dual-mode) Bluetooth Low Energy and Generic FSK

User interface After flashing the board, the device is in idle mode (all LEDs flashing). To start
Bluetooth LE scanning, press the SCANSW button. When in GAP Limited Discovery Procedure
of GAP General Discoverable Mode, CONNLED is flashing. When the node connects to a peer
device, CONNLED turns solid. To disconnect the node, hold the SCANSW button pressed for 2-3
seconds. The node then re-enters GAP Limited Discovery Procedure.

To start Generic FSK receiving, double click the SCANSW button and the device starts receiving
packets on the same channel as the Bluetooth LE channel 37, with the network address defined
in gGenFSK_ NetworkAddress_c. The receiver only prints the packets that have the predefined
identifier at gGenFSK_Identifier _c. To stop Generic FSK reception, double click the ROLESW
button.

On a different device, start Generic FSK transmit by long pressing the ROLESW button. To stop
the periodic Generic FSK transmit, long press again the ROLESW button, if the transmit proce-
dure is ongoing. The long press ROLESW acts as a toggle for the transmit.

Parent topic:Hybrid (Dual-mode) Bluetooth Low Energy and Generic FSK

Usage The application is built to work with another supported platform running the same ex-
ample. When testing with two boards, perform the following steps:

Case 1 (Bluetooth LE)

1. Open a serial port terminal and connect to the two boards, in the same manner described
in Testing devices. The figure below displays the start screen after the board is reset.

Tera Term - Hybrid Wireless UART (Bluetooth LE) - Generic FSK start screen

VT COM13 - Tera Term VT — a X
File Edit Setup Control Window Help

Wireless UART starting as GAP Central.
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2. The application starts as a GAP central. To switch the role to a GAP peripheral, press the

ROLESW hutton. Depending on the role, when pressing the SCANSW button, the applica-
tion starts either scanning or advertising.

As soon as the CONNLED turns solid on both devices, the user can start writing in one of
the consoles. The text appears on the other terminal.

After creating a connection, the role (central or peripheral) is displayed on the console. The
role switch can be pressed again before creating a new connection. An output example can
be observed in the figure below.

Tera Term - received text on Wireless TUART (Bluetooth LE)

¥ COMT - Tera Term VT = o X | B
File Edit Setup Control Window Help

brid Wireless Uart -

e
<
TE
<
o
s

Wireless UART starting as GAP Central. Wireless UART starting as GAP Central.
Scanning. .. Switched role to GAP Peripheral.
Stop Scanning... Advertising...

Connected to device @ as central. Connected to device @ as peripheral.

[e0-C]: Hi from Peripheralll [00-P]: Hello from Centrall]

Parent topic:Usage

Case 2 (Generic FSK) When operating the Generic FSK mode, the following steps should be
followed.

1. Open a serial port terminal and connect to the two boards, in the same manner described

in Testing devices. The start screen after the board is reset is the same as in Figure.

The Generic FSK communication direction is not preset. To start receiving, double click
the SCANSW hutton on one board. Then, the device starts receiving packets on the same
channel as the Bluetooth LE channel 37.

To start transmitting, long press the ROLESW button on the other board. The transmitting
device uses an identifier known by the receiver and its packets are displayed in the CLI as
shown in Figure:

VT COMT - Tera Term VT

Wireless UART starting as GAP Central.

¢ Start TX...

: Transmit Complete
: Transmit Complete
: Transmit Complete
: Transmit Complete
: Transmit Complete

Teraterm - packet transmit/receive on Generic FSK

4. To stop Generic FSK reception, double click the ROLESW button.
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5. To stop the periodic Generic FSK transmit operation, long press the ROLESW button again,
if the transmit procedure is ongoing. The long press of the ROLESW button acts as a toggle
for the transmit. At this point, both devices can reverse the direction of communication by
following the exact same steps.

See Figure.
M COM?7 - Tera Term VT - o X yr
file Edit Setup Control Window Help e Setup  Cont
: Transmit Complete 41 44 BB
: Transmit Complete : Address:
: Transmit Complete 41 44 BC
: Transmit Complete : Address:
: Transmit Complete 41 44 BE
: Transmit Complete : Address:
: Transmit Complete 41 44 BF
: Transmit Complete : Address:
: Transmit Complete 41 44 Co
: Transmit Complete : Address:
: Transmit Complete 41 44 C2
: Transmit Complete : Address:
: Transmit Complete 41 44 C3
: Transmit Complete : Address:
: Transmit Complete 41 44 C4
: Transmit Complete : Address:
: Transmit Complete 41 44 C5
: Transmit Complete : Address:
: Transmit Complete 41 44 Ce
: Transmit Complete : Address:
: Transmit Complete 41 44 C7
: Transmit Complete : Address:
: Transmit Complete 41 44 C8
: Transmit Complete : Address:
: Transmit Complete 41 44 C9
: Transmit Complete : Address:
: Transmit Complete 41 44 CA
: Transmit Complete : Address:
: Transmit Complete 41 44 CB
: Transmit Complete : Address:
. .. GFSK: Transmit Complete 41 44 CD
Tera Term - stop Generic FSK activity SSSis:R | o Step X

Parent topic:Usage

Case 3 (Dual-mode) The application is ready to combine both scenarios. It can either:
* Establish a Bluetooth LE connection and perform Generic FSK activity.

* During Generic FSK activity, the Bluetooth LE connection can be established and the Con-
troller pauses receiving or announcing the discarded Generic FSK transmissions. This ac-
tivity is resumed after the Bluetooth LE activity is finished.

To run the Dual-mode scenario, follow the steps below:
1. Establish a Bluetooth LE connection as described in Case 1 (Bluetooth LE).

2. Start Generic FSK activity as described in Case 2 (Generic FSK), independent of the Bluetooth
LE roles chosen in Case 1.

3. Start typing in either of the terminals. As seen in Figure, the Bluetooth LE activity is priori-
tized. In this step, characters are printed in the peer’s terminal and Generic FSK continues
in the available slots, not used by the Bluetooth LE link.

Teraterm - Mixed Wireless UART (Bluetooth LE) and Generic FSK activity
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¥ COMT - Tera Term VT

Window Help

4B SF 41 B

4B SF 41 44 9C
4B SF 41 44 9D
4B SF 41 44 9F

6 09 08 47 46 53 4B SF 41 44 A9

6 @9 68 47 46 53 4B SF 41 44 AA

3 4B SF 41 44 AB
53 4B SF 41 44 AC

53 4B SF 41 44 AD
4B SF 41 44 AE

4B SF 41 44 Be
4B SF 41 44 B2

Parent topic:Usage

Parent topic:Hybrid (Dual-mode) Bluetooth Low Energy and Generic FSK

Customization Use the steps below to change the default settings of this demo.

For Bluetooth LE, the default advertising config (gAdvParams) parameter is found in the
app_ config.c file. Also, the scanning parameters (gScanParams) can be found in this file.

The maximum number of connections supported by the Bluetooth LE, for this application, is
defined in the app_ preinclude.h file, with the macro name gAppMaxConnections_ c.

Note: The Generic FSK protocol is active during the inactive periods of the Bluetooth LE protocol.
The demo is currently configured to have the scan window equal to the scan interval to make
the user aware of this, but this can be changed.

For Generic FSK, the following defines of interest can be found in genfsk_ app.h, described below:

Name Description

gGen- This is the network address used for the Generic FSK, in the transmitter payload.

FSK_ Netwc It is implicitly set to the 0X8E89BEDG, but this can be reconfigured. Ensure that it
is also changed on the receiver in the hybrid_ gfsk.c controller file.

gGen- HO value is used in the header.

FSK__HO0OVal

gGen- This is the identifier used by the transmitter to be filtered at the receiver. The

FSK_Identi current implementation filters the Generic FSK packets received, based on this
define.

gGenF- This is the interval the transmitter will repeat the transmission of a packet. It is

skApp_TxIi set in milliseconds.

Files of interest
The demo can be found in the w_uart_ genfsk from the available examples.

The demo is based on the basic Wireless UART with the addition of some Generic FSK files re-
quired for working in dual-mode, described below.
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File Description

name

genfsk_ap Application common module. Handles the HCI commands and events for the
€ Generic FSK. Sends the events to the application.

genfsk_ap Application common module. Exposes public functions.

h

hybrid_ gfs Controller common module. Handles initialization of Generic FSK.
C

hybrid_ gfs Controller common module. Exposes public functions.

h

Parent topic:Hybrid (Dual-mode) Bluetooth Low Energy and Generic FSK
Parent topic:Bluetooth LE stack and demo applications

Wireless UART Host This section describes the implemented profiles and services, user inter-
actions, and testing methods for the Wireless UART Host application.

The Wireless UART Host application is a demonstration of the Extended NBU architectural con-
cept, where the Bluetooth LE Host Stack and the Link Layer both run on the NBU core, while the
user-facing application runs on the Application core. The communication between the applica-
tion and the Host is done via the FSCI protocol running on the inter-core RPMSG transport.

The Wireless UART Host application must be flashed together with the NCP FSCI Blackbox appli-
cation.

Implemented profile and services The Wireless UART Host application implements both the
GATT client and server for the custom Wireless UART profile and services.

» Wireless UART Service (UUID: 01ff0100-ba5e-f4ee-5cal-eble5e4blce0)
» Battery Service v1.0
* Device Information Service v1.1

The Wireless UART service is a custom service that implements a custom writable ASCII Char
characteristic (UUID: 01ff0101-ba5e-f4ee-5cal-eble5e4b1ce0) that holds the character written by
the peer device.

The application behaves at first as a GAP central node. It enters GAP Limited Discovery Proce-
dure and searches for other Wireless UART devices to connect. To change the device role to GAP
peripheral, use the ROLESW button. The device enters GAP General Discoverable Mode and
waits for a GAP central node to connect.

Parent topic:Wireless UART Host

Supported platforms The following platforms support the Wireless UART Host application:
* MCX-W72-EVK
* FRDM-MCXW?72

Parent topic:Wireless UART Host

User interface Ensure thatboth NCP FSCI Blackbox (for the NBU core) and Wireless UART Host
(for the Application core) have been flashed to the board.

After flashing the board, the device is in idle mode (all LEDs flashing). To start scanning, press
the SCANSW button. When in GAP Limited Discovery Procedure of GAP General Discoverable
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Mode, CONNLED is flashing. When the node connects to a peer device, CONNLED turns solid. To
disconnect the node, hold the SCANSW button pressed for 2-3 seconds. The node then re-enters
GAP Limited Discovery Procedure.

Parent topic:Wireless UART Host

Usage The application is built to work with another supported platform running either Wire-
less UART or Wireless UART Host, or with the Wireless UART from the IoT Toolbox application.

When testing with two boards, perform the following steps:

1. Open a serial port terminal and connect to the two boards, in the same manner described
in Testing devices. The start screen is blank after the board is reset.

2. The application starts as a GAP central. To switch the role to a GAP peripheral, press the role
switch. Depending on the role, when pressing the SCANSW, the application starts either
scanning or advertising.

3. As soon as the CONNLED turns solid on both devices, the user can start writing in one of
the consoles. The text appears on the other terminal.

4. After creating a connection, the role (central or peripheral) is displayed on the console. The
role switch can be pressed again before creating a new connection. See the figure below.

T COM13 - Tera Term VT
File Edit Setup Control Window Help

Wireless UART starting as GAP Central.

Switched role to GAP Peripheral.

Advertising...
Connected to device B as peripheral.

[ea-pri1: D

Tera Term -received text on Wireless UART

When testing with a single board and the IoT Toolbox, perform the following steps:

1. Open a serial port terminal and connect the board in the same manner described in Testing
devices. The start screen is blank after the board is reset.

2. Press the role switch button to behave as a GAP peripheral and then press the SCANSW
button to start advertising. The 10T Toolbox app can then connect. Select UART instead of
Console and start typing, as shown in the Figure.

Parent topic:Wireless UART Host

Parent topic:Bluetooth LE stack and demo applications

FSCIBridge This section describes the functionality, user interactions, and testing methods for
the FSCI Bridge demo application.
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Description The FSCI Bridge demo application is a demonstration of the Extended NBU archi-
tectural concept, where the Bluetooth LE Host Stack and the Link Layer both run on the NBU core,
while the user-facing application runs on the Application core. The communication between the
application and the Host is done via the FSCI protocol running on the inter-core RPMSG transport

The FSCI Bridge runs on the Application core and it is a simple application whose purpose is to
pass FSCI commands received over the serial interface to the NCP FSCI Black Box running on
the NBU core. Effectively, the functionality is identical to the regular Bluetooth FSCI Black Box
application.

The demo can be used with the Test Tool for Connectivity Products - Command Console applica-
tion which can be downloaded from the NXP website or using a custom application that supports
the FSCI protocol and commands.

Parent topic:FSCI Bridge

Supported platforms The following platforms support the FSCI Bridge application:
* MCX-W72-EVK
* FRDM-MCXW?72

Parent topic:FSCI Bridge

Usage with Test Tool for connectivity products The FSCI Bridge demo application is designed
to be used via serial interface. This can be done using the TEST Tool for Connectivity Products —
Command Console application as described below.

1. Download the FSCI Bridge application onto a supported board’s Application core, together
with the NCP FSCI Black Box application on the NBU core.

2. Connect the board to a USB port of the PC. The USB COM port drivers must be installed
properly and a COM port corresponding to the board should be available.

3. Open the Test Tool application and connect to the serial port corresponding to the board on
which the FSCI Bridge application runs. See Figure. The serial communication parameters
are: baud rate 115200, 8N1, and no flow control.
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= MHP Test Tool 12

B Cormmand Consale

| Script Server 2 Protocol Analyzer [ Coexistence Te

[ =

BeeKiiWirelesslConnectivity,

TESt Teo!

(! Command Console)

Ilse Command Console to send FSCI commands to development

boards, Double click a part to open a serial connection ko the device,
USBUART

External TCPIP

. COM3
BEAUDEATE: 115200

4. Select the appropriate Test Tool XML file from the drop-down list for the release being used
and send commands to the application. An example is shown in Figure.
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3 MXP Test Tool 12 - [} b

& Cornmand Console =, Script Server 2 Protocol Anakyzer :({ Coexistence Tool %Firmware Loader R Radio Test s" OTA Updates - ZGEwAUI =

%y Start Page o Cornrnand Console 3
Dewvice List
¢ Open =

Loaded Command Set (BLE_I.S.S.me

4+ COM3

eadPublix
o0 o0 &I

D)
All Commands. .. Add shorkcut Syne [1 byte]

OpGroup [1 bytel
OpCode [1 bytel

“° BAUDRATE: 115200

GAP-ReadPublicDeviceAddre

[ TR ]
r
n

[0060372BDFE31 )
0

(Address [6 bytes]
CRC [1 byte]

Length [Z bytes] 00 00
CRC [1 byte] [50]
A GAP. Confirm OZ 48 20 0Z 00 00 00 CA
Sync [1 byte] = 0Z
OpGroup [1 byte] = 48
OpCode [1 bytel = 20
Length [2 bytes] = 00 02
(St,at,us [2 bytes] = 00 0O )
{gBleBuccess o)
CRC [1 byte] = Ca
GAP—
4 GenericEventPublicAddressRead. Indication
0z 48 94 0& 00 E3 DF ZB 27 &0 00 E0
Sync [1 byte] = 0Z
OpGroup [1 bytel = 48
OpCode [1 bytel = 94
Length [2 bytes] = 00 08

Get Default... |[] RawC

GAP-ReadPublicDeviceAddress, Request

Parent topic:FSCI Bridge
Parent topic:Bluetooth LE stack and demo applications

NCP FSCI Black Box This section describes the functionality of the NCP FSCI Black Box demo
application.

Description The NCP FSCI Black Box application is a demonstration of the Extended NBU archi-
tectural concept, where the Bluetooth LE Host Stack and the Link Layer both run on the NBU core,
while the user-facing application runs on the Application core. The communication between the
application and the Host is done via the FSCI protocol running on the inter-core RPMSG trans-
port.

The NCP FSCI Black Box application runs on the NBU core and provides access to the Bluetooth
LE Host Stack through FSCI to the application running on the Application core. It can be paired
with the FSCI Bridge application to obtain a functionality that is identical to the regular Bluetooth
FSCI Black Box application, or with the Wireless UART Host application to obtain a functionality
that is identical to the regular Wireless UART application.

Parent topic:NCP FSCI Black Box

Supported platforms The following platforms support the NCP FSCI Black Box application:
* MCX-W72-EVK
* FRDM-MCXW?72
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Parent topic:NCP FSCI Black Box
Parent topic:Bluetooth LE stack and demo applications

References For more information, refer to the following documents:
* Bluetooth Low Energy Application Developer’s Guide(KW45_K32W1_BLEADG)
* Bluetooth Low Energy Host Stack API Reference Manual(KW45_K32W1_BLEHSAPIRM)

* Bluetooth Low Energy Host Stack FSCI(Framework Serial Connectivity Interface) API Refer-
ence Manual (KW45_K32W1_BLEHSFSCIAPIRM)

* Connectivity Framework Reference Manual (KW45_K32W1_CONNFWRM)
* Bluetooth Low Energy CCC Digital Key R3 Application Note (AN12791) See AN12791 here.

Acronyms The following acronyms are used in this document.

Acronym Description

ANCS Apple Notification Center Service

ATT Attribute Protocol

Bluetooth LE  Bluetooth Low Energy

CCC Car Connectivity Consortium

CCCD Client Characteristic Configuration Descriptor
DBAF Decision-Based Advertising Filtering

EATT Enhanced Attribute protocol

EVK Evaluation Kit

FSCI Framework Serial Connectivity Interface
GAP Generic Access Profile

GATT Generic Attribute Profile

HCI Host Controller Interface

HID Human Interface Device

HRS Heart Rate Server

JSON Javascript Object Notation

L2CAP Logical Link Control and Adaptation Protocol
NVM Non-volatile Memory

OTAP Over the Air Programming

RF Radio Frequency

RSSI Received Signal Strength Indicator

RX Receive

SDK Software Development Kit

TX Transmit

UART Universal Asynchronous Receiver/Transmitter

Note about the source code in the document Example code shown in this document has the
following copyright and BSD-3-Clause license:

Copyright 2022-2025 NXP Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.
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3. Neither the name of the copyright holder nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEG-
LIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Bluetooth Low Energy CCC Digital Key R3 Application Note

Introduction NXP provides hardware platforms to implement Bluetooth Low Energy appli-
cations implementing the Car Connectivity Consortium (CCC) Digital Key R3 functionality. This
document provides an overview of the deployment and operation of such applications. This
document is also a user guide for the sample applications included in the SDK release package.

Audience This document is for firmware and system developers who create CCC Digital Key-
enabled products. The document also provides a high-level description of CCC Digital Key appli-
cation scenarios that can be deployed on NXP development boards.

Parent topic:Introduction

CCC Digital Key technology overview The Car Connectivity Consortium (CCC) is a cross-
industry organization advancing global technologies for smartphone-to-car connectivity solu-
tions. CCC has developed Digital Key, a new open standard to allow smart devices such as smart-
phones to act as a vehicle key. Digital Key lets drivers lock and unlock their cars and even allows
them to start the engine and share access to friends or valets, using their phones.

The Digital Key Release 3.0 specification enhances Digital Key Release 2.0 by adding passive,
location-aware keyless access. Rather than having to pull their mobile devices out to access a car,
consumers are able to leave their mobile device in their bag or pocket when accessing and/or
starting their vehicle. Passive access is not only vastly more convenient and a better overall user
experience, it also allows vehicles to offer new location-aware features.

To support these new features, the CCC has developed a specification based on Bluetooth Low
Energy in combination with Ultra-Wideband (UWB) to enable passive keyless access and to allow
secure and accurate positioning.

CCC Digital Key applications overview Note: The applications described below implement
only the Bluetooth Low Energy functionality described by CCC Digital Key R3. They do not in-
clude any UWB or Secure Element functionality. The establishment of secure communications
between the demos is simulated using dummy messages.

Digital Key Car Anchor The Digital Key Car Anchor demo application implements one of the
multiple Bluetooth Low Energy anchors that can reside inside the car. The anchor performs a
dual role. Inside the CCC Digital Key scope, it is a Bluetooth Low Energy peripheral which, de-
pending on the scenario, can perform both Legacy (1M PHY) and Extended Long Range (500 kbps
Coded PHY) advertising, searching for a CCC Digital Key-enabled device such as a smartphone.
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Simultaneously it can also act as a Bluetooth Low Energy central, scanning for non-CCC key fobs.
There can be multiple anchors inside a car. The anchors must act as a single device and share
information between them (addresses, bonding data, application specific keys, and such data)
such that a smartphone can connect to any one of them depending on positioning and not detect
any difference.

Parent topic:CCC Digital Key applications overview

Digital Key Device The Digital Key Device demo application emulates a CCC Digital Key-
enabled smartphone. It acts as a Bluetooth Low Energy central device, scanning for advertising
coming from a Digital Key Car Anchor.

The Figure 1 shows an example deployment of CCC Digital Key R3. Inside the car, there are two
Bluetooth Low Energy anchors connected to each other. The Controller Area Network (CAN)
bus connects these anchors and is used to exchange security data and other information. Any
anchor can perform both advertising and scanning and it is able to connect to a CCC Digital Key
R3-enabled smartphone as well as to a non-CCC key fob.

Anchor communicating with a smartphone (CCC) and a key fob (non-CCC)

&.

Parent topic:CCC Digital Key applications overview

fu -
B- el

CCC Digital Key hardware platforms The CCC Digital Key R3 demo applications support the
following platforms that have Bluetooth Low Energy transceiver capabilities:

* FRDM-KW38 (see Figure 1)

» KW45B41Z-EVK (see Figure 2)

* KW47-EVK (see Figure 3)

* KW47-LOC (see Figure 4)
FRDM-KW38 board
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Deploying CCC Digital Key applications software The software package includes the compo-
nents necessary for CCC Digital Key R3 application development on the selected NXP platform.
These components include:

* Bluetooth Low Energy Host and Controller software libraries (KW38)
* NBU image binaries

* Examples of demo application projects corresponding to CCC Digital Key roles (Device and
Car Anchor)
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 Platform peripheral drivers, platform startup code, other generic platform software
Note:

Prior to loading any wireless SDK example, update your NBU image with the provided binaries
in the following folder of the SDK:

../middleware/wireless/ble__controller/bin.

The demo applications were compiled and tested with IAR Embedded Workbench for Arm and
MCUXpresso IDE. It is recommended to use one of these tools.

To open, build, and run any example application, see the Bluetooth Low Energy Quick Start Guide
document of the corresponding board. The CCC Digital Key R3 examples are built and run in the
same fashion as Bluetooth Low Energy examples.

The Figure 1 shows the application folder structure for the digital_key_car_anchor project.
The relevant files for CCC Digital Key R3 are the following:

* The main application source files source/digital key_car_anchor.c and source/
app_ digital_key_car_anchor.c, and

* The files in bluetooth/profiles/digital key, which implement the Digital Key Service defined
by the CCC Digital Key R3 specification.

Application folder structure in workspace
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Waorkspace - I X Workspace v o X
release - H|release -
Files g4 ~ ||| Files oA
B secure-subsystem =N ] d_igital_key_car_anchor_freertos - release v
= & source i ble_controller

— Elapp.h —& M bluetooth
app_advertiser.c - appllcatmn
— k1 app_advertiser.h B hci_transport
app_ble_init.c B host
app_config.c B port
app_conn.c LoE profiles
— &l app_conn.h - b;li;tery
app_connection.c Lo dlgn.:a.l_keg,ur .
app_digital_key_car_anchor.c R dgta|_key_lnteface.h
— [kl app_digital_key_car_anchor.h _ Bldigital key servicec [ |
[ app_low_power.c M board
app_nvm.c M CMSIS
[l app_preinclude.h I component
M device

app_preinclude_common.h
app_scanner.c -
app_scanner.h M framework

app_services_init.c M freertos

ble_init.c B memgr

ble_init.h M rpmsg-lite

board.c M secure-subsystem

board.h =2 source

[l board_comp.c — Elapp.h .

board_comp.h app_advertiser.c
board_dcdc.c — B app_advertiser.h

[l board_dcde.h app_ble_init.c

board_Ip.c app_config.c

] board_Ip.h app_conn.c

board_platform.h — Kl app_conn.h .

clock_config.c app_connection.c

] clock_conﬁg.h app_digital_key_car_anchor.c
digital_key_car_anchor.c — [ app_digital_key_car_anchor.h
[l digital_key_car_anchor.h app_low_power.c

0 example_board_readme.md app_nvm.c

] FreeRTOSConfig.h — & app_pre!nclude.h

[] FreeRTOSConfig_Gen.h — [ app_preinclude_common.h

] gatt_db.h app_scanner.c

[ gatt_uuid128.h — B app_scanner. h_ _
hardware_init.c app_services_init.c

main.c ble_init.c

1 mcux_config.h — [l ble_init.h

[l pin_mux_Ip.h board.c

[readme.md — Bl board.h
shell_digital_key_car_anchor.c board_comp.c

shell_digital_key_car_anchor.h — [l board_comp.h
B startup v board_dcdc.c v

Ml drivers

[T TTEaTTTTTTETaTTalalaldldaldlTah

digital_key_car_anchor_freertos | digital key car_anchor_freertos

Demo functionality overview The two demo applications provided showcase the following
Digital Key R3 features:

* Owner Pairing between a Device and a Car Anchor

* Passive Entry

* Synchronizing bonding data between Car Anchors

* Connection between a Car Anchor and a non-CCC key fob

The demo applications also showcase the NXP proprietary Connection Handover and Anchor
Monitoring features, as well as the A2B feature (secured synchronization of bonding data).

Running CCC Digital Key scenarios using the Shell Interface The following CCC Digital Key
R3 examples are provisioned by default with a shell command line interface accessible via a
Terminal application such as Tera Term:

* Digital Key Car Anchor
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* Digital Key Device

After connecting through the Terminal application and pressing the RST switch on the board, a
welcome message appears. Entering the command “help” displays the list of available commands
and their descriptions. See Figure 1.

List of commands

T COM33 - Tera Term VT - O x

File Edit Setup Control Window Help
Copyright 2824 HNXP

Anchor>
Digital Key Car Anchor.

Anchor*help

"help': List all the registered commands

"exit': Exit program

"reset': Reset MCU.

"factoryreset": Factory Reset.

"sd': Start Discovery for Owner Pairing or Passive Entry.
"spd": Stop Discovery.

"dent': Disconnect all peers.

"tz'": Trigger a Time Sync from Device.

"sethd'": Set bhonding data.

"listhd": List bonded devices.

"removebd': Remove honded dewvices.

"listad": List active device IDs.

"send'": Send a message over the LZCAP Credit Based channel.
"monitor'": Btart or stop SN/NESH anchor monitoring.
"packetmon': Start or stop packet monitoring.

"handover': Start handover for specific device id.
Anchor >

Owner Pairing Scenario Owner Pairing establishes a bond between the Digital Key Car Anchor
and the Digital Key Device as per the CCC Digital Key R3 specification. The Car Anchor starts
advertising using Legacy mode on the 1M PHY. The Device scans and connects. After establishing
the connection, the Device performs service discovery. This step enables it to discover the DK
Service and learn the PSM value it would use in order to open an L2CAP channel to the Car
Anchor. This channel is used to exchange data and security information as part of the Bluetooth
Low Energy Out-of-Band (OOB) pairing process. All security information exchanged consists of
dummy messages. The applications do not currently implement any of the UWB and Secure
Element functionality described by CCC Digital Key R3.

The first step is to run the “factoryreset” command on both boards in order to ensure no previous
bonding data is present in non-volatile memory. See Figure 1.

Factory reset on Car Anchor
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T COM235 - Tera Term VT — | X
File Edit Setup Control Window Help

2824 NXP

Anchor>
Digital Hey Car Anchor.

Anchor>fac
factoryreset
Anchor>factoryreset
Anchor>

Copyright 2824 HNHEP

Anchor>
Digital Key Car Anchor.

Anchor>

The next stepis to run the “sd” command (Start Discovery) on the Device and the “sd op” command
on the Car Anchor (Owner Pairing advertising differs from Passive Entry, using a single Legacy
advertising set on the 1M PHY). The Car Anchor starts advertising while the Device scans. Since
both boards have been factory reset, they follow the Owner Pairing flow. The output of the
commands is shown in Figure 2.

Owner Pairing on Car Anchor
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T COM25 - Tera Term VT - O *

File Edit Setup Control Window Help
opyright 2824 NEP

Anchor>

Digital Key Car Anchor.
Anchor>fac

factoryreset
Anchor>factoryreset
Anchor>

Copyright 2824 NXP

Anchor>
Digital Key Car Anchor.

Anchor>sd op
Anchor>Advertising started — Legacy.

Connected?

L2CAP PSM Connection Complete.

Received Command Complete SubEvent: Reguest_owner_pairing.
SPAKE Request sent.

SPAKE Response received.

SPAKE Uerify sent.

SPAKE Verify received.

Sending Command Complete SubEvent: BLE_pairing_ready
Received First_Approach_RQ.

Sending First_Approach_RS

Pairing...

BondingData: B8 CSBC7A376AC4 77143AD6463F37167DDB?E13183B6D31 692865CYA376A1AB2D161BA
F25785955

Pairing successful.

Anchor>

Figure 3 shows the owner pairing on the Device.

Owner Pairing on Device
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T COM1D - Tera Term VT — O X
File Edit Setup Control Window Help

Copyright 2824 HNXP

Device>
Digital Key Device.

Device>
Copyright 20824 NP

Device>
Digital Key Device.

Device >sd
Device>Scanning. ..

Legacy ADV: L23F7C6537EE

L2CAP PSH Connection Complete.

Sending Command GComplete SubFuent: Reguest_owner_pairing
SPAKE Reguest received.

SPAKE Response sent.

SPAKE Verify received.

SPAKE Uerify sent.

Received Command Complete SubEvent: BLE_pairing_ready

Sending First_Approach_RQ

00B Data:

Address. Confirm, Random: D7B2BF?A147% ACDDEABFL23Z259FDB367DD1AF4C648A8 A?89481B4686FBEBD7266A878
17E489

Received First_Approach_RS.

Pairing. ..

BondingData: B8 CSBC?A3768C4 77143AD6463F37167DDB?E131A3B6D31 AA2DF465E3ED7?B421EB4CA?595134673
Pairing successful.

DeviceX
Time 8ync sent with UWB Device Time:-B800000000AGSET2C

Device>

Parent topic:Running CCC Digital Key scenarios using the Shell Interface

Passive Entry Scenario The Passive Entry scenario runs after Owner Pairing between a Car
Anchor and a Device completes successfully.

To run the Passive Entry demo, first, reset the recently paired boards using either the RST switch
or the “reset” command in the shell. Do NOT perform a factory reset, as this removes the bonding
information from non-volatile memory.

After reset, run the “sd pe” command on the Car Anchor and “sd” command on the Device as
shown in Figure 1 and Figure 2. For the Passive Entry scenario, the Car Anchor advertises using
two sets, one Legacy on the 1M PHY and one Extended on the Coded PHY. If bonding data is
present, it follows the Passive Entry flow and stops after the successful creation of the L2CAP
channel. At this point the application is functional. The output of the command is shown in
Figure 1 and Figure 2. Similar to the Owner Pairing scenario, the applications implement only
the Bluetooth Low Energy functionality.

Note: The CCC specification requires using coding scheme S=2 for Coded PHY advertising, equiv-
alent to a data rate of 500 Kbits per sec. To experiment with other coding schemes, change the
advertising parameters in the app_ config.c file for the digital_key_ car_anchor project.

Passive Entry on Car Anchor
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wT
File Edit Setup Control Window

Copuright 2824 HNEP

Anchor>
Digital Key Car Anchor.

Anchor>sd pe
Anchor>Advertizing started — Legacy.
Advertizing started — Extended LR.

Connected?
Advertising started — Extended LR.

L2CAP PSM Connection Complete.

Time Sunc received.

Passive Entry on Device

T

File Edit Setup Control Window

L2CAF PSH Connection Complete.
Time Sync sent with UWB Device Time:B880000000HA6F4157

Device>
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Parent topic:Running CCC Digital Key scenarios using the Shell Interface

Synchronizing bonding data between Car Anchors Note: On the KW45B41Z-EVK and
KW47-EVK platforms, this feature is only valid when Advanced Secure Mode is disabled
(gAppSecureMode_ d is set to 0 in the app_ preinclude.h file). To synchronize bonding data when
Advanced Secure Mode is enabled, refer to Running the A2B scenario.

Multiple Car Anchors can reside on a car, acting as a single Bluetooth Low Energy device as far
as the Device is concerned. When the Device pairs and bonds with a Car Anchor, that bonding
data must be shared with all other anchors. To showcase this functionality, the Car Anchor shell
demo offers the “setbd” command.

During owner pairing, the bonding data is displayed in the shell as seen in the Owner Pairing
section. By passing this data to the “setbd” command on another Car Anchor, that anchor is able
to connect with the original Device and perform the Passive Entry flow.

Note: Currently only the Bluetooth Low Energy bonding data is transferred between anchors.
No CCC Digital Key R3-specific keys are exchanged.

Saved bonding data can also be viewed using the “listbd” command and a specific bond can be
removed using the “removebd” command. See Figure 1 for details.

A bond can only be removed if a connection to that specific device is not currently active. The
commands presented in this subsection are also supported on the Device for test purposes.

Adding bonding data to a Car Anchor, listing bonds and removing a bond

T
File Edit Setup Control Window Help

Copyright 2824 NiP

Anchor>
Digital Key Car Anchor.

Anchor*sethd A AA CS5BC7AI76AC4 7?7143AD6463F3716YDDB?E131A3B6D31 692865CPA376A
1A%2D161BAF?5785955 |
Anchor> |
BondingData: 8@ CLBCYAI?6AC4 7?7143AD6463F37167DDB?EL3183B6D31 692865C2A376A1A8
2D161BAF95785955

Anchor>listhd

Anchor>

MUMIndex= B8 BondingData: 868 CLSBCYA376AC4 ?7143nD6463F37167DDBYEL3103B6D31 69
2865C9A3V6A1A82D1 61 BAF?S 785955

Anchor>removehd A
Anchor>
Bond removed!?

Anchor>[]
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Note:

* To simulate anchors residing on the same car, Random Static Address required by the
Digital Key protocol and the Identity Resolving Key are set at compile time for the digi-
tal_key_car_anchor project. To simulate anchors residing on different cars, change the val-
ues of the APP_ BD_ADDR and APP_ SMP_ IRK macros in the project’s app_ preinclude.h.

Parent topic:Running CCC Digital Key scenarios using the Shell Interface

Connection with a non-CCC Key Fob Scenario The Car Anchor also supports connecting as
a Bluetooth Low Energy central device (scanner) to a non-CCC key fob (advertiser). To enable
scanning on the digital key car anchor project set the gAppScanNonCCC d macro to 1 in the
project’s app_ preinclude.h before building.

After flashing the board and running “factoryreset”, run the “sd op” or “sd pe” command exactly as
in the Owner Pairing or Passive Entry scenarios. The Car Anchor will simultaneously advertise
for a CCC Device and scan for a non-CCC key fob.

Connection with the non-CCC key fob and the subsequent application functionality is currently
out of this application note’s scope.

Parent topic:Running CCC Digital Key scenarios using the Shell Interface

Running the Connection Handover scenario Connection Handover is an NXP proprietary
feature that enables a Bluetooth Low Energy connection to be seamlessly transferred from one
peripheral to another while the central device remains unaware. It is best exemplified by (but
not limited to) the CCC Digital Key use case. As a person carrying a phone moves around the
vehicle, the Bluetooth Low Energy connection is transferred between Car Anchors in order to
ensure the best user experience. From the Device’s point of view, it stays in the same initial
connection.

The CCC Digital Key demos showcase the Connection Handover feature. The handover is per-
formed on demand via a button press. In a real scenario, the handover is performed based on
criteria such as RSSI. The feature is currently supported on the KW45B41Z-EVK and KW47-EVK
platforms.

Prerequisites:

* Three boards (two boards act as Car Anchors, one as a Device). The demo is currently
limited to a maximum of two Car Anchors.

* The two Car Anchors must have a serial connection via the secondary UART as shown in
the image below. The UART connection stands in for a real deployment solution such as a
CAN bus.

* The gHandoverDemo_d macro must be set to 1 in app_preinclude.h for the digi-
tal_key_car_anchor project. Figure 1 shows KW45B41Z-EVK car anchors connected via
secondary UART. (J1-1 is connected to J1-2 and J1-2 is connected to J1-1. GND connection is
J13-1toJ13-1.)

» If KW47-EVK boards are used, make the UART connection between J1-1 to J1-3 and J1-3 to
J1-1.

Two Car Anchors connected via the secondary UART
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Demo steps:

Connect a Car Anchor and a Device using either the Owner Pairing or Passive Entry scenario
as detailed in the previous sections. If doing Owner Pairing, the bonding data synchroniza-
tion between the two Car Anchors will happen automatically over the UART connection.

Optional: Use the “send” shell command on the Car Anchor to send a test message over the
L2CAP Credit-Based channel. The message is displayed in the console on the Device.

Press the SW3 switch or use the handover command with the peer device ID on the Car
Anchor which is connected to the Device. To see a list of connected devices with their cor-
responding peer device IDs the listad command may be used.

The connection is handed over to the second Car Anchor as seen in console messages. LED2
also turns solid blue on the Car Anchor, which has taken over the connection.

Optional: Use the “send” shell command on the Car Anchor that has taken over the connec-
tion. The message is displayed in the console on the Device.

The connection can continue to be handed over back and forth between the two Car An-
chors by pressing the SW3 switch on the Car Anchor which currently has the connection.
Figure 2 shows first Car Anchor connects and pairs with the Device, sends the L2CAP test
message and successfully performs handover when SW3 is pressed.

Paring and connection of First Car Anchor with Device and handover
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T COMS3 - Tera Term VT — O *
Eile Edit Setup Control Window Help

Copuright 2824 HNHP

fAnchor>
Digital Key Car Anchor.

Anchor>sd op
Anchor>Advertizing started — Legacy.

Connected?
LZCAFP PEM Connection Complete.

Heceived Command Complete SubEvent: Regquest_owner_pairing.

SPAKE Regquest sent.

SPAKE Reszponse received.

SPAKE Uerify sent.

SPAKE Uerify received.

Sending Command Complete SubEvent: BLE pairing_ready
Received First_fApproach_Ra.

Sending First_Approach_RE

Pairing. ..

ggggéggggta: 88 D?2718376008 BBECCS1BY?AS849D3BEABYEA71977DE? 622865C?A376A1ABZD161EA

Pairing successful.

fAnchor>
Time Suync received.

fAnchor>send
fAinchor>listad

AddrType Address
a8 484EABZ2A?A7E

fAnchor>handover @
fAinchor>
Handover started.

Handover complete,. disconnected.

Anchor>

Figure 3 shows that the second Car Anchor receives the bonding data automatically via UART
when the first Car Anchor pairs with the Device. After the handover is successfully completed,
it sends the L2CAP test message to the Device.

Second Car Anchor receiving the bonding data automatically via UART when the first Car
Anchor pairs with the Device

v COMSE - Tera Term VT - O *
Eile Edit Setup Control Window Help

Copuright 2824 HNHP

fAnchor>
Digital Key Car Anchor.

fAnchor>
BondingData: A8 D?27183768800 ABECCS51B79A584?D3IBEABYBA71977DE? 692B65CYA3VEALABZD
161 BAF?5 785955

Anchor>
Handover started.

Anchor>
Handover complete. connected.
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Figure 4 shows the Device receiving both L2CAP test messages. From the device’s point of view,
it is in a single uninterrupted connection.

The Device receives both L2CAP test messages

Y COM3G - Tera Term VT - O *
Eile Edit Setup Control Window Help

SPAKE Reszponse sent.

SPAKE Uerify received.

SPAKE Uerify sent.

Heceived Command Complete SubEvent: BLE pairing_ready

Sending First_Approach_RQ

00B Data:

Address,. Confirm,. Random: CA%3BEBB5561 19DC3BEB4978270484CEB21582BB9CDE8B ZEBVBDPA
LL3FC?CEBCS599CF?47E475720

Heceived First_Approach_RES.

Pairing. ..

BondingData: @1 CLBC78376BC4 BBECCS1BY?AS849D3IBEAB?BA71977DE? BAZDF465E3BD7B471E
B4CA?595134673

Pairing successful.

Device>
Time Suync szent with UWB Device Time:B0800B00BB66EC46

Received LZCAP data: H EL L O
Received LZCAP data: H EL L O

Running the Anchor Monitoring scenario Anchor Monitoring is an NXP proprietary feature
that allows a second Anchor to monitor the connection between the first Anchor and the Device.
The prerequisites are the same hardware setup as used for the Connection Handover scenario.
Note, however, that the Connection Handover scenario cannot be performed while Anchor Mon-
itoring is in progress.

Demo steps:

1. Connecta Car Anchor and a Device using either the Owner Pairing or Passive Entry scenario
as described in Owner Pairing Scenario and Passive Entry Scenario.

Anchor has performed Owner Pairing and the “monitor start” command is run
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v COM25 - Tera Term VT - O *

File Edit Setup Control Window Help
Copyright 2824 NEP

Anchor>
Digital Hey Car Anchor.

Anchor>sd op
Anchor>Scanning. ..
Advertising started — Legacy.

Connected?
stopped.

L2CAP PSM Connection Complete.

Received Command Complete SubBEvent: Hequest_owner_pairing.

SPAKE Reguest sent.

SPAKE Response received.

SPAKE Uerify sent.

SPAKE Uerify received.

Sending Command Complete SubEvent: BLE pairing_veady
Received First_Approach_RQ.

Sending First_Approach_RS

Pairing...

BondingData: B8 CSBC7B3768C4 CAZFAF1536DAA7?8C6EBEDZ51B28B?7724 672B65CTA3VEALABZD
161 BAF?5785955

Pairing successful.

Anchor>
Time Sync received.

Anchor>monitor B start
ﬂqghnr)

2. Run the “monitor 0 start” shell command on the Car Anchor, as seen in Figure 1.

The second Anchor has received the command over the serial interface and has started
Anchor Monitoring

T COMA4S5 - Tera Term VT — O X
File Edit Setup Contrel Window Help

Copyright 26024 NHP

Anchor>
Digital Key Car Anchor.

Anchor>
BondingData: A8 C5BCYA3I76BAC4 CAZFAF1536DAAT?8C688D251B28B7Y724 692865C2A376A1AB2D)
161BAF?5785955

Anchor>

Anchor Monitor started.

Anchor >l

3. The second Car Anchor begins monitoring the connection and receives RSSI info events,
which it forwards to the first Car Anchor (see Figure 2).

The first Anchor displays RSSI events received from the second Anchor.
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T COM25 - Tera Term VT - O ot

File Edit Setup Contrel Window Help
161BAF?5785955

Pairing successful.

Ainchor>
ime Sync received.

Ainchor>monitor @ start

Ainchor>

[RS8I event received for device

[RS8I event received for device
received for device
received for device
received for device
received for device
received for device
received for device
received for device
received for device
received for device
received for device
received for device
received for device

received for device

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
5]

received for device

4. The received RSSI messages are displayed in the console (see Figure 3).

5. To stop monitoring, run the “monitor 0 stop” shell command on either Car Anchor (the sec-
ond one is recommended, as its console is not flooded by RSSI event messages).

Parent topic:Running the Connection Handover scenario

Running the Packet Monitoring scenario Packet Monitoring is an NXP proprietary feature
that allows a second Anchor to receive the packets from the connection between the first Anchor
and the Device. The prerequisites are the same hardware setup as used for the Running the
Connection Handover scenario. Note, however, that the Connection Handover scenario cannot
be performed while Packet Monitoring is in progress. Packets received by the second Anchor
are sent over the serial interface to the first Anchor for processing. The first Anchor determines
the source of the packet based on the SN and NESN bits and displays the RSSI.

Demo steps:

1. Connect the first Anchor and a Device using either the Owner Pairing or Passive Entry sce-
nario as described in Owner Pairing Scenario and Passive Entry Scenario.

Anchor has performed Owner Pairing and the “packetmon start” command is run

324 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

v COM25 - Tera Term VT - O *

File Edit Setup Control Window Help

Anchor>
Digital Hey Car Anchor.

Advertising started — Legacy.

Connected?
Scan stopped.

L2CAP PSM Connection Complete.

Received Command Complete SubBEvent: Hequest_owner_pairing.

SPAKE Reguest sent.

SPAKE Response received.

SPAKE Uerify sent.

SPAKE Uerify received.

Sending Command Complete SubEvent: BLE pairing_veady
Received First_Approach_RQ.

Sending First_Approach_RS

Pairing...

BondingData: B8 CS5BC7B3768C4 AEC4BADCFECBF?D55658B8AA3E2A711F 672B65CTA3VEA1ABZD
161 BAF?5785955

Pairing successful.

Anchor>
Time Sync received.

Anchor»packetmon B start
ﬂnchnr)

2. Run “packetmon 0 start” on the first Anchor, as shown in Figure 1.

The second Anchor has received the command over the serial interface and has started
Packet Monitoring

YT
File Edit Setup Control Window Help

Copyright 2824 NEP

Anchor>
Digital Hey Car Anchor.

Anchor>
BondingData: B8 CS5BC?BH3768C4 AECABADCFECBF?D55650BEAR3B2AT11F 692B65CTA376A1ABZD
161BAF?5 785955

Anchor>
Anchor Monitor started.

Anchor>[]

3. The second Anchor begins monitoring the connection and receives packet information,
which it forwards to the first Anchor. See Figure 2.

The first Anchor displays the RSSI and source device of the received packets from the sec-
ond Anchor
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T COM25 - Tera Term VT - O *

File Edit Setup Contrel Window Help

Anchor>

monitor received for device central with RS8I: 35

L]

monitor received for device central with RS8I: 37

L]

monitor received for device peripheral with R55I: 59

L]

monitor received for device peripheral with R551: —62

L]

monitor received for device central with RS8I: -36

L]

monitor received for device central with RS8I: -36

L]

monitor received for device central with RSSI: 38

L]

monitor received for device peripheral with R55I:

L]

monitor received for device peripheral with R55I:

L]

monitor received for device peripheral with R55I:

L]

monitor received for device peripheral with R55I:

L]

monitor received for device peripheral with R55I:

monitor received for device

peripheral with R55I:

L]

monitor received for device central with RS8I: -36

L]

monitor received for device peripheral with R551: —62

L]

monitor received for device central with RS8I: 35

L]

monitor received for device central with RS8I: -36

L]

monitor received for device central with RS8I: -36

L]

monitor received for device central with RS8I: 37

L]

monitor received for device central with RS8I: -36

L]

monitor received for device peripheral with R551: —62

L]

monitor received for device peripheral with R55I: 59

L]

EEEEEEEEEEEPEEEEEEEEEEE

L]

monitor received for device central with RS8I: 35

4. The first Anchor receives the packet information from the second Anchor and determines
the source of the packet based on the SN and NESN bits. The source and the RSSI are dis-
played in the console. See Figure 3.

5. To stop monitoring, run “packetmon 0 stop” shell command on either Anchor (the second
one is recommended, as its console is not flooded by packet information messages).

Parent topic:Running the Connection Handover scenario

Running the A2B scenario The A2B feature allows for the secure transfer of Bluetooth Low
Energy security keys information between the Car Anchor devices. The feature is currently sup-
ported on the following platforms:

* KW45B41Z-EVK with a lifecycle state of OEM-Open or higher, this feature is provided by the
EdgeLock Secure Enclave.

* KW47-EVK with a lifecycle state of OEM-Open or higher, this feature is provided by th Edge-
Lock Secure Enclave.

The Car Anchor demo application makes use of the A2B feature to securely synchronize the local
IRK and the Bonding Data (LTK and peer IRK) with another Car Anchor.

Prerequisites:

* Three boards (two act as Car Anchors, one as a Device). The demo is currently limited to a
maximum of two Car Anchors.

* The two Car Anchors must be connected via a serial interface as described in the section
above.
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* Advanced Secure Mode must be enabled. The following macros must be defined and set to
1in app_ preinclude.h for the digital key_car_anchor project:

— gAppSecureMode_ d
— gA2BEnabled_d

* One of the Car Anchors must be configured with the gA2BInitiator _d macro set to 1, this is
called Car Anchor A, and the other must be configured with the gA2BInitiator d macro set
to 0, called Car Anchor B. Car Anchor A triggers the EdgeLock-to-EdgeLock (E2E) key deriva-
tion and local IRK synchronization. Therefore, it should be started up after Car Anchor B.

Demo steps:

« Start Car Anchor B, then Car Anchor A. At initialization the E2E Kkey is derived and the local
IRK of Car Anchor A is sent as a secure blob to Car Anchor B in order for both Car Anchors
to have the same local IRK as shown in the Figure 1 and Figure 2.

Car Anchor A starts up, derives the E2E key and syncs with Car Anchor B

| COM4S - Tera Term VT - O X
File Edit Setup Control Window Help

Copuright 2824 HNHP

fAnchor>
Digital Key Car Anchor.

fAnchor>
EZE key derivation successful.

Anchor>
EZE local IRK sunc successful.

fAnchor>

Car Anchor B starts up and syncs with Car Anchor B

T
File Edit Setup Control Window Help

opyright 26824 NHP

Anchor>
igital Key Car Anchor.

Anchor>
[E2E key derdivation successful.

Anchor>
[E2E local IRK sync successful.

Anchor [

» Trigger the Owner Pairing scenario by sending the “sd” command on the Device and “sd op”
on Car Anchor A. Once the bond is created, the Bonding Data containing secured blobs for
the LTK and peer IRK is sent to Car Anchor B. The Car Anchors display the Bonding Data in
shell with the LTK in blob form (the LTK is never available in plain text) and the peer IRK in
plain text. Now both Car Anchors have the same Bonding Data. Refer Figure 3 and Figure
4.

Car Anchor A pairs with Device
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v COM4S - Tera Term VT - O *

File Edit Setup Control Window Help

Anchor>Scanning. ..
Advertizing started — Legacy.

Connected?
Scan stopped.

LZCAP PEM Connection Complete.

Heceived Command Complete SubEvent: Regquest_owner_pairing.
SPAKE Regquest sent.

SPAKE Reszponse received.

SPAKE Uerify sent.

SPAKE Uerify received.

fending Command Complete SubEvent: BLE pairing_ready
Received First_fApproach_RG.

Sending First_Approach_RE

Pairing. ..

BondingData: B8 CLBC?83768C4 SF2072BBLS1AFSABS3AFA16E48B74454ED65178ADB1BISEBS 73F
4FEEC11FABC124CE4C77ABS6CESRBE 692865CTA376A1ABZD161BAF?S7E5955

Pairing successful.

fAnchor>
Time Suync received.

finchor >

Car Anchor B has received the Bonding Data via the serial interface

T
File Edit Setup Control Window Help

opyright 26824 NHP

Anchor>
igital Key Car Anchor.

Anchor>
[E2E key derdivation successful.

Anchor>
[E2E local IRK sync successful.

Anchor>
eceived peer SKD: CDDCE?C2DBABABGEAGSCFBEEAAS64CCH

[BondingData: @A CSBC7A3768C4 3714B3CC2CALCFABC23I7ABS83IA?IES?F?BYE24878E42AYFHELS
A3F?B6A?456 DAABDF4756ECBEL7D4 6922865C2A376A1A82D161 BAF?5785955

Anchor [

* Disconnect Car Anchor A by sending the “dent” command.

* Once Car Anchor A is disconnected, send “sd” on the Device and “sd pe” on Car Anchor B.
Car Anchor B is now able to perform a Passive Entry connection, without pairing as shown
in Figure 5.

Car Anchor B performs Passive Entry
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0T

File Edit Setup Control Window Help

Received peer SKD: CDDCE?C2DBABABGEAGSCFBEEBASG4CCH

[BondingData: @A CSBC7A3768C4 3714B3CC2CALCFABC23I7ABS83IA?IES?F?BYE24878E42AYFHELS
A3F?B6A?456 DAABDF4756ECBEL7D4 6922865C2A376A1A82D161 BAF?5785955

Anchor>sd pe

Anchor>Scanning...

Advertising started — Legacy.
Advertising started — Extended LR.

onnected?
Advertising started — Extended LR.
Bcan stopped.

L2CAP PSM Connection Complete.

ime Sync received.

Anchor [

Running Passive Entry Scenario with Decision Based Advertising Filtering (DBAF) Deci-
sion Based Advertising Filtering can be used in the Passive Entry scenario. Using DBAF opti-
mizes the scanning operation performed by the Digital Key Device of the advertisements sent
by the Digital Key Car Anchor devices. This is accomplished by using ‘ADV__ DECISION__IND’
PDUs, which contain the advertising address in the extended header. Using these PDUs allows
the scanner to perform address resolution without the need to retrieve the AUX_ADV_IND PDU
sent on the data channels.

The DBAF feature is supported on the following platforms:
» KW45B41Z-EVK
* KW47-EVK

Enabling DBAF To enable DBAF, modify the Digital Key applications as per the steps listed be-
low:

 In app_ preinclude.h file, set gBLE60_ DecisionBased AdvertisingFilteringSupport_ d to TRUE.
Parent topic:Running Passive Entry Scenario with Decision Based Advertising Filtering (DBAF)

Running the Passive Entry with DBAF scenario The Passive Entry with DBAF scenario runs
after Owner Pairing between a Car Anchor and a Device successfully completes.

1. To run the Passive Entry with DBAF demo, reset the recently paired boards using either the
RST switch or the “reset” command in the shell. Do NOT perform a factory reset, as this
removes the bonding information from non-volatile memory.

2. After reset, run the “sd pe” command on the Car Anchor and “sd pe” command on the Device
as shown in Figure 1 and Figure 2.

Passive Entry with DBAF on Device
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T COMID - Tera Term VT — O *

File Edit Setup Contrel Window Help
Device >
opyright 26824 NHP

Device >
igital Key Device.

Device ¥sd pe
Device »Scanning. ..
[Scan stopped.

[L2CAP PSM Connection Complete.
ime Sync sent with UWE Device Time:-A00A0BAAEAAC4TESY?

Device >

Passive Entry with DBAF on Car Anchor

0T
File Edit Setup Contrel Window Help

2824 NiFP

Digital Key Car Anchor.

Anchor>sd pe

Anchor>Advertizing started — Legacy.
Advertising started — Extended LE.

onnected?

Advertising started — Extended LE.
2CAF PSM Connection Complete.

ime Sync received.

Ainchor>

After following these steps, the Passive Entry scenario as described in Passive Entry Scenario
runs.

Parent topic:Running Passive Entry Scenario with Decision Based Advertising Filtering (DBAF)

Intrusion Detection System The Intrusion Detection System (IDS) is a proprietary feature
which allows the Car Anchor to monitor anomalous events related to the traffic and conditions
generated during the operation of the Bluetooth LE software stack. These events are detected
at Host and Controller level. The application registers a callback where it receives and handles
reports.

The IDS feature is supported on the following platforms:
* KW45B41Z-EVK
* KW47-EVK

To enable IDS, modify the Digital Key Car Anchor as per the steps listed below:
* In app_ preinclude.h file, set gIntrusionDetectionSystem_d to TRUE.

References For more information, refer to the following documents:
* Bluetooth Low Energy Application Developer’s Guide (KW45_K32W1_BLEADG)
» Bluetooth Low Energy Host Stack API Reference Manual (KW45_K32W1_BLEHSAPIRM)
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* Bluetooth Low Energy Host Stack FSCI (Framework Serial Connectivity Interface) API Ref-
erence Manual

(KW45_K32W1_BLEHSFSCIRM)
* Connectivity Framework Reference Manual (KW45_K32W1_CONNFWRM)
* Bluetooth Low Energy CCC Digital Key with Channel Sounding Application Note (AN13979)

Acronyms and abbreviations Table 1 lists the acronyms used in this document.

Acronym Description

Bluetooth LE  Bluetooth Low Energy

ccc Car Connectivity Consortium
DBAF Decision Based Advertising Filtering
IDE Integrated Design Environment
IDS Intrusion Detection System

E2E EdgeLock-to-EdgeLock

IRK Identity Resolving Key

LTK Long Term Key

OOB Out-of-Band

RSSI Received Signal Strength Indicator
SDK Software Development Kit

UWB Ultra-Wideband

Note about the source code in the document Example code shown in this document has the
following copyright and BSD-3-Clause license:

Copyright 2020-2025 NXP Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of con-
ditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used
to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEG-
LIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Bluetooth Low Energy Host Stack FSCI Application Programming Kinetis FSCI Host Appli-
cation Programming Interface
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About This Document This document provides a detailed description for the Host Application
Programming Interface (Host API) implementing the Framework Serial Connectivity Interface
(FSCI) on a peripheral port such as UART, USB, and SPI. The Host API can be deployed from a PC
tool or a host processor to perform control and monitoring of a wireless protocol stack running
on the microcontroller. The software modules and libraries implementing the Host API is the
Host Software Development Kit (SDK).

This version of the document describes the Bluetooth® Low Energy stack running on the Wire-
less Connectivity Microcontrollers (MCUs), which are interfaced from a high-level OS (Linux®
0S, Windows® 0S) by the Host API and the Host SDK.

Audience

This document is for software developers who create tools and multichip partitioned systems
using a serial interface to a Bluetooth LE black box firmware running on a microcontroller.

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Deploying Host Controlled Firmware IAR Embedded Workbench for Arm® (EWARM) and
MCUZXpresso IDE are the development toolchains used to deploy the Bluetooth LE host stack soft-
ware applications.

Detailed information about how to build, deploy and debug an IAR or MCUXpresso IDE-based
project are presented in the Bluetooth Low Energy Demo Applications User Guide.

Bluetooth LE application configuration

To exercise the Host API, the Bluetooth LE black box firmware is required to be flashed on a
compatible platform. The Bluetooth LE black box is represented by the ble_ fscibb application
firmware that can be interfaced and configured with FSCI commands over the serial interface.

The user can compile the black box image of the ble_ fscibb software application using IAR Em-
bedded Workbench for Arm (EWARM) or MCUXpresso IDE. For information on how to build the
application see additional documentation provided in the package.

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Host Software Overview The FSCI (Framework Serial Communication Interface) module al-
lows interfacing the protocol stack with a host system or PC tool using a serial communication
interface.

FSCI can be demonstrated using various host software, one being the set of Linux OS libraries
exposing the Host API described in this document. The NXP Test Tool for Connectivity Products
PC application is another interfacing tool, running on the Windows OS. Bluetooth LE stack makes
use of XML files which contain detailed meta-descriptors for commands and events transported
over the FSCI.

The FSCI module is explained in the Wireless Framework - Services - FSCI documentation.
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Kinetis-W Host APl Wrappers — C

FSCI Packets —
Structures/Objects

dynamic linking for C ' ctypes for

Kinetis-W Host APl — Set of C L

Send Commands

Device Detection Serial Communication Raw FSCI P«

|¢

Operating System

Windows Linux OpenW

Kinetis-W MCUs

|¢

Freedom platforms

Wireless host software system block diagram

Directory tree

host_ sdk
hsdk
demo
FSCIBootloader.c
GetKinetisDevices.c
Makefile
bin
doc
include
physical
—the NXP device.
PhysicalDevice.h
PCAP
PCAPDevice.h
SPI
SPIConfiguration.h
SPIDevice.h
UART

UARTConfiguration.h

UARTDevice.h
UARTDiscovery.h
protocol
Framer.h
FSCI
FSCIFrame.h
FSCIFramer.h
Sys
<.more.
EventManager.h
hsdkError.h
hsdkLogger.h
hsdkOSCommon.h

A set of programs to demonstrate functionality.

Outputs all Kinetis devices available on serial to the console.
Folder containing libraries ”.so”.
Folder containing documentation.
All the headers used are present in this folder.
Headers specific to the physical serial bus or PCAP interface used by,

Handles SPI slave bus configuration(max speed Hz, bits per word).
Encapsulates an OS SPI device node into a well-defined structure.

Handles serial port configuration (baudrate, parity).
Encapsulates an OS UART device node into a well-defined structure.
Handles the discovery of UART connected devices.
Headers specific to the transmission of frames.
A state machine implementation for sending/ receiving frames.
Headers specific to the FSCI protocol.

General purpose headers for interaction with the OS, message queues and,

Handles event registering, notifying and callback submission.
Macros for error reporting.
Logger implementation for debugging.
Interaction with OS specifics.
(continues on next page)
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(continued from previous page)

MessageQueue.h A standard message queue implementation (linked list).
RawFrame.h Describes the format of a frame, independent of the protocol.
utils.h Various functions to manipulate structures and byte arrays.
physical Implementation of the physical UART/SPI serial bus or PCAP interface |
—module.
PCAP

PCAPDevice.c
PhysicalDevice.c
SPI
SPIConfiguration.c
SPIDevice.c
UART
UART Configuration.c
UARTDevice.c
UARTDiscovery.c
protocol Implementation of the protocol module relating to FSCI.
Framer.c
FSCI
FSCIFrame.c
FSCIFramer.c
res
77-mm-usb-device-blacklist.rules  Udev rules for disabling ModemManager.
hsdk.conf Configuration file to control FSCI-ACKs.
Sys Implementation of the system/OS portable base module.
EventManager.c
hsdkEvent.c
hsdkFile.c
hsdkLock.c
hsdkLogger.c
hsdkSemaphore.c
hsdkThread.c
MessageQueue.c
RawFrame.c
utils.c
ConnectivityLibrary.sln Microsoft Visual Studio solution file.
HSDK.rc
Makefile
README.md
resource.h
hsdk-c Described in Host API C Bindings
hsdk-python Described in Host API Python Bindings
README.txt

Device detection The Wireless Host SDK can detect every USB attached peripheral device to a
PC. On Linux OS, this is done via udev. Udev is the device manager for the Linux OS kernel and
was introduced in Linux OS 2.5. Using the manager, the Wireless Host API can provide the Linux
OS path for a device (for example, /dev/ttyACM0) and whether the device is a supported USB
device, based on the vendor ID/product ID advertised. Upon device insertion, the USB cdc_acm
kernel module is triggered by the kernel for interaction with TWR, USB and FRDM devices.

On Windows OS, attached peripherals are retrieved from the registry path
HKEY_LOCAL_MACHINE\HARDWARE\DEVICEMAP\SERTALCOMM, resulting in names
such as COMxx which must be used as input strings for the Python scripts which require a
device name.

Serial port configuration The Host SDK configures a serial UART port with the following de-
fault values:

Host SDK - UART default values
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Configuration Value
Baudrate 115200
ByteSize EIGHTBITS
StopBits ONE_STOPBIT
PARITY NO_PARITY

HandleDSRControl 0
HandleDTRControl ENABLEDTR
HandleRTSControl ENABLERTS

InX 0
OutCtsFlow 1
OutDSRFlow 1
OutX 0

The library only allows the possibility to change the baudrate, as this is the most common sce-
nario.

NOTE: For devices using a USB connection interfaced directly (where the USB stack
runs on the device and the system is NOT using an OpenSDA UART to USB converter),
the baudrate is not necessary and setting it has no effect.

The Host SDK configures a serial SPI port with the following default values:
Host SDK - SPI default values

Configuration Value

Transfer Mode Mode SPI_ MODE_0O
Maximum SPI transfer speed (Hz) 1 MHz

Bits per word 8

The library only allows the possibility to change the maximum SPI transfer speed.

Logger The Host SDKimplements a logger functionality which is useful for debugging. Adding
the compiler flag USE_LOGGER enables this functionality.

When running programs that make use of the Host SDK, a file named hsdk.log appears in the
working directory. This is an excerpt from the log:

HSDK__INFO - [6684
HSDK_ INFO - [6684
HSDK_INFO - [6684
[
[

] InitPhysicalDevice: Allocated memory for PhysicalDevice
]
]
HSDK__INFO - [6684]
]
]

InitPhysicalDevice:Initialized device's message queue
InitPhysicalDevice:Created event manager for device
InitPhysicalDevice:Created threadStart event
InitPhysicalDevice:Created stopThread event
AttachToConcretelmplementation: Attached to a concrete,

PhysicalDevice
PhysicalDevice
PhysicalDevice
PhysicalDevice
PhysicalDevice
PhysicalDevice

HSDK INFO - [6684
HSDK INFO - [6684
—implementation
HSDK INFO - [6684] [PhysicalDevice]InitPhysicalDevice:Created and start device thread
HSDK INFO - [6684] [Framer|InitializeFramer: Allocated memory for Framer

HSDK INFO - [6684] [Framer|InitializeFramer:Created stopThread event

HSDK INFO - [6684] [Framer]|InitializeFramer:Initialized framer's message queue
HSDK_INFO - [6684] [Framer|InitializeFramer:Created event manager for framer

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Linux OS Host Software Installation Guide
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Libraries Prerequisites

Packages: build-essential, libudev, libudev-dev, libpcap, libpcap-dev. Use apt-get install on
Debian-based distributions. The Linux OS kernel version must be greater than 3.2.

Installation

$ pwd
/home/user/hsdk

$ make

$ find build/ -name 7\ *.s0”
build/libframer.so
build/libsys.so
build/libphysical.so
build/libuart.so
build/libfsci.so
build/libspi.so

$ sudo make install

By default, make generates sharedlibraries (having .so extension). The step make install (superuser
privileges required) copies these libraries to /usr/local/lib, which is part of the default Linux OS
library path. The installation prefix may be changed by passing the variable PREFIX, e.g. make
install PREFIX=/usr/lib. The user is responsible for making sure that PREFIX is part of the system’s
LD_LIBRARY_PATH.

Static libraries can be generated instead, by modifying the LIB_OPTION variable in the Makefile
from dynamic to static (.a extension).

make install also disables the ModemManager control for the connected devices. Otherwise, the
daemon starts sending AT commands that affect the responsiveness of the afore-mentioned de-
vices in the first 20 seconds after plug in.

Demos Installation

$ pwd
/home/user/hsdk/demo
$ make

$ s bin/
GetKinetisDevices

These demos are provided in this package:

* GetKinetisDevices: this program detects the boards connected to the serial line and outputs
the path to the console:

$ ./GetKinetisDevices
NXP Kinetis-W device on /dev/tty ACMO.
NXP Kinetis-W device on /dev/ttyACM1.

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Windows OS Host Software Installation Guide

Libraries Prerequisites

Microsoft Visual Studio® is required to build the host software. Open the solution file Connectiv-
ityLibrary.sln and build it for either Win32 or x64, depending on your setup requirements. The
output directory contains a file named HSDK.dll, which can be thought of as a bundle of all the
shared libraries from Linux OS, except for SPI (libspi.so). Currently, SPI interface to the board is
not supported by the Windows host software.
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Prebuilt HSDK.dII files are available under directory hsdk-python\lib.
Installation

The host software for the Windows OS is designed to work in a Python environment by contrast
to the Linux OS where standalone C demos also exist.

Download and install the Python 3.10.x/32b package from Python Downloads. When customizing
the installation options, check Add python.exe to Path.

Using prebuilt library

1. Depending on your Python environment architure (not Windows architecture) copy the
appropriate HSDK.dII from hsdk-python\lib\ [x86]|x64]to \ <Python Directory\>\DLLs.

2. Download and install Visual C++ Redistributable Packages for Microsoft Visual Studio, de-
pending on the Windows architecture of your system (vcredist_x86.exe or veredist_x64.exe)
from Microsoft Visual C++ Redistributable latest supported downloads.

3. Download and install the Microsoft Visual C++ Compiler for Python as described in the
python Windows Complilers.

Using local built library

1. Depending on your Python environment architure (not Windows architecture), build the
appropriate Microsoft Visual Studio solution configuration and then copy HSDK.dll to \
<Python Directory\>\DLLs.

2. Download and install the Microsoft Visual C++ Compiler for Python as described in the
python Windows Complilers.

Optionally, copy the hsdk\res\hsdk.conf to \<Python Directory\>\DLLs to control the behavior of
the FSCI-ACK synchronization mechanism.

Demos See Host API Python Bindings.
Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Host API C Bindings The Host SDK includes a set of C bindings to interface with a black-box.
Bindings are generated from the matching FSCI XML file that is available in the stack software
package under tools\wireless\xml_ fsci. The bindings are designed to be platform agnostic, with a
minimal set of OS abstraction symbols required for building. Thus, the files can be easily inte-
grated on a wide range of host platforms.

Directory Tree

hsdk-c/
demo
HeartRateSensor.c Source file that implements the Bluetooth LE Heart Sensor Profile.
Makefile
inc

ble_sig_defines.h Standard Bluetooth SIG UUID values.

cmd__<name>.h Generated from the matching FSCI <name>.xml file.
os__abstraction.h Provides OS dependent symbols for building the interface.
README.md
src
cmd__<name>.c Generated from the matching FSCI <name>.xml file.
evt_<name>.c Generated from the matching FSCI <name>.xml file.

evt_ printer__<name>.c Generated from the matching FSCI <name>.xml file.
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Tests and examples Tests and examples that make use of the C bindings are placed in the
hsdk-c/demo directory. Example of usage:

$ cd hsdk-c/demo/
$ make
$ ./HeartRateSensor /dev/tty ACMO

--> Setup finished, please open IoT Toolbox -> Heart Rate -> HSDK__HRS

Development Header file cmd_<name>.h is generated from the corresponding <name>.xml
FSCI XML file.

* Enumerations

/* Indicates whether the connection request is issued for a specific device or for all the devices in the
—White List - default specific device */
typedef enum GAPConnectRequest_ FilterPolicy_tag {
GAPConnectRequest_ FilterPolicy gUseDeviceAddress ¢ = 0x00,
GAPConnectRequest_ FilterPolicy  gUseWhiteList_ ¢ = 0x01
} GAPConnectRequest_ FilterPolicy_ t;

¢ Structures

typedef PACKED STRUCT GAPConnectRequest_tag {

uint16_t ScanInterval; // Scanning interval - default 10ms
uint16_t ScanWindow; // Scanning window - default 10ms
GAPConnectRequest_ FilterPolicy t FilterPolicy; // Indicates whether the connection,

—request is issued for a specific device or for all the devices in the White List - default specific device
GAPConnectRequest_ OwnAddressType_t OwnAddressType; // Indicates whether the address
—used in connection requests will be the public address or the random address - default public address
GAPConnectRequest_ PeerAddressType_t PeerAddressType; // When connecting to a specific,,
—device, this indicates that device's address type - default public address

uint8 t PeerAddress[6]; // When connecting to a specific device, this indicates that device's,,
—address

uint16_t ConnlntervalMin; // The minimum desired connection interval - default 100ms

uint16_t ConnlntervalMax; // The maximum desired connection interval - default 200ms

uintl6_t ConnLatency; // The desired connection latency (the maximum number ofj,

—consecutive connection events the Slave is allowed to ignore) - default 0

uint16_t SupervisionTimeout; // The maximum time interval between consecutive over-the-air
—packets; if this timer expires, the connection is dropped - default 10s

uint16_t ConnEventLengthMin; // The minimum desired connection event length - default Oms

uint16_t ConnEventLengthMax; // The maximum desired connection event length - default,,
—maximum possible, ~41 s

bool__t usePeerldentityAddress; // TRUE if the address defined in the peerAddressType and,
—peerAddress is an identity address
} GAPConnectRequest__t;

* Container for all possible event types

typedef struct bleEvtContainer tag {
uint16_t id;
union {

]

GAPConnectionEventConnectedIndication t GAPConnectionEventConnectedIndication;

} Data;
} bleEvtContainer t;

* Prototypes for sending commands

memStatus_t GAPConnectRequest(GAPConnectRequest_t *req, void *arg, uint8_t fscilnterface);
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Header file os_abstraction.h provides the required symbols for building the generated in-
terface. When integrating in a project different that Host SDK, the user needs to provide
the implementation for

void FSCI_transmitPayload (

void *arg, /* Optional argument passed to thefunction */
uint8_t og, /* FSCI operation group */

uint8 t oc, /* FSCI operation code */

void *msg, /* Pointer to payload */

uint16_t msglen, /* Payload length */

uint8_t fscilnterface /* FSCI interface ID */

5

that creates and sends a FSCI packet (0x02 | og | oc | msgLen | msg | crc +- fscilnterface) on
the serial interface. Source files cmd_<name>.c, evt_<name>.c and evt_printer_<name>.c
are generated from the correspondent <NAME>.xml FSCI XML file.

* Tunctions that handle command serialization in ccnd_<name>.c

memStatus_t GAPConnectRequest(GAPConnectRequest_t *req, void *arg, uint8_t fscilnterface) {
/* Sanity check */

if (Ireq)
{

return MEM__UNKNOWN__ERROR._ ¢;
}

FSCI__transmitPayload(arg, 0x48, 0x1C, req, sizeof(GAPConnectRequest_t), fscilnterface);
return MEM__SUCCESS_ ¢;

}

» Event dispatcher in evt_<name>.c

void KHC_BLE__RX_ MsgHandler(void *pData, void *param, uint8_t fscilnterface) {
if (IpData || !param)

return;

}

fsciPacket_t *frame = (fsciPacket_t *)pData,
bleEvtContainer_t *container = (bleEvtContainer_t *)param;
uint8 t og = frame->opGroup;

uint8 t oc = frame->opCode;

uint8_t *pPayload = frame->data;

uintl6 tid = (og << 8) + oc, i;

for (i = 0; 1 < sizeof(evtHandlerTbl) / sizeof(evtHandlerTbl[0]); i++)

{
if (evtHandlerThbl[i].id == id)

evtHandlerTbl[i].handlerFunc(container, pPayload);
break;

}
}
}

* Handler functions to perform event de-serialization in evt_<name>.c

static memStatus_t Load__GAPConnectionEventConnectedIndication(bleEvtContainer_t *container,
—uint8__t *pPayload)

GAPConnectionEventConnectedIndication t *evt = &(container->Data.
—GAPConnectionEventConnectedIndication);

uint32_t idx = 0;
(continues on next page)
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/* Store (OG, OC) in ID */
container->id = 0x489D;

evt->Deviceld = pPayload[idx]; idx++;

FLib_ MemCpy (& (evt->ConnectionParameters. ConnInterval), pPayload + idx, sizeof(evt->
— ConnectionParameters.Connlnterval)); idx += sizeof (evt->ConnectionParameters. ConnInterval);

FLib_ MemCpy (& (evt->ConnectionParameters.ConnLatency), pPayload + idx, sizeof(evt->
—»ConnectionParameters.ConnLatency)); idx += sizeof(evt->ConnectionParameters.ConnLatency);

FLib_ MemCpy(& (evt->ConnectionParameters.SupervisionTimeout), pPayload + idx, sizeof(evt->
—ConnectionParameters.SupervisionTimeout)); idx += sizeof(evt->ConnectionParameters.
—»SupervisionTimeout);

evt->ConnectionParameters.MasterClockAccuracy = (GAPConnectionEventConnectedIndication
— ConnectionParameters MasterClockAccuracy t)pPayload[idx]; idx++;

evt->PeerAddressType = (GAPConnectionEventConnectedIndication_ PeerAddressType__
—t)pPayload[idx]; idx++;

FLib_ MemCpy (evt->PeerAddress, pPayload + idx, 6); idx += 6;

evt->peerRpaResolved = (bool_t)pPayload[idx]; idx++;

evt->localRpaUsed = (bool_t)pPayload[idx]; idx++;

return MEM__ SUCCESS__c;
}

» Event status console printer in evt_printer_<name>.c

void SHELL_ BleEventNotify(void *param)

{

bleEvtContainer_t *container = (bleEvtContainer_t *)param;

switch (container->id) {
case 0x489D:
shell _write(”GAPConnectionEventConnectedIndication”);
shell write(” -> 7);
switch (container->Data.GAPConnectionEventConnectedIndication.Peer AddressType)

{

case
shell_write(gPublic_ c);
break;
case
shell _write(gRandom_ c);
break;
default:
shell_ printf(”Unrecognized status 0x%02X”, container->Data.
—GAPConnectionEventConnectedIndication.Peer AddressType);
break;
}

break;
}
}

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Host API Python Bindings

Prerequisites Python 3.10.x/32b is necessary to run the Python bindings. The bindings use the
Host API C libraries. On Linux and OS X operating systems, these are called from the installation
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location which is /usr/local/lib, while on Windows OS the library file is loaded in <Python Install
Directory>\DLLs.

Platform setup To run scripts from the command line, the PYTHONPATH must be set accord-
ingly, so that the interpreter can find the imported modules.

Linux OS

Adding the source folder to the PYTHONPATH can be done by editing ~/.bashrc and adding the
following line:

export PYTHONPATH=\$PYTHONPATH: /home/.../hsdk-python/src

Most of the Python scripts operate on boards connected on a serial bus and superuser privileges
must be employed to access the ports. After running a command prefixed with sudo, the envi-
ronment paths become those of root, so the locally set PYTHONPATH is not visible anymore. That
is why /etc/sudoers is modified to keep the environment variable when changing user.

Edit /etc/sudoers with your favorite text editor. Modify:

Defaults env__reset -> Defaults env__keep="PYTHONPATH”

As an alternative to avoid modifying the :sudoers file, the PYTHONPATH can be adjusted program-
matically, as in the example below:

import sys

if sys.platform.startswith('linux'):
sys.path.append('/home/user/hsdk-python/src')

Windows OS
Add the source folder to the PYTHONPATH by following these steps:

1. Navigate to My Computer > Properties > Advanced System Settings > Environment Variables
> System Variables.

2. Modify existing or create new variable named PYTHONPATH, with the absolute path of
tools\wireless\host__sdk\hsdk-python\src.

Directory Tree

lib Compiled host SDK libraries for Windows.
README.md
x64
HSDK.dll
x86
HSDK.dIl
src
com
nxp
wireless__connectivity
commands
ble Generated files for Bluetooth LE support.
ble_sig_ defines.py
enums.py
events.py
frames.py
gatt_ database_dynamic.py
heart_ rate_ interface.py
___init___.py
operations.py
(continues on next page)
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spec.py
sync__requests.py
comm.py
firmware Generated files for OTA /FSCI bootloader support.
enums.py
events.py
frames.py
___init___ .py
operations.py
spec.py
sync__requests.py
fsci_data_ packet.py
fsci_ frame_ description.py
fsci_ operation.py
fsci__parameter.py
_init_ .py
hsdk
CFsciLibrary.py
| config.py Configuration file for the Python Host SDK subsystem.
CUartLibrary.py
device
device__manager.py
___init___ .py
physical_device.py
framing
fsci__command.py
fsci_ framer.py
_init .py
___init___ .py
library_ loader.py
ota_ server.py
singleton.py
sniffer.py
utils.py
___init_ .py
test Test and proof of concept scripts.
hrs.py Script implementing a Bluetooth LE Heart Sensor profile .
___init_ .py
___init__ .py
__init_ .py
___init_ .py

Functional description The interaction between Python and the C libraries is made by the
ctypes module. Ctypes provides C compatible data types, and allows calling functions in DLLs
or shared libraries. It can be used to wrap these libraries in pure Python. Because the use of
shared libraries is a requirement, the LIB_OPTION variable must remain set on “dynamic” in
hsdk/Makefile. Ctypes made into mainline Python starting with version 2.5.

The Python Bindings expose Bluetooth LE familiar API in the com.nxp.wireless_connectivity.
commands package. Such a package contains the following modules:

bluetooth le

enums.py — Classes that resemble enums, constants are generated here.

events.py — Observer classes that can build an object from a byte array and deliver it to the user.

frames.py — Classes that map on Bluetooth LE/Firmware FSCI messages.

operations.py — Each Operation class encapsulates a request and one or multiple events that are to be
—generated by the request.

spec.py — This file describes the name, size, order and relationship between the command,
—parameters.

(continues on next page)
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sync_requests.py — Each Synchronous Request is a method which sends a request and returns the |
—triggered event.

Tests and examples are placed in the package com.nxp.wireless__connectivity.test.

Bluetooth LE Heart Rate Service use case The Heart Rate Service is presented as use case
for using the API of a Bluetooth LE black box, located in the example hsdk-python/src/com/nxp/
wireless__connectivity /test/hrs.py.

The example populates the GATT Database dynamically with the GATT, GAP, heart rate, battery
and device information services. It then configures the Bluetooth LE stack and starts advertising.
There are also two connect and disconnect observers to handle specific events.

The user needs to connect to the Bluetooth LE or hybrid black box through a serial bus port that
is passed as a command line argument, for example, /dev/tty ACMO.

# python hrs.py -h
usage: hrs.py [-h| [-p] serial port

Bluetooth LE demo app which implements a ble_ fsci__heart_ rate_ sensor.

positional arguments:
serial__port Kinetis-W system device node.
optional arguments:
-h, --help show this help message and exit
-p, —-pair Use pairing

It is important to first execute a CPU reset request to the Bluetooth LE black box before per-
forming any other configuration to reset the Buetooth LE stack. This is done by the following
command:

FSCICPUReset(serial_port, protocol=Protocol. BLE)

User sync request example

It is recommended for the user to access the Bluetooth LE API through sync requests. GATTDB-
DynamicAddCharacteristicDeclarationAndValue API is used as an example:

def gattdb_ dynamic_add_ cdv(self, char_uuid, char_ prop, maxval_len, initval, val_perm):

(NN

Declare a characteristic and assign it a value.

@param char__uuid: UUID of the characteristic

@param char_ prop: properties of the characteristic

@param maxval len: maximum length of the value

@param initval: initial value

@param val _perm: access permissions on the value

@return: handle of the characteristic

ind = GATTDBDynamicAddCharacteristicDeclaration And Value(
self.serial _port,
UuidType=UuidType.Uuid16Bits,
Uuid=char__uuid,
CharacteristicProperties=char_ prop,
MaxValueLength=maxval_ len,
InitialValueLength=len(initval),
InitialValue=initval,
ValueAccessPermissions=val__perm,
protocol=self.protocol

(continues on next page)
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if ind is None:
return self.gattdb_ dynamic_add__cdv(char_uuid, char_prop, maxval_len, initval, val _perm)

print '\tCharacteristic Handle for UUID 0x ->"' % char_uuid, ind.CharacteristicHandle
self.handles[char_uuid] = ind.CharacteristicHandle
return ind.CharacteristicHandle

Sync request internal implementation

As an example, for the GATTDBDynamicAddCharacteristicDeclarationAndValue API, the command
is executed through a synchronous request. The sync request code creates an object of the fol-
lowing class:

class GATTDBDynamicAddCharacteristicDeclaration And ValueRequest(object):

def _ init__ (self,
UuidType=GATTDBDynamicAddCharacteristicDeclarationAndValueRequest Uuid Type.Uuid16Bits, Uuid=[],
CharacteristicProperties=GATTDBDynamicAddCharacteristicDeclaration And ValueRequestCharacteristicProperties.
—gNone__c,
MaxValueLength=bytearray(2), InitialValueLength=bytearray(2), InitialValue=[],
ValueAccessPermissions=GATTDBDynamicAddCharacteristicDeclaration And ValueRequest ValueAccessPermissions.
—gPermissionNone_ c):

@param UuidType: UUID type

@param Uuid: UUID value

@param CharacteristicProperties: Characteristic properties

@param MaxValueLength: If the Characteristic Value length is variable, this is the maximum length; for,
—fixed lengths this must be set to 0

@param InitialValueLength: Value length at initialization; remains fixed if maxValueLength is set to 0,
—otherwise cannot be greater than maxValueLength

@param InitialValue: Contains the initial value of the Characteristic

@param ValueAccessPermissions: Access permissions for the value attribute

"

self.UuidType = UuidType

self.Uuid = Uuid

self.CharacteristicProperties = CharacteristicProperties

self. MaxValueLength = MaxValueLength

self.InitialValueLength = InitialValueLength

self.InitialValue = InitialValue

self.ValueAccessPermissions = ValueAccessPermissions

An operation is represented by an object of the following class:
class GATTDBDynamicAddCharacteristicDescriptorOperation(FsciOperation):

def subscribeToEvents(self):
self.spec = Spec. GATTDBDynamicAddCharacteristicDescriptorRequestFrame
self.observers =[GATTDBDynamicAddCharacteristicDescriptorIndicationObserver(
—'GATTDBDynamicAddCharacteristicDescriptorIndication'), |
super(GATTDBDynamicAddCharacteristicDescriptorOperation, self).subscribeToEvents()

The Spec object is initialized and set to zero in the FSCI packet any parameter not passed through
the object of a class, depending on its length. Also, when defining such an object, the parame-
ters may take simple integer, boolean or even list values instead of byte arrays, the values are
serialized as a byte stream.

The observer is an object of the following class:

class GATTDBDynamicAddCharacteristicDeclaration And ValueIndicationObserver(Observer):
opGroup = Spec. GATTDBDynamicAddCharacteristicDeclaration And ValuelndicationFrame.opGroup
opCode = Spec. GATTDBDynamicAddCharacteristicDeclaration AndValueIndicationFrame.opCode

(continues on next page)
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@overrides(Observer)

def observeEvent(self, framer, event, callback, sync_ request):

# Call super, print common information

Observer.observeEvent (self, framer, event, callback, sync_ request)

#Get payload

fsciFrame = cast(event, POINTER(FsciFrame))

data = cast(fsciFrame.contents.data, POINTER (fsciFrame.contents.length * ¢_ uint8))

packet = Spec. GATTDBDynamicAddCharacteristicDeclarationAndValuelndicationFrame.
— getFsciPacketFromByteArray(data.contents, fsciFrame.contents.length)

# Create frame object

frame = GATTDBDynamicAddCharacteristicDeclaration And ValueIndication()

frame.CharacteristicHandle = packet.getParamValueAsNumber(”CharacteristicHandle”)

framer.event__queue.put(frame) if sync_request else None

if callback is not None:

callback(frame)
else:

print__event(self.deviceName, frame)
fsciLibrary.DestroyFSCIFrame(event)

The status of the request is printed at the console by the following general status handler:

def subscribe_to_async_ble_events_from(device, ack_ policy=FsciAckPolicy. GLOBAL):
ble_events = [
L2CAPConfirmObserver('L2CAP Confirm'),
GAPConfirmObserver('GAPConfirm'),
GATTConfirmObserver('GATTConfirm'),
GATTDBConfirmObserver('GATTDBConfirm'),
GAPGenericEventInitializationCompleteIndicationObserver (
—'GAPGenericEventInitializationCompleteIndication'),
GAPAdvertisingEventCommandFailedIndicationObserver(
—'GAPAdvertisingEventCommandFailedIndication'),
GATTServerErrorIndicationObserver (' GATTServerErrorIndication'),
GATTServerCharacteristicCccd WrittenIndicationObserver(
—'GATTServerCharacteristicCccd WrittenIndication')

]

for ble event in ble events:
FsciFramer(device, FsciAckPolicy. GLOBAL, Protocol. BLE, Baudrate. BR115200).addObserver(ble

—event)

Connect and disconnect observers

The following code adds observers for the connect and disconnect events in the user class:

class BLEDevice(object):
i
Class which defines the actions performed on a generic Bluetooth LE device.
Services implemented: GATT, GAP, Device Info.
i
self.framer.addObserver(
GAPConnectionEventConnectedIndicationObserver('GAPConnectionEventConnectedIndication'),
self.cb__gap_ conn__event_ connected_ cb)
self.framer.addObserver(GAPConnectionEventDisconnectedIndicationObserver(
—'GAPConnectionEventDisconnectedIndication'),
self.cb__gap_conn__event_ disconnected_ cb)

where the callbacks are:

def cb__gap_ conn__event_ connected_ cb(self, event):

"

(continues on next page)
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Callback executed when a smartphone connects to this device.
@param event: GAPConnectionEventConnectedIndication

(AN

print__event(self.serial _port, event)
self.client device id = event.Deviceld
self.gap_ event__connected.set()

def c¢b_gap_conn_ event_ disconnected__cb(self, event):

"

Callback executed when a smartphone disconnects from this device.
@param event: GAPConnectionEventdisConnectedIndication

"

print__event(self.serial _port, event)
self.gap_event_ connected.clear()

From an Android™ or iOS-based smartphone, the user can use the Bluetooth LE Toolbox ap-
plication in the Heart Rate profile. Random heart rate measurements in the range 60-100 are
displayed every second, while battery values change every 10 seconds.

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

FSCI Messages XML

Overview The Framework Serial Communication Interface (FSCI) module supports interfacing
the BLE Host Stack with a host or a PC tool (Test Tool for Connectivity Products) using a serial
communication line. If the FSCI is used with the NXP Test Tool for Connectivity products, the
tool can use an XML file containing a detailed meta-description for serial commands and events.
This XML file is provided in the software packages that include this document.

Bluetooth LE Host Stack interface set

The Bluetooth LE Host Stack layers that offer access using FSCI are L2CAP, L2CAP CB, GATT,
GATTDB, GAP, FSCI, and NVM. Each layer provides primitives that an upper layer (pro-
file/application) uses to access services of that layer. This document includes a detailed list of
the provided primitives.

Basic requirements

Following are the hardware requirements for using FSCI API RM:
* JIAR Embedded Workbench for Arm architecture
* NXP development boards (to be loaded with the ble_fscibb application)
» Optional Bluetooth LE sniffer for testing

* PC tool (Test Tool for Connectivity Products) or another host processor capable of commu-
nicating through UART, USB, SPI, or 12C

FSCI message description This chapter describes the L2CAP, L2CAP CB, GATT, GATTDB, GAP,
FSCIL, and NVM commands (requests) and events (confirms and indications) in detail.

The BLE.xml document is found in the ble_fsci_app subfolder, and provides an XML represen-
tation of all these commands and events. The BLE x.x.x.xml document is found in the ..\tools\
wireless\xml_ fsci\ subfolder, and provides an XML representation of all these commands and
events.

How to interpret the XML

The XML is structured in <Commands> and <Events> tags, the contents grouped by layer. Each
group contains the description <GroupDesc> and multiple <Cmd> tags (as shown below).
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<BLE>
<Commands>
<L2CAP>

<GroupDesc>L2CAP Commands< /GroupDesc>

<Cmd>
<CmdName>L2CAP-Init.Request</CmdName>
<CmdDesc>L2CAP initialization function</CmdDesc>
<CmdHeader>41 01</CmdHeader>
<CmdParms>
</CmdParms>

</Cmd>

</L2CAP>
<L2CAPCB>
</L2CAPCB>
</Commands>
<Events>
< /Events>
</BLE>

Every command or event is described in a <Cmd> that contains:

* the name - <CmdName>
* the description - <CmdDesc>
* the opGroup and opCode - <CmdHeader>

* the parameters - <CmdParms>

The parameters of a command/event are specified using the <Parm> tag and contain:

e the name - <ParmName>

* the description - <ParmDesc>

* the size - <ParmSize>

* the type - <ParmType>

* the last value - <ParmLastValue>

* the default value - <ParmDefaultValue>

* the type specifics - <ParmTypeSpecifics>

The type specifics tag is used where needed to specify certain behaviours:

* <Parmltem> for specifying enum items

* <ParmState> for specifying the state of a variable (e.g. ReadOnly)

» <ParmRange> for specifying the range of the values taken by a variable

» <Depend> for specifying a dependence on another variable (e.g.an array’s dependence on

the length variable)

* <Parm> for specifying the parameters of a struct

FSCI message example For example, the L2CAP-SendAttData.Request command has the fol-

lowing XML structure:
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<Cmd>
<CmdName>L2CAP-SendAttData.Request</CmdName>
<CmdDesc>Sends a data packet through ATT Channel</CmdDesc>
<CmdHeader>41 03</CmdHeader>
<CmdParms>
<Parm>
<ParmName>Deviceld< /ParmName>
<ParmDesc>The Deviceld for which the command is intended< /ParmDesc>
<ParmSize>1< /ParmSize>
<ParmType>tInt</ParmType>
<ParmLastValue>00< /ParmLastValue>
<ParmDefaultValue>00< /ParmDefault Value>
< /Parm>
<Parm>
<ParmName>PacketLength< /ParmName>
<ParmDesc>Length of the ATT data packet to be sent</ParmDesc>
<ParmSize>2< /ParmSize>
<ParmType>tInt</ParmType>
<ParmLastValue>0001< /ParmLastValue>
<ParmDefaultValue>0001< /ParmDefault Value>
<ParmTypeSpecifics>
<ParmRange>0x0001-0xFFFF < /ParmRange>
< /ParmTypeSpecifics>
< /Parm>
<Parm>
<ParmName>Packet < /ParmName>
<ParmDesc>The ATT data packet to be transmitted</ParmDesc>
<ParmSize>1</ParmSize>
<ParmType>tArray</ParmType>
<ParmLastValue>00< /ParmLastValue>
<ParmDefaultValue>00< /ParmDefault Value>
<ParmTypeSpecifics>
<Depend>
<DependName>PacketLength< /DependName>
<DependMask>0xFFFF< /DependMask>
<DependShift >0x0000< /DependShift >
< /Depend>
< /ParmTypeSpecifics>
< /Parm>
</CmdParms>
</Cmd>

This translates to:
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Tag Value Description
<CmdName L2CAP- Name of the command/event
SendAttData.Request
<CmdDesc: Sends a data packet Description of the command/event
through ATT Channel
<CmdHead 41 03 opGroup and opCode of the command/eventin hexadec-
imal format
<CmdParm <Parm> List of the parameters used in the command/event
<ParmNam Deviceld Name of the parameter
<ParmDesc The  Deviceld for Description of the parameter
which the command is
intended
<ParmSize: 1 Parameter size (in bytes)
<ParmType tInt Type of the parameter
<ParmLast” 00 Last value of the parameter in hexadecimal format
<ParmDefa 00 Default value of the parameter in hexadecimal format
<ParmType <ParmRange> Specify range of the parameter
<Depend> Specify dependency of the parameter “Packet” of type

“tArray” of the variable <DependName> that is the Pack-
etLength

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

References For more information, refer to the NXP website or contact your local Field Appli-
cation Engineer (FAE).

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Acronyms and Abbreviations

Acronym  Description

ATT Attribute Protocol

BLE Bluetooth Low Energy

FSCI Framework Serial Communication Interface
GAP Generic Access Profile

GATT Generic Attribute Profile

GATTDB Generic Attribute Profile Database

HCI Host Controller Interface

L2CAP Logical Link Control and Adaptation

L2CAP CB Logical Link Control and Adaptation Credit Based
SM Security Manager

Parent topic: Bluetooth Low Energy Host Stack FSCI Application Programming

Bluetooth Low Energy Connection Handover

Introduction Connection Handover is an NXP proprietary feature that enables a Bluetooth
Low Energy connection to be seamlessly transferred from one device to another while the con-
nected peer remains unaware.

This document explains how to integrate the NXP Bluetooth Low Energy Connection Handover
feature in an application and provides detailed explanation of the most commonly used APIs
and code examples.
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Prerequisites The Bluetooth Low Energy Connection Handover feature can be integrated in
an application that fulfills the following requirements:

» Supported platforms: KW45, KW47.

* Bluetooth Low Energy application that is using the lib_ble_OPT_host_cm33_iara host li-
brary.

* Communication channel between the Source and Target devices involved in the Connection
Handover procedure.

Integration and APIs

Integration All the APIs referenced in this section are available in the connection handover
library.

The available libraries are listed below:
¢ lib_ble_handover_cm33_iar.a (for IAR projects)
* lib_ble_handover_cm33_gcc.a (for MCUX or armgcc projects)

Parent topic:Bluetooth LE Connection Handover Integration and APIs

Connection Handover API availability

Gap_HandoverGetDataSize
bleResult_ t Gap_ HandoverGetDataSize(deviceld_t deviceld, uint32_t *pDataSize);

Description: Returns the size in octets of the Handover Data for the given peer device id.
Parameters:

* deviceld: Peer device identifier.

« pDataSize: Pointer to the size in octets of the Handover Data.

Returns: gBleSuccess_ ¢ Or error.

Gap_HandoverGetData
bleResult_t Gap_ HandoverGetData(deviceld_t deviceld, uint8 t *pData);

Description: Copies the data used by the Handover feature for the given peer device id.
Parameters:

* deviceld: Peer device identifier.

* pData: Pointer to memory location where the Handover data is to be copied.

Returns: gBleSuccess_ c Or error.

Gap_HandoverSetData
bleResult_t Gap_ HandoverSetData(uint8_t *pData);

Description: Sets the data used by the Handover feature.
Parameters:
* pData: Pointer to memory location where the Handover data is found.

Returns: gBleSuccess_ ¢ Or error.
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Gap_HandoverSetLIPendingData
bleResult_ t Gap_ HandoverSetLlPendingData(uint16_t connectionHandle, uint8 t *pTxData);
Description: Sets the LL data pending on the target device to be transmitted after handover
connect.
Parameters:

* connectionHandle: Handover connection identifier.

* pTxData: Pointer to memory location where the pending data is found.

Returns: gBleSuccess_c Or error.

Gap_HandoverFreeData
bleResult t Gap HandoverFreeData(void);

Description: Frees reference to handover data provided through Gap HandoverSetDatal().

Returns: gBleSuccess_ c or gBlelnvalidState_c if handover data reference is not set.

Gap_HandoverGetTime
bleResult _t Gap HandoverGetTime(void);

Description: Gets timing information from Link Layer to be used in Handover process.

Returns: gBleSuccess_c Or error.

Gap_HandoverSuspendTransmit
bleResult_t Gap_ HandoverSuspendTransmit(deviceld_t deviceld, bleHandoverSuspend TransmitMode_ t.,
—mode, uint16_t eventCounter, uint8 t noOfConnlntervals);
Description: Suspends TX for the given connection.
Parameters:
* deviceld: Peer device identifier.
* mode: Mode.
* eventCounter: Event counter.

* noOfConnIntervals: Number of connection intervals during which TX is suspended. Use 0
for manual resume.

Returns: gBleSuccess_ ¢ Or error.

Gap_HandoverResumeTransmit

bleResult_t Gap_ HandoverResumeTransmit(deviceld_t deviceld);

Description: Resumes TX for the given connection.
Parameters:
* deviceld: Peer device identifier.

Returns: gBleSuccess_ ¢ Or error.
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Gap_HandoverAnchorNotification
bleResult_t Gap_ Handover AnchorNotification(deviceld_t deviceld, bleHandover AnchorNotificationEnable_ t, ,
—enable, uint8__t noOfReports);
Description: Enables or disables anchor notifications for the given peer.
Parameters:
* deviceld: Peer device identifier.
* enable: Enables or disables notifications.
* noOfReports: Number of reports to receive (0 for manual stop).

Returns: gBleSuccess_ ¢ Or error.

Gap_HandoverAnchorSearchStart

bleResult_t Gap_ Handover AnchorSearchStart(gapHandover AnchorSearchStartParams_t *pSearchParams);

Description: Starts anchor search with the given parameters.
Parameters:

* pSearchParams: Pointer to structure containing anchor search parameters. The structure
contains:

start Time625: Slot of the anchor point timing of the connection event.

— startTimeOffset: Slot offset of the anchor point timing of the connection event.
— lastRxInstant: Last successful access address reception instant (unit 625 us).
— accessAddress: Access address (4 bytes).

— crelnit: CRC initialization value (3 bytes).

— channelMap: Channel map (5 bytes, FF FF FF FF 1F if all channels are used).
— connlnterval: Connection interval (unit 1.25ms).

— latency: Latency (unit connection interval).

— supervisionTimeout: Supervision timeout (unit 10ms).

— eventCounter: Current connection event counter.

— centralSca: Sleep clock accuracy (0 to 7).

— role: Role (0 for central and 1 for peripheral).

— centralPhy: TX/RX PHY.

— seqNum: Sequence number; bits 1-0: latest received SN and NESN; bits 5-4: latest trans-
mitted SN and NESN.

— hopAlgo2: Hop algorithm (0/1 for hop algorithm #1 or #2).
— unmappedChannellndex: Unmapped channel index (used only for hop algorithm #1).
— hoplIncrement: Hop increment.

— ucNbReports: Number of connection intervals to monitor (0: continuous, 1-255: auto-
matic stop).

— uiEventCounterAdvance: Event counter delay to perform the search (0 to start ASAP).
— timeout: Timeout in connection intervals (0 if no timeout).

- timingDiffSlot: Slot difference of the LL timing.

- timingDiffOffset: Slot offset difference of the LL timing.
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— mode: Search mode setting.

Returns: gBleSuccess_ c Or error.

Gap_HandoverAnchorSearchStop
bleResult_t Gap_ HandoverAnchorSearchStop(uint16_t connHandle);

Description: Stops anchor search for the given connection handle.
Parameters:
* connHandle: Connection handle for which to stop the anchor search.

Returns: gBleSuccess_ ¢ Or error.

Gap_HandoverTimeSyncTransmit

bleResult_t Gap_ HandoverTimeSyncTransmit(gapHandoverTimeSyncTransmitParams_t *pTransmitParams);

Description: Starts time sync advertising with given parameters.
Parameters:

* pTransmitParams: Pointer to structure containing time sync transmit parameters. The struc-
ture contains:

— enable: Enables or disables the transmit operation (0 = disable, 1 = enable).

— advChannel: BLE channel to use for advertising (0 to 39).

— deviceAddress: Packet identifier, can be the BD address or any value (6 bytes).
— phys: PHY setting (0 = 1M, 1 = 2M, 2 = LR S8, 3 = LR S2).

— txPowerLevel: TX Power level (0 to 31).

— txIntervalSlots625: Packet interval in slots (4 to 255).

Returns: gBleSuccess_ c Or error.

Gap_HandoverTimeSyncReceive

bleResult_ t Gap_ HandoverTimeSyncReceive(gapHandoverTimeSyncReceiveParams_t *pReceiveParams);

Description: Starts time sync scanning with the given parameters.
Parameters:

* pReceiveParams: Pointer to structure containing time sync receive parameters. The struc-
ture contains:

enable: Enables or disables the receive operation (0 = disable, 1 = enable).

scanChannel: BLE channel to use for scanning (0 to 39).

deviceAddress: Packet identifier, can be the BD address or any value (6 bytes).
phys: PHY setting (0 = 1M, 1 = 2M, 2 = LR S8, 3 = LR S2).

— stopWhenFound: One-shot setting (0 = continue scanning, 1 = stop when packet is
found).

Returns: gBleSuccess_c Or error.
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Gap_HandoverGetConnParams
bleResult_t Gap_ HandoverGetConnParams(uint16_t connHandle, gapConnectionCallback_ t
—connectionCallback, uint8 t anchorNotification);
Description: Connects to a peer device initialized through the Connection Handover procedure.
Parameters:

* connHandle: Handover Connection handle.

* connectionCallback: Pointer to the connection event handler function.

* anchorNotification: Anchor search setting after handover, 0 - stop anchor notification, 1 -
keep anchor notification.

Returns: gBleSuccess_ ¢ Or error.

Gap_HandoverDisconnect
bleResult_t Gap_ HandoverDisconnect(deviceld_t deviceld);
Description: Disconnects a peer device for which the connection was handed over to another
device.
Parameters:
* deviceld: Peer device identifier.

Returns: gBleSuccess_ c Or error.

Gap_HandoverlInit
bleResult__t Gap_ HandoverInit(void);

Description: Initializes the connection handover feature. Must be called before Ble_ Initialize().

Returns: gBlelnvalidState c if Ble_Initialize() was already called, gBleSuccess_ ¢ otherwise.

Gap_HandoverSetSkd
bleResult_t Gap_ HandoverSetSkd(uint8_t nvmIndex, uint8_t *pSkd);

Description: Sets the SKD of the connection that is to be handed over. Used only if gAppSecure-
Mode_ d is enabled in the application. Requires Handover Data to be set.
Parameters:

* nvmIndex: Bonding Data NVM index.

* pSkd: Pointer to 16 octets SKD.

Returns: gBlelnvalidState_ c if Ble_ Initialize() was already called, gBleSuccess_ ¢ otherwise.

Gap_HandoverGetCsL1Context
bleResult_t Gap_ HandoverGetCsLlContext(deviceld_t deviceld);

Description: Copies the LL CS-related context data for the given peer device id.
Parameters:
* deviceld: Peer device identifier.

Returns: gBleSuccess ¢ Or error.
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Gap_HandoverSetCsLlContext
bleResult_t Gap_ HandoverSetCsLIContext(deviceld_t deviceld, uint16_t mask, uint8_t contextLength,
—uint8_t *pContextData);
Description: Sets the CS-related context data into the LL, for the given peer device id.
Parameters:

* deviceld: Peer device identifier.

* mask: Context data bitmask (used by the LL).

* contextLength: Length of the context data.

* pContextData: Pointer to context data.

Returns: gBleSuccess_ ¢ Or error.

Gap_HandoverUpdateConnParams
bleResult_t Gap_ HandoverUpdateConnParams(gapHandoverUpdateConnParams_t *pConnParams);
Description: Updates the channel map and/or PHY used in the current anchor monitoring pro-
cess.
Parameters:

* pConnParams: Pointer to connection parameters to be updated.

Returns: gBleSuccess c Or error.

Gap_HandoverApplyConnectionUpdateProcedure

bleResult_t Gap__
—»Handover ApplyConnectionUpdateProcedure(gapHandover ApplyConnectionUpdateProcedure_ t,
—*pConnParams);

Description: Applies the new connection parameters in case of Connection Update Procedure
on the active controller.
Parameters:

* pConnParams: Pointer to connection parameters to be applied.

Returns: gBleSuccess_c Or error.

Connection Handover Events The following events can be received through the GAP generic
callback during the handover operations:

gHandoverGetComplete_c (0x31) Description: Event generated when handover data get op-
eration is complete.

Event Data: handoverGetData_ t containing:
* status: Command status.

* pData: Pointer to connection handover data.
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gHandoverSetComplete_c (0x32) Description: Event generated when handover data set op-
eration is complete.

Event Data: handoverSetData__t containing:
* status: Command status.

* pData: Pointer to connection handover data.

gHandoverGetCsLIContextComplete_c (0x33) Description: Event generated when han-
dover CS LL context data get operation is complete.

Event Data: handoverGetCsLlContext__t containing:
* status: Command status.
* responseMask: LL context bitmap indicating the Channel Sounding context.
* llIContextLength: Context data length.
* llIContext: LL Context data.

gHandoverSetCsLIContextComplete_c (0x34) Description: Event generated when handover
CS LL context data set operation is complete.

Event Data: Status of the operation.

gHandoverGetTime_c (0x35) Description: Event generated when Handover Get Time com-
mand is complete.

Event Data: handoverGetTime_ t containing:
* status: Command status.
* slot: LL timing slot counter (unit 625us).

* us_offset: LL timing slot offset (0 to 624, unit us).

gHandoverSuspendTransmitComplete_c (0x36) Description: Event generated when Han-
dover Suspend Transmit command is complete.

Event Data: handoverSuspendTransmitCompleteEvent__t containing:
* connectionHandle: Connection identifier.
* noOfPendingAclPackets: Number of pending ACL packets.
* sizeOfPendingAclPackets: Pending ACL packet data size.
* sizeOfDataTxInOldestPacket: Size of data transmitted and acked in the oldest ACL packet.

¢ sizeOfDataNAckInOldestPacket: Size of data transmitted but not acked in the oldest ACL
packet.

gHandoverResumeTransmitComplete_c (0x37) Description: Event generated when Han-
dover Resume Transmit command is complete.

Event Data: handoverResumeTransmitCompleteEvent_t containing:

* connectionHandle: Connection identifier.
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gHandoverAnchorNotificationStateChanged_c (0x38) Description: Event generated when
Handover Anchor Notification command is complete.

Event Data: handover AnchorNotificationStateChanged__t containing:

* connectionHandle: Connection identifier.

gHandoverAnchorSearchStarted_c (0x39) Description: Event generated when Handover
Anchor Search Start command is complete.

Event Data: handover AnchorSearchStart_ t containing:
* status: Command status.

» connectionHandle: Connection identifier.

gHandoverAnchorSearchStopped_c (0x3A) Description: Event generated when Handover
Anchor Search Stop command is complete.

Event Data: handover AnchorSearchStop_ t containing:
* status: Command status.

* connectionHandle: Connection identifier.

gHandoverTimeSyncTransmitStateChanged_c (0x3B) Description: Event generated when
Handover Time Sync Transmit command is complete.

Event Data: Status of the operation.

gHandoverTimeSyncReceiveComplete_c (0x3C) Description: Event generated when Han-
dover Time Sync Receive command is complete.

Event Data: Status of the operation.

gHandoverAnchorMonitorEvent_c (0x3D) Description: Event received from Controller -
Handover Anchor Monitor.

Event Data: handover AnchorMonitorEvent_ t containing:

* connectionHandle: Connection identifier.

connEvent: Current connection event counter.

rssiRemote: RSSI of the packet from the remote device (+127 if not available).

lgiRemote: LQI (Link Quality Indicator) of the packet from the remote device.

statusRemote: Status of the packet from the remote device.

rssiActive: RSSI of the packet from the active device (+127 if not available).

lgiActive: LQI (Link Quality Indicator) of the packet from the active device.

statusActive: Status of the packet from the active device.

anchorClock625Us: Slot of the anchor point timing of the connection event.

anchorDelay: Slot offset of the anchor point timing of the connection event.
chldx: BLE channel index.

ucNbReports: Number of remaining reports to receive.
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gHandoverTimeSyncEvent_c (0x3E) Description: Eventreceived from Controller - Handover
Time Sync.

Event Data: handoverTimeSyncEvent_t containing:
* txClkSlot: Transmitter packet start time in slot (625 us).
* txUs: Transmitter packet start time offset inside the slot (0 to 624 us).
* rxClkSlot: Receiver packet start time in slot (625 us).
* rxUs: Receiver packet start time offset inside the slot (0 to 624 us).

* rssi: RSSI value.

gHandoverConnParamUpdateEvent_c (0x3F) Description: Event received from Controller -
Handover Connection Parameters Update.

Event Data: handoverConnParamUpdateEvent_t containing:
* status: Status indicating the event trigger source.
* connectionHandle: Connection identifier.
* ulTxAccCode: Access address.
* aCrcInitVal: CRC initialization value (3 bytes).
* uiConnlnterval: Connection interval (unit 1.25ms).
* uiSuperTO: Supervision timeout (unit 10ms).
* uiConnLatency: Latency (unit connection interval).
* aChMapBm: Channel map (5 bytes).
* ucChannelSelection: Hop algorithm (0/1 for algorithm #1 or #2).
* ucHop: Hop increment.
* ucUnMapChldx: Unmapped channel index.
* ucCentralSca: Sleep clock accuracy.
* ucRole: Role (0 for central and 1 for peripheral).
* aucRemoteMasRxPHY: TX/RX PHY.
* seqNum: Sequence number.
* uiConnEvent: Current connection event counter.
* ulAnchorClk: Slot of the anchor point timing.
* uiAnchorDelay: Slot offset of the anchor point timing.

» ulRxInstant: Last successful access address reception instant.

gHandoverFreeComplete_c (0x46) Description: Event generated when handover data free
operation is complete.

Event Data: Status of the operation.

gHandoverUpdateConnParamsComplete_c (0x47) Description: Event generated when Han-
dover Update Connection Parameters command is complete.

Event Data: handoverUpdateConnParams_ t containing:

* status: Command status.
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* connectionHandle: Connection identifier.

gHandoverLlPendingData_c (0x4A) Description: Event indicating ACL Data pending to be
transmitted by the LL.

Event Data: handoverLIPendingDatalndication_t containing:
* dataSize: Pending HCI ACL data packet size.

* pData: Pointer to message containing the HCI ACL data packet (should be freed by the ap-
plication).

gHandoverAnchorMonitorPacketEvent_c (0x44) Description: Event received from Con-
troller - Handover Anchor Monitor Packet.

Event Data: handover AnchorMonitorPacketEvent_ t containing:
* packetCounter: Packet counter, incremented for each event.
* connectionHandle: Connection identifier.
* statusPacket: Status of the packet.
* phy: PHY (0/1/2/3 for 1M/2M/LR S8/LR S2).
* chldx: BLE channel index.
* rssiPacket: RSSI of the packet (+127 if not available).
¢ IgiPacket: LQI (Link Quality Indicator) of the packet.
* connEvent: Current connection event counter.
* anchorClock625Us: Slot value of packet start time (in 625us unit).
* anchorDelay: Slot offset value of packet start time (in 1us unit).
* ucNbConnlIntervals: Number of remaining connection intervals to monitor.
* pduSize: PDU length.
* pPdu: Pointer to PDU data (must be freed by the application).

gHandoverAnchorMonitorPacketContinueEvent_c (0x45) Description: Event received
from Controller - Handover Anchor Monitor Packet Continue.

Event Data: handover AnchorMonitorPacketContinueEvent_ t containing:
* packetCounter: Packet counter, incremented for each event.
* connectionHandle: Connection identifier.
* pduSize: PDU length.
* pPdu: Pointer to PDU data (must be freed by the application).

gHandoverConnectionUpdateProcedureEvent_c (0x4F) Description: Event reporting new
connection parameters indicated during the Connection Update procedure.

Event Data: handoverConnectionUpdateProcedureEvent_ t containing:
* connectionHandle: Connection identifier.
* winSize: Transmit window size value (in 1.25 ms units).
* winOffset: Transmit window offset value (in 1.25 ms units).

* interval: Connection interval value (in 1.25 ms units).
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* latency: Connection peripheral latency value.
* timeout: Connection supervision timeout value (in 10 ms units).
* instant: Connection event counter value when new parameters will be applied.

» currentEventCounter: Current connection event counter.

gHandoverApplyConnectionUpdateProcedureComplete_c (0x50) Description: Event re-
porting completion of the Connection Update procedure application.

Event Data: handover ApplyConnectionUpdateProcedure_ t containing:

» connectionHandle: Connection identifier.

Application common modules The following application common modules are meant to offer
a simplified API for generic Connection Handover procedures and allow for quick integration
into existing applications.

Handover application common module

Introduction The Connection Handover application common module allows for quick integra-
tion of the Connection Handover feature in a Bluetooth LE application.

Integration All the APIs referenced in this section are available in the Connection Handover
application common module.

Connection handover requires a communication interface with the other devices involved in the
connection handover process.

Perform the following steps to integrate Connection Handover in an application:

1. Add app_handover.c and app_handover.h from middleware\wireless\bluetooth\application\
common\auto\ in the application project.

2. Initialize the Connection Handover application common module by calling AppHan-
dover_ Init().

3. Call AppHandover_ProcessA2ACommand() to handle connection handover commands re-
ceived.

4. Call AppHandover__GenericCallback() in the application generic events callback to handle the
following events:

* gHandoverAnchorSearchStarted_ c

* gHandover AnchorSearchStopped_ ¢

¢ gHandover AnchorMonitorEvent_ ¢

* gHandoverSuspendTransmitComplete_ ¢

* gHandoverGetComplete_c

* gGetConnParamsComplete_c

* gHandoverTimeSyncEvent_ ¢

* gHandoverTimeSyncTransmitStateChanged_c
* gHandoverTimeSyncReceiveComplete_c

* gLISkdReportEvent_c
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* glnternalError_c

* gHandoverAnchorMonitorPacketEvent_ ¢

* gHandoverAnchorMonitorPacket ContinueEvent_ ¢

* gHandoverFreeComplete_ ¢

* gHandoverLlPendingData_ c

* gHandoverConnectionUpdateProcedureEvent_ ¢

* gHandover ApplyConnectionUpdateProcedureComplete_ ¢

5. Call AppHandover_ ConnectionCallback in the application connection events callback to han-
dle the following events:

¢ gConnEvtHandoverConnected_ ¢
* gHandoverDisconnected ¢

6. To trigger connection handover call AppHandover_SetPeerDevice() followed by AppHan-
dover__StartTimeSync()

Connection Handover application common module APIs

AppHandover_Init
bleResult_t AppHandover_Init(appHandoverEventCb_t pfAppEventCb, gapConnectionCallback_ t.
—pfConnectionCallback, appHandoverA2AInterfaceCb_t pfAppA2AlnterfaceCb);
Description: Initializes the handover application common module.
Parameters:
» pfAppEventCb: Application callback for handover events.
* pfConnectionCallback: Connection callback for connection events.
* pfAppA2AlnterfaceCb: Communication callback for handover data.

Returns: bleResult t

AppHandover_TimeSyncTransmit

bleResult_ t AppHandover TimeSyncTransmit(bleHandoverTimeSyncEnable t enable);

Description: Enables/disables transmission of time synchronization information.
Parameters:
* enable: Enables or disables the transmission of time synchronization parameters.

Returns: bleResult t

AppHandover_TimeSyncReceive

bleResult_t AppHandover TimeSyncReceive(bleHandoverTimeSyncEnable t enable);

Description: Enables/disables reception of time synchronization information.
Parameters:
* enable: Enables or disables the reception of time synchronization parameters.

Returns: bleResult t
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AppHandover_StartTimeSync
bleResult_t AppHandover_ StartTimeSync(bool_t bTimeSyncForHandover);

Description: Triggers handover time synchronization.
Parameters:
* bTimeSyncForHandover: TRUE if handover is following, FALSE if RSSI sniffing is following.

Returns: bleResult_t

AppHandover_TimeSyncTransmitSetParams

void AppHandover_ TimeSyncTransmitSetParams(gapHandoverTimeSyncTransmitParams_t *pParams);

Description: Sets parameters for the transmission of time synchronization information.
Parameters:
* pParams: TX params.

Returns: None

AppHandover_TimeSyncReceiveSetParams

void AppHandover_TimeSyncReceiveSetParams(gapHandoverTimeSyncReceiveParams_t *pParams);

Description: Sets parameters for the reception of time synchronization information.
Parameters:
* pParams: RX params.

Returns: None

AppHandover_SetPeerDevice

void AppHandover_ SetPeerDevice(deviceld_t deviceld);

Description: Sets the peer device for connection handover.
Parameters:
* deviceld: Peer device identifier.

Returns: None

AppHandover_ProcessA2ACommand
void AppHandover_ProcessA2ACommand(uint8_t cmdld, uint32_t cmdLen, uint8_t *pCmdData);

Description: Processes handover commands.
Parameters:

* cmdld: Command identifier.

* cmdLen: Command length.

e pCmdData: Command data.

Returns: None
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AppHandover_SetPeerSkd
bleResult_ t AppHandover_SetPeerSkd(uint8_t *pSkd, uint8_t nvmlIndex);

Description: Sets the peer LL SKD for connection handover with advanced secure mode.
Parameters:

* nvmIndex: Peer device NVM index.

* pSkd:

A2A application common module

Introduction The A2A (Anchor-to-Anchor) application common module implements a sample
communication interface between devices involved in the connection handover process.

Integration Perform the following steps to integrate A2A application common module in an
application:

1. Add app_a2a_interface.c and app_a2a_interface.h from middleware\wireless\bluetooth\
application\common\auto\ in the application project.

2. Initialize the Connection Handover application common module by calling A2A_ Init().

3. Use A2A_ SendCommand() as the communication callback for the Connection Handover ap-
plication common module.

4. Use A2A_ SendSetBondingDataCommand() in the application to send the bonding data from
the connected anchor to the target anchor after pairing a new device is successful.

A2A application common module APIs

A2A _Init
bleResult_t A2A_ Init(serial handle_t pSerialHandle, appA2ADatalndicationCb_ t pfDatalndCb);

Description: Performs initialization of the Anchor to Anchor serial communication.
Parameters:

 pSerialHandle: Serial interface handle to be used for communication.

* pfConnectionCallback: Application callback for received packets.
Returns: bleResult_t

A2A_SendCommand
void A2A_SendCommand(uint8_t opGroup, uint8_t opCode, uint8_t *pPayload, uint16_t len);

Description: Send packet over the Anchor to Anchor interface.
Parameters:

* opGroup: Group identifier.

* opCode: Command identifier.

* pPayload: Pointer to command data.

* len: Command length.

Returns: None
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A2B application common module

Introduction The A2B (Alice to Bob) application common module takes advantage of the Edge-
Lock to EdgeLock Key Exchange feature of the EdgeLock Secure Enclave integrated in the KW45
and KW47 to derive a special internal key (E2E key) that may be used to import/export encrypted
key material between two devices. This may be used to allow for secure transfer of the key ma-
terial between the anchors involved in the Connection Handover process. The LTK and IRK in-
cluded in the bonding data are transferred as encrypted blobs that may only be decrypted by the
EdgeLock Secure Enclave of the destination device.

Integration Perform the following steps to integrate A2B application common module in an

application:

1. Add app_ a2b.c and app_ a2b.h from middleware\wireless\bluetooth\application\common\auto\
in the application project.

2. Initialize the A2B application common module by calling A2B_ Init().

3. One of the device involved in the Connection Handover process must be configured with
the gA2BInitiator d macro set to 1, the other must be configured with the gA2BInitiator_d
macro set to 0. The initiator device triggers the EdgeLock-to-EdgeLock (E2E) key derivation
and local IRK synchronization. Therefore, it should be started last.

4. After initialization the E2E key will be derived and the gSecLibFunctions.

pfSecLib_ ExportA2BBlob() and gSecLibFunctions.pfSecLib_ImportA2BBlob() functions
can be used to export and import encrypted key material between the two devices.

A2B application common module APIs

A2B_Init

bleResult_t A2B_ Init(appA2BEventCb_t pfAppEventCb, appA2BA2ACommlInterfaceCb_ t,,
—pfAppA2AlnterfaceCb);

Description: Trigger the A2B feature initialization by generating the public key used for the
Edgelock to Edgelock key derivation.

Parameters:

» pfAppEventCb: Application callback functions for A2B events.

» pfAppA2AInterfaceCbh: Communication callback for A2B data.

Returns: bleResult_t - Result of the operation.

A2B ProcessA2ACommand
void A2B_ ProcessA2ACommand(uint8 t cmdld, uint32_t cmdLen, uint8_t *pCmdData);

Description: Process A2B commands received through the A2A interface.

Parameters:

* cmdId: Command identifier.

* cmdLen: Command length.

e pCmdData: Command data.

Returns: None
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A2B_FreeE2EKey
bleResult_t A2B_FreeE2EKey(void);

Description: Free the EdgeLock to EdgeLock key.
Parameters: None

Returns: bleResult_t - Result of the operation.

Procedures This section describes the available Connection Handover procedures. A proce-
dure is executed between a device in a connection, referred as the Source device, and another
device involved in the Connection Handover or Anchor/Packet Monitoring process, referred to
as the Target device.

Procedures - Toplevel view The Connection Handover and Anchor/Packet Monitoring process
comprises several procedures as illustrated below.

Connection Handover

Source Device Target _Device

Time synchronization

Context synchronization

Anchor search

Connection Handover

Anchor/Packet monitoring

Source Device Target_Device

Time synchronization

Anchor search

Individual procedures This section describes each individual procedure in detail.

Time synchronization The Time Synchronization procedure enables precise timing alignment
between the Source and Target devices for the Connection Handover and Anchor/Packet mon-
itoring processes. The timing information obtained is further required for the Anchor Search
procedure.

To start the time synchronization procedure, one of the devices must
call GAP__HandoverTimeSyncReceive() and the other device must call
GAP_ HandoverTimeSyncTransmit(). Either device, Source or Target, can initiate the proce-
dure. The Connection Handover application common module initiates the procedure on the
Source device by calling the Gap_ HandoverTimeSyncReceive() function.
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Time Synchronization steps
Time synchronization steps for two devices where the connected device starts the procedure:

1. Source device application calls GAP_ HandoverTimeSyncReceive() with the stopWhenFound
parameter set to ‘gTimeSyncStopWhenFound_c’.

2. Target device application calls GAP_ Handover TimeSyncTransmit ()

3. Source device receives the ‘gHandoverTimeSyncReceiveComplete_c’ event indicating that
Source Link Layer is waiting for the time synchronization event.

4. Target device receives the ‘gHandoverTimeSyncTransmitStateChanged_c’ event indication
that time synchronization transmission is enabled.

5. The Source device receives the ‘gHandoverTimeSyncEvent_c’ event containing the timing
information.

6. The Source device computes the Anchor Search ‘timingDiffSlot’ and ‘timingDiffOffset’ using
the timing information received in the gHandoverTimeSyncEvent_ ¢ event as shown helow:
‘timingDiffSlot = txClkSlot - rxClkSlot;” ‘timingDiffOffset = txUs - rxUs;’

APP_Source \ Host_Source \ | Host_Target|

Gap_HandoverTimeSyncReceive(Enable)

»
L

Start Time Sync (gHandoverStartTimeSyncCommandOpCode

_gHandoverTimeSyncReceiveComplete_c

. Gap_HandoverTime:

gHandoverTimeSyncTre

gHandoverTimeSyncEvent ¢

A

Stop Time Sync (gHandoverStopTimeSyncCommandOpCode.

Gap_HandoverTimes

gHandoverTimeSyncTre

Time Synchronization signaling chart

Context Synchronization Inorder to transfer an existing connection from a Source device to a
Target device, the Host and Link Layer connection context must be synchronized. The Handover
Data includes all the required connection information, which must be retrieved from the Source
device and transferred to the Target device. Potential issues include instances where the Host or
Link Layer context is updated during the Connection Handover process. To avoid such issues,
the Bluetooth LE communication between the Source device and the connected device must be
suspended until the Connection Handover is complete or aborted. In case the Connection Han-
dover process is aborted, the original connection can be resumed. This procedure is required
only for the Connection Handover process and not for the Anchor/Packet Monitoring process.

Context Synchronization steps

1. Source device calls Gap_ HandoverSuspend Transmit() to suspend the Bluetooth LE communi-
cation with the connected device.

2. After the gHandoverSuspendTransmitComplete ¢ event is received, the Handover Data
may be retrieved using Gap_HandoverGetData(). The application must provided mem-
ory for the Handover Data. To obtain the required data size, use the function
Gap_ HandoverGetDataSize().

3. Wait for the gHandoverGetComplete_ ¢ event to confirm the Handover Data retrieval.
4. Transfer the Handover Data from the Source device to the Target device.

5. On the Target device, call Gap_ HandoverSetData() to set the received Handover Data.
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6. Wait for the gHandoverSetComplete_ ¢ event to confirm the Handover Data has been success-

fully set.
APP_Source Host_Source| ‘ Host_Target
Gap_HandoverSuspendTransmit

_gHandoverSuspendTransmitComplete_c

P Gap_HandoverGetDataSize

[
>

Gap_HandoverGetData

Lal

gHandoverGetComplete_c

Handover Data (gHandoverDataCommandOpCo

I Gaf

gHanc

Context Synchronization signaling chart

Anchor Search The Anchor Search procedure takes the connection parameters and timing
information obtained in the Time Synchronization procedure to locate the anchor point of the
connection between the source device and the connected device.

Anchor Search steps

1. Source device calls Gap_ GetConnParams() to retrieve current connection parameters. The
connection parameters will be reported through the gGetConnParamsComplete_c event.

2. Send the connection parameters and the timing information obtained from Time Synchro-
nization to the Target device.

3. Onthe Target device, call Gap_ Handover AnchorSearch() with the received connection param-
eters and timing information. Set the ‘mode’ parameter according to the current process:

* ‘gSuspendTxMode_c’ for Connection Handover.
* ‘gRssiSniffingMode_c’ for Anchor Monitoring.
* ‘gPacketMode_c’ for Packet Monitoring.

4. Wait for the gHandover AnchorSearchStarted c event to confirm the Anchor Search procedure
has started.

5. If Anchor Search is successful the requested events will be reported to the applica-
tion through the gHandover AnchorMonitorEvent_ ¢ or gHandover AnchorMonitorPacketEvent_ c

event.
APP_Source| Host_Source| | Host_Target
Gap_GetConnParams

[

_gGetConnParamsComplete ¢

Trigger Anchor Search Start (gHandoverAnchorStartSearchCommandQOp

,Gap_HandoverAnchorSe

gHandoverAnchorSearchs

gHandoverAnchorMonitor

Anchor Search signaling chart
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Connection Handover The Connection Handover procedure may be performed after a suc-
cessful Anchor Search procedure and consists in the Target device taking over the connection
from the Source device.

Connection Handover steps
1. Target device calls Gap HandoverConnect() to initiate the connection handover process.

2. Wait for the gConnEvtHandoverConnected ¢ event on the Target device. Once received, the
connection has been successfully transferred.

3. Notify the Source device that the Target device has successfully connected to the Device.

4. If the application does not include Channel Sounding, call Gap_ HandoverDisconnect on the
Source device to terminate its connection.

5. The Handover Data is no longer required and may be freed by calling
Gap_ HandoverFreeData() on the Target device.

6. Application context may be transferred at this point through application specific means.
If Channel Sounding is enabled in the application, the Channel Sounding Context must be
transferred.

Additional steps for Channel Sounding applications:

1. After step 3 above, retrieve the Channel Sounding context on the Source device by calling
Gap_ HandoverGetCsL1Context() and wait for thegHandoverGetCsLIContextComplete event.

2. Send the Channel Sounding context to the Target device.

3. Set the context in the Target device by calling Gap_ HandoverSetCsL1Context() and wait for
the gHandoverSetCsL1ContextComplete_ ¢ event.

4. Notify the Source device that the Channel Sounding context has been successfully set.

5. Call Gap_HandoverDisconnect() on the Source device to terminate its connection. When com-
plete, the gHandoverDisconnected_ ¢ event will be sent.

APP_Source Host_Source APP_Target
G
gCon
P Connection Handover complete (gHandoverinformConnectCommandOpCode_c)
G
e 9H
Gap_HandoverGetCsLIContext
gHandoverGetCsLIContextComplete_c
Channel Sounding Data(gHandoverCsLIContextCommandOpCode_c)
Gap_
gHando
Channel Sounding Data set complete(gHandoverCsContextCompletedCommandOpCode_c)
Gap_HandoverDisconnect N
Ld
. . . gHandoverDisconnected_c
Connection Handover signaling chart

Procedures - Detail view Connection Handover
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[Host_Source] [Host_Target] APP_Target

Time Synchronization:
Gap_HandoverTimeSyncReceive(Enable) |

Start Time Sync (gHandoverStart TimeSyncCommandOpCode c)

h 4

 gHandoverTimeSyncReceiveComplete_c

, Gap_HandoverTimeSyncTransmit(Enable)

gHandoverTimeSyncTransmitStateChanged_c, |

L

gHandoverTimeSyncEvent ¢

Stop Time Sync (gHandoverStopTimeSyncCommandOpCode _c)

[
L

 Gap_HandoverTimeSyncTransmit(Disable)

gHandoverTimeSyncTransmitStateChanged_c, .

Ll

Context Synchronization:
Gap_HandoverSuspendlransmit

b
L

_ gHandoverSuspendTransmitComplete_c

Gap HandoverGetDataSize

4 Iy
l Ll

Gap_HandoverGetData

v

gHandoverGetComplete c

F

Handover Data (gHandoverDataCommandOpCaode c)

h 4

Gap_HandoverSetData

o
-

gHandoverSetComplete ¢

h 4

Anchor Search:
Gap_GetConnParams

h 4

gGetConnParamsComplete c

4
l

Trigger Anchor Search Start (gHandoverAnchorStartSearchCommandOpCode c)

h 4

Gap_HandoverAnchorSearchStart

rFy

gHandoverAnchorSearchStarted ¢

h 4

gHandoverAnchaorMonitorEvent ¢

h 4

Connection Handover:
(Gap_HandoverConnect

F Y

gConnEviHandoverConnected c

h 4

Connection Handover complete (gHandoverlinformConnectCommandOpCode c)

F 3

Gap_HandoverFreeData

d
-

gHandoverFreeComplete c

h 4

Gap_HandoverDisconnect

v

gHandoverDisconnected ¢

Connection Handover with Channel Sounding
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[Host_Source] [Host_Target] APP_Target

Timé Synchronization:
Gap_HandoverTimeSyncReceive(Enable) |

Start Time Sync (gHandoverStart TimeSyncCommandOpCode c)

h 4

 gHandoverTimeSyncReceiveComplete_c

, Gap_HandoverTimeSyncTransmit(Enable)

gHandoverTimeSyncTransmitStateChanged_c, |

L

gHandoverTimeSyncEvent ¢

Stop Time Sync (gHandoverStopTimeSyncCommandOpCode _c)

[
L

 Gap_HandoverTimeSyncTransmit(Disable)

gHandoverTimeSyncTransmitStateChanged_c, .

Ll

Context Synchronization:
Gap_HandoverSuspendTransmit

L

_ gHandoverSuspendTransmitComplete_c

Gap HandoverGetDataSize

4 Iy
l Ll

Gap_HandoverGetData

v

gHandoverGetComplete c

F

Handover Data (gHandoverDataCommandOpCaode c)

h 4

Gap_HandoverSetData

o
-

gHandoverSetComplete ¢

h 4

Anchor Search:
Gap_GetConnParams

h 4

gGetConnParamsComplete c

4
l

Trigger Anchor Search Start (gHandoverAnchorStartSearchCommandOpCode c)

h 4

Gap_HandoverAnchorSearchStart

rFy

gHandoverAnchorSearchStarted ¢

h 4

gHandoverAnchaorMonitorEvent ¢

Connection Handover:
(Gap_HandoverConnect

F Y

gConnEviHandoverConnected c

h 4

Connection Handover complete (gHandoverlinformConnectCommandOpCode c)

F 3

Gap_HandoverFreeData

d
-

gHandoverFreeComplete c

h 4

Gap_HandoverGetCsLIContext

I
Ll

gHandoverGetCsLIContextComplete_c

Channel Sounding Data{gHandover CsLIContextCommandOpCode c)

h 4

Gap_HandoverSetCsLIContext

rF 3

gHandoverSetCsLIContextComplete c

h 4

Channel Sounding Data set complete(gHandoverCsContextCompletedCommandOpCode c)

F

Gap_HandoverDisconnect

Iy
Ll

gHandoverDisconnected c
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Anchor/Packet Monitoring

APP_Source Host_Source||{Host_Target APP_Target
| | [APP_Targe]

Time Synchronization:
Gap_HandoverTimeSyncReceive(Enable),

Start Time Sync (gHandoverStari TimeSyncCommandOpCode c)

h 4

_ gHandoverTimeSyncReceiveComplete_c

,  Gap_HandoverTimeSyncTransmit(Enable)

gHandoverTimeSyncTransmitStateChanged_c, |

gHandoverTimeSyncEvent ¢

Stop Time Sync(gHandoverStopTimeSyncCommandOpCode c)

b
L

 Gap_HandoverTimeSyncTransmit(Disable)

gHandoverTimeSyncTransmitStateChanged_c, |

L

Anchor Search:
Gap_GetConnParams

h 4

gGetConnParamsComplete c

Trigger Anchor Search Start (gHandoverAnchorStartSearchCommandQpCode )

h 4

Gap HandoverAnchorSearchStart

F Y

gHandoverAnchorSearchStarted c

v

gHandoverAnchorMonitorPacketEvent c

h 4

Anchor/Packet Monitor event

F

| |
Anchor/Packet Monitor event

F 3

| |
Anchor/Packet Monitor event
I I

F 3

Bluetooth Low Energy Host Stack API Reference Manual

Groups

GAP

enum gapRole_t
GAP Role of a BLE device

Values:

enumerator gGapCentral ¢
Central scans and connects to Peripherals.

enumerator gGapPeripheral ¢
Peripheral advertises and connects to Centrals.

enumerator gGapObserver_c
Observer only scans and makes no connections.

enumerator gGapBroadcaster_c
Broadcaster only advertises and makes no connections.
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enum gapKeypressNotification_ tag

Values:

enumerator gknPasskeyEntryStarted_ c
Start of the Passkey Entry.

enumerator gknPasskeyDigitStarted_ c
Digit entered.

enumerator gknPasskeyDigitErased_ c
Digit erased.

enumerator gknPasskeyCleared_ c
Passkey cleared.

enumerator gknPasskeyEntryCompleted_ ¢
Passkey Entry completed.

enum gapScanMode__t

Scan Mode options; used as parameter for Gap_SetScanMode.

Values:

enumerator gDefaultScan_ ¢
Reports all scanned devices to the application.

enumerator glLimitedDiscovery_c

Reports only devices in Limited Discoverable Mode, i.e., containing the Flags AD with
the LE Limited Discoverable Flag set.

enumerator gGeneralDiscovery_ c

Reports only devices in General Discoverable Mode, i.e., containing the Flags AD with
the LE General Discoverable Flag set.

enumerator gAutoConnect_ c

Automatically connects with devices with known addresses and does not report any
scanned device to the application.

enum gapAdvertisingChannelMapFlags_ t

Advertising Channel Map flags - setting a bit activates advertising on the respective channel.

Values:

enumerator gAdvChanMapFlag37_c
Bit for channel 37.

enumerator gAdvChanMapFlag38_c
Bit for channel 38.

enumerator gAdvChanMapFlag39_ ¢
Bit for channel 39.
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enum gapAdvertisingFilterPolicy_ t
Advertising Filter Policy values

Values:

enumerator gProcessAll_c
Default value: accept all connect and scan requests.

enumerator gProcessConnAllScanWL_ ¢
Accept all connect requests, but scan requests only from devices in Filter Accept List.

enumerator gProcessScanAllConnWL_ ¢
Accept all scan requests, but connect requests only from devices in Filter Accept List.

enumerator gProcessFilter AcceptListOnly_c
Accept connect and scan requests only from devices in Filter Accept List.

enum gapPeriodicAdvSyncMode_ tag
Periodic Advertisement Sync Transfer parameters

Values:

enumerator gapPeriodicSyncNoSyncMode_ ¢

No attempt is made to synchronize to the periodic advertising and no gHciLePeriodi-
cAdvSyncTransferReceived_c event is sent to the Host

enumerator gapPeriodicSyncNoReports_ ¢

A gHcil.ePeriodicAdvSyncTransferReceived_c event is sent to the Host. gHciLePeriod-
icAdvReportEvent_c events will be disabled.

enumerator gapPeriodicSyncReportsEnabled_ ¢

A gHciLePeriodicAdvSyncTransferReceived_c event is sent to the Host. gHcil.ePeriod-
icAdvReportEvent_c events will be enabled with duplicate filtering disabled

enumerator gapPeriodicSyncReportsEnabledWithDF_ ¢

A gHciLePeriodicAdvSyncTransferReceived_c event is sent to the Host. gHciLePeriod-
icAdvReportEvent_c events will be enabled with duplicate filtering enabled

enum gapFilterDuplicates_t
Values:

enumerator gGapDuplicateFilteringDisable_ ¢
Duplicate filtering disabled

enumerator gGapDuplicateFilteringEnable_ ¢
Duplicate filtering enabled

enumerator gGapDuplicateFilteringPeriodicEnable_ ¢
Duplicate filtering enabled, reset for each scan period
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enum gapCreateSyncReqFilterPolicy_tag
Values:

enumerator gUseCommandParameters_ ¢

Use the SID, peerAddressType, and peerAddress parameters to determine which ad-
vertiser to listen to.

enumerator gUsePeriodicAdvList_ ¢
Use the Periodic Advertiser List to determine which advertiser to listen to

enum gapPrivateKeyType_t
Values:

enumerator gUseGeneratedKey_ ¢

The private key generated by LE_Read_Local_P-256_Public_Key command, used for DH
key generation

enumerator gUseDebugKey ¢
The private debug key, used for DH key generation

enum gapAdType_t

AD Type values as defined by Bluetooth SIG used when defining gapAdStructure_t struc-
tures for advertising or scan response data.

Values:

enumerator gAdFlags c
Defined by the Bluetooth SIG.

enumerator gAdIncompletel6bitServiceList_ ¢
Defined by the Bluetooth SIG.

enumerator gAdCompletel6bitServiceList_ ¢
Defined by the Bluetooth SIG.

enumerator gAdIncomplete32bitServiceList_ ¢
Defined by the Bluetooth SIG.

enumerator gAdComplete32bitServiceList_ ¢
Defined by the Bluetooth SIG.

enumerator gAdIncompletel28bitServiceList_ ¢
Defined by the Bluetooth SIG.

enumerator gAdCompletel28bitServiceList_ ¢
Defined by the Bluetooth SIG.

enumerator gAdShortenedLocalName_c
Defined by the Bluetooth SIG.
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enumerator gAdCompleteLocalName_ ¢
Defined by the Bluetooth SIG.

enumerator gAdTxPowerLevel c
Defined by the Bluetooth SIG.

enumerator gAdClassOfDevice_c
Defined by the Bluetooth SIG.

enumerator gAdSimplePairingHashC192_ ¢
Defined by the Bluetooth SIG.

enumerator gAdSimplePairingRandomizerR192_ c
Defined by the Bluetooth SIG.

enumerator gAdSecurityManagerTkValue_c
Defined by the Bluetooth SIG.

enumerator gAdSecurityManagerOobFlags ¢
Defined by the Bluetooth SIG.

enumerator gAdPeripheralConnectionIntervalRange_c
Defined by the Bluetooth SIG.

enumerator gAdServiceSolicitationList16bit__c
Defined by the Bluetooth SIG.

enumerator gAdServiceSolicitationList32bit_ c
Defined by the Bluetooth SIG.

enumerator gAdServiceSolicitationList128bit_ ¢
Defined by the Bluetooth SIG.

enumerator gAdServiceDatal6bit_ c
Defined by the Bluetooth SIG.

enumerator gAdServiceData32bit_ c
Defined by the Bluetooth SIG.

enumerator gAdServiceDatal28bit_ ¢
Defined by the Bluetooth SIG.

enumerator gAdPublicTarget Address_ ¢
Defined by the Bluetooth SIG.

enumerator gAdRandomTargetAddress_ ¢
Defined by the Bluetooth SIG.
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enumerator gAdAppearance_c
Defined by the Bluetooth SIG.

enumerator gAdAdvertisingInterval_c
Defined by the Bluetooth SIG.

enumerator gAdLeDeviceAddress_ ¢
Defined by the Bluetooth SIG.

enumerator gAdLeRole_c
Defined by the Bluetooth SIG.

enumerator gAdSimplePairingHashC256_ ¢
Defined by the Bluetooth SIG.

enumerator gAdSimplePairingRandomizerR256_ ¢
Defined by the Bluetooth SIG.

enumerator gAd3dInformationData_ c
Defined by the Bluetooth SIG.

enumerator gAdUniformResourceldentifier_c
Defined by the Bluetooth SIG.

enumerator gAdLeSupportedFeatures_ ¢
Defined by the Bluetooth SIG.

enumerator gAdChannelMapUpdatelndication_ ¢
Defined by the Bluetooth SIG.

enumerator gAdAdvertisingIntervalLong_ ¢
Defined by the Bluetooth SIG.

enumerator gAdEncrypted AdvertisingData_ ¢
Defined by the Bluetooth SIG.

enumerator gAdManufacturerSpecificData_ ¢
Defined by the Bluetooth SIG.

enum gapDecisionInstructionsRelevantField__t
Decision Instruction Relevant Field Type.

Values:

enumerator gDIRF_ResolvableTag_ c
enumerator gDIRF__AdvMode_c

enumerator gDIRF_RSSI_c¢
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enumerator gDIRF_ PathLoss_ ¢

enumerator gDIRF__AdvAddress_c

enumerator gDIRF__ArbitraryDataOfExactly_ 1Byte_ ¢

enumerator gDIRF _ArbitraryDataOfExactly  2Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfExactly_3Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfExactly_ 4Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfExactly_ 5Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfExactly 6Bytes ¢

enumerator gDIRF__ArbitraryDataOfExactly 7Bytes ¢

enumerator gDIRF __ArbitraryDataOfExactly_ 8Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfAtLeast_ 1Byte_ ¢

enumerator gDIRF__ArbitraryDataOfAtLeast_ 2Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfAtLeast_ 3Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfAtLeast_ 4Bytes_c

enumerator gDIRF__ArbitraryDataOfAtLeast_ 5Bytes_c

enumerator gDIRF__ArbitraryDataOfAtLeast_ 6Bytes_c

enumerator gDIRF__ArbitraryDataOfAtLeast_ 7TBytes_ ¢

enumerator gDIRF__ArbitraryDataOfAtLeast_ 8Bytes_ ¢

enumerator gDIRF__ ArbitraryDataOfAtMost_ 1Byte_ ¢

enumerator gDIRF _ArbitraryDataOfAtMost_ 2Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfAtMost_ 3Bytes_ ¢

enumerator gDIRF __ ArbitraryDataOfAtMost_ 4Bytes_ c

enumerator gDIRF __ ArbitraryDataOfAtMost_ 5Bytes_ c
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enumerator gDIRF__ ArbitraryDataOfAtMost_ 6Bytes_ c

enumerator gDIRF __ArbitraryDataOfAtMost_ 7Bytes_ ¢

enumerator gDIRF__ArbitraryDataOfAtMost_ 8Bytes_ ¢

enum gapDecisionInstructionsTestPassCriteria__t
Values:

enumerator gDITPC_ Never_c

enumerator gDITPC_ CheckPasses_ ¢

enumerator gDITPC__ CheckFails_ ¢

enumerator gDITPC__ RelevantFieldPresent_ c

enumerator gDITPC__RelevantFieldNotPresent_ ¢

enumerator gDITPC_ CheckPassesOrRelevantFieldNotPresent_ ¢
enumerator gDITPC__CheckFailsOrRelevantFieldNotPresent_ c
enumerator gDITPC__Always ¢

enum gapDecisionInstructionsTestGroup_ t
Values:

enumerator gDITG_ SameTestGroup_ ¢
enumerator gDITG_ NewTestGroup_ ¢

enum gapDecisionInstructionsAdvAChecks_ t
Values:

enumerator gDTAAC_ AdvAinFilterAcceptList_ ¢
enumerator gDIAAC__ AdvAmatchAddressl_c
enumerator gDTIAAC__AdvAmatchAddresslorAddress2_c

enum gapRadioPowerLevelReadType_ t
Enumeration used by the Gap_ReadRadioPowerLevel function.

Values:
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enumerator gTxPowerCurrentLevellnConnection_ ¢
Reading the instantaneous TX power level in a connection.

enumerator gTxPowerMaximumULevellnConnection_ ¢

Reading the maximum TX power level achieved during a connection.

enumerator gTxPowerLevelForAdvertising_ c
Reading the TX power on the advertising channels.

enumerator gRssi_ ¢
Reading the Received Signal Strength Indication in a connection.

enum gapControllerTestCmd__t
Enumeration for Controller Test commands.

Values:

enumerator gControllerTest CmdStartRx_ ¢
Start Receiver Test.

enumerator gControllerTestCmdStartTx_ ¢
Start Transmitter Test.

enumerator gControllerTestCmdEnd_ ¢
End Test.

enum gapControllerTestTxType_ tag
Values:

enumerator gControllerTest TxPrbs9_ ¢
PRBS9 sequence 11111111100000111107°...

enumerator gControllerTest TxFO0_c
Repeated ‘11110000

enumerator gControllerTest TxAA_ ¢
Repeated ‘10101010

enumerator gControllerTest TxPrbsl5_c
PRBS15 sequence

enumerator gControllerTest TXFF ¢
Repeated ‘11111117’

enumerator gControllerTest Tx00__c
Repeated ‘00000000

enumerator gControllerTest TxOF_c
Repeated ‘000011171’
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enumerator gControllerTest Tx55_ ¢
Repeated ‘01010101’

enum gapSleepClockAccuracy_ t
Enumeration for Sleep Clock Accuracy command.

Values:

enumerator gSwitchToMoreAccurateClock_ ¢
enumerator gSwitchToLessAccurateClock_ ¢

enum gapAdvertisingEventType_ t
Advertising event type enumeration, as contained in the gapAdvertisingEvent t.

Values:

enumerator gAdvertisingStateChanged_ ¢
Event received when advertising has been successfully enabled or disabled.

enumerator gAdvertisingCommandFailed_ c

Event received when advertising could not be enabled or disabled. Reason contained
in gapAdvertisingEvent_t.eventData.failReason.

enumerator gkxtAdvertisingStateChanged_ ¢
Event received when extended advertising has been successfully enabled or disabled.

enumerator gAdvertisingSet Terminated_ ¢
Event received when advertising in a given advertising set has stopped.

enumerator gkExtScanNotification_ ¢

Event indicates that a SCAN_REQ PDU or an AUX_SCAN_REQ PDU has been received by
the extended advertiser.

enumerator gPerAdvSubeventDataRequest_ ¢
Event received when doing PAWR.

enumerator gPerAdvResponse_ ¢
Periodic Advertising Response.

enum gapScanningEventType_ t
Scanning event type enumeration, as contained in the gapScanningEvent _t.

Values:

enumerator gScanStateChanged_ ¢

Event received when scanning had been successfully enabled or disabled, or a Scan
duration time-out has occurred.

enumerator gScanCommandFailed_ ¢

Event received when scanning could not be enabled or disabled. Reason contained in
gapScanningEvent_t.eventData.failReason.
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enumerator gDeviceScanned_ ¢

Event received when an advertising device has been scanned. Device data contained
in gapScanningEvent_t.eventData.scannedDevice.

enumerator gkxtDeviceScanned_ ¢

Event received when an advertising device has been scanned. Device data contained
in gapScanningEvent_t.eventData.extScannedDevice.

enumerator gPeriodicDeviceScanned_ ¢

Event received when an Periodic advertising device has been scanned. Device data
contained in gapScanningEvent_t.eventData.periodicScannedDevice.

enumerator gPeriodicDeviceScannedV2_ ¢

Event received when an Periodic advertising device has been scanned. Device data
contained in gapScanningEvent_t.eventData.periodicScannedDeviceV2.

enumerator gPeriodicAdvSyncEstablished_ ¢
Event received when a sync with a periodic advertiser was established.

enumerator gPeriodicAdvSyncLost_ ¢
Event received when a sync with a periodic advertiser have been lost.

enumerator gPeriodicAdvSyncTerminated_ c
Event received when a sync with a periodic advertiser have been terminated.

enumerator gConnectionlesslqReportReceived_ ¢

Event received when the Controller has reported IQ information from the CTE of a
received advertising packet

enumerator gMonAdvReportEventReceived ¢
Event received when Monitored Advertisers is enabled

enum bleMonAdvCondition_t
Values:

enumerator gBleMonAdvConditionRssiLowThreshold_ ¢
Monitored Advertisers RSSI value below the RSSI low threshold.

enumerator gBleMonAdvConditionRssiHighThreshold_ ¢
Monitored Advertisers RSSI value greater than or equal to the RSSI high threshold.

enum gapConnectionEventType_t
Connection event type enumeration, as contained in the gapConnectionEvent t.

Values:

enumerator gConnEvtConnected_ c

A connection has been established. Data in gapConnection-
Event_t.eventData.connectedEvent.
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enumerator gConnEvtPairingRequest_ ¢

A pairing request has been received from the peer Central. Data in gapConnection-
Event_t.eventData.pairingEvent.

enumerator gConnEvtPeripheralSecurityRequest_ ¢

A Peripheral Security Request has been received from the peer Peripheral. Data in
gapConnectionEvent_t.eventData.peripheralSecurityRequestEvent.

enumerator gConnEvtPairingResponse_ ¢

A pairing response has been received from the peer Peripheral. Data in gapConnec-
tionEvent_t.eventData.pairingEvent.

enumerator gConnEvt AuthenticationRejected_ ¢

A link encryption or pairing request has been rejected by the peer device. Data in
gapConnectionEvent_t.eventData.authenticationRejectedEvent.

enumerator gConnEvtPasskeyRequest_ ¢

Peer has requested a passkey (maximum 6 digit PIN) for the pairing procedure. Device
should respond with Gap_EnterPasskey.

enumerator gConnEvtOobRequest_ ¢

Out-of-Band data must be provided for the pairing procedure. Central or Peripheral
should respond with Gap_ProvideOob.

enumerator gConnEvtPasskeyDisplay ¢

The pairing procedure requires this Peripheral to display the passkey for the Central’s
user.

enumerator gConnEvtKeyExchangeRequest_ ¢

The pairing procedure requires the SMP keys to be distributed to the peer. Data in
gapConnectionEvent_t.eventData.keyExchangeRequestEvent.

enumerator gConnEvtKeysReceived_c

SMP keys distributed by the peer during pairing have been received. Data in gapCon-
nectionEvent_t.eventData.keysReceivedEvent.

enumerator gConnEvtLongTermKeyRequest_ ¢

The bonded peer Central has requested link encryption and the LTK must be provided.
Peripheral should respond with Gap_ProvideLongTermKey. Data in gapConnection-
Event_t.eventData.longTermKeyRequestEvent.

enumerator gConnEvtEncryptionChanged_ ¢

Link’s encryption state has changed, e.g., during pairing or after a reconnection with
a bonded peer. Data in gapConnectionEvent_t.eventData.encryptionChangedEvent.

enumerator gConnEvtPairingComplete_c

Pairing procedure is complete, either successfully or with failure. Data in gapConnec-
tionEvent_t.eventData.pairingCompleteEvent.

enumerator gConnEvtDisconnected_ ¢
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A connection has been terminated. Data in gapConnection-
Event_t.eventData.disconnectedEvent.

enumerator gConnEvtRssiRead_ c

RSSI for an active connection has been read. Data in gapConnection-
Event_t.eventData.rssi_dBm.

enumerator gConnEvtTxPowerLevelRead_ ¢

TX power level for an active connection has been read. Data in gapConnection-
Event_t.eventData.txPowerLevel _dBm.

enumerator gConnEvtPowerReadFailure c

Power reading could not be performed. Data in gapConnection-
Event_t.eventData.failReason.

enumerator gConnEvtParameterUpdateRequest_ c

A connection parameter update request has been received. Data in gapConnection-
Event_t.eventData.connectionUpdateRequest.

enumerator gConnEvtParameterUpdateComplete_ ¢

The connection has new parameters. Data in gapConnection-
Event_t.eventData.connectionUpdateComplete.

enumerator gConnEvtLeDatalLengthChanged ¢

The new TX/RX Data Length parameters. Data in gapConnection-
Event_t.eventData.rssi_dBm.leDatalLengthChanged.

enumerator gConnEvtLeScOobDataRequest_ ¢
Event sent to request LE SC OOB Data (r, Cr and Addr) received from a peer.

enumerator gConnEvtLeScDisplayNumericValue_c

Event sent to display and confirm a Numeric Comparison Value when using the LE SC
Numeric Comparison pairing method.

enumerator gConnEvtLeScKeypressNotification_ ¢
Remote Keypress Notification received during Passkey Entry Pairing Method.

enumerator gConnEvtChannelMapRead_ ¢

Channel Map was read for a connection. Data is contained in gapConnection-
Event_t.eventData.channelMap

enumerator gConnEvtChannelMapReadFailure c

Channel Map reading could not be performed. Data in gapConnection-
Event_t.eventData.failReason.

enumerator gConnEvtChanSelectionAlgorithm2_ ¢
LE Channel Selection Algorithm #2 is used on the data channel connection.

enumerator gConnEvtPairingNoLtk ¢
No LTK was found for the Central peer. Pairing shall be performed again.
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enumerator gConnEvtPairingAlreadyStarted_ c
Pairing process was already started

enumerator gConnEvtIqReportReceived_ ¢

Controller has reported IQ information received from a connected peer. Data in gap-
ConnectionEvent_t.eventData.connlqReport.

enumerator gConnEvtCteRequestFailed_ c

CTE Request to a connected peer has failed. Data in gapConnection-
Event_t.eventData.cteRequestFailedEvent.

enumerator gConnEvtCteReceiveParamsSetupComplete ¢
Connection CTE receive parameters have been successfully set.

enumerator gConnEvtCteTransmitParamsSetupComplete_c
Connection CTE transmit parameters have been successfully set.

enumerator gConnEvtCteReqStateChanged_ ¢
Controller started or stopped initiating the CTE Request procedure.

enumerator gConnEvtCteRspStateChanged_ ¢
Controller enabled or disabled sending CTE Responses for a connection.

enumerator gConnEvtPathLossThreshold_ ¢

Received a Path Loss Threshold event. Data in gapConnection-
Event_t.eventData.pathLossThreshold.

enumerator gConnEvtTransmitPowerReporting_ c

Received a Transmit Power report. Data in gapConnection-
Event_t.eventData.transmitPowerReporting.

enumerator gConnEvtEnhancedRead TransmitPowerLevel ¢

Local information has been read from Controller. Data in gapConnection-
Event_t.eventData.transmitPowerInfo.

enumerator gConnEvtPathLossReportingParamsSetupComplete_ ¢
Path Loss Reporting parameters have been successfully set.

enumerator gConnEvtPathLossReportingStateChanged_ ¢
Path Loss Reporting has been enabled or disabled.

enumerator gConnEvtTransmitPowerReportingStateChanged ¢

Transmit Power Reporting has been enabled or disabled for local and/or remote Con-
trollers.

enumerator gConnEvtEattConnectionRequest_ ¢
Received Enhanced Connection Request for EATT channels.

enumerator gConnEvtEattConnectionComplete_ ¢
Received Enhanced Connection Response for EATT channels.
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enumerator gConnEvtEattChannelReconfigureResponse_ ¢
Received Enhanced Channel Reconfigure Response for EATT channels.

enumerator gConnEvtEattBearerStatusNotification_ ¢
Enhanced Bearer status updated

enumerator gConnEvtHandoverConnected_ ¢

A connection has been established through the Handover feature. Data in gapConnec-
tionEvent_t.eventData.handoverConnectedEvent.

enumerator gHandoverDisconnected_ c
A connection has been terminated as a result of connection handover.

enumerator gConnEvtLeSetDataLengthFailure_ c
The Set Data Length command has failed.

enumerator gConnEvtSmError_c
Security Manager error occured.

enum gapEattBearerStatus_t
Enumeration for Bearer Status Notification command status.

Values:

enumerator gknhancedBearerActive_ ¢

enumerator gknhancedBearerSuspendedNoLocalCredits__c
enumerator gknhancedBearerNoPeerCredits_ c
enumerator gEnhancedBearerDisconnected_ ¢
enumerator gknhancedBearerStatusEnd_ ¢

enum gapCarSupport_ t
Central Address Resolution characteristic state

Values:

enumerator CAR_ Unknown
The Central Address Resolution characteristic was not read

enumerator CAR_ Unavailable

The device tried to read the Central Address Resolution characteristic, but it’s unavail-
able

enumerator CAR_ Unsupported

The device has read the Central Address Resolution characteristic, and the it’s value is
FALSE
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enumerator CAR_ Supported

The device has read the Central Address Resolution characteristic, and the it’s value is
TRUE

enum gapPeriodicAdvListOperation_t
Values:

enumerator gAddDevice_c
enumerator gRemoveDevice_c
enumerator gRemoveAllDevices_ ¢

enum gapAppearance_tag
Appearance characteristic enumeration, also used in advertising.

Values:

enumerator gUnknown_ ¢
enumerator gGenericPhone_ ¢
enumerator gGenericComputer_ ¢
enumerator gGenericWatch_ ¢
enumerator gSportsWatch_ ¢
enumerator gGenericClock_ ¢
enumerator gGenericDisplay_ ¢
enumerator gGenericRemoteControl_ ¢
enumerator gGenericEyeglasses_ ¢
enumerator gGenericTag_c
enumerator gGenericKeyring_ ¢
enumerator gGenericMediaPlayer_ c
enumerator gGenericBarcodeScanner_ ¢
enumerator gGenericThermometer_ c

enumerator gThermometerEar_c

386 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

enumerator gGenericHeartrateSensor_ ¢

enumerator gHeartRateSensorHeartRateBelt_ ¢

enumerator gGenericBloodPressure_ ¢

enumerator gBloodPressureArm_ ¢

enumerator gBloodPressureWrist__c

enumerator gHumanInterfaceDevice_ ¢

enumerator gKeyboard_ c

enumerator gMouse_ ¢

enumerator gJoystick_c

enumerator gGamepad_ ¢

enumerator gDigitizerTablet_ c

enumerator gCardReader c

enumerator gDigitalPen_ c

enumerator gBarcodeScanner_c

enumerator gGenericGlucoseMeter_ ¢

enumerator gGenericRunningWalkingSensor_ ¢

enumerator gRunningWalkingSensorInShoe_ ¢

enumerator gRunningWalkingSensorOnShoe_ ¢

enumerator gRunningWalkingSensorOnHip_ ¢

enumerator gGenericCycling ¢

enumerator gCyclingComputer_ c

enumerator gCyclingSpeedSensor_ ¢

enumerator gCyclingCadenceSensor__c
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enumerator gCyclingPowerSensor__c
enumerator gCyclingSpeedandCadenceSensor__c
enumerator gGenericPulseOximeter_ ¢
enumerator gkingertip_ c

enumerator gWristWorn_ ¢

enumerator gGenericWeightScale ¢
enumerator gGenericOutdoorSportsActivity ¢
enumerator glocationDisplayDevice_c
enumerator glocationandNavigationDisplayDevice ¢
enumerator glocationPod_ ¢

enumerator glocationAndNavigationPod_ ¢

typedef uint8_t gaploCapabilities_t
I/0 Capabilities as defined by the SMP
typedef uint8_t gapSmpKeyFlags_t
Flags indicating the Keys to be exchanged by the SMP during the key exchange phase of

pairing.

typedef uint8_t gapSecurityMode_ t
LE Security Mode

typedef uint8_t gapSecurityLevel t
LE Security Level

typedef uint8_t gapSecurityModeAndLevel t
Security Mode-and-Level definitions

typedef uint8_t gapKeypressNotification_ t
Keypress Notification Types

typedef enum gapKeypressNotification_tag gapKeypressNotification__tag

typedef uint8_t gapAuthenticationRejectReason_ t
Reason for rejecting the pairing request.

388 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

typedef struct gapExtAdvertisingParameters_tag gapExtAdvertisingParameters_ t

Extended Advertising Parameters; for defaults see gGapDefaultExtAdvertisingParame-
ters_d.

typedef struct gapPeriodicAdvParameters_tag gapPeriodicAdvParameters_t

Periodic Advertising Parameters [v2]; for defaults see gGapDefaultPeriodicAdvParame-
ters_d.

typedef enum gapPeriodicAdvSyncMode_tag gapPeriodicAdvSyncMode__t
Periodic Advertisement Sync Transfer parameters

typedef struct gapPeriodicAdvSyncTransfer_tag gapPeriodicAdvSyncTransfer_t
typedef struct gapPeriodicAdvSetinfoTransfer_tag gapPeriodicAdvSetInfoTransfer t

typedef struct gapSetPeriodicAdvSyncTransferParams_tag
gapSetPeriodicAdvSyncTransferParams_ t

typedef uint8_t gapCreateSyncReqFilterPolicy_ t
Create Sync Request Filter Policy values

typedef struct gapCreateSyncReqOptions_tag gapCreateSyncReqOptions_ t
Create Sync Request Options

typedef struct gapPeriodicAdvSyncReq_tag gapPeriodicAdvSyncReq t
Periodic Advertising Sync Request parameters

typedef uint8_t gapAdTypeFlags_t
Values of the AD Flags advertising data structure.

typedef uint8_t gapDecisionInstructionsAdvMode_ t
typedef struct gapDecisioninstructionsData_tag gapDecisionInstructionsData_ t

typedef gapAdvertisingData_t gapScanResponseData__t
Scan Response Data structure : a list of several gapAdStructure_t structures.

typedef uint8_t gapControllerTest TxType_ t
Enumeration for Controller Transmitter Test payload types.

typedef bleResult_t gapDisconnectionReason_ t
Disconnection reason alias - reasons are contained in HCI error codes.

typedef void (*gapAdvertisingCallback__t)(gapAdvertisingEvent_t *pAdvertisingEvent)
Advertising Callback prototype.

typedef void (*gapScanningCallback__t)(gapScanningEvent_t *pScanningEvent)
Scanning Callback prototype.
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typedef void (*gapConnectionCallback_ t)(deviceld_t deviceld, gapConnectionEvent _t
*pConnectionEvent)

Connection Callback prototype.

typedef enum gapAppearance_tag gapAppearance_t
Appearance characteristic enumeration, also used in advertising.

typedef struct gapHostVersion_tag gapHostVersion_ t
bleResult_t Gap_ SetDataRelated AddressChanges(uint8_t advertisingHandle, uint8_t
changeReasons)

Command specifies circumstances when the Controller shall refresh any Resolvable Private
Address used by the advertising set identified by the Advertising Handle parameter.

Parameters
* advertisingHandle — [in] Identify an advertising set.

* changeReasons — [in] Change reasons. Any combination of gAdvDat-
aChange_c and gScanRspDataChange_c. 0U to disable the feature.

Return values
* gBleSuccess_ ¢ —
* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range

bleResult_t Gap_ RegisterDeviceSecurityRequirements(const gapDeviceSecurityRequirements_t
*pSecurity)

Registers the device security requirements. This function includes a central security for all
services and, optionally, additional stronger security settings for services as required by
the profile and/or application.

Remark

pSecurity or any other contained security structure pointers that are NULL are ignored, i.e.,
defaulted to No Security (Security Mode 1 Level 1, No Authorization, Minimum encryption
key size). This function executes synchronously.

Parameters

* pSecurity — [in] A pointer to the application-allocated gapDeviceSecurityRe-
quirements_t structure.

Return values
* gBleSuccess_c—
* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range

bleResult_t Gap_ SetAdvertisingParameters(const gapAdvertisingParameters_t
*pAdvertisingParameters)

Sets up the Advertising Parameters.
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Remark

GAP Peripheral-only API function.

Parameters

* pAdvertisingParameters — [in] Pointer to gapAdvertisingParameters_t struc-
ture.

Return values
* gBleSuccess_ ¢ —

* gBlelnvalidParameter_c— A parameter has an invalid value or is outside the
accepted range

* ¢BleOutOfMemory_ ¢ — Cannot allocate memory for the Host task

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version

bleResult_t Gap_ SetAdvertisingData(const gapAdvertisingData_t *pAdvertisingData, const

gapScanResponseData_t *pScanResponseData)
Sets up the Advertising and Scan Response Data.

Remark

Any of the parameters may be NULL, in which case they are ignored. Therefore, this func-
tion can be used to set any of the parameters individually or both at once. The standard
advertising packet payload is 37 bytes. Some of the payload may be occupied by the Ad-
vertiser Address which takes up 6 bytes and for some advertising PDU types also by the
Initiator Address which takes another 6 bytes. This leaves 25-31 bytes to the application to
include advertising structures (Length [1Byte], AD Type [1 Byte], AD Data[Length-1 Bytes])

Remark

GAP Peripheral-only API function.

Parameters
* pAdvertisingData — [in] Pointer to gapAdvertisingData_t structure or NULL.

* pScanResponseData — [in] Pointer to gapScanResponseData_t structure or
NULL.

Return values
* gBleSuccess_ ¢ —

* gBlelnvalidParameter__c— A parameter has an invalid value or is outside the
accepted range

* gGapAdvDataTooLong c¢ - The advertising data length is too big
* gBleOutOfMemory ¢ — Cannot allocate memory for the Host task

* gBleFeatureNotSupported__c—The requested feature is not supported by this
stack version
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bleResult_t Gap_ StartAdvertising(gapAdvertisingCallback_t advertisingCallback,
gapConnectionCallback_t connectionCallback)

Commands the controller to start advertising.

Remark

The advertisingCallback confirms or denies whether the advertising has started. The con-
nectionCallback is only used if a connection gets established during advertising.

Remark

GAP Peripheral-only API function.

Parameters

* advertisingCallback — [in] Callback used by the application to receive adver-
tising events. Can be NULL.

* connectionCallback — [in] Callback used by the application to receive con-
nection events. Can be NULL.

Return values
* gBleSuccess ¢ —

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version

* gBlelnvalidState_c — Advertising is already started or pending to be started

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version

bleResult_t Gap_ StopAdvertising(void)
Commands the controller to stop advertising.

Remark

GAP Peripheral-only API function.

Return values
* gBleSuccess_ ¢ —

* gBlelnvalidState_ ¢ — Advertising is already stopped or pending to be
stopped

* gBleOutOfMemory ¢ — Cannot allocate memory for the Host task

¢ gBleFeatureNotSupported c¢—The requested feature is not supported by this
stack version
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bleResult_t Gap_ Authorize(deviceld_t deviceld, uint16_t handle, gattDbAccessType_t access)
Authorizes a peer for an attribute in the database.

Remark

This function executes synchronously.

Remark
GATT Server-only API function.

Parameters

¢ deviceld — [in] The peer being authorized.

* handle - [in] The attribute handle.

* access — [in] The type of access granted (gAccessRead_c or gAccessWrite_c).
Return values

* gBleSuccess_c—

* gBlelnvalidParameter_c— A parameter has an invalid value or is outside the
accepted range

* gBleOutOfMemory ¢ — The nvm index of the deviceld is bigger than the
number of allowed bonded devices, or the nvm saving operation did not
have enough memory

¢ gBleInvalidParameter ¢ — The deviceld parameter is not valid or the access
parameter is not gAccessRead_c or gAccessWrite_c

¢ gBleUnexpectedError_ ¢ — Saving to NVM failed (module not initialized or
corrupted NVM)

¢ gBleOverflow_c — the number of handles to be read or written from the
NVM is bigger than gcGapMaxAuthorizationHandles_c

¢ gBleFeatureNotSupported c¢—The requested feature is not supported by this
stack version

bleResult_t Gap_SaveCecd(deviceld_t deviceld, uint16_t handle, gattCccdFlags_t cccd)
Save the CCCD value for a specific Client and CCCD handle.

Remark

The GATT Server layer saves the CCCD value automatically when it is written by the Client.
This API should only be used to save the CCCD in other situations, e.g., when for some reason
the application decides to disable notifications/indications for a specific Client.

Remark

This function executes synchronously.

Remark
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GATT Server-only API function.

Parameters
* deviceld — [in] The peer GATT Client.
* handle - [in] The handle of the CCCD as defined in the GATT Database.
¢ cced — [in] The bit mask representing the CCCD value to be saved.
Return values
* gBleSuccess ¢ —

¢ gBleFeatureNotSupported c—The requested feature is not supported by this
stack version

* gBleInvalidParameter ¢ — A parameter has an invalid value or is outside the
accepted range

* gBleUnexpectedError_c — Saving to NVM failed (module not initialized or
corrupted NVM)

* gBleOutOfMemory_c — The nvm index of the deviceld is bigger than the
number of allowed bonded devices, or the nvm saving operation did not
have enough memory

* gDevDbCccdLimitReached_ ¢ — No more room in NVM

bleResult_t Gap_ CheckNotificationStatus(deviceld_t deviceld, uint16_t handle, bool _t
*pOutlsActive)

Retrieves the notification status for a given Client and a given CCCD handle.

Remark

This function executes synchronously.

Remark
GATT Server-only API function.

Parameters

* deviceld — [in] The peer GATT Client.

* handle — [in] The handle of the CCCD.

* pOutIsActive — [out] The address to store the status into.
Return values

* gBleSuccess_c—

* gBleFeatureNotSupported__c—The requested feature is not supported by this
stack version

* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range

* gDevDbCccdNotFound ¢ — The handle is not CCCD

* gBleUnavailable ¢ —The bond data entry for this device is corrupted
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bleResult_t Gap_ CheckIndicationStatus(deviceld_t deviceld, uint16_t handle, bool_t
*pOutlsActive)

Retrieves the indication status for a given Client and a given CCCD handle.

Remark

This function executes synchronously.

Remark
GATT Server-only API function.

Parameters

¢ deviceld — [in] The peer GATT Client.

* handle — [in] The handle of the CCCD.

* pOutlsActive — [out] The address to store the status into.
Return values

* gBleSuccess ¢ —

* gBleFeatureNotSupported__c—The requested feature is not supported by this
stack version.

* gBlelnvalidParameter__c — A parameter has an invalid value or is outside the
accepted range.

¢ gDevDbCccdNotFound_ ¢ — The handle is not CCCD.

* gBleUnavailable c — The bond data entry for this device is corrupted.

bleResult_t Gap_ GetBondedDevicesldentityInformation(gapldentityInformation_t
*aOutldentityAddresses, uint8_t
maxDevices, uint8_t *pOutActualCount)

Retrieves a list of the identity information of bonded devices, if any.

Remark

This API may be useful when creating a filter accept list or a resolving list.

Remark

This function executes synchronously.

Parameters
* aQutldentityAddresses — [out] Array of identities to be filled.
* maxDevices — [in] Maximum number of identities to be obtained.
¢ pOutActualCount — [out] The actual number of identities written.

Return values
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* gBleSuccess_ ¢ —

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version

* gBlelnvalidParameter_c — A parameter has an invalid value, is outside the
accepted range, or the NVM entry is invalid

bleResult_t Gap_ Pair(deviceld_t deviceld, const gapPairingParameters_t *pPairingParameters)
Initiates pairing with a peer device.

Remark

GAP Central-only API function.

Parameters

* deviceld — [in] The peer to pair with.

* pPairingParameters — [in] Pairing parameters as required by the SMP.
Return values

* gBleSuccess_c—

* gBleFeatureNotSupported__c—The requested feature is not supported by this
stack version

* gBlelnvalidParameter c— A parameter has an invalid value or is outside the
accepted range

* ¢BleOutOfMemory_ ¢ — Cannot allocate memory for the Host task

bleResult_t Gap_ SendPeripheralSecurityRequest(deviceld_t deviceld, const
gapPairingParameters_t *pPairingParameters)

Informs the peer Central about the local security requirements.

Remark

The procedure has the same parameters as the pairing request, but, because it is initiated by
the Peripheral, it has no pairing effect. It only informs the Central about the requirements.

Remark

GAP Peripheral-only API function.

Parameters

* deviceld — [in] The GAP peer to pair with.

* pPairingParameters — [in] Pairing parameters as required by the SMP.
Return values

* gBleSuccess ¢ —

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version
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* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task

bleResult_t Gap_ EncryptLink(deviceld _t deviceld)
Encrypts the link with a bonded peer.

Remark
GAP Central-only API function.

Parameters

* deviceld — [in] Device ID of the peer.
Return values

* gBleSuccess_c —

* gBleFeatureNotSupported c¢—Therequested feature is not supported by this
stack version.

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.
* gGapDeviceNotBonded__c¢ — Trying to execute an API that is only available
for bonded devices.

bleResult_t Gap_ AcceptPairingRequest(deviceld_t deviceld, const gapPairingParameters_t
*pPairingParameters)

Accepts the pairing request from a peer.

Remark

This should be called in response to a gPairingRequest_c event.

Remark

GAP Peripheral-only API function.

Parameters

¢ deviceld — [in] The peer requesting authentication.

* pPairingParameters — [in] Pairing parameters as required by the SMP.
Return values

* gBleSuccess_c —

* gBleFeatureNotSupported c¢—Therequested feature is not supported by this
stack version.

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

¢ gBlelnvalidParameter c— A parameter has an invalid value or is outside the
accepted range.
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bleResult_t Gap_ RejectPairing(deviceld_t deviceld, gapAuthenticationRejectReason_t reason)
Rejects the peer’s authentication request.

Parameters

¢ deviceld — [in] The GAP peer who requested authentication.

* reason — [in] Reason why the current device rejects the authentication.
Return values

* gBleSuccess_c—

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

* gBlelnvalidParameter c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ EnterPasskey(deviceld_t deviceld, uint32_t passkey)
Enters the passkey requested by the peer during the pairing process.

Parameters
¢ deviceld — [in] The GAP peer that requested a passkey entry.
* passkey — [in] The peer’s secret passkey.

Return values
* gBleSuccess_c—

* gBleFeatureNotSupported__c—The requested feature is not supported by this
stack version

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ ProvideOob(deviceld_t deviceld, const uint8_t *aOob)
Provides the Out-Of-Band data for the SMP Pairing process.

Parameters

* deviceld — [in] The pairing device.

* aOob — [in] Pointer to OOB data (array of gcSmpOobSize_d size).
Return values

* gBleSuccess ¢ —

¢ gBleFeatureNotSupported c—The requested feature is not supported by this
stack version

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

* gBleInvalidParameter_c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ RejectPasskeyRequest(deviceld_t deviceld)
Rejects the passkey request from a peer.

Remark
GAP Central-only API function.

Parameters
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* deviceld — [in] The GAP peer that requested a passkey entry.
Return values
* gBleSuccess_c—

* gBleFeatureNotSupported c¢—Therequested feature is not supported by this
stack version

* gBleOutOfMemory ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ SendSmpKeys(deviceld_t deviceld, const gapSmpKeys_t *pKeys)
Sends the SMP keys during the SMP Key Exchange procedure.

Parameters
* deviceld — [in] The GAP peer who initiated the procedure.
* pKeys — [in] The SMP keys of the local device.

Return values
* gBleSuccess ¢ —

¢ gBleFeatureNotSupported c—The requested feature is not supported by this
stack version

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

* gBleInvalidParameter_c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ RejectKeyExchangeRequest(deviceld_t deviceld)
Rejects the Key Exchange procedure with a paired peer.

Parameters

* deviceld — [in] The GAP peer who requested the Key Exchange procedure.
Return values

* gBleSuccess_c—

¢ gBleFeatureNotSupported c¢—The requested feature is not supported by this
stack version

* ¢BleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ LeScRegeneratePublicKey(void)
Regenerates the private/public key pair used for LE Secure Connections pairing.

Remark

The application should listen for the gl.eScPublicKeyRegenerated_c generic event.

Return values
* gBleSuccess_ ¢ —

* gBleOutOfMemory_c — Cannot allocate memory for the Host task.

bleResult_t Gap_ LeScValidateNumericValue(deviceld_t deviceld, bool_t valid)

Validates the numeric value during the Numeric Comparison LE Secure Connections pair-
ing.

Parameters
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¢ deviceld — [in] Device ID of the peer.

* valid — [in] TRUE if user has indicated that numeric values are matched,
FALSE otherwise.

Return values
* gBleSuccess_ ¢ —
* gBleOutOfMemory ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_LeScGetLocalOobData(void)
Retrieves local OOB data used for LE Secure Connections pairing.

Remark

The application should listen for the gl.eScLocalOobData_c generic event.

Return values
* gBleSuccess_ ¢ —
* gBleOutOfMemory ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ LeScSetPeerOobData(deviceld_t deviceld, const gapLeScOobData_t
*pPeerOobData)

Sets peer OOB data used for LE Secure Connections pairing.

Remark

This function should be called in response to the gConnEvtLeScOobDataRequest_c event.

Parameters
* deviceld — [in] Device ID of the peer.
* pPeerOobData — [in] OOB data received from the peer.
Return values
* gBleSuccess_ ¢ —
* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.
¢ gBlelnvalidParameter_c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ LeScSendKeypressNotification(deviceld_t deviceld, gapKeypressNotification_t
keypressNotification)

Sends a Keypress Notification to the peer.

Remark

This function shall only be called during the passkey entry process and only if both peers
support Keypress Notifications.
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Parameters

* deviceld — [in] Device ID of the peer.

* keypressNotification — [in] Value of the Keypress Notification.
Return values

* gBleSuccess_c—

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ ProvideLongTermKey(deviceld_t deviceld, const uint8_t *aLtk, uint8_t 1tkSize)
Provides the Long Term Key (LTK) to the controller for encryption setup.

Remark

The application should provide the same LTK used during bonding with the respective peer.

Remark

GAP Peripheral-only API function.

Parameters
* deviceld — [in] The GAP peer who requested encryption.
¢ altk — [in] The Long Term Key.
* 1tkSize — [in] The Long Term Key size.
Return values
* gBleSuccess_c—

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version.

* gBleOutOfMemory_ c— Cannot allocate memory for the Host task.
* gBlelnvalidParameter__c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_DenyLongTermKey(deviceld t deviceld)
Rejects an LTK request originating from the controller.

Remark

GAP Peripheral-only API function.

Parameters

¢ deviceld — [in] The GAP peer who requested encryption.
Return values

* gBleSuccess ¢ —

¢ gBleFeatureNotSupported c¢—The requested feature is not supported by this
stack version
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* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ LoadEncryptionInformation(deviceld_t deviceld, uint8_t *aOutLtk, uint8_t
*pOutLtkSize)

Loads the encryption key for a bonded device.

Remark

This function executes synchronously.

Parameters
* deviceld — [in] Device ID of the peer.
* aOutLtk — [out] Array of size gcMaxLtkSize_d to be filled with the LTK.
* pOutLtkSize — [out] The LTK size.
Return values
* gBleSuccess_ ¢ —

¢ gBleFeatureNotSupported c¢—The requested feature is not supported by this
stack version.

¢ gBlelnvalidParameter_c— A parameter has an invalid value or is outside the
accepted range.

* gBleUnavailable c— The bond data entry for this device is corrupted.

bleResult_t Gap_ SetLocalPasskey(uint32_t passkey)
Sets the SMP passkey for this device.

Remark

This is the PIN that the peer’s user must enter during pairing.

Remark

This function executes synchronously.

Remark

GAP Peripheral-only API function.

Parameters

* passkey — [in] The SMP passkey.
Return values

* gBleSuccess_c—

* gBlelnvalidParameter_c — A parameter has an invalid value or is outside the
accepted range.
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* gSmiInvalidDeviceld_c — The device ID is not valid or it has been discon-
nected in the meantime.

* gSmInvalidCommandCode_ ¢ — An invalid internal state machine code was
requested.

* gSmPairingAlreadyStarted c — Pairing process was already started.

* gSmInvalidInternalOperation_c— A memory corruption or invalid operation
may have occurred.

* gSmSmpTimeoutOccurred_c — An SMP timeout has occurred for the peer
device.

* gSmInvalidCommandParameter c — One of the parameters of the SM com-
mand is not valid.

* gSmCommandNotSupported_c — The Security Manager does not have the
required features or version to support this command

* gSmUnexpectedCommand_ ¢ —This command is not or cannot be handled in
the current context of the SM.

* gSmSmpPacketReceived AfterTimeoutOccurred_c—A SMP packet has been re-
ceived from a peer device for which a pairing procedure has timed out.

* gSmUnexpectedPairing TerminationReason_ ¢ — The upper layer tried to can-
cel the pairing procedure with an unexpected pairing failure reason for
the current phase of the pairing procedure.

bleResult_t Gap_ SetScanMode(gapScanMode_t scanMode, gapAutoConnectParams_t
*pAutoConnectParams, gapConnectionCallback_t connCallback)

Sets internal scan filters and actions.

Remark

This function can be called before Gap_StartScanning. If this function is never called, then
the default value of gDefaultScan_c is considered and all scanned devices are reported to
the application without any additional filtering or action.

Remark

This function executes synchronously.

Remark

GAP Central-only API function.

Parameters

* scanMode — [in] The scan mode to be activated. Default is gDefaultScan_c.

* pAutoConnectParams — [in] Pointer to the gapAutoConnectParams_t struc-
tures if scanMode is set to gAutoConnect_c. The memory used must be
persistent and should not change during the next scan periods or until
another Gap_SetScanMode is called.

» connCallback — [in] Auto-Connect callback. Must be set if scanMode is set
to gAutoConnect_c.
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Return values
* gBleSuccess_c —

* gBleFeatureNotSupported__c—The requested feature is not supported by this
stack version

* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ SetDecisionInstructions(uint8_t numTest, const gapDecisionInstructionsData_t
*pDecisionInstructions)

Sets up the Decision Instructions.

Remark

GAP Central-only API function.

Remark

Application should wait for gDecisionInstructionsSetupComplete_c generic event or for gIn-
ternalError_c generic event with errorSource = gSetDecisionInstructions_c.

Parameters
* numTest — [in] The number of tests in the decision instructions.

* pDecisionInstructions — [in] Pointer to an array of gapDecisionInstructions-
Data_t structures. containing decision instruction for each test.

Return values

* gBleFeatureNotSupported_c¢ — in case gLeExtendedAdv_c or gLeDecision-
BasedAdvertisingFiltering_c are not supported.

* gBleInvalidParameter_c — in case at least 1 parameter is incorrect.

* gBleOutOfMemory_c — in case the memory allocation for the app to host
message fails.

¢ gBleSuccess ¢ — otherwise.

bleResult_t Gap_ InitMonitoringAdvertisers(void)
Initialize function table for Monitored Advertisers functionality.

Return values
* gBleSuccess_ ¢ —
* gBleFeatureNotSupported__c — Feature is not supported.

bleResult_t Gap_ AddDeviceToMonAdvList(bleAddressType_t addressType, bleDeviceAddress_t
address, int8_t rssiLowThreshold, int8_t
rssiHighThreshold, uint8_t timeout)

This function adds a device to the Monitored Advertisers List.
Parameters
* addressType — [in] Address type of the device.
¢ address — [in] Address of the device.

* rssiLowThreshold — [in] RSSI low threshold value.

404 Chapter 1. Middleware



MCUXpresso SDK Documentation, Release 25.12.00-pvw2

* rssiHighThreshold — [in] RSSI high threshold value.
* timeout — [in] Timeout value.
Return values
* gBleSuccess ¢ —
* gBlelnvalidParameter ¢ — One or more parameters are invalid.
* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ RemoveDeviceFromMonAdvList(bleAddressType_t addressType,
bleDeviceAddress_t address)

This function removes a device from the Monitored Advertisers List.
Parameters
¢ addressType — [in] Address type of the device.
* address — [in] Address of the device.
Return values
* gBleSuccess ¢ —
¢ gBleInvalidParameter ¢ — One or more parameters are invalid.
* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ ClearMonAdvList(void)
This function clears the Monitored Advertisers List.

Return values
* gBleSuccess ¢ —
* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ EnableMonAdv(bool_t enable)
This function enables or disables monitoring of advertisers.

Parameters
* enable — [in] Enable or disable monitoring.
Return values
* gBleSuccess_c—
* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ ReadMonAdvListSize(void)
This function reads the size of the Monitored Advertisers List.

Return values
* gBleSuccess_ ¢ —
* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ StartScanning(const gapScanningParameters_t *pScanningParameters,
gapScanningCallback_t scanningCallback, gapFilterDuplicates_t
enableFilterDuplicates, uint16_t duration, uint16_t period)

Optionally sets the scanning parameters and begins scanning.

Remark
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Use this API to both set the scanning parameters and start scanning. If pScanningParame-
ters is NULL, scanning is started with the existing settings.

Remark
GAP Central-only API function.

Parameters
* pScanningParameters — [in] The scanning parameters; may be NULL.
* scanningCallback — [in] The scanning callback.

* enableFilterDuplicates — [in] Enable or disable duplicate advertising report
filtering

* duration — [in] Scan duration expressed in units of 10 ms. Set 0 for continu-
ous scan until explicitly disabled. Used only for BLE5.0, otherwise ignored.

* period — [in] Time interval expressed in units of 1.28 seconds from when
the Controller started its last Scan_Duration until it begins the subsequent
Scan_Duration. Set 0 to disable periodic scanning. Used only for BLES.0,
otherwise ignored.

Return values
* gBleSuccess_c—

* gBleFeatureNotSupported c¢—Therequested feature is not supported by this
stack version.

* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range.

* ¢gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.
* gBlelnvalidState c¢—The requested API cannotbe called in the current state,
scanning was already started.

bleResult_t Gap_ StopScanning(void)
Commands the controller to stop scanning.

Remark
GAP Central-only API function.

Return values
* gBleSuccess_c—

* gBleFeatureNotSupported__c—The requested feature is not supported by this
stack version

* ¢BleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

* gBlelnvalidState_c¢—The requested API cannot be called in the current state,
scanning is in the process of stopping.
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bleResult_t Gap_ Connect(const gapConnectionRequestParameters_t *pParameters,
gapConnectionCallback_t connCallback)

Connects to a scanned device.

Remark

GAP Central-only API function.

Parameters

» pParameters — [in] Create Connection command parameters.

* connCallback — [in] Callback used to receive connection events.
Return values

* gBleSuccess_c —

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version.

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.
¢ gBlelnvalidParameter c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ ConnectFromPawr(const gapConnectionFromPawrParameters_t *pParameters,
gapConnectionCallback_t connCallback)

Connects to a device which is doing periodic advertising with responses.

Remark

GAP Central-only API function.

Parameters

» pParameters — [in] Create Connection command parameters.

* connCallback — [in] Callback used to receive connection events.
Return values

* gBleSuccess_c —

* gBleFeatureNotSupported c¢—Therequested feature is not supported by this
stack version.

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.
¢ gBlelnvalidParameter c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ Disconnect(deviceld_t deviceld)
Initiates disconnection from a connected peer device.

Parameters
¢ deviceld — [in] The connected peer to disconnect from.

Return values
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* gBleSuccess_ ¢ —

* gBleFeatureNotSupported c—The requested feature is not supported by this
stack version.

* gBleOutOfMemory_ ¢ — Cannot allocate memory for the Host task.

bleResult_t Gap_ SaveCustomPeerInformation(deviceld_t deviceld, const uint8_t *pInfo, uint16_t
offset, uint16_t infoSize)

Saves custom peer information in raw data format.

Remark

This function can be called by the application to save custom information about the peer
device, e.g., Service Discovery data (to avoid doing it again on reconnection).

Remark

This function executes synchronously.

Parameters
* deviceld — [in] Device ID of the GAP peer.
* pInfo — [in] Pointer to the beginning of the data.
* offset — [in] Offset from the beginning of the reserved memory area.

* infoSize — [in] Data size (maximum equal to gcReservedFlashSizeForCus-
tomInformation_d).

Return values
* gBleSuccess_c—

* gBleFeatureNotSupported _c—The requested feature is not supported by this
stack version.

* gBlelnvalidParameter_c— A parameter has an invalid value or is outside the
accepted range.

* gBleOutOfMemory_ ¢ — The nvm index of the deviceld is bigger than the
number of allowed bonded devices, or the nvm saving operation did not
have enough memory.

bleResult_t Gap_ LoadCustomPeerInformation(deviceld_t deviceld, uint8_t *pOutInfo, uint16_t
offset, uint16_t infoSize)

Loads the custom peer information in raw data format.

Remark

This function can be called by the application to load custom information about the peer
device, e.g., Service Discovery data (to avoid doing it again on reconnection).

Remark

This function executes synchronously.
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Parameters
* deviceld — [in] Device ID of the GAP peer.
* pOutlnfo — [out] Pointer to the beginning of the allocated memory.
* offset — [in] Offset from the beginning of the reserved memory area.

* infoSize — [in] Data size (maximum equal to gcReservedFlashSizeForCus-
tomInformation_d).

Return values
* gBleSuccess ¢ —

¢ gBleFeatureNotSupported c—The requested feature is not supported by this
stack version.

* gBleUnavailable_c — The bond data entry for this device is corrupted.

* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range.

* gBleOutOfMemory_ ¢ — The nvm index of the deviceld is bigger than the
number of allowed bonded devices, or the nvm saving operation did not
have enough memory.

bleResult_t Gap_ LoadCustomBondedDevicelnformation(uint8_t nvmIndex, uint8_t *pOutlnfo,
uint16_t offset, uint16_t infoSize)

Loads the custom bonded device information in raw data format. Unlike
Gap_LoadCustomPeerInformation, it does not require an active connection.

Remark

This function can be called by the application to load custom information about the bonded
device.

Remark

This function executes synchronously.

Parameters
* nvmIndex — [in] Index of the device in NVM bonding area.
* pOutInfo — [out] Pointer to the beginning of the allocated memory.
* offset — [in] Offset from the beginning of the reserved memory area.

* infoSize — [in] Data size (maximum equal to gcReservedFlashSizeForCus-
tomInformation_d).

Return values
* gBleSuccess_c—

* gBleFeatureNotSupported c¢—Therequested feature is not supported by this
stack version.

* gBleUnavailable c — The bond data entry for this device is corrupted.

* gBlelnvalidParameter_c— A parameter has an invalid value or is outside the
accepted range.
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* ¢BleOutOfMemory_c — The nvm index of the deviceld is bigger than the
number of allowed bonded devices, or the nvm saving operation did not
have enough memory.

bleResult_t Gap_ CheckIfBonded(deviceld_t deviceld, bool_t *pOutIsBonded, uint8_t
*pOutNvmIndex)

Returns whether or not a connected peer device is bonded and the NVM index.

Remark

This function executes synchronously.

Parameters
* deviceld — [in] Device ID of the GAP peer.
* pOutlsBonded — [out] Boolean to be filled with the bonded flag.

* pOutNvmIndex — [out] If bonded, to be filled optionally with the NVM in-
dex.

Return values
* gBleSuccess ¢ —
* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range.

bleResult_t Gap_ CheckIfConnected(bleAddressType_t addressType, const bleDeviceAddress._t
aAddress, bool_t addrResolved, bool_t *pOutIsConnected)

Checks if a connection exists between the local device and another device that has the pro-
vided address information. This function executes synchronously.

Parameters
¢ addressType — [in] Peer address type
* aAddress — [in] Peer address

* addrResolved - [in] Set to TRUE if the address contained in the addressType
and aAddress fields is the identity address of a resolved RPA.

¢ pOutIsConnected — [out] TRUE if the device is found
Return values
* bleResult_t—

* gBleInvalidParameter__c— A parameter has an invalid value or is outside the
accepted range.

bleRe