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available in the MCUXpresso SDK. It also covers IDE 
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1 About this Document 

1.1 Purpose and Scope 
This document provides the steps to configure, compile, debug, flash and run the Wi-Fi and Bluetooth 
sample applications available in the MCUXpresso SDK. It also covers IDE configurations and required tool 
set up. 

1.2 Considerations  
The i.MX RT is powered by FreeRTOS and the RTOS drivers are added to support the 88W8801, IW416, 
IW612, IW610 and 88W8987 NXP-based wireless modules. This document does not include NXP-based 
wireless modules information, i.MX RT product information, hardware interconnection, board settings, 
bring-up, IDE setup, SDK download, as these are covered in the UM11441. The user must have i.MX RT 
platform related IDE and tools installed before going through the given demo process. 

Note: 

The IW612/611 support is enabled in i.MX RT1170 EVKB and i.MX RT1060 EVKC. 

AW611 module support is available only in i.MX RT1180 EVKA 
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1.3 References 

Table 1: Reference Documents 
Reference Type Description 

User manual NXP ς MCUXSDKGSUG - Getting Started with MCUXpresso SDK (link) 

Web page NXP - Getting Started with Wi-Fi on i.MX RT platforms (link) 

User manual 
NXP ς UM11441 - Getting Started with NXP-based Wireless Modules and i.MX RT Platform 
Running on RTOS (link)  

User manual 
NXP - MCUXpresso_SDK_WLAN_Driver_Reference_Manual.pdf  (link) 
SDK Documents available at SDK_<version>_EVK-<RT-Platform>\docs\wireless\Wi-Fi 

Web page 
NXP - Hardware Rework Guide (link) 
 

User manual  SIG - Core Specification (link) 

App NOTE 
NXP - AN13296 Embedded Wi-Fi Subsystem API Specification v16 - Host driver firmware 
interface (link) 

Android 
Application 

NXP ς AwsMusicControl.apk 
SDK Source:  
SDK_<PATH>\boards\evkmimxrt1060\edgefast_bluetooth_examples\audio_profile\android_
app. 

Configuration file 

NXP - aws_clientcredential.h 
SDK Source: 
SDK_<PATH>\ rtos\ freertos\demos\ include. 

Configuration file 

NXP - CertificateConfigurator.html 
SDK Source: 
SDK_<PATH>\ rtos\ freertos\ tools\certificate_configuration. 

Mobile application 
NXP - IoT Toolbox Android (IoT Toolbox on Google Play)IoT Toolbox 
on the APP Store) 

Specifications Specifications | Bluetooth® Technology Website 

https://www.nxp.com/docs/en/user-guide/MCUXSDKGSUG.pdf
https://www.nxp.com/document/guide/getting-started-with-nxp-wi-fi-modules-using-i-mx-rt-platform:GS-WIFI-MODULES-IMXRT-PLATFORM?&tid=vanGS-WIFI-MODULES-IMXRT-PLATFORM
https://www.nxp.com/webapp/sps/download/preDownload.jsp?render=true
https://mcuxpresso.nxp.com/mcuxsdk/latest/html/_static/wireless/WiFi/MCUXpresso_SDK_WLAN_Driver_Reference_Manual.pdf
https://mcuxpresso.nxp.com/mcuxsdk/latest/html/middleware/edgefast_bluetooth/docs/HWRGEFBTPALUG/ugindex.html
https://www.bluetooth.com/specifications/bluetooth-core-specification/
https://www.nxp.com/webapp/sps/download/license.jsp?colCode=AN13296&appType=file2&DOWNLOAD_ID=null
https://play.google.com/store/apps/details?id=com.freescale.kinetisbletoolbox
https://apps.apple.com/us/app/iot-toolbox/id1362450908
https://apps.apple.com/us/app/iot-toolbox/id1362450908
https://www.bluetooth.com/specifications/
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2 Tool Setup 

2.1 Serial Console Tool Setup 
¢ƘŜ ǎŜǊƛŀƭ ŎƻƴǎƻƭŜ ǘƻƻƭ ƛǎ ǳǎŜŘ ǘƻ ǊŜŀŘ ƻǳǘ ǘƘŜ ŘŜƳƻ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƭƻƎǎ ƻƴ ǘƘŜ ŎƻƳǇǳǘŜǊ ŎƻƴƴŜŎǘŜŘ ǘƻ ƛΦa· 
RT EVK board. 

¶ Download and install the terminal emulator software such as minicom (Linux or Mac OS) or Tera 

Term (Windows)  

¶ Use a micro-USB to USB cable to connect i.MX RT1060 EVKC board to the host computer running 

on Linux, Mac OS or Windows. 

¶ Open a terminal emulator program like minicom or Tera term.  

¶ For minicom use following command and configure the below settings for serial console access: 

# minicom - s 

 

Serial Port Setup:  

-  /dev/ttyACMX serial port  

-  115200 baud rate  

-  8 data bits  

-  No parity  

-  One stop bit  

-  No flow control  

Prior to running the Bluetooth demo application, update the serial console configuration so there is no 
extra spacing. 

For Tera Term: 

¶ Go to Setup > Terminal 

¶ Look for the new line section 

¶ Set the Receive to Auto 

For minicom: 

Press Ctrl + A and then press Z key to open the Help menu 

Press the U key to add a carriage return 

2.2 Wireshark Tool Setup 
The Wireshark tool is required to analyze the Wi-Fi sniffer logs. Download and install Wireshark tool for 
Windows and Mac OS from here. 

Steps to install Wireshark tool on a computer running Linux Ubuntu: 
sudo add - apt - repository ppa:wireshark - dev/stable  

sudo apt update  

sudo apt install wireshark  

 

2.3 IPerf Remote Host Setup 
Remote host setup for OS-Linux: 

Perform the following steps to complete the setup: 

¶ Download package of IPerf 2.1.9 for Ubuntu 16.04 from here 

¶ Extract the package 
$ tar - xzf iperf - 2.1.9.tar.gz  

¶ Install the package using below commands 
$ cd iperf - 2.1.9  

$ ./configure  

$ make  

https://www.wireshark.org/
https://sourceforge.net/projects/iperf2/files/iperf-2.1.9.tar.gz/download
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$ sudo make install  

NOTE: Iperf 2.1.9 is used for the demonstration. 

¶ Run the suitable command from the following table. 

Table 2: iPerf Commands for Linux Remote Host 

Functionality Command 

TCP server iperf - s - i 1  

UDP server iperf - s - u - i 1  

TCP client iperf - c <server_ip> - i 1 - t 60  

UDP client iperf - c <server_ip> - u - i 1 - t 60  

Remote host setup for mobile phone: 

Perform the following steps to run the iPerf: 

¶ Download the iPerf application like Magic iPerf, HE.NET Network Tools etc. 

¶ Open the application and select the iperf2. Run the suitable from the following table. 

Table 3: iPerf Commands for Mobile Phone Remote Host 

Functionality Command 

TCP server - s - i 1  

UDP server - s - u - i 1  

TCP client - c <server_ip> - i 1 - t 60  

UDP client - c <server_ip> - u - i 1 - t 60  

 

2.4 iPV4/6 Tool Setup 
Remote host setup: 

¶ ncat - Recommended tool. Supports both IPv4 and IPv6. It is part of nmap tools. It can be found at 
https://nmap.org/download.html. 

¶ nc (netcat) - Basically, the same as ncat, but a lot of antiviruses consider this a virus. 

¶ echotool - Supports only IPv4 and only for Windows. It can be obtained from 
https://github.com/PavelBansky/EchoTool 

Zone Index: 

¶ On Windows, the zone index is a number. You can get it from the output of the ipconfig command. 

¶ On Linux, the zone index is an interface name. 

¶ To connect to board with address FE80::12:13FF:FE10:1511, 

o over interface 21 on your Windows machine specify address as 
FE80::12:13FF:FE10:1511%21 

o over interface eth on your Linux or Mac machine specify address as 
FE80::12:13FF:FE10:1511%eth0 

NOTE: The demo has only a single interface, so do not append zone ID to any address typed to the demo 
terminal. 

 

https://nmap.org/download.html
https://github.com/PavelBansky/EchoTool
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3 Wi-Fi Sample Applications 
This chapter describes the Wi-Fi example applications that are available in the SDK, and the steps to 
configure, compile, debug, flash, and execute these examples. 

These Wi-Fi examples can be configured based on the Wi-Fi modules used with the help of Wi-Fi module-
specific macros. 

Table 4 lists the Wi-Fi module specific macros that are common to all Wi-Fi examples.  

Note: The macro configSUPPORT_STATIC_ALLOCATION is not for user configuration. 

Table 4: Macros for Wi-Fi Modules 
Module Chipset Macro 

AzureWave AW-AM457 IW416 WIFI_IW416_BOARD_AW_AM457_USD 
WIFI_IW416_BOARD_AW_AM457MA 
 

AzureWave AW-AM510 IW416 WIFI_IW416_BOARD_AW_AM510_USD 
WIFI_IW416_BOARD_AW_AM510MA 

AzureWave AW-CM358 88W8987 WIFI_88W8987_BOARD_AW_CM358_USD 
WIFI_88W8987_BOARD_AW_CM358MA 

Murata Type 1XK IW416 WIFI_IW416_BOARD_MURATA_1XK_USD 

WIFI_IW416_BOARD_MURATA_1XK_M2 

Murata 1ZM 88W8987 WIFI_88W8987_BOARD_MURATA_1ZM_USD 

WIFI_88W8987_BOARD_MURATA_1ZM_M2 

Murata Type 2EL IW611/612 WIFI_IW61x_BOARD_MURATA_2EL_USD[1] 

WIFI_IW612_BOARD_MURATA_2EL_M2[1] 

Murata Type 2LL[3] IW610 WIFI_IW610_BOARD_MURATA_2LL_M2 

EVK-MAYA-W1 IW416 WIFI_IW416_BOARD_UBX_MAYA_W1_USD 

EVK-JODY-W2 88W8987 WIFI_88W8987_BOARD_UBX_JODY_W2_USD 

u-blox Jody W5 AW611 WIFI_AW611_BOARD_UBX_JODY_W5_M2[2] 

[1] The module operation support is available in the i.MX RT1170 EVKB and i.MX RT1060 EVKC 

[2] The module operation is available only with i.MX RT1180 EVKA 

[3] If any Wi-Fi initialization issue observe, connect J112 on i.MX RT1060 EVKC 

USD=microSD interface 

M2=M.2 interface 

Refer readme_modules.md file located <PATH_TO_SDK_Wi-Fi_Example> directory for board settings of 
M.2 interface 

 

Table 5: Memory used by Wi-Fi sample application on RT1060 EVKC 

Memory Region Total Size wifi_cli wifi_wpa_supplicant 

BOARD FLASH 8 MB 1.57 MB 2.54 MB 

SRAM_OC 768 KB 385.49 KB 518.77 KB 

SRAM_DTC 128 KB 132 B 132 B 

SRAM_ITC 128 KB 123.616 KB 130.82 KB 

BOARD_SDRAM 30 MB 0 0 

NCACHE_REGION 2 MB 0 0 
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3.1 wifi_cli Sample Application 
This section describes the wifi_cli application to demonstrate the CLI support to handle and enable Wi-Fi 
configuration for the features including scan the visible access points, create and configure the access 
point, connection with the access point and Throughput performance check using iPerf measurement 
tool. The CLI module in the application allows users to add CLIs in the application. In this sample 
application Wi-Fi connection manager CLIs are available. 

 

 

 
Figure 1: wifi_cli Sample Application Components 
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Wi-Fi and iPerf Features: 

Table 6: Sample Application Features 
Features Details 

Wi-Fi 

Wi-Fi Soft AP mode 
Wi-Fi Station mode 
Wi-Fi Scan 
Wi-Fi IEEEPS power saving mode 
Wi-Fi deep-sleep power saving mode 
Wi-Fi host sleep/wowlan 
Wi-Fi RF Calibration 
Wi-Fi coexistence with external radios (for 88W8801) 
Wi-Fi 11r roaming 
Wi-Fi Cloud keep alive 
Wi-Fi Turbo mode 
Wi-Fi Zero copy 

IPerf 

TCP Client and Server 
TCP Client dual mode (Tx and Rx in simultaneous) 
TCP Client trade-off mode (Tx and Rx individual) 
 
UDP Client and Server 
UDP Client dual mode (Tx and Rx in simultaneous) 
UDP Client trade-off mode (Tx and Rx individual) 

3.1.1 Run a Demo with MCUXpresso IDE 

This section describes the steps to import, configure, build, debug and run the demo example through 
MCUXpresso IDE. MCUXpresso IDE version v25.06.00 or higher is used for the following demo steps. 

3.1.1.1 Project Import  

Step 1: SDK Installation 

¶ Open MCUXpresso IDE. 

¶ Locate the Installed SDKs tab at the bottom of the following image. 

¶ Drag and drop the SDK into the Installed SDKs tab. hƴŎŜ ŘƻƴŜ ŎƭƛŎƪ άhYέ ƻƴ ǘƘŜ pop-up window. 

 
Figure 2: SDK Drag and Drop in MCUXpresso 
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Step 2: Import an example 

¶ Go to the Quickstart panel and select the option Import SDK example(s). 

 
Figure 3: SDK Import Example in MCUXpresso 

Step 3: Select EVK board. 

¶ Select the evaluation board. 

 
Figure 3: Device/EVK Selection in MCUXpresso 
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Step 4: Select any Wi-Fi or Bluetooth example and verify default Project Options. 

¶ For example, select wifi_examples > wifi_cli and press Finish button to import the selected 

example into the workspace. 

 
Figure 4: Sample App Selection in MCUXpresso 
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3.1.1.2 Project Settings 

¶ By default, the project is configured to use the WIFI_IW612_BOARD_MURATA_2EL_M2 Wi-Fi 

module based on IW612 chipset. Modify the value to match the module on your setup to include 

and compile the desired driver, components and application(s).  

¶ To enable the support for other modules:  

o Import the project.  

o Go to project properties > C/C++ Build > Settings > Preprocessor.  

o Select another macro. 

¶ Refer to Table 4 for the list of macros for Wi-Fi modules. 

 
Figure 5: Wi-Fi Module Selection in MCUXpresso 

3.1.1.3 Build the Application 

¶ To build the application, go to the Quickstart panel and select Build, or select the Build icon in 

the main toolbar. 
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Figure 6: Application Build in MCUXpresso 

¶ Verify the build result (success or fail) on the console window. 
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Figure 7: Build Messages in MCUXpresso 

3.1.1.4 Run the Application in Debug Mode 

Please follow these steps to run the application in debug mode. 

¶ Initiate the application debug using the debug icon in the toolbar or go to the Quickstart panel 

and select Debug. 

 
Figure 8: Initiate Debug in MCUXpresso 

¶ Select the associated emulator probe for the first time as illustrated below and press OK. 



UM11442 
NXP Semiconductors 

NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms 
 

 
 

UM11442  All information provided in this document is subject to legal disclaimers © NXP B.V. 2025. All rights reserved. 

User manual Rev.21 ς 18 Sept 2025 22 

 
Figure 9: Emulator Probe Selection in MCUXpresso 

 

¶ Upon selecting the probe, the application is downloaded on the board and the program 

execution starts with the program counter set at the main() function. Press Resume to start the 

application. To debug the application, use the step into, step over and step return buttons. To 

end the debugging session, use the Terminate button. 

 
Figure 10: Application Debugging in MCUXpresso  
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3.1.1.5 Flash the Application Program (no debugging) 

Please use the following steps to flash the application program. 

To flash the required binaries, select the GUI Flash Tool icon in the toolbar as shown in the figure below. 
The GUI Flash Tool can be used to flash pre-build binary or locally compiled binary with *.axf or *.bin 
format. The path to the locally compiled binary is the following. 
${workspace_loc}\evkmimxrt1060_wifi_cli\Debug\evkmimxrt1060_wifi_cli.axf 

 
Figure 11: Binary Flashing in MCUXpresso 

NOTE: Please refer to section 3.1.5 to view the output on the console once the application is executed. 
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3.1.2 Run a demo using ARM® GCC 

This section describes the steps to configure the command line ARM® GCC tools to build and run demo 
applications. The wifi_cli application is used as an example, yet the same steps apply to any other example 
application available with the MCUXpresso SDK. The example uses Linux, one of the operating systems 
that ARM GCC tools support. Please refer to MCUXSDKGSUG for more details on ARM GCC toolchain 
setup.  

3.1.2.1 Install ARM® GCC toolchain 

In this section, the following steps are given to install toolchain: 

¶ Download the toolchain for Linux x86_64 system from the Link (package Linux x86_64 tarball). 

¶ Create a directory at the location of your choice: 

$ mkdir toolchain - dir  

¶ Copy the downloaded toolchain package to the created directory and extract the downloaded 

toolchain. 

$ cp <download_path>/ arm- gnu- toolchain - 12.2.rel1 - x86_64 - arm- none - eabi.tar.xz  

toolchain - dir/  

$ cd toolchain - dir/  

$ tar - xvf arm- gnu - toolchain - 12.2.rel1 - x86_64 - arm- none - eabi.tar.xz  

¶ Export the ARMGCC_DIR variable using the following command:  

$ export ARMGCC_DIR=<absolute - path>/toolchain - dir/  arm- gnu- toolchain - 12.2.rel1 -

x86_64 - arm- none - eabi /  

¶ Add the toolchain path to the PATH environment variable using the command: 

$ export PATH=$PATH:<absolute - path>/toolchain - dir/ arm- gnu- toolchain - 12.2.rel1 -

x86_64 - arm- none - eabi /bin/  

¶ Download and install cmake (source and binary distribution) using the Link for Linux system. 

¶ Extract the source distribution and copy it to the /usr/share/  directory 

$ tar - zxf cmake- 3.25.1 .tar.gz  

$ sudo cp - rf cmake - 3. 25. 1 /usr/share/cmake - 3. 25 

¶ Extract the binary distribution and copy the binaries to the /usr/bin/  directory 

$ tar - zxf cmake - 3. 25. 1- Linux - x86_64.tar.gz  

$ sudo cp cm ake - 3. 25. 1- Linux - x86_64/bin/* /usr/bin/  

  

https://developer.arm.com/downloads/-/arm-gnu-toolchain-downloads
https://cmake.org/download/
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3.1.2.2 Build the application 

This section provides the steps to build the application using the ARM GCC toolchain: 

¶ Go to the armgcc directory of the application 

$ cd <SDK - top - dir>/boards/evkmimxrt1060/wifi_examples/wifi_ cli /armgcc/  

Modify the configuration for a wireless module 

¶ By default, the project is configured to use the WIFI_IW612_BOARD_MURATA_2EL_M2 Wi-Fi 

module based on IW612 chipset. 

¶ Build the binary 

$ sh build_flexspi_nor_debug.sh  

[100%] Linking C executable flexspi_nor_debug/wifi_ cli .elf  

[100%] Built target wifi_ cli .elf  

¶ Generate wifi_cli.bin using following command 

arm- none - eabi - objcopy flexspi_nor_debug/wifi_ cli .elf - O binary 

flexspi_nor_debug/wifi_ cli .bin  

NOTE: Please refer to MCUXSDKGSUG for more details to debug the application using GDB. 

3.1.2.3 Flash the application program (no debugging) 

NOTE: Step provided in this section will not be useful for i.MX RT1170 EVKB and i.MX RT1060 EVKC 

This section provides the steps to flash the binary on the i.MX RT board: 

¶ Connect the board to the Linux host system. The board shows as a Mass storage device in the 

Linux host system. 

¶ Copy the application binary (wifi_cli.bin) to the Mass storage device and wait for the start of the 

binary download on the board. 

$ sudo cp flexspi_nor_debug/wifi_ cli .bin  /media/<user>/RT1060 - EVK/  

¶ The board stops showing as Mass storage device and appears again once the flash process has 

completed. If any error occurs during the flashing, the FAIL.txt file is generated and stored in the 

Mass storage device. 

¶ To access the device using the serial console please refer to section 2.1. 

=========================  

wifi cli demo  

========================================  

Initialize CLI  

========================================  

Initialize WLAN Driver  

========================================  

MAC Address: 00:13:43:7F:9C:9F  

[net] Initialized TCP/IP networking stack  

========================================  

app_cb: WLAN: received event 10  

========================================  

app_cb: WLAN initialized  

========================================  

WLAN CLIs are initialized  

========================================  

NOTE: Please refer to section 3.1.5 to view the actual output on the console once the application is 
executed. 
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3.1.3 Run a demo with IAR IDE 

This section provides the steps to open, configure, build, debug and run the demo example using IAR 
Embedded Workbench IDE. The instructions and illustrations refer to IAR version 9.60.4. 

3.1.3.1 Open the project workspace 

To open the wifi_cli project available in the SDK, double-click the project workspace file named 
wifi_cli.eww stored at the following location. 
<install_dir>\boards\evkmimxrt1060\wifi_examples\wifi_cli\ iar\wifi_cli.eww 

 
Figure 12: Open Project in IAR 

3.1.3.2 Project Settings  

¶ By default, the project is configured to use the WIFI_IW416_BOARD_MURATA_1XK_USD Wi-Fi 

module based on IW416 chipset. Modify the value to match the module on your setup to include 

and compile the desired driver, components and application(s). 

¶ The file "app_config.h" from the source folder is used for the macro definitions  

¶ Refer to Table 4 for the list of macros for Wi-Fi modules. 

 
Figure 13: Wi-Fi Module Selection in IAR 

  



UM11442 
NXP Semiconductors 

NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms 
 

 
 

UM11442  All information provided in this document is subject to legal disclaimers © NXP B.V. 2025. All rights reserved. 

User manual Rev.21 ς 18 Sept 2025 27 

3.1.3.3 Build the application 

¶ To build the wifi_cli application, press the Make icon as illustrated below. 

 
Figure 14: Application Build in IAR 

¶ The details of the Build procedure are displayed in the Messages window of the Build tab. 

 
Figure 15: Build Message in IAR 
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3.1.3.4 Run the application in debug mode 

The following steps describe how to run the application in debug mode. 

The default debugger is CMSIS-DAP. However, if CMSIS-DAP is not selected, use the drop-down list to 
select it and press OK. 

The selection of the debugger is a one-time configuration step that is not required for incremental debug. 

 
Figure 16: Debugger Selection in IAR 

¶ To initiate the application debug, press the Download and Debug icon on the toolbar. 

 
Figure 17: Initiate Debug in IAR 

¶ The Download and Debug button is used to download the application to the target and set the 

program counter to the main( ) function of the application. Press Go to start the application. To 

debug the application, use the Step Into, Step over and Step return icons. To stop the debugging 

session, press the Stop Debugging icon. 

 
Figure 18: Application Debugging in IAR 
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3.1.3.5 Flash the application program (no debugging) 

Please use the following steps to flash the application program. 

¶ Go to Project > Download to flash the binary file. The Download menu provides the commands 

to flash the pre-built binary file and to erase the memory. 

 
Figure 19: Binary Flashing in IAR 

NOTE: Refer to section 3.1.5 to view the output on the console once the application is executed. 
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3.1.4 Run a demo using Keil MDK/µVision 

This section details the steps to open, configure, build, debug and run demo example through Keil IDE. 
The Keil version used in the following instructions is V5.41.0.0. 

NOTE: For Bluetooth demo applications Keil MDK/ µVision IDE is not supported. 

3.1.4.1 Install CMSIS device pack 

Following the installation of the MDK tools, install the CMSIS device packs so you can use the debug 
functionality on your device. The CMSIS device packs include the memory map information, register 
definitions and flash programming algorithms. The following steps install the MIMXRT106x CMSIS pack. 

¶ Click on the Pack Installer icon in the toolbar, look for iMXRT1060_MWP in the Packs tab. Press 

Install in the Action column. 

 
Figure 20: Install Packages using Pack Installer in Keil 

¶ When the installation is complete, Up to date is displayed in the Action column. Verify that the 

Board Support Pack (BSP) and Device Family Pack (DFP) are both listed in the Device > Packs tab. 

 
Figure 21: DFP Verification in Pack Installer in Keil 
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3.1.4.2 Open the project workspace 

To open the wifi_cli project: double-click the project workspace file wifi_cli.uvprojx located at the 
following path: <install_dir>\boards\evkmimxrt1060\wifi_examples\wifi_cli\mdk\wifi_cli.uvprojx 

NOTE: For a multi-project, use wifi_cli.uvmpw instead of wifi_cli.uvprojx. 

 
Figure 22: Open Project in Keil 

3.1.4.3 Project Settings 

¶ By default, the project is configured to use the WIFI_IW416_BOARD_MURATA_1XK_USD Wi-Fi 

module based on IW416 chipset. Modify the value to match the module on your setup to include 

and compile the desired driver, components and application(s). 

¶ The file "app_config.h" from the source folder is used for the macro definitions  

¶ Refer to Table 4 for the list of macros for Wi-Fi modules. 

 
Figure 23: Wi-Fi Module Selection in Keil 
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3.1.4.4 Build the application 

¶ To build the wifi_cli application, press the Build or Rebuild icons. 

 
Figure 24: Application Build in Keil 

¶ Verify the build progress in the Build Output window. 

 
Figure 25: Build Message in Keil 
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3.1.4.5 Run the application in debug mode 

Please refer to following steps to run the application in debug mode. 

The default debugger is CMSIS-DAP. However, if CMSIS-DAP is not selected, use the Options icon in the 
toolbar and open the Debug tab, select the debugger in the drop-down list and press OK. 

 
Figure 26: Debugger Selection in Keil 

¶ To start the application debug, click on the LOAD icon to download the application on the board 

then click on the Start/Stop Debug Session icon in the toolbar. 

 
Figure 27: Load the application 

 
Figure 28: Initiate Debug in Keil 
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¶ Click on the Start/Stop Debug Session icon to set the program counter to the main() function of 

the application.  

 
Figure 29: Application Debugging in Keil 

¶ Press Run to start the application. Use Step, Step Over, Step Out and Run to Cursor Line icons in 

the toolbar to debug the application. To end the debugging session, click the Stop icon. 

 
Figure 30: Application Debugging Features in Keil 

3.1.4.6 Flash the application program (no debugging) 

Please refer following steps to flash the application program. 

¶ Click on the Download icon in the toolbar to flash the required binary file. 

 
Figure 31: Binary Flashing in Keil 

NOTE: Please refer to section 3.1.5 to view the output on the console once the application is executed. 
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3.1.5 wifi_cli Application Execution 

3.1.5.1 Start-up logs 

The following logs can be observed on the console once the devices (i.MX RT1060 EVKC board and NXP-
based Wireless module) are up and running and it shows that Wi-Fi module is ready for the operations. 
This section describes the available Wi-Fi commands, press Enter for the command prompt. 
========================================  

wifi cli demo  

========================================  

Initialize CLI  

========================================  

CLI Build: Feb 14 2025 [12:31:11]  

Copyright  2024  NXP  

MCU Board: MIMXRT1060 - EVKC 

========================================  

Initialize WLAN Driver  

========================================  

STA MAC Address: A0:CD:F3:77:E5:00  

app_cb: WLAN initialized  

========================================  

WLAN CLIs are initialized  

========================================  

ENHANCED WLAN CLIs are initialized  

========================================  

CLIs Available:  

========================================  

 

help  

clear  

wlan - version  

wlan - mac  

wlan - thread - info  

wlan - net - stats  

wlan - set - mac <MAC_Address>  

wlan - scan  

wlan - scan - opt ssid <ssid> bssid ...  

wlan - add <profile_name> ssid <ssid> bssid...  

wlan - remove <profile_name>  

wlan - list  

wlan - connect <profile_name>  

wlan - connect - opt <profile_name> ...  

wlan - reassociate  

wlan - start - network <profile_name>  

wlan - stop - network  

wlan - disconnect  

wlan - stat  

wlan - info  

wlan - address  

wlan - uap - disconnect - sta <mac address>  

wlan - get - uap - channel  

wlan - get - uap - sta - list  

wlan - ieee - ps <0/1>  

wlan - set - ps - cfg <null_pkt_interval>  

wlan - deep - sleep - ps <0/1>  

wlan - get - beacon - interval  

wlan - wnm- ps <0/1> <sleep_interval>  

wlan - set - max- clients - count <max clients count>  

wlan - rts <sta/uap> <rts threshold>  

wlan - host - 11k - enable <0/1>  

wlan - host - 11k - neighbor - req [ssid <ssid>]  

wlan - host - 11v - bss - trans - query <0..16>  
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wlan - mbo- enable <0/1>  

wlan - mbo- nonprefer - ch <ch0> <Preference0: 0/1/255> <ch1> <Preference1: 0/1/255>  

wlan - roaming <0/1> <rssi_threshold>  

wlan - send - hostcmd  

wlan - ext - coex - uwb  

wlan - set - uap - bandwidth <1/2/3> 1:20 MHz 2:40MHz 3:80MHz  

wlan - set - uap - hidden - ssid <0/1/2>  

wlan - eu- crypto - rc4 <EncDec>  

wlan - eu- crypto - aes - wrap <EncDec>  

wlan - eu- crypto - aes - ecb <EncDec>  

wlan - eu- crypto - ccmp- 128 <EncDec>  

wlan - eu- crypto - ccmp- 256 <EncDec>  

wlan - eu- crypto - gcmp- 128 <EncDec>  

wlan - eu- crypto - gcmp- 256 <EncDec>  

wlan - set - antcfg <ant mode> [evaluate_time]  

wlan - get - antcfg  

wlan - scan - channel - gap <channel_gap_value>  

wlan - wmm- stat <bss_type>  

wlan - reset  

wlan - set - regioncode <region - code>  

wlan - get - regioncode  

wlan - 11d - enable <sta/uap> <0/1>  

wlan - rssi - low - threshold <threshold_value>  

wlan - get - signal  

wlan - set - bandcfg  

wlan - get - bandcfg  

wlan - enable - disable - htc <option>  

wlan - set - su <0/1>  

wlan - get - turbo - mode <STA/UAP>  

wlan - set - turbo - mode <STA/UAP> <mode>  

wlan - set - multiple - dtim <value>  

wlan - cloud - keep - alive <start/stop/reset>  

wlan_tcp_client dst_ip <dst_ip> src_port <src_port> dst_port <dst_port>  

wlan - set - country <country_code_str>  

wlan - set - country - ie - ignore <0/1>  

wlan - get - txpwrlimit <subband>  

wlan - set - chanlist  

wlan - get - chanlist  

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting> <autoTx_set>  

wlan - get - txratecfg <sta/uap>  

wlan - get - data - rate <sta/uap>  

wlan - get - pmfcfg  

wlan - uap - get - pmfcfg  

wlan - set - ed- mac- mode <interface> <ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g> 

<ed_offset_5g>  

wlan - get - ed- mac- mode <interface>  

wlan - set - tx - omi <interface> <tx - omi> <tx - option> <num_data_pkts>  

wlan - set - toltime <value>  

wlan - set - rutxpwrlimit  

wlan - 11ax - cfg <11ax_cfg>  

wlan - 11ax - bcast - twt <dump/set/done> [<param_id> <param_data>]  

wlan - 11ax - twt - setup <dump/set/done> [<param_id> <param_data>]  

wlan - 11ax - twt - teardown <dump/set/done> [<param_id> <param_data>]  

wlan - 11ax - twt - report  

ping [ - s <packet_size>] [ - c <packet_count>] [ - W <timeout in sec>] <ipv4/ipv6 

address>  

iperf [ - s| - c <host>| - a| - h] [options]  

dhcp - stat  

========================================  

3.1.5.2 Help command 

The help command is used to get the list of commands available in the wifi_cli sample application. 
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# help  

 

help  

wlan - reset  

wlan - version  

wlan - mac 

wlan - thread - info  

wlan - net - stats  

wlan - set - mac <MAC_Address>  

wlan - scan  

wlan - scan - opt ssid <ssid> bssid ...  

wlan - add <profile_name> ssid <ssid> bssid...  

wlan - remove <profile_name>  

wlan - list  

wlan - connect <profile_name>  

wlan - connect - opt <profile_name> ...  

wlan - start - network <profile_name>  

wlan - stop - network  

wlan - disconnect  

wlan - stat  

wlan - info  

wlan - address  

wlan - get - uap - channel  

wlan - get - uap - sta - list  

.  

.  

.  

3.1.5.3 Reset Wi-Fi module 

The reset command is used to reset and re-initialize the Wi-Fi module. 
# wlan - reset  

MAC Address: 70:66:55:7B:AC:84  

 

# ========================================  

app_cb: WLAN: received event 11  

========================================  

app_cb: WLAN initialized  

========================================  

WLAN CLIs are initialized  

========================================  

CLIs Available:  

.  

.  

.  

3.1.5.4 Scan command 

The scan command is used to scan the visible access points. 
# wlan - scan  

Scan scheduled...  

 

# 10 networks found:  

14:EB:B6:8A:80:1F  "TPLink - 2G" Infra  

        mode: 802.11N  

        channel: 1  

        rssi: - 53 dBm  

        security: WPA/WPA2 Mixed  

        WMM: YES 

        802.11K: YES  

        802.11V: YES  

        802.11W: NA  

14:EB:B6:8A:80:1E  "TP - link - 5G" Infra  
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        mode: 802.11AC  

        channel: 36  

        rssi: - 37 dBm  

        security: WPA/WPA2 Mixed  

        WMM: YES 

        802.11K: YES  

        802.11V: YES  

        802.11W: NA  

.  

.  

.  

 
# wlan - scan - opt ssid ASUS_2G  

Scan for ssid "ASUS_2G" scheduled...  

 

# 1 network found:  

7C:10:C9:02:DA:48  "ASUS_2G" Infra  

        mode: 802.11AC  

        channel: 10  

        rssi: - 37 dBm  

        security: WPA2  

        WMM: YES 

        802.11V: YES  

        802.11W: NA  

Set time gap between two consecutive channels scan 

Command usage: 
# wlan - scan - channel - gap  

Invalid arguments  

Usage:  

wlan - scan - channel - gap <scan_gap_value>  

scan_gap_value: [2,500]  

 

Set time gap to 5 sec 
# wlan - scan - channel - gap 5  

3.1.5.5 Add network profile 

Before adding a network profile for Soft AP and Station mode, please check command usage. 
# wlan - add  

Usage:  

For Station interface  

  For DHCP IP Address assignment:  

    wlan - add <profile_name> ssid <ssid> [wpa2 <psk/psk - sha256> <secret>] [mfpc 

<1> mfpr <0>]  

      If using WPA2 security, set the PMF configuration as mentioned above.  

    wlan - add <profile_name> ssid <ssid> <owe_only> mfpc 1 mfpr 1  

      If using OWE only security, always set the PMF configuration.  

      NOTE: [og <"19 20 21">] is only supported in Micro - AP mode .  

    wlan - add <profile_name> ssid <ssid> [wpa3 sae <secret> [pwe <0/1/2>] mfpc 

<1> mfpr <0/1>]  

      If using WPA3 SAE security, always set the PMF configuration.  

    wlan - add <profile_name> ssid <ssid> [wpa2 psk psk - sha256 <secret> wpa3 sae 

<secret>] [mfpc <1> mfpr <0>]  

      If using WPA2/WPA3 Mixed security, set the PMF configuration as mentioned 

above.  

  For static IP address assignment:  

    wlan - add <profile_name> ssid <ssid>  

    ip:<ip_addr>,<gateway_ip>,<netmask>  

    [bssid <bssid>] [channel <channel number>]  
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    [wpa2 <psk/psk - sha256> <secret>] [owe_only] [wpa3 sae <secret>] [mfpc <0/1> 

mfpr <0/1>]  

For Micro - AP interface  

    wlan - add <profile_name> ssid <ssid>  

    ip:<ip_addr>,<gateway_ip>,<netmask>  

    role uap [bssid <bssid>]  

    [channel <channelnumber>]  

    [wpa2 <psk/psk - sha256> <secret>] [wpa3 sae <secret> [pwe <0/1/2>] [tr 

<0/1>]]  

    [owe_only ]  

    [mfpc <0/1>] [mfpr <0/1>]  

Note: Setting the channel value greater than or equal to 36 is mandatory,  

      if UAP bandwidth is set to 80MHz.  

 

    [capa <11ax/11ac/11n/legacy>]  

If Set channel to 0, set acs_band to 0 1.  

0: 2.4GHz channel   1: 5GHz channel  Not support to select dual band 

automatically.  

Error: invalid number of arguments  

3.1.5.6 Station mode (connect to AP) 

WPA2 Security 

Use the following command to add the network profile to configure the device in station mode. Provide 
ŀƴȅ ǇǊƻŦƛƭŜ ƴŀƳŜ ŀǎ ǿŜƭƭ ŀǎ ǳǎŜ ȅƻǳǊ !tΩǎ {{L5 ŀƴŘ tŀǎǎǇƘǊŀǎŜ ƛƴ ŀǊƎǳƳŜƴǘ ǎƘƻǿƴ ōŜƭƻǿΥ 
# wlan - add test ssid TPLink - 2G wpa2 psk 12345678  

Added "test"  

Connect to the AP network using the saved network profile: 
# wlan - connect test  

Connecting to network...  

Use 'wlan - stat' for current connection status.  

 

# app_cb: WLAN: authenticated to network  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [TPLink - 2G]  

IPv4 Address: [192.168.0.156]  

IPv6 Address: Link - Local   :    FE80::A2CD:F3FF:FE77:E500 (Preferred)  

NOTE: Once connected to the AP the console output will show Client successfully connected to AP with ssid 
άTPLink-2Gέ ŀƴŘ Ǝƻǘ ƛǇ ŀŘŘǊŜǎǎ άмфнΦмсуΦ0.156έ ŦǊƻƳ !tΦ 

Get signal information of connected External AP 
# wlan - get - signal   

        BeaconLast      Beacon Average  Data Last       Data Average  

RSSI    - 45             - 45             - 61             - 58        

SNR     50              48              34              35         

NF      - 95             - 93             - 95             - 93    

WPA2 Station disconnection (from AP) 

Disconnect from the AP network profile: 
#  wlan - disconnect  

 

# app_cb: disconnected  

Remove the saved network profile: 
# wlan - remove test  

Removed "test"  
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WPA3 Security 

NOTE: For WPA3 default mode is set to pwe 2 (both hunting-and-pecking loop and hash-to-element 
enabled) 

Usage for pwe and tr 
SAE mechanism for PWE derivation  

# 0 = hunting - and - pecking loop only (default without password identifier)  

# 1 = hash - to - element only (default with password identifier)  

# 2 = both hunting - and - pecking loop and hash - to - element enabled  

Transition Disable indication 
# 0 = transition mode (allow to connect WPA2 - Personal)  

# 1 = disable transition mode ((i.e., disable WPA2 - Personal = WPA - PSK and only 

allow SAE to be used))  

WPA3 SAE (R1) 
# wlan - add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 pwe 0 mfpc 1 mfpr 1  

Added ñnxp_test_1ò 

WPA3 SAE (R3) 
# wlan - add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1  

Added ñnxp_test_1ò 

 

OWE 

Always set mfpc and mfpr to 1. 
wlan - add oweNet ssid oweNet_AP owe_only mfpc 1 mfpr 1  

 

Connect to the AP network using the saved network profile: 
# wlan - connect nxp_test_1                               

Connecting to network...  

Use 'wlan - stat' for current connection status.  

 

# app_cb: WLAN: authenticated to network  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [WPA3_AP]  

IPv4 Address: [192.168.131.188]  

IPv6 Address: Link - Local   :    FE80::A2CD:F3FF:FE77:E500 (Preferred)  

NOTE: Once connected to the AP the console output will show Client successfully connected to AP with ssid 
άWPA3_APέ ŀƴŘ Ǝƻǘ ƛǇ ŀŘŘǊŜǎǎ άмфнΦмсуΦ131.188έ from AP. For WPA3 R3, above configuration will also 
work. 

WPA3 Station disconnection (from AP) 

Disconnect from the AP network profile: 
#  wlan - disconnect  

 

# app_cb: disconnected  

Remove the saved network profile: 
# wlan - remove nxp_test_1  

Removed "nxp_test_1"  

3.1.5.7 Start Soft AP 

¦ǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘ ǘƻ ŀŘŘ ǘƘŜ ƴŜǘǿƻǊƪ ǇǊƻŦƛƭŜ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ŘŜǾƛŎŜ ƛƴ !t ƳƻŘŜΦ ¦ǎŜ ȅƻǳǊ !tΩǎ 
SSID, IP details, role, channel and security (Passphrase if applicable) in argument shown below. 

WPA2 Security 
# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa2 psk 12345678  
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Added "xyz"  

WPA3 Security 

Note: Default value of pwe is 0 for Soft AP 

           Default value of tr is 0 for Soft AP 

WPA3 SAE (R1) 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678  pwe 0  mfpc 1 mfpr 1  

WPA3 SAE (R3) 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1  

WPA3 SAE (R3), with capability set to 11AX 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1 capa 11ax  
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WPA3 SAE (R3), Transition Disable set 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 pwe 1 tr 1 mfpc 1 mfpr 1  

OWE 

Always set mfpc and mfpr to 1. 
# wlan - add xyz ssid oweNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap channel 36 owe_only mfpc 1 mfpr 1  

 

Set ACS mode 

The Automatic Channel Selection (ACS) mode can be enabled while adding the profile using wlan-add 
command. When channel parameter is set as 0 then it enables ACS mode. 

Default value for ACS band is 0. 

<acs_band> usage 
# 0 = 2.4GHz  

# 1 = 5GHz  

AP with wpa2 psk security configured with 5 GHz ACS mode 
# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 0 acs_band 1 wpa2 psk 12345678  

AP with wpa2 psk security configured with 2.4 GHz ACS mode 
# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 0 acs_band 0 wpa2 psk 12345678  

Set Wi-Fi bandwidth 
The following command is used to set Wi-Fi bandwidth (20MHz or 40MHz or 80MHz): 
NOTE: Default bandwidth is set to 40MHz if not set by following command. 

Command Usage: 
# wlan - set - uap - bandwidth  

Usage: wlan - set - uap - bandwidth <1/2/3>  

Error: Specify 1 to set bandwidth 20MHz or 2 for 40MHz or 3 for 80MHz  

Set bandwidth:  
# wlan - set - uap - bandwidth 1  

bandwidth set successfully  

Start the AP using saved network profile: 
# wlan - start - network xyz  

[wlcm] Warn: NOTE: uAP will automatically switch to the channel that station is 

on.  

 

========================================  

app_cb: WLAN: received event 14  

========================================  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "NXPAP" started successfully  

========================================  

DHCP Server started successfully  

========================================  

Connect the wireless client to the AP just created, NXPAP. The logs below can be observed once the 

Client is associated successfully: 
# app_cb: WLAN: UAP a Client Associated  

========================================  

Client => B2:82:D4:09:44:5F Associated with Soft AP  

========================================  

app_cb: WLAN: UAP a Client Connected  
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========================================  

Client => B2:82:D4:09:44:5F Connected with Soft AP  

========================================  

Get the associated clients list: 
# wlan - get - uap - sta - list  

Number of STA = 1  

 

STA 1 information:  

=====================  

MAC Address: B2:82:D4:09:44:5F  

Power mfg status: power save  

Rssi : - 62 dBm  

Get the IP and MAC information for the associated clients: 
# dhcp - stat  

DHCP Server Lease Duration : 86400 seconds  

Client IP       Client MAC  

192.168.10.2    B2:82:D4:09:44:5F  

SSID broadcast configuration: 

User can control SSID IE configuration using this command. 

It has 3 modes: 

0: When user wants to enable SSID broadcast (default) 

1: When user wants to disable SSID name(ASCII 0) and SSID length (Length  = 0) 

2: When user wants to disable only the SSID name (ASCII 0)  

Command usage: 
# wlan - set - uap - hidden - ssid  

Usage: wlan - set - uap - hidden - ssid <0/1/2>  

Error: 0: broadcast SSID in beacons.  

1: send empty SSID (length=0) in beacons.  

2: clear SSID (ACSII 0), but keep the original length  

Set SSID broadcast control 
# wlan - set - uap - hidden - ssid 1  

SSID broadcast control set successfully  

Stop Soft AP 
# wlan - stop - network  

 

# ========================================  

app_cb: WLAN: UAP a Client Dissociated: Client MAC => B2:82:D4:09:44:5F  Reason 

code => 0  

========================================  

app_cb: WLAN: UAP Stopped  

========================================  

Soft AP stopped successfully  

========================================  

DHCP Server stopped successfully  

========================================   

 

3.1.5.8 IPerf Server/Client 

The sample application implements the protocol used by iPerf performance measurement tool. The 
performance is measured between a single i.MX RT+NXP-based Wireless module and a computer running 
the iPerf tool. The instructions in this guide use an i.MX RT1060 EVKC board. Yet the same steps apply to 
other i.MX RT products. The following figures show the setup overview to run the iPerf performance test. 
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Figure 32: Hardware Setup for iPerf performance test with Soft AP Mode 

 

 
 

Figure 33: Hardware Setup for iPerf performance test with Station Mode 

 

NOTE: Please refer to the section 2.3 for iperf remote host setup. 

The following commands are used for IPerf Initialization: 

IPerf Usage : 
# iperf  

Incorrect usage  

Usage:  

        iperf [ - s| - c <host>| - a] [options]  

        iperf [ - h]  
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        Client/Server:  

           - u             use UDP rather than TCP  

           - B    <host>   bind to <host> (including multicast address)  

           - V             Set the domain to IPv6 (send packets over IPv6)  

           - a             abort ongoing iperf session  

           - p             server port to listen on/connect to  

           - r             Do a bidirectional UDP test individually  

        Server specific:  

           - s             run in server mode. Support 8 parallel traffic( - P) 

maximum from client side  

           - D             Do a bidirectional UDP test simultaneously and with -

d from external iperf client  

        Client specific:  

           - c    <host>   run in client mode, connecting to <host>  

           - d             Do a bidirectional test simultaneously  

           - R             reverse the test (client receives, server sends)  

           - t    #        time in seconds to transmit for (default 10 secs)  

           - b    #        for UDP, bandwidth to send at in Mbps, default 

100Mbps without the parameter  

           - S    #        QoS for udp traffic (default 0(Best Effort))  

           - l             length of buffer in bytes to write (Defaults: v4 

TCP=1460, v6 TCP=1440, v4 UDP=1470, v6 UDP=1450)  

                                  Note: Limit length is smaller than default 

size.  

NOTE: 

For iperf Linux and Mobile application commands refer Table 2 and Table 3 respectively from section 2.3. 

Please ŀōƻǊǘ ƻƴƎƻƛƴƎ ƛǇŜǊŦ ǎŜǎǎƛƻƴ ǳǎƛƴƎ άƛǇŜǊŦ -ŀέ ŎƻƳƳŀƴŘΣ ōŜŦƻǊŜ ǎǘŀǊǘƛƴƎ ƴŜǿ ǎŜǎǎƛƻƴΦ 

iPerf TCP 

Start IPerf server: 
# iperf - s 

 

# IPERF initialization successful  

New TCP client (settings flags 0x0)  

 

-------------------------------------------------  

 TCP_DONE_SERVER (RX)  

 Local address : 192.168.10.1  Port 5001  

 Remote address : 192.168.10.2  Port 36874  

 Bytes Transferred XXXX  

 Duration (ms) 10130  

 Bandwidth (Mbitpsec) XX  

Start IPerf Client (Tx Only): 
# iperf - c 192.168.10.2  

 

# IPERF initialization successful  

-------------------------------------------------  

 TCP_DONE_CLIENT (TX)  

 Local address : 192.168.10.1  Port 49153  

 Remote address : 192.168.10.2  Port 5001  

 Bytes Transferred XXXX  

 Duration (ms) 10001  

 Bandwidth (Mbitpsec) XX  

Start IPerf Server (Tx and Rx individual): 
# iperf - s - r                                                                                             

IPERF initialization successful  

 

# New TCP client (settings flags 0xc0010078)  
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                                            client requested transmission after 

end of test  

-------------------------------------------------  

 TCP_DONE_SERVER (RX)  

 Local address : 192.168.1.1  Port 5001  

 Remote address : 192.168.1.2  Port 50496  

 Bytes Transferred xxxx  

 Duration (ms) 10177  

 Bandwidth (Mbitpsec) xx  

 

-------------------------------------------------  

 TCP_DONE_CLIENT (TX)  

 Local address : 192.168.1.1  Port 54237  

 Remote address : 192.168.1.2  Port 5001  

 Bytes Transferred xxxx  

 Duration (ms) 10001  

 Bandwidth (Mbitpsec) xx  

Start IPerf Client (Tx and Rx simultaneous): 
# iperf - c 192.168.10.2 - d 

 

IPERF initialization successful  

New TCP client (settings flags 0x30313233)  

 

-------------------------------------------------  

 TCP_DONE_CLIENT (TX)  

 Local address : 192.168.10.1  Port 49154  

 Remote address : 192.168.10.2  Port 5001  

 Bytes Transferred XXXX  

 Duration (ms) 10001  

 Bandwidth (Mbitpsec) XX  

 

-------------------------------------------------  

 TCP_DONE_SERVER (RX)  

 Local address : 192.168.10.1  Port 5001  

 Remote address : 192.168.10.2  Port 36876  

 Bytes Transferred XXXX  

 Duration (ms) 10138  

 Bandwidth (Mbitpsec) XX  

Start IPerf Client (Tx and Rx individual): 
# iperf - c 192.168.10.2 - r  

 

# IPERF initialization successful  

-------------------------------------------------  

 TCP_DONE_CLIENT (TX)  

 Local address : 192.168.10.1  Port 49155  

 Remote address : 192.168.10.2  Port 5001  

 Bytes Transferred XXXX  

 Duration (ms) 10001  

 Bandwidth (Mbitpsec) XX  

 

New TCP client (settings flags 0x30313233)  

 

-------------------------------------------------  

 TCP_DONE_SERVER (RX)  

 Local address : 192.168.10.1  Port 5001  

 Remote address : 192.168.10.2  Port 36878  

 Bytes Transferred XXXX  

 Duration (ms) 10095  

 Bandwidth (Mbitpsec) XX  

iPerf UDP 
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For UDP tests please specify local interface ip address using -B option 

Start IPerf server: 
# iperf - s - u - B 192.168.10.1  

 

# IPERF initialization successful  

New UDP client (settings flags 0x0)  

 

-------------------------------------------------  

 UDP_DONE_SERVER (RX)  

 Local address : 192.168.10.1  Port 5001  

 Remote address : 192.168.10.2  Port 54882  

 Bytes Transferred XXXX  

 Duration (ms) 10057   

 Bandwidth (Mbitpsec) XX  

Start IPerf Client (Tx Only): 

for UDP, bandwidth to send at in Mbps, default 100Mbps 
# iperf - c 192.168.10. 2 - u - B 192.168.10.1 - b 50  

 

Ideal frame delay: 224 us  

 

Send 4 frame(s) once per 1000 us  

 

IPERF initialization successful  

 

-------------------------------------------------  

 UDP_DONE_CLIENT (TX)  

 Local address : 255.113.231.15  Port 49157  

 Remote address : 192.168.10. 2  Port 5001  

 Bytes Transferred XX XX 

 Duration (ms) 10501  

 Bandwidth (Mbitpsec) XX  

Start IPerf Client with specific time (Tx Only): 

for UDP, bandwidth to send at in Mbps, default 100Mbps 
# iperf - c 192.168.10.2 - u - B 192.168.10.1 - b 50 - t 10  

 

Ideal frame delay: 224 us  

 

Send 4 frame(s) once per 1000 us  

 

IPERF initialization successful  

 

-------------------------------------------------  

 UDP_DONE_CLIENT (TX)  

 Local address : 255.113.231.15  Port 49157  

 Remote address : 192.168.10.2  Port 5001  

 Bytes Transferred XXXX  

 Duration (ms) 10501  

 Bandwidth (Mbitpsec) XX  

Start IPerf server with multicast ip (Tx Only): 
# iperf - s - u - B 224.0.0.3  

# IPERF initialization successful  

# New UDP client (settings flags 0x0)  

  Sending report back to client (0x80).  

  Jitter 0.045, Lost 4/5 datagrams, OoO 2  

  -------------------------------------------------  

 UDP_DONE_SERVER (RX) 

 Local address : 224.0.0.3  Port 5001  

 Remote address : 192.168.1.2  Port 34218  

 Bytes Transferred XXXX 
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 Duration (ms) 11033  

 Bandwidth (Mbitpsec) XX 

3.1.5.9 Wi-Fi Power Save 

The following commands are used to save Wi-Fi power in different modes: 

NOTE: By default feature (IEEEPS and DEEP Sleep) is enabled, to disable need to configure macro 
CONFIG_WIFI_AUTO_POWER_SAVE 0 in wifi_config.h 

 

¶ IEEE Power Save (idle time is 10 msec) 

For IEEEPS mode Wi-Fi station should be connected with external AP and Soft AP should be de-activated. 

IEEEPS Usage: 
# wlan - ieee - ps  

Usage: wlan - ieee - ps <0/1>  

Error: Specify 0 to Disable or 1 to Enable  

Enable IEEEPS: 
# wlan - ieee - ps 1  

Turned on IEEE Power Save mode  

Disable IEEEPS : 
# wlan - ieee - ps 0  

Turned off IEEE Power Save mode  

¶ DeepSleep (idle time is 100 msec) 

Check Wi-Fi connection: 
# wlan - stat  

Station not connected  

uAP not started  

DeepSleep Usage: 
# wlan - deep - sleep - ps  

Usage: wlan - deep - sleep - ps <0/1>  

Error: Specify 0 to Disable or 1 to Enable  

Enable DeepSleep: 
# wlan - deep - sleep - ps 1  

Turned on Deep Sleep Power Save mode  

Disable DeepSleep: 
# wlan - deep - sleep - ps 0  

Turned off Deep Sleep Power Save mode  

3.1.5.10 Wi-Fi Host sleep 

The following commands are used to put the Wi-Fi in the sleep mode and wake up based on the provided 
conditions. 

NOTE: Define CONFIG_HOST_SLEEP macro in wifi_config.h to include in cli option.. 
NOTE: This command is only tested with i.MX RT1060 EVKC, i.MX RT1060 EVKB and i.MX RT1170 EVKB. 
For this command execution Wi-Fi station should be connected with external AP. 
Host sleep Usage: 
wlan - auto - host - sleep  

Error: invalid number of arguments  

Usage:  

    wlan - auto - host - sleep <enable> <mode>  

    enable      --  enable/disable host sleep  

                   0 -  disable host sleep  

                   1 -  enable host sleep  

    mode        --  Mode of how host enter low power.  
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                   manual -  Manual mode. Need to use suspend command to enter 

low power.  

Examples:  

    wlan - auto - host - sleep 1 manual  

    wlan - auto - host - sleep 0  

MEF Usage: 

Define MACRO CONFIG_MEF_CFG in wifi_config.h to include in cli option. 
# wlan - multi - mef  

Usage:  

    wlan - multi - mef <ping/arp/multicast/ns/del> [<action>]  

        ping/arp/multicast/ns  

                 --  MEF entry type, will add one mef entry at a time  

        del      --  Delete all previous MEF entries  

        action   --  0-- discard and not wake host  

                    1-- discard and wake host  

                    3-- allow and wake host  

Example:  

    wlan - multi - mef ping 3  

    wlan - multi - mef del  

Error: invalid number of arguments  

Reset Previous configured Host sleep configuration 
# wlan - auto - host - sleep 0  

Auto Host Sleep disabled  

Enable host sleep with one of the conditions like, Broadcast or Unicast or Multicast or Mac event or ARP 

Broadcast or Management frame. For example, device will wake up on ping request. 
# wlan - multi - mef ping 3  

Add ping MEF entry successful  

 
# wlan - auto - host - sleep 1 manual  

Manual mode is selected for host sleep  

 

Suspend the device 
# mcu- suspend  

3.1.5.11 Set/Get Antenna Diversity Configuration 

The following commands are used to set and get antenna diversity configuration: 

NOTE: Make sure second antenna is connected before performing antenna configurations. 

Command Usage: 
# wlan - set - antcfg  

Usage:  

wlan - set - antcfg <ant mode> [evaluate_time]  

 

        <ant_mode>:  

                   1   --  Tx/Rx antenna 1  

                   2   --  Tx/Rx antenna 2  

                   0xFFFF  --  Tx/Rx antenna diversity  

        [evaluate_time]:  

                   If ant mode = 0xFFFF, use this to configure  

                   SAD evaluate time interval in milli seconds unit.  

                   MAX evaluate time is 65535ms.  

                   If not specified, default value is 6000 milli seconds.  

Examples:  

wlan - set - antcfg 1  

wlan - set - antcfg 0xffff  

wlan - set - antcfg 0xffff 5000  
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3.1.5.12 Get Region Code 

Note: The region codes will be update from tx_pwr_limit region files. 

The following commands are used to get region code: 

Get region code: 
# wlan - get - regioncode  

Region code: 0x 0 

3.1.5.13 Roaming based on RSSI event 

NOTE: This feature is only enabled for IW611/612, and IW611/612 support is enabled in i.MX RT1170 
EVKB and i.MX RT1060 EVKC. 

Command Usage: 
# wlan - roaming  

Usage:  

    wlan - roaming <0/1> <rssi_threshold>  

Example:  

    wlan - roaming 1 40  

Error: invalid number of arguments  

 

Enable client to roam based on RSSI values. If AP1 crosses RSSI value, DUT will roam to AP2. 
# wlan - roaming 1  40 

 

Legacy roam sequence 
# wlan - add abc ssid nxp wpa2 psk 12345678  

# wlan - connect abc  

# wlan - roaming 1 40  

FT roam sequence (This feature is not supported for IW611/612) 
# wlan - add abc ssid nxp wpa2 ft - psk 12345678  

# wlan - connect abc  

# wlan - roaming 1 40  

3.1.5.14 Roaming with 802.11k, 802.11r, and 802.11v 

The following commands are used for client roaming using Wi-Fi network standards: 

¶ 802.11K 

The 802.11k standard helps devices search quickly for nearby APs that are available as roaming 
targets by creating an optimized list of channels. When the signal strength of the current AP 
weakens, STADUT will scan for target APs from this list. 

NOTE: For roaming, Ext.AP should be capable of 11k, 11v and 11r. 

Command Usage: 
# wlan - host - 11k - enable  

Usage: wlan - host - 11k - enable <0/1> < 0-- disable host 11k; 1 --- enable host 

11k>  

Enable 11k: 
# wlan - host - 11k - enable 1  

Send neighbor request and get nearby Aps list 

Command Usage: 
# wlan - host - 11k - neighbor - req [ssid <ssid>]  

Send neighbor request with all nearby APs: 
# wlan - host - 11k - neighbor - req  

Send neighbor request with paǊǘƛŎǳƭŀǊ !tǎ ǿƛǘƘ {{L5 ƴŀƳŜ άммYψ!tέ: 
# wlan - host - 11k - neighbor - req  ssid 11 K_AP 
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¶ 802.11r (This feature is not supported for IW611/612) 

When STADUT roams from one AP to another on the same network, 802.11r uses a feature 
called Fast Basic Service Set Transition (FT) to authenticate more quickly. 

Command Usage: 

bssid: MAC address of that AP to which user wants to roam 

channel: Channel number on which desired AP is active 
# wlan - ft - roam 

Usage:  

Roam to new AP using FT:  

    wlan - ft - roam <bssid> <channel>  

Error: invalid number of arguments  

Roam through bssid and channel 
wlan - ft - roam 00:e9:3a:b9:e0:35 1  

¶ 802.11v 

Trigger the bss transition query with specified status code from 0 to 16. 

Command Usage: 
# wlan - host - 11v - bss - trans - query  

Usage: wlan - host - 11v - bss - trans - query <query_reason[0..16]>  

3.1.5.15 Zero Copy 

This feature help to improve CPU MIPS by modifying Wi-Fi driver which interact with TCP/IP stack and this 
can be archive by user configured pre-processor macros. 

To enable the support In wifi_cli sample application follow below steps.  

¶ Import the project.  

¶ Go to project properties > C/C++ Build > Settings > Preprocessor 

¶ Add macros: 

¶ FSL_USDHC_ENABLE_SCATTER_GATHER_TRANSFER 

¶ SDMMCHOST_ENABLE_CACHE_LINE_ALIGN_TRANSFER 

3.1.5.16 Other useful CLI commands 

Use the other commands to get the Wi-Fi information, driver version, firmware version, list of the 
networks and other information. 

Get the Wi-Fi information: 
# wlan - info                                                                                               

Station connected to:  

"test"  

        SSID: TPLink - 2G 

        BSSID: 14:EB:B6:8A:80:1F  

        mode: 802.11N  

        channel: 1  

        role: Infra  

 

        RSSI: - 57dBm 

        security: WPA2  

 

        IPv4 Address  

        address: DHCP  

                IP:             192.168.0.156  

                gateway:        192.168.0.1  

                netmask:        255.255.255.0  

                dns1:           192.168.0.1  

                dns2:           0.0.0.0  
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        IPv6 Addresses  

        Link - Local   :  FE80::A2CD:F3FF:FE77:E500 (Preferred)  

 

 

        rssi threshold: 0  

uAP started as:  

"xyz"  

        SSID: NXPAP  

        BSSID: A2:CD:F3:77:E6:00  

        mode: 802.11AX  

        channel: 1  

        role: uAP  

        security: WPA2  

        wifi capability: 11ax  

        user configure: 11ax  

 

        IPv4 Address  

        address: STATIC  

                IP:             192.168.10.1  

                gateway:        192.168.10.1  

                netmask:        255.255.255.0  

                dns1:           192.168.10.1  

                dns2:           0.0.0.0  

 

        IPv6 Addresses  

        Link - Local   :  FE80::A0CD:F3FF:FE77:E600 (Tentative)  

 

 

        rssi threshold: 0  

Get the Wi-Fi driver and firmware version: 
# wlan - version  

WLAN Driver Version   : vX.X.rXX.pX  

WLAN Firmware Version : w9177o- V1, SDIO, FP99, 18.99.3.p2 6.1 0, PVE_FIX 1  

Get the Wi-Fi MAC address: 
# wlan - mac 

MAC address  

00:13:43:6A:5A:ED  

Get the list of Wi-Fi networks: 
#  wlan - list  

2 networks:  

"test"  

        SSID: TPLink - 2G 

        BSSID: 00:00:00:00:00:00  

        mode: 802.11N  

        channel: (Auto)  

        role: Infra  

 

        RSSI: 0dBm  

        security: WPA2  

 

        IPv4 Address  

        address: DHCP  

                IP:             0.0.0.0  

                gateway:        0.0.0.0  

                netmask:        0.0.0.0  

                dns1:           0.0.0.0  

                dns2:           0.0.0.0  

 

        IPv6 Addresses  

        Link - Local   :  FE80::A2CD:F3FF:FE77:E500 (Preferred)  
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        rssi threshold: 0  

"xyz"  

        SSID: NXPAP  

        BSSID: 00:00:00:00:00:00  

        mode: 802.11AX  

        channel: 1  

        role: uAP  

        security: WPA2  

        wifi capability: 11ax  

        user configure: 11ax  

 

        IPv4 Address  

        address: STATIC  

                IP:             192.168.10.1  

                gateway:        192.168.10.1  

                netmask:        255.255.255.0  

                dns1:           192.168.10.1  

                dns2:           0.0.0.0  

 

        IPv6 Addresses  

        Link - Local   :  FE80::A0CD:F3FF:FE77:E600 (Tentative)  

 

 

        rssi threshold: 0  

Get the Wi-Fi stats: 
# wlan - stat  

Station connected (IEEE ps)  

uAP started (Active) )  

Get the AP channel: 
# wlan - get - uap - channel  

uAP channel: 1 

Get the channel load: 
# wlan - get - channel - load get  

SIZEOF MLANADAPT 4 

Wi- Fi channel load:  

Channel load noise: 0  

Channel load ch_load: 0  

Channel load rx_quality: 0  
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Ping the IP address: 
# ping  

Incorrect usage  

Usage:  

        ping [ - s <packet_size>] [ - c <packet_count>] [ - W <timeout in sec>] 

<ip_address>  

Default values:  

        packet_size: 56  

        packet_count: 10  

        timeout: 2 sec  

 
# ping - s 56 - c 2 - W 2 192.168.10.4  

PING 192.168.10.4 (192.168.10.4) 56(84) bytes of data  

64 bytes from 192.168.10.4: icmp_req=1 ttl=64 time=12 ms  

64 bytes from 192.168.10.4: icmp_req=2 ttl=64 time=1 ms  

Send RF Calibration host command: 
# wlan - send - hostcmd  

Hostcmd success, response is e0 80 12 0 3c 0 0 0 1 0 0 0 38 2 2 0 7 1  

This cli hardcodes a specific command and demonstrates usage of wlan_send_hostcmd API. This 

command can be changed to any other hostcmd, formed in the format mentioned here. 

First 8 bytes of cmd_buf should have Command Header. 
*  2 bytes : Command .  

*  2 bytes : Size.  

*  2 bytes : Sequence number.  

*  2 bytes : Result.  

*  Rest of buffer length is Command/Response Body  

Default structure for hostcmd defined in wlan_tests.c  cmd_buf[] = {0xe0, 0, 0x12, 0, 0x3c, 0, 0, 0, 0x01, 0, 

0, 0, 0x38, 0x02, 0x02, 0, 0x07, 0x01}; and differentiated as below. 

cmd_buf[] = {  

Command: 0x e0, 0,  

Size: <2 bytes of size of entire data>,  

Sequence number: 0, 0,  

Result: 0, 0,  

Set/Get: (for set 0x1 0x0, for get 0x0 0x0)  

Revision: <Cal data format revision, 2 bytes>  

Cal Data len: <length of cal data, 2 bytes>  

Cal Data: <cal data byte array>  

};  

 

Please refer to AN13296 for more details about RF calibration Data commands. 

Get the heap utilization 

NOTE: Define CONFIG_HEAP_STAT to 1 in wifi_config.h to include in cli option. 
# heap - stat  

 

Heap size ----------------------  : 22080  

Largest Free Block size --------  : 22080  

Smallest Free Block size -------  : 22080  

Number of Free Blocks ----------  : 1  

Total successful allocations ---  : 97  

Total successful frees ---------  : 12  

Min Free since system boot -----  : 21136  
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Data encryption and decryption 

wlan-eu-crypto command is used to encrypt and decrypt data based on FIPS (Federal Information 

Processing Standards). FIPS is the standard for the protection of sensitive or valuable data. 

Usage: 
# wlan - eu- crypto - aes - wrap  

Usage:  

Algorithm AES - WRAP encryption and decryption verification  

wlan - eu- crypto - aes - wrap <EncDec>  

EncDec: 0 - Decrypt, 1 - Encrypt  

Error: invalid number of arguments  

Encrypt Data: 
# wlan - eu- crypto - aes - wrap  1 

Raw Data:  

**** Dump @ 202523F4 Len: 16 ****  

12 34 56 78 90 12 34 56 78 90 12 34 56 78 90 12  

 

******** End Dump *******  

Encrypted Data:  

**** Dump @ 20252418 Len: 24 ****  

fa da 96 53 30 97 4b 61 77 c6 d4 3c d2 0e 1f 6d  

43 8a 0a 1c 4f 6a 1a d7  

******** End Dump *******  

Decrypt Data: 
# wlan - eu- crypto - aes - wrap 0  

Raw Data:  

**** Dump @ 202523DC Len: 24 ****  

fa da 96 53 30 97 4b 61 77 c6 d4 3c d2 0e 1f 6d  

43 8a 0a 1c 4f 6a 1a d7  

******** End Dump *******  

Decrypted Data:  

**** Dump @ 20252418 Len: 16 ****  

12 34 56 78 90 12 34 56 78 90 12 34 56 78 90 12  

 

******** End Dump *******   

List of useful crypto commands 
wlan - eu- crypto - rc4 <EncDec>  

wlan - eu- crypto - aes - wrap <EncDec>  

wlan - eu- crypto - aes - ecb <EncDec>  

wlan - eu- crypto - ccmp- 128 <EncDec>  

wlan - eu- crypto - ccmp- 256 <EncDec>  

wlan - eu- crypto - gcmp- 128 <EncDec>  

wlan - eu- crypto - gcmp- 256 <EncDec>  
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3.1.6 Add CLIs in wifi_cli Sample Application 

APIs can be called using CLI wrappers with the appropriate arguments. The new CLI command can be 
added in the existing demo application by using the existing structure that defines the list of commands. 
Command line arguments can be passed based on the API requirement. 

The following example shows how to add a new command with arguments in the CLI application. 

Command structure modification: 

File: wlan_tests.c or wlan_basic_cli.c 
Structure elements: ϑάŎƻƳƳŀƴŘ-ƴŀƳŜέΣ άƘŜƭǇέΣ ƘŀƴŘƭŜǊϒ 

{"wlan - command-name", "<argument1> <argument2> <argument3>é", 

handler_wlan_command},  

Command Handler: void handler_wlan_command (int argc, char *argv[]) 

Store the input argv list and pass it to the relative APIs to be used by the driver/firmware. 

Return value of API can be used to print the Error/Success message and command output. 
void handler_wlan_command (int argc, char *argv[])  

{  

    /* argv contains pointer to the arguments and argc is the number of 

arguments */  

    return_value = wlan_command_driver_API(argument1, argument2, argument3,é); 

    if (return_value == WM_SUCCESS) {  

     /* Print success message and command output */  

    } else {  

     /* Print failure message and error number */  

      }  

}  
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3.2 wifi_setup Sample Application 
This section describes wifi_setup sample application and its configuration along with the application 
execution. The wifi_setup sample application is used to demonstrate a Wi-Fi Station mode that connects 
to AP and starts pinging the IP address provided by the user. 

 

Wi-Fi Features: 

Table 7: wifi_setup Application Features 
Features Details 

Wi-Fi 

Wi-Fi Scan 
Wi-Fi Station mode 
Ping 

3.2.1 wifi_setup Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for information about the serial console tool setup. 

3.2.1.1 Run the application 

The following logs can be observed on the console once the devices (i.MX RT1060 EVK board and NXP-
based wireless module) are up and running. 
 

Starting wifi_setup DEMO  

STA MAC Address: A0:CD:F3:77:E5:00  

[i] WPL_Init: Success  

[i] WPL_Start: Success  

Once Wi-Fi module is initialized it'll try to scan nearby networks. 
Initiating scan...  

 

TPLink - 2G 

     BSSID         : 14:EB:B6:8A:80:1F  

     RSSI          : - 39dBm 

     Channel       : 1  

Huawei_2G_5G 

     BSSID         : DC:33:3D:AB:E9:FC  

     RSSI          : - 59dBm 

     Channel       : 44  

 

     BSSID         : 16:EB:B6:AA:80:1F  

     RSSI          : - 40dBm 

     Channel       : 1  

 

     BSSID         : 16:EB:B6:AA:80:1E  

     RSSI          : - 40dBm 

     Channel       : 36  

Linksys_2G  

     BSSID         : 94:10:3E:0E:75:20  

     RSSI          : - 54dBm 

     Channel       : 11  

ASUS_5G 

     BSSID         : 7C:10:C9:02:DA:4C  

     RSSI          : - 39dBm 

     Channel       : 40  

TP- link - 5G 

     BSSID         : 14:EB:B6:8A:80:1E  

     RSSI          : - 40dBm 

     Channel       : 36  
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Huawei_2G_5G_Wi - Fi5  

     BSSID         : DC:33:3D:FB:E9:FE  

     RSSI          : - 59dBm 

     Channel       : 44  

Tenda_2EACF0_5G 

     BSSID         : E8:65:D4:2E:AC:F5  

     RSSI          : - 57dBm 

     Channel       : 44  

ASUS_2G 

     BSSID         : 7C:10:C9:02:DA:48  

     RSSI          : - 41dBm 

     Channel       : 8  

 

It will ask details to connect preferred network 
Please enter parameters of WLAN to connect  

 

SSID: TPLink - 2G 

Password (for unsecured WLAN press Enter): ********  

[i] WPL_AddNetwork: Success  

[i] Trying to join the network...  

[i] WPL_Join: Success  

Once the connection is established successfully, it will ask a valid IPv4 address to ping. It will continuously 
ping the IP and print the received response time in ms(millisecond). 
Please enter a valid IPv4 address to test the connection  

 

IP address: 192.168.0.175  

[!] 192.168.0.1 is not a valid IPv4 address  

 

Please enter a valid IPv4 address to test the connection  

 

IP address:  

 is not a valid IPv4 address  

 

Please enter a valid IPv4 address to test the connection  

 

IP address: 192.168.0.175  

Starting ping task...  

ping: send 192.168.0.175  

ping: recv 192.168.0.175 243 ms  

ping: send 192.168.0.175  

ping: recv 192.168.0.175 27 ms  

ping: send 192.168.0.175  

ping: recv 192.168.0.175 27 ms  

 

...  
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3.3 wifi_webconfig Sample Application 
This section describes wifi_webconfig sample application and its configuration along with the application 
execution. The wifi_webconfig sample application is used to demonstrate a commissioning procedure using 
the uAP with an HTTP server to configure client mode to connect to an AP.  

A simple LED control is implemented to check the operational mode. LED is on if the device is in AP mode, 
and it turns off after device is set to client mode.  

The website in AP mode shows the available networks using scan. The desired network can be chosen by 
clicking on the listed SSID. Once SSID and passphrase are entered and posted, the device attempts to 
connect to the chosen network with the given configuration. 

The Wi-Fi credentials are stored in mflash, so the device can connect to the network after a reboot. Once 
the device comes up with the client mode, the AP mode goes down, and consequently the website closes.  

The website allows the user to reset the device to AP mode. 

The following figure shows the logical flow diagram of the wifi_webconfig sample application. 
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Figure 34: wifi_webconfig flow diagram 

 

The wifi_webconfig application features are summarized in the table below. 

Table 8: wifi_webconfig Sample Application Features 

Features Details 

Wi-Fi and 
HTTP 

Wi-Fi Soft AP mode 
Wi-Fi Station mode 
Wi-Fi Security (WPA2 by default for Soft AP) 
Desired Channel Selection for AP 
HTTP server (Request GET/POST) 
DHCP Server/Client 

3.3.1 User Configurations 

Some of the Wi-Fi features and feature related macros that user can configure based on requirement are 
listed in below table along with source file name.   

Wi-Fi configurations 

Table 9: wifi_webconfig Application Wi-Fi Configurations 
Feature Macro definition Default value File name Details 

Wi-Fi Soft 
AP 

WIFI_SSID 
άƴȄǇψŎƻƴŦƛƎǳǊŀǘƛƻƴψŀŎ
ŎŜǎǎψǇƻƛƴǘέ 

webconfig.h 

Default SSID and 
passphrase to start 
soft AP using the given 
sample application. It 
can be modified by 
changing the macro 
value. Default wpa2 
security is used.  

WIFI_PASSWORD άb·tлмнопрстуфέ 

WIFI_AP_CHANNEL 1 

WIFI_AP_IP_ADDR άмфнΦмсуΦмΦмέ wpl.h 

WIFI_AP_NET_MASK άнррΦнррΦлΦлέ 

3.3.2 wifi_webconfig Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for information about the serial console setup. 

3.3.2.1 Start-up logs 

The following logs can be observed on the console once the devices (i.MX RT1060 EVK board and NXP-based 
wireless module) are up and running. The Wi-Fi FW version log shows that the Wi-Fi module is ready to 
operate. 
Starting webconfig DEMO  

[i] Trying to load data from mflash.  

[i] Nothing stored yet  

[i] Initializing Wi - Fi connection...  

STA MAC Address: A0:CD:F3:77:E5:00  

[i] Successfully initialized Wi - Fi module  

Starting Access Point: SSID: nxp_configuration_access_point, Chnl: 1  

[wlcm] Warn: NOTE: uAP will automatically switch to the channel that station is 

on.  

 Now join that network on your device and connect to this IP: 192.168.1.1  

3.3.2.2 Connect the client to Soft AP 

Connect the client to soft AP and observe the logs with the client mac address. 
Client => 14:AB:C5:F4:C4:C3 Associated with Soft AP  
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3.3.2.3 Open the website in the client web browser 

Use the AP IP-192.168.1.1 open website http://192.168.1.1 in the client browser. Opening the website 
triggers the scan in the device and the available wireless networks are listed in the console and webpage. 
The current Wi-Fi mode AP is highlighted on the web page. See Figure 35. 
Initiating scan...  

 

Galaxy M210997  

     BSSID         : 8A:A3:03:B3:09:97  

     RSSI          : - 86dBm 

     Channel       : 2  

nxp  

     BSSID         : 38:E6:0A:C6:1A:EC  

     RSSI          : - 90dBm 

     Channel       : 165  

 
Figure 35: wifi_webconfig Website in AP Mode 

3.3.2.4 Connect the device to the AP 

Click on the desired SSID on the web page. If the AP uses Wi-Fi security, a dialog box opens and asks to 
enter a password. Once the credentials are posted, the device attempts the connection to the AP. 
[i] Chosen ssid: nxp  

[i] Chosen passphrase: "12345678"  

[i] Joining: nxp  

Switch to channel 165 success!  

[i] Successfully joined: nxp  

 Now join that network on your device and connect to this IP: 192.168.43.35  

[i] mflash_save_file success  

[i] Stopping AP!  

http://192.168.1.1/
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Figure 36: Connection Attempt to AP using wifi_webconfig Application 

NOTE: Once the configurations are successfully received by the device, soft AP goes down and the device 
switches to the client mode. To reconnect to the website, switch to the AP network and use the device 
(client mode) IP (printed on the console) to open the website.  

For example, Figure 37 shows http://192.168.43.35 to reconnect to website. 
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The current Wi-Fi mode client is highlighted on the webpage captured in Figure 37. 

 
Figure 37: wifi_webconfig Website in Client Mode 

3.3.2.5 Device reboot with the configurations stored in mflash 

The following logs can be observed when the device has the client configuration saved in mflash. It reads 
the stored information and uses it to configure client mode after a reboot.  
Starting webconfig DEMO  

[i] Trying to load data from mflash.  

[i] Saved SSID: nxp, Password: 12345678  

[i] Initializing Wi - Fi connection...  

MAC Address: 20:4E:F6:EC:1F:27  

[i] Successfully initialized Wi - Fi module  

Connecting as client to ssid: nxp with password 12345678  
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3.3.2.6 Clear the settings on the website 

To clear the configurations saved in mflash, press the Clear Board settings button available on the 
webpage. 
[i] mflash_save_file success  

Starting Access Point: SSID: nxp_configuration_access_point, Chnl: 1  

[wlcm] Warn: NOTE: uAP will automatically switch to the channel that station is 

on.  

 Now join that network on your device and connect to this IP: 192.168.1.1  
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Figure 38: Clear Configurations saved in mflash using website (wifi_webconfig Application) 

 
Figure 39: Clear Configuration Success Message in wifi_webconfig Application 
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3.4 wifi_test_mode Sample Application 
This section describes the wifi_test_mode application to demonstrate the CLI support to enable the user 
to control the Wi-Fi device to run various RF and regulatory compliance tests. This application enables RF 
testing for the Wi-Fi module. It helps to Measure RF parameters such as transmit power for both 2.4GHz 
and 5GHz, display RF packet counts, RF antenna configuration and transmit standard 802.11 packets. 

3.4.1 wifi_test_mode Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for information about the serial console setup. 

3.4.1.1 Run the application 

This section describes the available Wi-Fi commands. The application starts with the welcome message, 
press Enter for the command prompt. 
========================================  

wifi test mode demo  

========================================  

Initialize CLI  

========================================  

CLI Build: Feb 14 2025 [19:04:48]  

Copyright  2024  NXP  

MCU Board: MIMXRT1060 - EVKC 

========================================  

Initialize WLAN Driver  

========================================  

STA MAC Address: A0:CD:F3:77:E5:00  

========================================  

app_cb: WLAN: received event 12  

========================================  

app_cb: WLAN initialized  

========================================  

WLAN Test Mode CLIs are initialized  

========================================  

CLIs Available:  

========================================  

 

help  

clear  

wlan - version  

wlan - mac  

wlan - set - rf - test - mode  

wlan - unset - rf - test - mode  

wlan - set - rf - tx - antenna <antenna>  

wlan - get - rf - tx - antenna  

wlan - set - rf - rx - antenna <antenna>  

wlan - get - rf - rx - antenna  

wlan - set - rf - band <band>  

wlan - get - rf - band  

wlan - set - rf - bandwidth <bandwidth>  

wlan - get - rf - bandwidth  

wlan - set - rf - channel <channel>  

wlan - get - rf - channel  

wlan - set - rf - radio - mode <radio_mode>  

wlan - get - rf - radio - mode  

wlan - set - rf - tx - power <tx_power> <modulation> <path_id>  

wlan - set - rf - tx - cont - mode <enable_tx> <cw_mode> <payload_pattern> <cs_mode> 

<act_sub_ch> <tx_rate>  
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wlan - set - rf - tx - frame <start> <data_rate> <frame_pattern> <frame_len> 

<adjust_burst_sifs> <burst_sifs_in_us> <short_preamble> <act_sub_ch> <short_gi> 

<adv_coding> <tx_b>  

wlan - set - rf - trigger - frame - cfg <Enable_tx> <Standalone_hetb> <FRAME_CTRL_TYPE> 

<FRAME_CTRL_SUBTYPE> <FRAME_DURATION><TriggerType> <UlLen> <MoreTF> 

<CSRequired> <UlBw> <  

wlan - set - rf - he- tb - tx <enable> <qnum> <aid> <axq_mu_timer> <tx_power>  

wlan - get - and - reset - rf - per  

wlan - set - rf - otp - mac- addr <mac_addr>  

wlan - get - rf - otp - mac- addr  

wlan - set - rf - otp - cal - data  

wlan - get - rf - otp - cal - data  

========================================  

========================================  

app_cb: WLAN: received event 16  

========================================  

app_cb: WLAN: PS_ENTER  

========================================  

app_cb: WLAN: received event 16  

========================================  

app_cb: WLAN: PS_ENTER  
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3.4.1.2 Prerequisite Commands 

The following steps describe prerequisite commands to start Wi-Fi RF Test. 

Wi-Fi RF test mode enable 

The following command is used to set Wi-Fi mode to rf test mode: 
# wlan - set - rf - test - mode 

========================================  

app_cb: WLAN: received event 17  

========================================  

app_cb: WLAN: PS EXIT  

========================================  

app_cb: WLAN: received event 17  

========================================  

app_cb: WLAN: PS EXIT  

RF Test Mode Set configuration successful  

Wi-Fi RF band set and get 

The following commands are used to set and get Wi-Fi band: 

Command Usage: 
# wlan - set - rf - band  

Usage:  

wlan - set - rf - band <band>  

band: 0=2.4G, 1=5G  

Set and Get RF band:  
# wlan - set - rf - band 1  

RF Band configuration successful  

 
# wlan - get - rf - band  

Configured RF Band is: 5G  

Wi-Fi RF channel set and get 

The following commands are used to set and get Wi-Fi channel: 

Command Usage: 
# wlan - set - rf - channel  

Usage:  

wlan - set - rf - channel <channel>  

Set and Get RF channel:  
# wlan - set - rf - channel 132  

Channel configuration successful  

 
# wlan - get - rf - channel  

Configured channel is: 132  

Wi-Fi RF bandwidth set and get 

The following commands are used to set and get Wi-Fi bandwidth: 

NOTE: 88W8987 supports 11ac 80MHz support 

Command Usage: 
# wlan - set - rf - bandwidth  

Usage:  

wlan - set - bandwidth <bandwidth>  

 

        <bandwidth>:  

                0: 20MHz  

                1: 40MHz  

                4: 80MHz  

Set and Ge RF Bandwidth:  
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For 20MHz 
# wlan - set - rf - bandwidth 0  

Bandwidth configuration successful  

0MHz 
# wlan - get - rf - bandwidth  

Configured bandwidth is: 20MHz  

For 80MHz 
# wlan - set - rf - bandwidth 4  

Bandwidth configuration successful  

 
# wlan - get - rf - bandwidth  

Configured bandwidth is: 80MHz  

3.4.1.3 Display and Clear Received Wi-Fi Packet Count 

The following command clear the received packet count and displays the received multi-cast and error 
packet counts. 
#  wlan - get - and - reset - rf - per  

PER is as below:  

  Total Rx Packet Count                    : 15505  

  Total Rx Multicast/Broadcast Packet Count: 4409  

  Total Rx Packets with FCS error          : 2906  

3.4.1.4 Wi-Fi Antenna Configuration 

The following commands are used to set and get Wi-Fi Tx/Rx antenna configuration. 

Command Usage: 
# wlan - set - rf - tx - antenna  

Usage:  

wlan - set - rf - tx - antenna <antenna>  

antenna: 1=Main, 2=Aux  

Set and Get TX antenna configuration: 
# wlan - set - rf - tx - antenna 1  

Tx Antenna configuration successful  

 
# wlan - get - rf - tx - antenna  

Configured Tx Antenna is: Main  

Command Usage: 
# wlan - set - rf - rx - antenna  

Usage:  

wlan - set - rf - rx - antenna <antenna>  

antenna: 1=Main, 2=Aux  

Set and Get RX antenna configuration: 
# wlan - set - rf - rx - antenna 2  

Rx Antenna configuration successful  

 
# wlan - get - rf - rx - antenna  

Configured Rx Antenna is: Aux  
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3.4.1.5 Wi-Fi Tx Power configuration 

The following command is used to set the transmitter output power at the antenna using stored 
calibration data. Power level is in dBm. 

Command Usage: 
# wlan - set - rf - tx - power  

Usage:  

wlan - set - rf - tx - power <tx_power> <modulation> <path_id>  

Power       (0 to 24 dBm)  

Modulation  (0: CCK, 1:OFDM, 2:MCS)  

Path ID     (0: PathA, 1:PathB, 2:PathA+B)  

Set Tx Power: 
# wlan - set - rf - tx - power 8 1 1  

Tx Power configuration successful  

  Power         : 8 dBm  

  Modulation    : OFDM  

  Path ID       : PathB  

3.4.1.6 Wi-Fi set transmitter in CW mode 

The following command is used to set Wi-Fi transmitter to Continuous Wave (CW) mode. 

Command Usage: 

For different data rate values  See Table 10bgn: Data rate parameter 
# wlan - set - rf - tx - cont - mode 

Usage:  

wlan - set - rf - tx - cont - mode <enable_tx> <cw_mode> <payload_pattern> <cs_mode> 

<act_sub_ch> <tx_rate>  

Enable                (0:disable, 1:enable)  

Continuous Wave Mode  (0:disable, 1:enable)  

Payload Pattern       (0 to 0xFFFFFFFF) (Enter hexadecimal value)  

CS Mode               (Applicable only when continuous wave is disabled) 

(0:disable, 1:enable)  

Active SubChannel     (0:low, 1:upper, 3:both)  

Tx Data Rate          (Rate Index corresponding to legacy/HT/VHT rates)  

 

To Disable:  

Set all parameters with expected values  

Enable CW mode: 
# wlan - set - rf - tx - cont - mode 1 1 B496DEB6 0 0 7  

Tx continuous configuration successful  

  Enable                : enable  

  Continuous Wave Mode  : enable  

  Payload Pattern       : 0x7FFFFFFF  

  CS Mode               : disable  

  Active SubChannel     : low  

  Tx Data Rate          : 7  

Disable CW mode: 
# wlan - set - rf - tx - cont - mode 0  

Tx continuous configuration successful  

  Enable                : disable  

  Continuous Wave Mode  : disable  

  Payload Pattern       : 0x00000000  

  CS Mode               : disable  

  Active SubChannel     : low  

  Tx Data Rate          : 0  

NOTE: It is required to disable CW mode once test completed. CW mode test and TX frame test does not 
support parallel operation. 
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Table 10bgn: Data rate parameter 

ID (Hex value) Data rate 

00 1Mbits/sec 

01 2Mbits/sec 

02 5.5Mbits/sec 

03 11Mbits/sec 

04 22Mbits/sec 

05 6Mbits/sec 

06 9Mbits/sec 

07 12Mbits/sec 

08 18Mbits/sec 

09 24Mbits/sec 

0A 36Mbits/sec 

0B 48Mbits/sec 

0C 54Mbits/sec 

0D 72Mbits/sec 

0E HT_MCS 0 

0F HT_MCS 1 

10 HT_MCS 2 

11 HT_MCS 3 

12 HT_MCS 4 

13 HT_MCS 5 

14 HT_MCS 6 

15 HT_MCS 7 

2E HT_MCS 32 

 

Table 11: 11ac Data rate parameter 

ID (Hex value) Data rate 

00 1Mbits/sec 

01 2Mbits/sec 

02 5.5Mbits/sec 

03 11Mbits/sec 

04 Reserved 

05 6Mbits/sec 

06 9Mbits/sec 

07 12Mbits/sec 

08 18Mbits/sec 

09 24Mbits/sec 

0A 36Mbits/sec 

0B 48Mbits/sec 

0C 54Mbits/sec 
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0D Reserved 

0E HT_MCS 0 

0F HT_MCS 1 

10 HT_MCS 2 

11 HT_MCS 3 

12 HT_MCS 4 

13 HT_MCS 5 

14 HT_MCS 6 

15 HT_MCS 7 

16 HT_MCS 8 

17 HT_MCS 9 

18 HT_MCS 10 

19 HT_MCS 11 

1A HT_MCS 12 

1B HT_MCS 13 

1C HT_MCS 14 

1D HT_MCS 15 

100 VHT_SS1_MCS0 

101 VHT_SS1_MCS1 

102 VHT_SS1_MCS2 

103 VHT_SS1_MCS3 

104 VHT_SS1_MCS4 

105 VHT_SS1_MCS5 

106 VHT_SS1_MCS6 

107 VHT_SS1_MCS7 

108 VHT_SS1_MCS8 

109 VHT_SS1_MCS9 

 

Table 12: 11ax Data rate parameter 

ID (Hex value) Data rate 

00 1Mbits/sec 

01 2Mbits/sec 

02 5.5Mbits/sec 

03 11Mbits/sec 

04 22Mbits/sec 

05 6Mbits/sec 

06 9Mbits/sec 

07 12Mbits/sec 

08 18Mbits/sec 

09 24Mbits/sec 

0A 36Mbits/sec 
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0B 48Mbits/sec 

0C 54Mbits/sec 

0D 72Mbits/sec 

0E HT_MCS 0 

0F HT_MCS 1 

10 HT_MCS 2 

11 HT_MCS 3 

12 HT_MCS 4 

13 HT_MCS 5 

14 HT_MCS 6 

15 HT_MCS 7 

1100 VHT_SS1_MCS0 

1101 VHT_SS1_MCS1 

1102 VHT_SS1_MCS2 

1103 VHT_SS1_MCS3 

1104 VHT_SS1_MCS4 

1105 VHT_SS1_MCS5 

1106 VHT_SS1_MCS6 

1107 VHT_SS1_MCS7 

1108 VHT_SS1_MCS8 

1109 VHT_SS1_MCS9 

2100 HE_SS1_MCS0 

2101 HE_SS1_MCS1 

2102 HE_SS1_MCS2 

2103 HE_SS1_MCS3 

2104 HE_SS1_MCS4 

2105 HE_SS1_MCS5 

2106 HE_SS1_MCS6 

2107 HE_SS1_MCS7 

2108 HE_SS1_MCS8 

2109 HE_SS1_MCS9 

210A HE_SS1_MCS10 

210B HE_SS1_MCS11 

3.4.1.7 Transmit standard 802.11 packets 

The following command is used to continuously transmit packets, with an adjustable time gap of 0 to 250 
microseconds between packets. 

Command Usage: 

For different data rate values  See Table 10bgn: Data rate parameter 
# wlan - set - rf - tx - frame  

Usage:  

wlan - set - rf - tx - frame <start> <data_rate> <frame_pattern> <frame_len> 

<adjust_burst_sifs> <burst_sifs_in_us> <short_preamble> <act_sub_ch> <short_gi> 

<adv_coding> <tx_bf> <gf_mode> <stbc> <bssid>  
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Enable                 (0:disable, 1:enable)  

Tx Data Rate           (Rate Index corresponding to legacy/HT/VHT rates)(Enter 

hexadecimal value)  

Payload Pattern        (0 to 0xFFFFFFFF) (Enter hexadecimal value)  

Payload Length         (1 to 0x400) (Enter hexadecimal value)  

Adjust Burst SIFS3 Gap (0:disable, 1:enable)  

Burst SIFS in us       (0 to 255us)  

Short Preamble         (0:disable, 1:enable)  

Active SubChannel      (0:low, 1:upper, 3:both)  

Short GI               (0:disable, 1:enable)  

Adv Coding             (0:disable, 1:enable)  

Beamforming            (0:disable, 1:enable)  

GreenField Mode        (0:disable, 1:enable)  

STBC                   (0:disable, 1:enable)  

BSSID                  (xx:xx:xx:xx:xx:xx)  

 

To Disable:  

wlan - set - rf - tx - frame 0  

Enable Tx Frame: 
# wlan - set - rf - tx - frame 1 0x7 2730 256 0 0 0 0 0 0 0 0 0 38:E6:0A:C6:1A:EC  

Tx Frame configuration successful  

  Enable                    : enable  

  Tx Data Rate              : 7  

  Payload Pattern           : 0x2730  

  Payload Length            : 0x256  

  Adjust Burst SIFS3 Gap    : disable  

  Burst SIFS in us          : 0 us  

  Short Preamble            : disable  

  Active SubChannel         : low  

  Short GI                  : disable  

  Adv Coding                : disable  

  Beamforming               : disable  

  GreenField Mode           : disable  

  STBC                      : disable  

  BSSID                     : 38:E6:0A:C6:1A:EC  

Packet Capture: 

Please refer section 2.2 for the Wireshark tool setup and start capturing packets for configured channel 
and bandwidth. 
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Figure 40: TX Frame Packet Capture 

Disable TX Frame: 
# wlan - set - rf - tx - frame 0  

Tx Frame configuration successful  

  Enable                    : disable  

  Tx Data Rate              : 0  

  Payload Pattern           : 0x0  

  Payload Length            : 0x1  

  Adjust Burst SIFS3 Gap    : disable  

  Burst SIFS in us          : 0 us  

  Short Preamble            : disable  

  Active SubChannel         : low  

  Short GI                  : disable  

  Adv Coding                : disable  

  Beamforming               : disable  

  GreenField Mode           : disable  

  STBC                      : disable  

  BSSID                     : 00:00:00:00:00:00  

3.4.1.8 Other useful CLI commands 

Use the other commands to get the Wi-Fi information, driver version and firmware version. 

Get the Wi-Fi driver and firmware version: 
# wlan - version  

WLAN Driver Version   : vX.X.rXX.pX  

WLAN Firmware Version : w9177o- V1, SDIO, FP99, 18.99.3.p2 6.1 0, PVE_FIX 1  

Get the Wi-Fi MAC address: 
MAC address  

00:13:43:7F:9C:9F  
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3.4.1.9 Example command sequences for adjusting Tx power in 2.4GHz 

The radio is configured as shown below. 

¶ 2.4 GHz band 

¶ Channel 6 

¶ 20 MHz bandwidth 

¶ 6 Mbps legacy data rate 

¶ Test pattern transmitted is 0x00000AAA 

¶ Output power set to +15 dBm. then adjusted to +14 dBm 

¶ For different data rate values  See Table 10bgn: Data rate parameter 

Table 13: Tx power command sequences for 2.4GHz 

Step Operation Command 

1 Set RF test mode # wlan-set-rf-test-mode 

rf_test_mode set successfully 

2 Set RF band # wlan-set-rf-band 0 

RF Band configuration successful 

3 Set RF bandwidth  (switched order with step 
4) 

# wlan-set-rf-bandwidth 0 

Bandwidth configuration successful 

4 Set RF channel # wlan-set-rf-channel 6 

Channel configuration successful 

5 Set Tx antenna # wlan-set-rf-tx-antenna 1 

Tx antenna configuration successful 

6 Get settings (optional) # wlan-get-rf-band 

Configured RF band is:  2.4 G 

# wlan-get-rf-channel 

Configured channel is:  6 

# wlan-get-rf-bandwidth 

Configured bandwidth is:  20MHz 

7 Set output power to +15 dBm  # wlan-set-rf-tx-power 15 1 0 

Tx Power configuration successful 

Power   :  15 dBm 

Modulation :  OFDM 

Path ID  :  PathA 

8 Set continuous transmit mode # wlan-set-rf-tx-cont-mode 1 0 0xAAA 0 3 5 

Tx continous mode successful 

Enable   : enable 

CW mode  : disable 

Payload pattern                  : 0x00000AAA 

CS mode                  : disable 

Active SubChannel : both 

Tx Data Rate  : 5 

9 Stop transmission # wlan-set-rf-tx-cont-mode 0 

10 Set output power to +14 dBm  # wlan-set-rf-tx-power 14 1 0 

Tx Power configuration successful 

Power   :  14 dBm 
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Modulation :  OFDM 

Path ID  :  PathA 

11 Restart transmission # wlan-set-rf-tx-cont-mode 1 0 0xAAA 0 3 5 

Tx continous mode successful 

Enable   : enable 

CW mode  : disable 

Payload pattern                  : 0x00000AAA 

CS mode                  : disable 

Active SubChannel : both 

Tx Data Rate  : 5 

12 Stop transmission # wlan-set-rf-tx-cont-mode 0  

3.4.1.10 Example command sequences for adjusting Tx power in 5GHz 

The radio is configured as shown below. 

¶ 5 GHz band 

¶ Channel 44/48 

¶ 40 MHz bandwidth 

¶ MCS0 HT data rate 

¶ Test pattern transmitted is 0x00BBBAAA 

¶ Output power set to +9 dBm, then adjusted to +8 dBm. 

¶ For different data rate values  See Table 10bgn: Data rate parameter 

Table 14: Tx power command sequences for 5GHz 

Step Operation Command 

1 Set RF test mode # wlan-set-rf-test-mode 

RF Test Mode configuration successful 

2 Set RF band # wlan-set-rf-band 1 

RF Band configuration successful 

3 Set RF bandwidth (switched order with step 
4) 

# wlan-set-rf-bandwidth 1 

Bandwidth configuration successful 

4 Set RF channel # wlan-set-rf-channel 48 

Channel configuration successful 

5 Set Tx antenna # wlan-set-rf-tx-antenna 1 

Tx antenna configuration successful 

6 Get settings (optional) # wlan-get-rf-band 

Configured RF band is:  5 G 

# wlan-get-rf-channel 

Configured channel is:  48 

# wlan-get-rf-bandwidth 

Configured bandwidth is:  40MHz 

7 Set output power to +10 dBm # wlan-set-rf-tx-power 10 1 0 

Tx Power configuration successful 

Power   :  10 dBm 

Modulation :  OFDM 

Path ID  :  PathA 
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8 Set continuous transmit mode # wlan-set-rf-tx-cont-mode 1 0 
0xBBBAAA 0 3 14 

Tx continous mode successful 

Enable   : enable 

CW mode  : disable 

Payload pattern                  : 
0x00BBBAAA 

CS mode                  : disable 

Active SubChannel : both 

Tx Data Rate  : 14 

9 Stop transmission # wlan-set-rf-tx-cont-mode 0  

10 Set output power to +9 dBm # wlan-set-rf-tx-power 9 1 0 

Tx Power configuration successful 

Power   :  9 dBm 

Modulation :  OFDM 

Path ID  :  PathA 

11 Restart transmission # wlan-set-rf-tx-cont-mode 1 0 
0xBBBAAA 0 3 14 

Tx continous mode successful 

Enable   : enable 

CW mode  : disable 

Payload pattern                  : 
0x00BBBAAA 

CS mode                  : disable 

Active SubChannel : both 

Tx Data Rate  : 14 

12 Stop transmission # wlan-set-rf-tx-cont-mode 0  

13 Set output power to +8 dBm # wlan-set-rf-tx-power 8 1 0 

Tx Power configuration successful 

Power   :  8 dBm 

Modulation :  OFDM 

Path ID  :  PathA 

14 Restart transmission # wlan-set-rf-tx-cont-mode 1 0 
0xBBBAAA 0 3 14 

Tx continous mode successful 

Enable   : enable 

CW mode  : disable 

Payload pattern                  : 
0x00BBBAAA 

CS mode                  : disable 

Active SubChannel : both 

Tx Data Rate  : 14 

15 Stop transmission # wlan-set-rf-tx-cont-mode 0  
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3.5 wifi_cert Sample Application 
This section describes the wifi_cert application to demonstrate the CLI support to handle and enable Wi-Fi 
configuration for different features. This sample application includes commands related to the Wi-Fi 
certification process. In this sample application Wi-Fi connection manager CLIs are available. 

NOTE:  Support for this application is available only for i.MX RT1060 EVK/EVKC board. 

Table 15: wifi_cert Application Features 

Features Details 

Wi-Fi 

Wi-Fi Soft AP mode 
Wi-Fi Station mode 
Wi-Fi Scan 
Wi-Fi Tx Power Limit 
Wi-Fi Active/Passive Channel List 
Wi-Fi Tx Data Rate 
Wi-Fi Management Frame Protection 
Wi-Fi ED MAC 
Wi-Fi host sleep/wowlan 
Wi-Fi RF Calibration 
Wi-Fi coexistence with external radios (for 88W8801) 

IPerf 

TCP Client and Server 
TCP Client dual mode (Tx and Rx in simultaneous) 
TCP Client trade-off mode (Tx and Rx individual) 
 
UDP Client and Server 
UDP Client dual mode (Tx and Rx in simultaneous) 
UDP Client trade-off mode (Tx and Rx individual) 

3.5.1 wifi_cert Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for information about the serial console setup. 
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3.5.1.1 Run the application 

This section describes the available Wi-Fi commands. The application starts with the welcome message, 
press Enter for the command prompt. 
========================================  

wifi cert demo  

========================================  

Initialize CLI  

========================================  

Initialize WLAN Driver  

========================================  

MAC Address: 00:13:43:7F:9C:9F  

[net] Initialized TCP/IP networking stack  

========================================  

app_cb: WLAN: received event 10  

========================================  

app_cb: WLAN initialized  

========================================  

WLAN CLIs are initialized  

========================================  

ENHANCED WLAN CLIs are initialized  

========================================  

CLIs Available:  

========================================  

 

help  

wlan - version  

wlan - mac 

wlan - scan  

wlan - scan - opt ssid <ssid> bssid ...  

wlan - add <profile_name> ssid <ssid> bssid...  

wlan - remove <profile_name>  

wlan - list  

wlan - connect <profile_name>  

wlan - start - network <profile_name>  

wlan - stop - network  

wlan - disconnect  

wlan - stat  

wlan - info  

wlan - address  

wlan - get - uap - channel  

wlan - get - uap - sta - list  

wlan - ieee - ps <0/1>  

wlan - deep - sleep - ps <0/1>  

wlan - send - hostcmd  

wlan - get - regioncode  

wlan - get - txpwrlimit <subband>  

wlan - set - txpwrlimit  

wlan - set - chanlist  

wlan - get - chanlist  

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting>  

wlan - get - txratecfg  

wlan - get - data - rate  

wlan - set - pmfcfg <mfpc> <mfpr>  

wlan - get - pmfcfg  

wlan - set - antcfg <ant mode> [evaluate_time]  

wlan - get - antcfg  

wlan - set - ed- mac- mode <ed_ctrl_2g> <ed_offset_2g>  

wlan - get - ed- mac- mode 

ping [ - s <packet_size>] [ - c <packet_count>] [ - W <timeout in sec>] <ipv4/ipv6 

address>  

iperf [ - s| - c <host>| - a| - h] [options]  
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dhcp - stat  

========================================   

NOTE: Please refer sections 3.1.5.4 to 3.1.5.11 for basic Wi-Fi features like Wi-Fi Scan, Wi-Fi AP mode, Wi-
Fi Station mode, IPerf etc.  

3.5.1.2 Get Region Code 

Note: The region codes will be update from tx_pwr_limit region files. 

Get region code: 
# wlan - get - regioncode  

Region code: 0xaa  

3.5.1.3 Get Tx Power Limit 

The following commands are used to get tx power limit: 

Command Usage: 
# wlan - get - txpwrlimit  

Usage:  

wlan - get - txpwrlimit <subband>  

 

         Where subband is:  

               0x00 2G subband  (2.4G: channel 1 - 14)  

               0x10 5G subband0 (5G: channel 36,40,44,48,  

                                             52,56,60,64)  

               0x11 5G subband1 (5G: channel 100,104,108,112,  

                                             116,120,124,128,  

                                             132,136,140,144)  

               0x12 5G subband2 (5G: channel 149,153,157,161,165,172)  

               0x13 5G subband3 (5G: channel 183,184,185,187,188,  

                                             189, 192,196;  

                                 5G: channel 7,8,11,12,16,34)  

Get Tx Power Limit: 
# wlan - get - txpwrlimit 0 0 

-------------------------------------------------------------------------------  

Get txpwrlimit: sub_band=0  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   1  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   2  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   3  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   4  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   5  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   6  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  
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ChanNum:   7  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   8  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   9  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   10  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   11  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   12  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2407  

ChanWidth: 20  

ChanNum:   13  

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8  

StartFreq: 2414  

ChanWidth: 20  

ChanNum:   14  

Pwr:0,0,1,0,2,0,3,0,4,0,5,0,6,0  
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3.5.1.4 Set/Get Active/Passive Channel List 

The following commands are used to set and get active and passive channel list. 

Set Channel List: 
# wlan - set - chanlist  

-------------------------------------------------------------------------------

-  

Number of channels configured: 3 9 

 

ChanNum: 1      ChanFreq: 2412  Active  

ChanNum: 2      ChanFreq: 2417  Active  

ChanNum: 3      ChanFreq: 2422  Active  

ChanNum: 4      ChanFreq: 2427  Active  

ChanNum: 5      ChanFreq: 2432  Active  

ChanNum: 6      ChanFreq: 2437  Active  

ChanNum: 7      ChanFreq: 2442  Active  

ChanNum: 8      ChanFreq: 2447  Active  

ChanNum: 9      ChanFreq: 2452  Active  

ChanNum: 10     ChanFreq: 2457  Active  

ChanNum: 11     ChanFreq: 2462  Active  

ChanNum: 12     ChanFreq: 2467  Passive  

ChanNum: 13     ChanFreq: 2472  Passive  

ChanNum: 14     ChanFreq: 2484  Passive  

ChanNum: 36     ChanFreq: 5180  Active  

é 
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Get Channel List: 

# wlan - get - chanlist  

-------------------------------------------------------------------------------

-  

Number of channels configured: 3 9 

 

ChanNum: 1      ChanFreq: 2412  Active  

ChanNum: 2      ChanFreq: 2417  Active  

ChanNum: 3      ChanFreq: 2422  Active  

ChanNum: 4      ChanFreq: 2427  Active  

ChanNum: 5      ChanFreq: 2432  Active  

ChanNum: 6      ChanFreq: 2437  Active  

ChanNum: 7      ChanFreq: 2442  Active  

ChanNum: 8      ChanFreq: 2447  Active  

ChanNum: 9      ChanFreq: 2452  Active  

ChanNum: 10     ChanFreq: 2457  Active  

ChanNum: 11     ChanFreq: 2462  Active  

ChanNum: 12     ChanFreq: 2467  Passive  

ChanNum: 13     ChanFreq: 2472  Passive  

ChanNum: 14     ChanFreq: 2484  Passive  

ChanNum: 36     ChanFreq: 5180  Active  

é 

3.5.1.5 Set/Get Tx Rate Configuration 

The following commands are used to set and get tx rate. 

Command Usage: 
# wlan - set - txratecfg  

Invalid arguments  

Usage:  

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting>   

        Where 

        <format> -  This parameter specifies the data rate format used in this 

command 

                0:    LG  

                1:    HT  

                2:    VHT  

                0xff: Auto  

        <index> -  This parameter specifies the rate or MCS index  

        If <format> is 0 (LG),  

                0       1 Mbps  

                1       2 Mbps  

                2       5.5 Mbps  

                3       11 Mbps  

                4       6 Mbps  

                5       9 Mbps  

                6       12 Mbps  

                7       18 Mbps  

                8       24 Mbps  

                9       36 Mbps  

                10      48 Mbps  

                11      54 Mbps  

        If <format> is 1 (HT),  

                0       MCS0  

                1       MCS1  

                2       MCS2  

                3       MCS3  

                4       MCS4  

                5       MCS5  

                6       MCS6  

                7       MCS7  
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        If <format> is 2 (VHT),  

                0       MCS0  

                1       MCS1  

                2       MCS2  

                3       MCS3  

                4       MCS4  

                5       MCS5  

                6       MCS6  

                7       MCS7  

                8       MCS8  

                9       MCS9  

        <nss> -  This parameter specifies the NSS. It is valid only for VHT and 

HE 

        If <format> is 2 (VHT) or 3 (HE),  

                1       NSS1  

                2       NSS2  

        <rate_setting> -  This parameter can only specifies the GI types now.  

        If <format> is 1 (HT),  

                0x0000  Long GI  

                0x0020  Short GI  

        If <format> is 2 (VHT),  

                0x0000  Long GI  

                0x0020  Short GI  

                0x0060  Short GI and Nsym mod 10=9  

Set Tx Rate: 
# wlan - set - txratecfg sta ff 0 1  

Configured txratecfg as below:  

Tx Rate Configuration:  

    Type:         0 (LG)  

    Rate Index: 0 (1 Mbps)  

    Rate setting: Preamble type/BW/GI/STBC/.. : auto  

Get Tx Rate: 
# wlan - get - txratecfg sta  

Tx Rate Configuration:  

    Type:         0 (LG)  

    Rate Index: 0 (1 Mbps)  

    Rate setting: Preamble type/BW/GI/STBC/.. : auto  

Get Data Rate: 
# wlan - get - data - rate sta  

Data Rate:  

  TX:  

    Type: LG  

    Rate: 1 Mbps  

  RX:  

    Type: LG  

    Rate: 1 Mbps  

3.5.1.6 Set/Get Antenna Diversity Configuration 

The following commands are used to set and get antenna diversity configuration: 

NOTE: Make sure second antenna is connected before performing antenna configurations. 

Command Usage: 

# wlan-set-antcfg 

Usage: 

wlan-set-antcfg <ant mode> [evaluate_time] 

        <ant mode>: 

                   Bit 0   -- Tx/Rx antenna 1 
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                   Bit 1   -- Tx/Rx antenna 2 

                   0xFFFF  -- Tx/Rx antenna diversity 

        [evaluate_time]: 

                   if ant mode = 0xFFFF, SAD evaluate time interval, 

                   default value is 6s(0x1770) 

3.5.1.7 Set/Get ED MAC Feature 

This feature enables the European Union (EU) adaptivity test as per the compliance requirements in the 
ETSI standard. 

Depending on the device and front-end loss, the Energy Detection (ED) threshold offset (ed_ctrl_2g.offset 
and ed_ctrl_5g.offset) needs to be adjusted. The ED threshold offset can be adjusted in steps of 1 dB. 

This section includes definitions of the commands and examples which shows how to adjust ED MAC. 
Below are the get and set commands for ED-MAC adjustment. 

# wlan-get-ed-mac-mode <interface> 

#wlan-set-ed-mac-mode <interface> <ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g> <ed_offset_5g> 

Where:  

Table 16: ED MAC Parameters 

Parameter Description 

interface 
0 = STA 
1 = uAP 

ed_ctrl_2_g 
0 = disable ED MAC threshold for 2.4GHz band 
1 = enable ED MAC threshold for 2.4GHz band 

ed_offset_2_g 
ED MAC threshold for 2.4 GHz band. Hexadecimal value in units of dB Range: 0x80 to 
0x7F, (-128 to 127),  0 = default offset value 

ed_ctrl_5_g 
0 = disable ED MAC threshold for 5GHz band 
1 = enable ED MAC threshold for 5GHz band 

ed_offset_5_g 
ED MAC threshold for 5 GHz band. Hexadecimal value in units of dB Range: 0x80 to 0x7F, 
(-128 to 127),  0 = default offset value 

 
 
For 2.4GHz band: 

In this example, the 2.4 GHz ED-MAC threshold is lowered by 1 dB. 

Table 17: ED MAC 2.4 GHz Command Operations 

Step Operation Command 

1 Get ED-MAC status #wlan-get-ed-mac-mode 0 

EU adaptivity for 2.4GHz band : Enabled 

Energy Detect threshold offset : 0X9 

2 Set ED-MAC threshold #wlan-set-ed-mac-mode 0 1 0x8 

ED MAC MODE settings configuration 
successful 

 

For 5GHz band: 

In this example, the 5 GHz ED-MAC threshold is lowered by 2 dB. 

Table 18: ED MAC 5 GHz Command Operations 

Step Operation Command 

1 Get ED-MAC status #wlan-get-ed-mac-mode 0 
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EU adaptivity for 2.4GHz band : Enabled 

Energy Detect threshold offset : 0X9 

EU adaptivity for 5GHz band : Enabled 

Energy Detect threshold offset : 0Xc 

2 Set ED-MAC threshold #wlan-set-ed-mac-mode 0 1 0x9 1 0x3 

ED MAC MODE settings configuration 
successful 
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3.6 wifi_ipv4_ipv6_echo Sample Application 
The wifi_ipv4_ipv6_echo application demonstrates a TCP and UDP echo on the lwIP TCP/IP stack with 
FreeRTOS. The demo can use both TCP or UDP protocol over IPv4 or IPv6 and acts as an echo server. The 
application sends back the packets received from the PC, which can be used to test whether a TCP or UDP 
connection is available. 

The demo generates a IPv6  link-local address (the one from range FE80::/10) after the start. To send 
something to this (demo) address from the remote computer need to specify the interface over which the 
demo is reachable by appending % followed by zone index. Please refer to section 2.4 for more details 
about zone index. 

3.6.1 wifi_ipv4_ipv6_echo Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for information about the serial console setup and  section 2.4 for ipv4/6 tool 
setup. 

3.6.1.1 Run the application 

This section describes the available Wi-Fi commands. The application starts with the welcome message, 
press Enter for the command prompt. 

 
 ========================================  

 Initialize WLAN Driver  

 ========================================  

 MAC Address: 48:E7:DA:9A:CE:39  

 Initialize CLI  

 ========================================  

 

 Copyright  202 4  NXP 

 

3.6.1.2 Help command 
SHELL>> help  

 

"help": List all the registered commands  

 

"exit": Exit program  

 

"echo_tcp_client ip_addr port":  

   Connects to specified server and sends back every received data.  

 Usage:  

   ip_addr:     IPv6 or IPv4 server address  

   port:        TCP port number  

 

"echo_tcp_server port":  

   Listens for one incoming connection and sends back every received data.  

 Usage:  

   port:        TCP port number  

 

"echo_udp port":  

   Waits for datagrams and sends them back.  

 Usage:  

   port:        UDP port number  

 

"end": Ends echo_* command.  

 

"print_ip_cfg": Prints IP configuration.  

 



UM11442 
NXP Semiconductors 

NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms 
 

 
 

UM11442  All information provided in this document is subject to legal disclaimers © NXP B.V. 2025. All rights reserved. 

User manual Rev.21 ς 18 Sept 2025 92 

"wlan_scan": Scans networks.  

 

"wlan_connect ssid":  

   Connects to the specified network without password.  

 Usage:  

   ssid:        network SSID  

 

"wlan_connect_with_password ssid password":  

   Connects to the specified network with password.  

 Usage:  

   ssid:        network SSID  

   password:    password  

 

"wlan_disconnect":  

   Disconnect from connected network  

SHELL>> 

3.6.1.3 Scan command 

The scan command is used to scan the visible access points. 
SHELL>> wlan_scan  

Scanning  

SHELL>>  

Initiating scan...  

NXP_V10 

     BSSID         : 5C:DF:89:0F:32:78  

     RSSI          : - 67dBm 

     Channel       : 1  

nxp  

     BSSID         : 8E:36:15:52:42:0C  

     RSSI          : - 51dBm 

     Channel       : 11  

é 

3.6.1.4 Connect to available access point 

Connect to the network using one of the following commands: 
wlan_connect <(b)ssid>  

wlan_connect_with_password  <(b)ssid> <password>  

NOTE:  SSID (the name of the network) or BSSID (it's mac) 
wlan_connect_with_password nxp 12345678  

Joining: nxp  

Network joined  

3.6.1.5 Print IP Configuration 

This command will print IPv4 and IPv6 address of the board received from the external access point 
SHELL>> print_ip_cfg  

************************************************  

 Interface name   : ua2  

 IPv4 Address     : 0.0.0.0  

 IPv4 Subnet mask : 0.0.0.0  

 IPv4 Gateway     : 0.0.0.0  

 IPv6 Address0    : -  

 IPv6 Address1    : -  

 IPv6 Address2    : -  

************************************************  

************************************************  

 Interface name   : ml1  

 IPv4 Address     : 192.168.50.23  

 IPv4 Subnet mask : 255.255.255.0  

 IPv4 Gateway     : 192.168.50.1  

 IPv6 Address0    : FE80::A2CD:F3FF:FE77:E500  
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 IPv6 Address1    : -  

 IPv6 Address2    : -  

************************************************  

************************************************  

 Interface name   : lo0  

 IPv4 Address     : 127.0.0.1  

 IPv4 Subnet mask : 255.0.0.0  

 IPv4 Gateway     : 127.0.0.1  

 IPv6 Address0    : ::1  

 IPv6 Address1    : -  

 IPv6 Address2    : -  

************************************************  

 

NOTE: It is necessary to have installed tools capable of sending and receiving data over TCP or UDP to 
interact with the demo. Please refer to the section 2.4 for tool setup. 

3.6.1.6 TCP client echo 

Run ncat on Remote host computer. 
C: \ Users \ nxp>ncat - v - l - p 10001  

Ncat: Version 7.92 ( https://nmap.org/ncat )  

Ncat: Listening on :::10001  

Ncat: Listening on 0.0.0.0:10001  

IPv4 

Run the command echo_tcp_client <Remote host PC IPv4 addr> 10001 in demo shell. 
SHELL>> echo_tcp_client 192.168.148.80 10001  

 

Creating new socket.  

Connecting...  

Connected.  

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back. 
C: \ Users \ nxp>  

Ncat: Connection from 192.168.148.150 .  

Ncat: Connection from 192.168.148.150 :49153.  

 

hello  

hello  

Check console logs which shows number of bytes sent back to Remote Host PC 
Echoing data. Use end command to return...  

ECHO_TCP_CLIENT>> 

6B sent back.  

IPv6 

Run the command echo_tcp_client <Remote host PC IPv6 addr> 10001 in demo shell. 
SHELL>> echo_tcp_client fe80::8f3d:b4b4:b64f:764d  10001  

 

Creating new socket.  

Connecting...  

Connected.  

 

Echoing data. Use end command to return...  

ECHO_TCP_CLIENT>> 

 

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back. 
C: \ Users \ nxp>  

Ncat: Connection from fe80::224e:f6ff:feec:1f27 .  

Ncat: Connection from fe80::224e:f6ff:feec:1f27 :49153.  
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hello  

hello  

Check console logs which shows number of bytes sent back to Remote Host PC 
Echoing data. Use end command to return...  

ECHO_TCP_CLIENT>> 

6B sent back.  

Terminate remote host connection by pressing ctrl+c and for demo shell type end. 

3.6.1.7 TCP server echo 

Run the command echo_tcp_server 10001 in demo shell. 
SHELL>> echo_tcp_server 10001  

 

Creating new socket.  

Waiting for incoming connection.  Use end command to return...  

IPv4 

Run the command ncat -v <Demo IPv4 addr> 10001 on Remote host PC to connect with TCP server 
C: \ Users \ nxp>ncat - v 192.168.148.150  10001  

Ncat: Version 7.92 ( https://nmap.org/ncat )  

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back. 
C: \ Users \ nxp>  

Ncat: Connected to 192.168.148.150:10001.  

 

hello  

Check console logs which shows number of bytes sent back to Remote Host PC 
ECHO_TCP_SERVER>> 

Accepted connection  

Echoing data. Use end command to return...  

 

ECHO_TCP_SERVER>> 

6B sent back.  

IPv6 

Run the command ncat -v <Demo IPv6 addr FE80::*** >> 10001 on Remote host PC to connect with TCP 
server 
C: \ Users \ nxp>ncat - v FE80::224E:F6FF:FEEC:1F27  10001  

Ncat: Version 7.92 ( https://nmap.org/ncat )  

Ncat: Connected to FE80::224E:F6FF:FEEC:1F27 :10001.  

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back. 
C: \ Users \ nxp>  

Ncat: Version 7.92 ( https://nmap.org/ncat )  

Ncat: Connected to FE80::224E:F6FF:FEEC:1F27 :10001.  

 

hello  

Check console logs which shows number of bytes sent back to Remote Host PC 
ECHO_TCP_SERVER>> 

Accepted connection  

Echoing data. Use end command to return...  

ECHO_TCP_SERVER>> 

6B sent back.  

 

Terminate remote host connection by pressing ctrl+c and for demo shell type end. 
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3.6.1.8 UDP echo 

Run the command echo_udp 10001 in demo shell. 
SHELL>> echo_udp 10001  

 

Creating new socket.  

Waiting for datagrams  

Use end command to return...  

IPV4 

Run the command ncat -v -u <Demo IPv4 addr> 10001 on Remote host PC to connect with UDP server 
C: \ Users \ nxp>ncat - v - u 192.168.148.150 10001  

Ncat: Version 7.92 ( https://nmap.org/ncat )  

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back. 
Ncat: Connected to 192.168.148.150 :10001.  

 

hello  

Check console logs which shows number of bytes sent back to Remote Host PC 
ECHO_UDP>> Datagram carrying 6B sent back.  

IPV6 

Run the command ncat -v -u <Demo IPv6 addr FE80::*** >> 10001 on Remote host PC to connect with 
UDP server 
C: \ Users \ nxp>ncat - v - u FE80::224E:F6FF:FEEC:1F27  10001  

Ncat: Version 7.92 ( https://nmap.org/ncat )  

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back. 
Ncat: Connected to FE80::224E:F6FF:FEEC:1F27 :10001.  

hello  

Check console logs which shows number of bytes sent back to Remote Host PC 
ECHO_UDP>> Datagram carrying 6B sent back.  

Terminate remote host connection by pressing ctrl+c and for demo shell type end. 
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3.7 uart_wifi_bridge Sample Application 
This section describes the application to demonstrate bridging between Labtool and UART communication 
for i.MX RT 1170 EVKB host using NXP Wireless module IW611/612. 

The following block diagram represents the application setup. 

 

 
Figure 41: RT1170 EVKB Labtool setup 

3.7.1 uart_wifi_bridge Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for information about the serial console tool setup. 

3.7.1.1 Run the application 

Labtool Setup on Windows PC 

Step 1: Download the latest MFG Labtool release for IW612 from nxp.com 

(for 8987 from nxp.com and for IW416 from nxp.com) 

Step 2: Terminate all COM terminal programs connected to the UART port of the target. 

Step 3: Connect the UART cable with target and get the UART COM port from Device Manager. 

Step 4: Update the <MFG- IW61X- MF- RTOS- BRG- WIN- X86>\ bin \ labtool \ Set Up.ini  to reflect the COM port 
settings 
[COMSET] 

ComNo      = 3  

BaudRate    = 115200  

byParity    = 0 

byStopBits = 1  

byByteSize = 8  

Step 5: Launch <MFG- IW61X- MF- RTOS- BRG- WIN- X86>\ bin \ labtool \ DutApiSisoApApp_W9177Uart.exe  and 
interact with DUT 

 

https://www.nxp.com/products/wireless-connectivity/wi-fi-plus-bluetooth-plus-802-15-4/2-4-5-ghz-dual-band-1x1-wi-fi-6-802-11ax-plus-bluetooth-5-2-plus-802-15-4-tri-radio-solution:IW612?SAMLart=ST-AAF0E3YJDJej%2BJVBprc7Vu5rkUdez3RrzhBPlHwU9WfOf1d8bDTyqMJ9#mySoftware
https://www.nxp.com/webapp/sps/download/license.jsp?colCode=MFG-W8987__VS2013.WIFI-BT_205.p211&appType=file1&DOWNLOAD_ID=null
https://www.nxp.com/webapp/sps/download/license.jsp?colCode=MFG_IW416_WIFI_FC-VS2013.p72&appType=file1&DOWNLOAD_ID=null
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Demo Execution 
Step 1: Provide option 1 to check Labtool connection with DUT 

Date:           Jul 20 2023 (02:39:35)  

 

NOTE:  

 

1. =========WiFi tool=============  

2. =========BT   tool=============  

3. =========15_4   tool=============  

 

Enter CMD 99 to Exit  

 

Enter option: 1  

Name:           DutApiClass  

Interface:      EtherNet  

Version:        1.0.0.45.5  

Date:           Jul 20 2023 (02:39:20)  

 

NOTE:  

 

 DutIf_InitConnection: 0  

--------------------------------------------------------  

                W9177 (802.11a/g/b/n/ac/ax) TEST MENU  

--------------------------------------------------------  

Enter option:  

NOTE: In above output, W9177 represents IW612 

Step 2: Get FW version with option 88 

Enter option: 88  

DLL Version : 1.0.0.45.5  

LabTool Version: 1.0.0.45.5  

FW Version:  18.80.2. 49 Mfg Version: 2.0.0.63  

SFW Version:  0.0.0. 09  SHAL Version: 0.0.0.0  

SOC OR Version: 1.2      Customer ID:   0  

RF OR Version:  1. 2      Customer ID:   0  

Enter option:  

Important Option values for all Wi-Fi feature related to labtool. (This is for quick reference) 

 In case of option not working refer step 1 for updated list. 

Command Number Description 

5  Get Radio mode  

6  Set Radio mode  

9  Get Antenna  

10  Set Antenna  

11  Get RF Channel  

12  Set RF Channel  

13  Get RF Data Rate  

22  Load Calibration Data File  

29  Get RF Band  

31  Clear received packet Count  

32  Get received packet Count  

35  Duty cycle Tx with SIFS gap  

44  Get/Set Storage Type  

45  Read MAC Address From OTP  

46  Write MAC Address in OTP  

53  Write calibration data from text files to OTP/.conf file  

54  Get Calibration from OTP/.conf file into text files  
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88  Get Firmware and Labtool version  

95  Get RF Crystal calibration offset  

96  Set RF Crystal calibration offset  

99  Exit  

111  Get Channel BW  

112  Set Channel BW  

120  Get Thermal Sensor Reading  

122  Enable IMD3 Calibration  

123  Get IMD3 Calibration Data  

198  Start RSSI Data Collection  

199  Stop RSSI Data Collection and Report Result  

225  HE rate Tx command (to enable sending trigger frame)  

231  Configure HE TB (trigger-based) Tx  

235  Generate Trigger frame using configuration file  
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3.8 wifi_wpa_supplicant Sample Application 
The wifi_wpa_supplicant application demonstrates CLI support usage using wpa supplicant (host based). 
This application includes similar commands to wifi_cli application, some new commands/features which 
related to host based supplicant are covered in this section i.e WPA Enterprise, WPS. 

Note: Please define macro CONFIG_WPA_SUPP_CRYPTO_ENTERPRISE in wifi_config.h to enable 
enterprise security support. 

 

Wi-Fi and iPerf Features: 

Table 19: Sample Application Features 
Features Details 

Wi-Fi 

Wi-Fi Host based supplicant 
Wi-Fi Soft AP mode 
Wi-Fi Station mode 
Wi-Fi Scan 
Wi-Fi IEEEPS power saving mode 
Wi-Fi deep-sleep power saving mode 
Wi-Fi host sleep/wowlan 
Wi-Fi RF Calibration 
WPA Enterprise 
WPS 
Wi-Fi 11r roaming 
Wi-Fi Cloud keep alive 
Wi-Fi Turbo mode 

IPerf 

TCP Client and Server 
TCP Client dual mode (Tx and Rx in simultaneous) 
TCP Client trade-off mode (Tx and Rx individual) 
 
UDP Client and Server 
UDP Client dual mode (Tx and Rx in simultaneous) 
UDP Client trade-off mode (Tx and Rx individual) 

 

3.8.1 wifi_wpa_supplicant Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for information about the serial console tool setup. 

3.8.1.1 Start-up logs 

The following logs can be observed on the console once the devices (i.MX RT1060 EVK board and NXP-
based Wireless module) are up and running and it shows that Wi-Fi module is ready for the operations. 
This section describes the available Wi-Fi commands, press Enter for the command prompt. 
========================================  

wifi wpa supplicant demo  

========================================  

Initialize CLI  

========================================  

CLI Build: May 15 2025 [14:57:14]  

Copyright  2024  NXP  

MCU Board: MIMXRT1060 - EVKC 

========================================  

Initialize WLAN Driver  

========================================  

STA MAC Address: 50:26:EF:A2:D7:0C  

supplicant_main_task: 609 Starting wpa_supplicant thread with debug level: 6  
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app_cb: WLAN initialized  

========================================  

WLAN CLIs are initialized  

========================================  

ENHANCED WLAN CLIs are initialized  

========================================  

CLIs Available:  

========================================  

 

help  

clear  

wlan - version  

wlan - mac  

wlan - thread - info  

wlan - net - stats  

wlan - set - mac <MAC_Address>  

wlan - scan  

wlan - scan - opt ssid <ssid> bssid ...  

wlan - add <profile_name> ssid <ssid> bssid...  

wlan - remove <profile_name>  

wlan - list  

wlan - connect <profile_name>  

wlan - connect - opt <profile_name> ...  

wlan - reassociate  

wlan - start - network <profile_name>  

wlan - stop - network  

wlan - disconnect  

wlan - stat  

wlan - info  

wlan - address  

wlan - uap - disconnect - sta <mac address>  

wlan - get - uap - channel  

wlan - get - uap - sta - list  

wlan - ieee - ps <0/1>  

wlan - set - ps - cfg <null_pkt_interval>  

wlan - deep - sleep - ps <0/1>  

wlan - get - beacon - interval  

wlan - get - ps - cfg  

wlan - set - max- clients - count <max clients count>  

wlan - get - max- clients - count  

wlan - rts <sta/uap> <rts threshold>  

wlan - frag <sta/uap> <fragment threshold>  

wlan - host - 11k - enable <0/1>  

wlan - host - 11k - neighbor - req [ssid <ssid>]  

wlan - host - 11v - bss - trans - query <0..16>  

wlan - mbo- nonprefer - ch "<oper_class>:<chan>:<preference>:<reason> 

<oper_class>:<chan>:<preference>:<reason>"  

wlan - mbo- set - cell - capa <cell capa: 1/2/3(default)>  

wlan - mbo- set - oce <oce: 1(default)/2>  

wlan - set - okc <okc: 0(default)/1>  

wlan - pmksa- list  

wlan - pmksa- flush  

wlan - set - scan - interval <scan_int: in seconds>  

wlan - sta - filter  <filter mode> [<mac address list>]  

wlan - get - log <sta/uap> <ext>  

wlan - roaming <0/1> <rssi_threshold>  

wlan - send - hostcmd  

wlan - ext - coex - uwb  

wlan - set - uap - bandwidth <1/2/3> 1:20 MHz 2:40MHz 3:80MHz  

wlan - set - uap - hidden - ssid <0/1/2>  

wlan - eu- crypto - rc4 <EncDec>  
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wlan - eu- crypto - aes - wrap <EncDec>  

wlan - eu- crypto - aes - ecb <EncDec>  

wlan - eu- crypto - ccmp- 128 <EncDec>  

wlan - eu- crypto - ccmp- 256 <EncDec>  

wlan - eu- crypto - gcmp- 128 <EncDec>  

wlan - eu- crypto - gcmp- 256 <EncDec>  

wlan - ft - roam <bssid> <channel>  

wlan - set - antcfg <ant mode> [evaluate_time]  

wlan - get - antcfg  

wlan - scan - channel - gap <channel_gap_value>  

wlan - wmm- stat <bss_type>  

wlan - reset  

wlan - set - regioncode <region - code>  

wlan - get - regioncode  

wlan - 11d - enable <sta/uap> <0/1>  

wlan - uap - set - ecsa - cfg <block_tx> <oper_class> <new_channel> <switch_count> 

<bandwidth>  

wlan - txrx - histogram <action> <enable>  

wlan - uapsd - enable <uapsd_enable>  

wlan - uapsd - qosinfo <qos_info>  

wlan - uapsd - sleep - period <sleep_period>  

wlan - rssi - low - threshold <threshold_value>  

wlan - generate - wps- pin  

wlan - start - wps- pbc  

wlan - start - wps- pin <8 digit pin>  

wlan - wps- cancel  

wlan - start - ap- wps- pbc  

wlan - start - ap- wps- pin <8 digit pin>  

wlan - wps- ap- cancel  

wlan - p2p - find  [timeout]  

wlan - p2p - stop - find  

wlan - p2p - set - listen - channel <channel> [op_class]  

wlan - p2p - listen  [timeout]  

wlan - p2p - connect  <peer_address> <method>  

wlan - p2p - group - add  [freq=<freq in MHz>] [ht40] [vht] [he]  

wlan - p2p - get - passphrase  

wlan - p2p - start - wps- pbc  

wlan - p2p - start - wps- pin <8 digit pin>  

wlan - p2p - prov - disc  <peer_address> <method> [join]  

wlan - p2p - service - add  <service_type> <query_tlv> <response_tlv>  

wlan - p2p - serv - disc - req  <device_address> <query_tlv>  

wlan - p2p - serv - disc - resp  <frequency> <destination_address> <dialog_token> 

<response_tlv>  

wlan - p2p - group - remove  <group_interface_name>  

wlan - p2p - peers  

wlan - p2p - peer  <peer_address>  

wlan - p2p - status  

wlan - p2p - invite [persistent=<network id>|group=<group ifname>] 

[peer=address][go_dev_addr=address] [freq=<freq in MHz>] [ht40] [vht] [he] 

[pref=<MHz>]  

wlan - p2p - cancel  

wlan - p2p - remove - client <address|iface=address> = remove a peer from all groups  

wlan - p2p - list - network  

wlan - get - signal  

wlan - set - bandcfg  

wlan - get - bandcfg  

wlan - enable - disable - htc <option>  

wlan - set - su <0/1>  

wlan - get - turbo - mode <STA/UAP>  

wlan - set - turbo - mode <STA/UAP> <mode>  

wlan - set - multiple - dtim <value>  

wlan - cloud - keep - alive <start/stop/reset>  
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wlan_tcp_client dst_ip <dst_ip> src_port <src_port> dst_port <dst_port>  

wlan - set - country <country_code_str>  

wlan - set - country - ie - ignore <0/1>  

wlan - set - indrstcfg <mode> <gpio_pin>  

wlan - get - indrstcfg  

wlan - independent - reset <mode>  

wlan - get - channel - load <set/get> <duration>  

wlan - get - txpwrlimit <subband>  

wlan - set - chanlist  

wlan - get - chanlist  

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting> <autoTx_set>  

wlan - get - txratecfg <sta/uap>  

wlan - get - data - rate <sta/uap>  

wlan - get - pmfcfg  

wlan - uap - get - pmfcfg  

wlan - set - ed- mac- mode <interface> <ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g> 

<ed_offset_5g>  

wlan - get - ed- mac- mode <interface>  

wlan - set - tx - omi <interface> <tx - omi> <tx - option> <num_data_pkts>  

wlan - set - toltime <value>  

wlan - set - rutxpwrlimit  

wlan - 11ax - cfg <11ax_cfg>  

wlan - 11ax - twt - setup <dump/set/done> [<param_id> <param_data>]  

wlan - 11ax - twt - teardown <dump/set/done> [<param_id> <param_data>]  

wlan - 11ax - twt - report  

wlan - 11ax - twt - information <flow_identifier> <suspend_duration>  

ping [ - s <packet_size>] [ - c <packet_count>] [ - W <timeout in sec>] <ipv4/ipv6 

address>  

iperf [ - s| - c <host>| - a| - h] [options]  

dhcp - stat  

wlan - hlr - cli <standard hlr cli options>  

wlan - read - gsm- triplets <imsi> <kc> <sres> <rand>  

wlan - read - milenage <imsi> <ki> <opc> <amf> <sqn>  

3.8.1.2 Add network profile 

Before adding a network profile for Soft AP and Station mode, please check command usage for different 
EAP methods.  
# wlan - add  

Usage:  

For Station interface  

  For DHCP IP Address assignment:  

    wlan - add <profile_name> ssid <ssid> [wpa2 <psk/psk - sha256/ft - psk> <secret>] 

[mfpc <1> mfpr <0>]  

      If using WPA2 security, set the PMF configuration as mentioned above.  

If using proactive key caching set pkc as 1, to disable set to 0(default), if 

okc is set this is not used.  

If using specific ciphers, set the group, pairwise and group mgmt using gc, pc 

and gmc options.  

supported ciphers: ccmp=0x10  

supported group mgmt ciphers: aes_128_cmac=0x20  

    wlan - add <profile_name> ssid <ssid> <owe_only> mfpc 1 mfpr 1  

      If using OWE only security, always set the PMF configuration.  

      NOTE: [og <"19 20 21">] is only supported in Micro - AP mode .  

    wlan - add <profile_name> ssid <ssid> [wpa3 sae/ft - sae <secret> [sg <"19 20 

21">] [pwe <0/1/2>] mfpc <1> mfpr <0/1>]  

      If using WPA3 SAE security, always set the PMF configuration.  

    wlan - add <profile_name> ssid <ssid> [wpa2 psk psk - sha256 <secret> wpa3 sae 

<secret>] [mfpc <1> mfpr <0>]  

      If using WPA2/WPA3 Mixed security, set the PMF configuration as mentioned 

above.  

  For static IP address assignment:  
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    wlan - add <profile_name> ssid <ssid>  

    ip:<ip_addr>,<gateway_ip>,<netmask>  

    [bssid <bssid>] [channel <channel number>]  

    [wpa2 <psk/psk - sha256/ft - psk> <secret>] [owe_only] [wpa3 sae/ft - sae 

<secret>] [mfpc <0/1> mfpr <0/1>]  

For Micro - AP interface  

    wlan - add <profile_name> ssid <ssid>  

    ip:<ip_addr>,<gateway_ip>,<netmask>  

    role uap [bssid <bssid>]  

    [channel <channelnumber>]  

    [wpa2 <psk/psk - sha256> <secret>] [wpa3 sae <secret> [sg <"19 20 21">] [pwe 

<0/1/2>] [tr <0/1/2/4/8>]]  

    [ft - psk <secret>] [wpa3 ft - sae <secret>]  

    [owe_only [og <"19 20 21">]]  

    [mfpc <0/1>] [mfpr <0/1>]  

Note: Setting the channel value greater than or equal to 36 is mandatory,  

      if UAP bandwidth is set to 80MHz.  

 

    [capa <11ax/11ac/11n/legacy>]  

If Set channel to 0, set acs_band to 0 1.  

0: 2.4GHz channel   1: 5GHz channel  Not support to select dual band 

automatically.  

Error: invalid number of arguments  
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3.8.1.3 Station mode (connect to External AP) 

WPA3 Security 

NOTE: For WPA3 default mode is set to pwe 2 (both hunting-and-pecking loop and hash-to-element 
enabled) 

Usage for pwe and tr 
SAE mechanism for PWE derivation  

# 0 = hunting - and - pecking loop only (default without password identifier)  

# 1 = hash - to - element only (default with password identifier)  

# 2 = both hunting - and - pecking loop and hash - to - element enabled  

WPA3 SAE (R1) 
# wlan - add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 pwe 0 mfpc 1 mfpr 1  

Added ñnxp_test_1ò 

WPA3 SAE (R3) 
# wlan - add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1  

Added ñnxp_test_1ò 

WPA3 SAE (R3), with SAE group 20,21  
# wlan -add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 sg ñ19 20 21ò pwe 1 mfpc 1 

mfpr 1  

Added ñnxp_test_1ò 

 

This section demonstrate how to connect to External AP with Enterprise security. 

NOTE: Here we make another RT as an External AP on which radius server is running. To generate own 
certificates please refer to the section 3.7.1.5. 

WPA2 Enterprise Security 

Use the following command to add the network profile to configure the device in station mode using EAP-
TLS method. Provide any profile name, external !tΩǎ {{L5, User ID and Password to authenticate with the 
server in argument shown below: 
# wlan - add EapNet ssid EapNet_AP eap - tls id client1 key_passwd whatever  

Added ñabcò 

Connect to the AP network using the saved network profile: 
# wlan - connect EapNet  

Connecting to network...  

Use 'wlan - stat' for current connection status.  

 

# app_cb: WLAN: authenticated to network  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [EapNet_AP]  

IPv4 Address: [192.168.10.2]  

NOTE: Once connected to the AP the console output will show Client successfully connected to AP with ssid 
άEapNet_APέ ŀƴŘ Ǝƻǘ ƛǇ ŀŘŘǊŜǎǎ άмфнΦмсуΦ10.2έ ŦǊƻƳ !tΦ 

Get signal information of connected External AP 
# wlan - get - signal  

        BeaconLast      Beacon Average  Data Last       Data Average  

RSSI    - 32             - 32             - 33             - 33 

SNR     58              58              57              57  

NF      - 90             - 90             - 90             - 90 

Get PMKSA list 
# wlan - pmksa- list  

PMKSA list  

Index / AA / PMKID / expiration (in seconds) / opportunistic  

1 d8:c0:a6:0f:d6:89 9ca541d20dcc1cbc3ae0834d54c816b4 43187 0  
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To flush the PMKSA entries 
# wlan - pmksa- flush  

Flushed PMKSA cache  

WPA2 Station disconnection (from AP) 

Disconnect from the AP network profile: 
# wlan - disconnect  

 

========================================  

app_cb: WLAN: received event 9  

========================================  

app_cb: disconnected  

Remove the saved network profile: 
# wlan - remove EapNet  

Removed "EapNet"  

3.8.1.3.1 Channel State Information (CSI) 

The CSI feature provides a method to send information about channel properties from Wi-Fi firmware to 
Host periodically. Once the CSI information is generated by the firmware, it will forward the CSI record (CSI 
header + CSI data) on a separate path from the actual packet received by the firmware. The header for the 
CSI record is extracted from the actual packet received. 

NOTE: Define CONFIG_CSI macro in wifi_config.h to enable the feature. 

Set CSI config info 

Usage: 

# wlan - set - csi - param - header  

Error: invalid number of arguments  

Usage: wlan - set - csi - param - header <sta/uap> <csi_enable> <head_id> <tail_id> 

<chip_id> <band_config> <channel> <csi_monitor_enable> <ra4us>  

 

[csi_enable] :1/2 to Enable/Disable CSI  

[head_id, head_id, chip_id] are used to seperate CSI event records received 

from FW  

[Bandcfg] defined as below:  

    Band Info -  (00)=2.4GHz, (01)=5GHz  

    t_u8  chanBand    : 2;  

    Channel Width -  (00)=20MHz, (10)=40MHz, (11)=80MHz  

    t_u8  chanWidth   : 2;  

    Secondary Channel Offset -  (00)=None, (01)=Above, (11)=Below  

    t_u8  chan2Offset : 2;  

    Channel Selection Mode -  (00)=manual, (01)=ACS, (02)=Adoption mode  

    t_u8  scanMode    : 2;  

[channel] : monitor channel number  

[csi_monitor_enable] : 1- csi_monitor enable, 0 - MAC filter enable  

[ra4us] : 1/0 to Enable/DisEnable CSI data received in cfg channel with mac 

addr filter, not only RA is us or other  

 
# wlan - set - csi - param - header sta 1 66051 66051 170 0 11 1 1  

 

The current csi_param is:  

bss_type      : sta  

csi_enable    : 1  

head_id       : 66051  

tail_id       : 66051  

csi_filter_cnt: 0  

chip_id       : 170  

band_config   : 0  

channel       : 11  

csi_monitor_enable : 1  
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ra4us         : 1  

 

Set CSI filter 

Usage: 
# wlan - set - csi - filter  

Error: invalid number of arguments  

Usage : wlan - set - csi - filter <opt> <macaddr> <pkt_type> <type> <flag>  

opt   : add/delete/clear/dump  

add   : All options need to be filled in  

delete: Delete recent filter information  

clear : Clear all filter information  

dump  : Dump csi cfg information  

 

Usage example :  

wlan - set - csi - filter add 00:18:E7:ED:2D:C1 255 255 0  

wlan - set - csi - filter delete  

wlan - set - csi - filter clear  

wlan - set - csi - filter dump  

Issues the CSI command to Wi-Fi firmware 
wlan - csi - cfg  

Wi-Fi firmware receives the CSI packet, convert the CSI header based on the software definition, and passes 
it to the Host driver through the CSI event. The driver broadcasts the events with CSI header and data. 
# CSI user callback: Event CSI data  

**** Dump @ 2020F504 Len: 156 ****  

27 00 cd ab 03 02 01 00 00 00 94 00 7c 05 32 6d  

00 00 00 00 70 66 55 26 8a 6b 26 18 1d 56 65 0a  

cb 01 a3 d9 28 06 02 aa 00 00 00 00 1b 00 00 00  

00 00 00 00 10 eb f8 e8 ea f8 ee 0a fc 11 07 03  

03 00 02 04 07 07 0f 01 11 f5 07 e8 f4 e5 e2 f2  

de 08 eb 1d 02 24 17 19 14 f2 05 ee fa f6 fb 02  

06 06 12 f9 fc da e0 e8 d8 02 e2 1c fa 28 15 22  

1d f3 0a e8 f8 ed f2 fb f9 07 05 06 09 fc 02 f2  

f3 f3 ea 01 f0 13 03 1b 16 10 0b e8 f5 ea eb fd  

f5 0e 06 0b 00 00 00 00 03 02 01 00  

******** End Dump *******  

Steps to get CSI data in STA mode 

Configure Ex-AP in 2.4GHz/5GHz with wpa2 psk security. 
Connect STAUT to Ex-AP. 
Enable CSI on STA:  (bold 36 is the channel on which AP is present) 
#wlan - set - csi - param - header sta 1 66051 66051 170 1 36 0 1  

Set CSI filter via below command: 
#wlan - set - csi - filter add <ext - AP's MAC address> 255 255 0  

Start CSI 
#wlan - csi - cfg   

Disable CSI on STA 
#wlan - set - csi - param - header sta 2 66051 66051 170 1 36 0 1  

Stop CSI 
#wlan - csi - cfg  

Steps to get CSI data in Soft AP mode 

Configure DUT in 2.4Ghz/5GHz with wpa2 psk security. 

Connect ext-STA to UAP. 
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Enable CSI on UAP:  (bold 36 is the channel on which AP is configured) 
#wlan - set - csi - param - header uap 1 66051 66051 170 1 36  0 1  

Set CSI filter 
#wlan - set - csi - filter add <ext - STA's MAC address> 255 255 0  

Start CSI 
#wlan - csi - cfg   

Disable CSI: 
#wlan - set - csi - param - header uap 2 66051 66051 170 1 36 0 1  

Stop CSI 
#wlan - csi - cfg    

3.8.1.3.2 Processing CSI ς Ambient motion index (AMI) 

Following CSI collection, the CSI records can be processed to calculate the ambient motion index (AMI). 
AMI is a measure of change in CSI that can be used to detect motion in the vicinity of the Wi-Fi STA and/or 
AP. AMI is expressed in dB. 

CLI commands to get AMI data: 

wlan-set-ami-cfg 

wlan-start-stop-ami 

 

Step 1: Set the device in STA mode and connect to an AP. 

 
# wlan - add test ssid ASUS_5G wpa2 psk 12345678  

# wlan - connect test  

 

Step 2: Configure the CSI parameters and add CSI filters 
# wlan - set - csi - param - header sta 1 66051 66051 170 141 36 0 1  

# wlan - set - csi - filter add 7C:10:C9:02:DA:4C 2 8 0  

 

Step 3: Enable CSI 
# wlan - csi - cfg  

 

Step 4: Set AMI configurations 
# wlan - set - ami - cfg mac 7C:10:C9:02:DA:4C type 3 ref 2 bw 1 num 10  

 

Step 5: start/stop calculation of Ambient Motion Index 
# wlan - start - stop - ami 1  

 

Example of output: 
Compare CSI filter set MAC: 7c.10.c9.02.da.4c, sig BW/format 1|2  

NUM 1 CSI Processing Results: VHT(40), RX/TX 1/1, - 440.08 TSF 19a285d7, Ambient 

Motion Index - 3.2 dB  

NUM 2 CSI Processing Results: VHT(40), RX/TX 1/1, 103.29 TSF 1a45073a, Ambient 

Motion Index - 3.1 dB  

NUM 3 CSI Processing Results: VHT(40), RX/TX 1/1, - 482.94 TSF 1a450887, Ambient 

Motion Index - 3.3 dB  

NUM 4 CSI Processing Results: VHT(40), RX/TX 1/1, - 441.77 TSF 1a864347, Ambient 

Motion Index - 4.3 dB  

NUM 5 CSI Processing Results: VHT(40), RX/TX 1/1, - 519.32 TSF 1b75b749, Ambient 

Motion Index - 3.2 dB  
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NUM 6 CSI Processing Results: VHT(40), RX/TX 1/1, 168.90 TSF 1bb771ef, Ambient 

Motion Index - 2.7 dB  

NUM 7 CSI Processing Results: VHT(40), RX/TX 1/1, - 549.59 TSF 1c03e5b5, Ambient 

Motion Index - 4.2 dB  

NUM 8 CSI Processing Results: VHT(40), RX/TX 1/1, 221.89 TSF 1ca668c5, Ambient 

Motion Index - 4.5 dB  

NUM 9 CSI Processing Results: VHT(40), RX/TX 1/1, 208.22 TSF 1ce89f14, Ambient 

Motion Index - 8.0 dB  

NUM 10 CSI Processing Results: VHT(40), RX/TX 1/1, - 10.70 TSF 1dd716e8, Ambient 

Motion Index - 4.1 dB  

The AMI outputs range from -3 dB to -11 dB, which corresponds to a larger AMI. Motion was detected. 

 

3.8.1.3.3 WPA3- Enterprise 
To use WPA3 Suite B or Suite B 192 bit enterprise security, add wpa3-sb or wpa3-sb-192 before EAP 

security type. Applicable for all EAP securities. 

WPA3 EAP TLS (Suite B) 
wlan - add EapNet ssid EapNet_AP wpa3 - sb eap - tls id client2 key_passwd whatever 

mfpc 1 mfpr 1  

WPA3 EAP (Suite B 192 bit) 

TLS  
wlan - add EapNet ssid EapNet_AP wpa3 - sb - 192 eap - tls id client4 key_passwd 

whatever mfpc 1 mfpr 1  

TTLS  
wlan - add EapNet ssid EapNet_AP wpa3 - sb - 192 eap - ttls - mschapv2 aid Client id 

Client pass whatever key_passwd whatever mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 

0x1000  

PEAP-v0-mschapv2  
wlan - add EapNet ssid EapNet_AP wpa3 - sb - 192 eap - peap - mschapv2 ver 0 aid Client 

id Client pass whatever key_passwd whatever mfpc 1 mfpr 1  

PEAP-v1-mschapv2  
wlan - add EapNet ssid EapNet_AP wpa3 - sb - 192 eap - peap - mschapv2 ver 1 aid Client 

id Client pass whatever key_passwd whatever mfpc 1 mfpr 1  

PEAP-v1-gtc  
wlan - add EapNet ssid EapNet_AP wpa3 - sb - 192 eap - peap - gtc ver 1 aid Client id 

Client pass whatever key_passwd whatever mfpc 1 mfpr 1  

 

Connection Establish time 

Asymmetric crypto is supported for i.MX RT117x  platforms while it is not supported for i.MX RT10xx 
platforms, so the initial connection time for WPA3 Enterprise RT10xx is high compared to RT117x. 

 

3.8.1.3.4 Other Security options: 

OWE 

Always set mfpc and mfpr to 1 
wlan - add oweNet ssid oweNet_AP owe_only mfpc 1 mfpr 1  

WPS-PIN 
# wlan - start - wps- pin 96288863  

Start WPS PIN session with 96288863 pin  

Info: ml1: WPS - PIN- ACTIVE 

WPS-PBC 
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# wlan - start - wps- pbc  

Info: ml1: WPS - PBC- ACTIVE 

# Info: ml1: SME: Trying to authenticate with d8:c0:a6:0f:d6:89 (SSID='NXPAP' 

freq=2437 MHz)  

Info: ml1: Trying to associate with d8:c0:a6:0f:d6:89 (SSID='NXPAP' freq=2437 

MHz) 

Info: ml1: Associated with d8:c0:a6:0f:d6:89  

AKA_PRIME_WPA2: 
wlan - add 2 ssid RR1 eap - aka - prime id 6555444333222111 pass 

5122250214c33e723a5dd523fc145fc0:981d464c7c52eb6e5036234984ad0bcf:000000000123  

EAP_SIM_WPA2: 
wlan - add abc ssid EAP eap - sim id 1232010000000000 pass 

90dca4eda45b53cf0f12d7c9c3bc6a89:cb9cccc4b9258e6dca4760379fb82581:000000000123  

EAP_AKA_WPA2: 
wlan - add 1 ssid EAP eap - aka id 0232010000000000 pass 

90dca4eda45b53cf0f12d7c9c3bc6a89:cb9cccc4b9258e6dca4760379fb82581:000000000123  

EAP_AKA_WPA3: 
wlan - add abc ssid Suite - B- 192 wpa3 - sb - 192 eap - aka id 0232010000000000 pass 

90dca4eda45b53cf0f12d7c9c3bc6a89:cb9cccc4b9258e6dca4760379fb82581:000000000123  

mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000  

 

AKA_PRIME_WPA3: 
wlan - add 2 ssid Suite - B- 192  wpa3 - sb - 192 eap - aka - prime id 6555444333222111 pass 

5122250214c33e723a5dd523fc145fc0:981d464c7c52eb6e5036234984ad0bcf:000000000123 

mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000  

 

EAP_SIM_WPA3: 
wlan - add abc ssid Suite - B- 192  wpa3 - sb - 192 eap - sim id 1232010000000000 pass 

90dca4eda45b53cf0f12d7c9c3bc6a89:cb9cccc4b9258e6dca4760379fb82581:000000000123 

mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000  

FAST-GTC: 
wlan - add EapNet ssid EapNet_AP eap - fast - gtc aid client1 id user2 pass password2 

key_passwd whatever mfpc 1 mfpr 0  

FAST-mschapv2: 
wlan - add EapNet ssid EapNet_AP eap - fast - mschapv2 aid client1 id user2 pass 

password2 key_passwd whatever mfpc 1 mfpr 0  

3.8.1.4 Soft AP mode 

Use the following command to add the network profile to configure the device in Enterprise AP mode. 
¦ǎŜ ȅƻǳǊ !tΩǎ {{L5Σ Lt ŘŜǘŀƛƭǎΣ ǊƻƭŜΣ ŎƘŀƴƴŜƭ, security, user id and password in argument shown below. 

NOTE: To generate own certificates please refer to the section 3.7.1.5. 

 

Get maximum client connect info 
# wlan - get - max- clients - count  

Maximum number of stations: 16  

WPA2 EAP-TLS 
# wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 

role uap channel 6 eap - tls id client1 id client2 id client3 id client4 

key_passwd whatever  

 

Added "EapNet"  
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Set ACS mode 

The Automatic Channel Selection (ACS) mode can be enabled while adding the profile using wlan-add 
command. When channel parameter is set as 0 then it enables ACS mode. 

Default value for ACS band is 0. 

<acs_band> usage 
# 0 = 2.4GHz  

# 1 = 5GHz  

AP with wpa2 psk security configured with 5 GHz ACS mode 
# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 0 acs_band 1 wpa2 psk 12345678  

AP with wpa2 psk security configured with 2.4 GHz ACS mode 
# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 0 acs_band 0 wpa2 psk 12345678  

 

Set Wi-Fi bandwidth 
The following command is used to set Wi-Fi bandwidth (20MHz or 40MHz): 
NOTE: Default bandwidth is set to 40MHz if not set by following command. 
NOTE: For 88W8801, default bandwidth is set to 20MHz and following command is not available. 

Command Usage: 
# wlan - set - uap - bandwidth  

Usage: wlan - set - uap - bandwidth <1/2/3>  

Error: Specify 1 to set bandwidth 20MHz or 2 for 40MHz or 3 for 80MHz  

Set bandwidth:  
# wlan - set - uap - bandwidth 1  

bandwidth set successfully  

Start the AP using saved network profile: 
# wlan - start - network EapNet  

[wlcm] Warn: NOTE: uAP will automatically switch to the channel that station is 

on.  

Info: ua2: interface state UNINITIALIZED - >COUNTRY_UPDATE 

 

========================================  

app_cb: WLAN: received event 15  

========================================  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "EapNet_AP" started successfully  

========================================  

DHCP Server started successfully  

========================================  

Check created network details 
# wlan - info  

Station not connected  

uAP started as:  

"EapNet"  

        SSID: EapNet_AP  

        BSSID: D8:C0:A6:0F:D6:89  

        mode: 802.11AC  

        channel: 6  

        role: uAP  

        security: WPA2 Enterprise EAP - TLS 

        wifi capability: 11ac  

        user configure: 11ac  

 

        IPv4 Address  
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        address: STATIC  

                IP:             192.168.10.1  

                gateway:        192.168.10.1  

                netmask:        255.255.255.0  

                dns1:           0.0.0.0  

                dns2:           0.0.0.0  

 

        IPv6 Addresses  

        Link - Local   :  FE80::DAC0:A6FF:FE0F:D689 (Tentative)  

Connect the wireless client to the AP just created, EapNet_AP. The logs below can be observed once the 
Client is associated successfully: 
# app_cb: WLAN: UAP a Client Connected  

========================================  

Client => 50:26:EF:A2:F1:26 Connected with Soft AP  

========================================  

Get the associated clients list: 
# wlan - get - uap - sta - list  

Number of STA = 1  

 

STA 1 information:  

=====================  

MAC Address: 20:4E:F6:EC:1F:27  

Power mfg status: active  

Rssi : - 69 dBm  

Get the IP and MAC information for the associated clients: 
# dhcp - stat  

DHCP Server Lease Duration : 86400 seconds  

Client IP       Client MAC  

192.168.10.2    20:4E:F6:EC:1F:27  

SSID broadcast configuration: 

User can control SSID IE configuration using this command. 

It has 3 modes: 

0: When user wants to enable SSID broadcast (default) 

1: When user wants to disable SSID name(ASCII 0) and SSID length (Length  = 0) 

2: When user wants to disable only the SSID name (ASCII 0)  

Command usage: 
# wlan - set - uap - hidden - ssid  

Usage: wlan - set - uap - hidden - ssid <0/1/2>  

Error: 0: broadcast SSID in beacons.  

1: send empty SSID (length=0) in beacons.  

2: clear SSID (ACSII 0), but keep the original length  

Set SSID broadcast control 
# wlan - set - uap - hidden - ssid 1  

SSID broadcast control set successfully  

 

3.8.1.4.1 Other Security options 

WPA3 Security 

Note: Default value of pwe is 0 for Soft AP 

           Default value of tr is 0 for Soft AP 

WPA3 SAE (R1) 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 pwe 0 mfpc 1 mfpr 1  
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WPA3 SAE (R3) 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1  

WPA3 SAE (R3), with capability set to 11AX 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1 capa 11ax  

WPA3 SAE (R3), Transition Disable set 
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 pwe 1 tr 1 mfpc 1 mfpr 1  

WPA3 SAE (R3), SAE group 20, 21  
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 6 wpa3 sae 12345678 sg ñ19 20 21ò pwe 1 mfpc 1 mfpr 1 

 

OWE 

Always set mfpc and mfpr to 1. 
wlan - add oweNet ssid oweNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap channel 36 owe_only  mfpc 1 mfpr 1  

WPA3 Enterprise 
To use WPA3 Suite B or Suite B 192 bit enterprise security, add wpa3-sb or wpa3-sb-192 before EAP 
security type. Applicable for all EAP securities. 

WPA3 EAP TLS (Suite B) 
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap wpa3 - sb eap - tls id client1 id client2 id client3 id client4 key_passwd 

whatever  mfpc 1 mfpr 1  

WPA3 EAP (Suite B 192 bit) 

TLS  
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap wpa3 - sb - 192 eap - tls id client1 id client2 id client3 id client4 key_passwd 

whatever  mfpc 1 mfpr 1  

TTLS  
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap channel 36 wpa3 - sb - 192 eap - ttls - mschapv2 aid Client id Client pass whatever 

key_passwd whatever mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000  

PEAP-v0-mschapv2  
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap channel 36 wpa3 - sb - 192 eap - peap - mschapv2 ver 0 aid Client id Client pass 

whatever key_passwd whatever mfpc 1 mfpr 1  

 

PEAP-v1-mschapv2  
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap channel 36 wpa3 - sb - 192 eap - peap - mschapv2 ver 1 aid Client id Client pass 

whatever key_passwd whatever mfpc 1 mfpr 1  

PEAP-v1-gtc  
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap channel 36 wpa3 - sb - 192 eap - peap - gtc ver 1 aid Client id Client pass 

whatever key_passwd whatever mfpc 1 mfpr 1  

 

WPS (Wi-Fi Protected Setup) 
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There are two primary approaches to network setup within Wi-Fi Protected Setup: push-button and PIN 
entry. 

WPS-PIN 
# wlan - add abc ssid NXPAP ip:192.168.81.100,192.168.81.100,255.255.255.0 role 

uap channel 6 wpa2 psk 12345678  

Added "abc"  

 
# wlan - start - network abc  

[wlcm] Warn: NOTE: uAP will automatically switch to the channel that station is 

on.  

Info: ua2: interface state UNINITIALIZED - >COUNTRY_UPDATE 

 

# ========================================  

app_cb: WLAN: received event 15  

========================================  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "NXPAP" started successfully  

========================================  

DHCP Server started successfully  

========================================  

Info: ua2: interface state COUNTRY_UPDATE - >ENABLED 

Info: : AP - ENABLED 

 
# wlan - generate - wps- pin  

WPS PIN is: 96288863  

 
# wlan - start - ap- wps- pin 96288863  

Start AP WPS PIN session with 96288863 pin  

[uap] Warn: Overwriting previous configuration  

WPS-PBC 
wlan - add abc ssid NXPAP ip:192.168.81.100,192.168.81.100,255.255.255.0 role uap 

channel 6 wpa2 12345678  

 
# wlan - start - network abc  

 
# wlan - start - ap- wps- pbc add  

[uap] Warn: Overwriting previous configuration  

Info: : WPS - PBC- ACTIVE 

EAP-Sim, AKA and AKA-prime 

For eap-sim/eap-aka/eap-aka-prime use command read_gsm_triplets to add GSM authentication triplets 
and read_milenage to add Milenage keys and hlr_cli to start hlr_auc_gw 

Usage: 
wlan - read - gsm- triplets  <imsi> <kc> <sres> <rand>  

read_milenage <imsi> <ki> <opc> <amf> <sqn>  

hlr_cli <standard hlr cli options>  

Example: 
# wlan - read - gsm- triplets  234567898765432 A0A1A2A3A4A5A6A7 D1D2D3D4 

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

 
# wlan - read - gsm- triplets  234567898765432 B0B1B2B3B4B5B6B7 E1E2E3E4 

BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB 
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# wlan - read - gsm- triplets  234567898765432 C0C1C2C3C4C5C6C7 F1F2F3F4 

CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC 

 
# read_milenage 232010000000000 90dca4eda45b53cf0f12d7c9c3bc6a89 

cb9cccc4b9258e6dca4760379fb82581 61df 000000000000  

 
# read_milenage 555444333222111 5122250214c33e723a5dd523fc145fc0 

981d464c7c52eb6e5036234984ad0bcf c3ab 16f3b3f70fc1  

 
# wlan - hlr - cli  

Listening for requests on /tmp/hlr_auc_gw.sock   

SIM_WPA2: 
wlan - add abc ssid EAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 36 eap - sim  

AKA_WPA2: 
wlan - add abc ssid EAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 36 eap - aka  

AKA_prime_WPA2: 
wlan - add abc ssid EAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap 

channel 36 eap - aka - prime  

 

 

EAP_AKA_WPA3: 
wlan - add abc ssid EAP wpa3 - sb - 192 ip:192.168.10.1,192.168.10.1,255.255.255.0 

role uap channel 36 eap - aka mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000  

AKA_PRIME_WPA3: 
wlan - add abc ssid EAP wpa3 - sb - 192 ip:192.168.10.1,192.168.10.1,255.255.255.0 

role uap channel 36 eap - aka - prime mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000  

 

EAP_SIM_WPA3: 
wlan - add abc ssid EAP wpa3- sb - 192 ip:192.168.10.1,192.168.10.1,255.255.255.0 

role uap channel 36 eap - sim mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000  

FAST-GTC: 
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap eap - fast - gtc  client1 id user1 pass password1 id user2 pass password2 id 

user3 pass password3 id user4 pass password4 key_passwd whatever 

pac_opa_enc_key 000102030405060708090a0b0c0d0e0f a_id 0123456789abcd01 

fast_prov 2 mfpc 1 mfpr 0  

FAST-mschapv2: 
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap eap - fast - mschapv2 aid client1 id user1 pass password1 id user2 pass 

password2 id user3 pass password3 id user4 pass password4 key_passwd whatever 

pac_opa_enc_key 00010203040 5060708090a0b0c0d0e0f a_id 0123456789abcd01 

fast_prov 2 mfpc 1 mfpr 0  

Stop Soft AP 
# wlan - stop - network  

========================================  

app_cb: WLAN: received event 19  

========================================  

app_cb: WLAN: UAP Stopped  
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========================================  

Soft AP " EapNet_ AP" stopped successfully  

========================================  

DHCP Server stopped successfully  

========================================  

3.8.1.5 Wi-Fi Direct 

This section describes the Wi-Fi Direct (WFD) mode configuration and procedures. The feature is used to 
establish a connection for device-to-device or peer-to-peer (P2P) communication, without a nearby 
centralized network. 

Note: Define CONFIG_WPA_SUPP_P2P macro in wifi_config.h to enable the feature. 

 

3.8.1.5.1 Wi-Fi direct client mode 

In this mode using device discovery allowing devices to find and connect with each other without needing 
a traditional access point.  

The discovery process can be initiated using the wlan-p2p-find command. This command initiates P2P 
device discovery, searching for nearby P2P capable devices. By default, it performs a full scan followed by 
monitoring social channels (1, 6, 11), which are commonly used for P2P communications. The command 
can include optional parameters like timeout, type (social or progressive), and device ID to refine the 
search. 

 

Step1: Start Wi-Fi Direct on the User Interface for the peer or mobile device 

Step2: Enable the p2p device discovery 
# wlan - p2p - find                                  

 

 p2p_find start ok!  

 

 P2P- DEVICE- FOUND 2e:72:94:a2:75:3e p2p_dev_addr=2e:72:94:a2:75:3e 

pri_dev_type=10 - 0050F204 - 5 name='OnePlus 10R 5G' config_methods=0x188 

dev_capab=0x25 group_capab=0x0 vendor_elems=1 new=1  

Step3: Stop the ongoing p2p discovery 
wlan - p2p - stop - find                             

P2P- FIND- STOPPED  

 

 p2p_stop_find ok!  

Step4: Check peer device mac address 
# wlan - p2p - peers  

 

p2p_peers list:  

ce:82:1c:ef:dd:60  

Step5: Establish connection 
# wlan - p2p - connect 2e:72:94:a2:75:3e pin 12345670 display  

P2P- FIND- STOPPED 

 

 pin:71668000  

Wait for 10 to 15 seconds, a pop up will display in peer or mobile device, enter above displayed pin on 
peer device to establish connection. After successful connection below logs can be seen. 

 
# P2P - GO- NEG- SUCCESS role=client freq=2412 ht40=0 peer_dev=2e:72:94:a2:75:3e 

peer_iface=2e:72:94:a2:75:3e wps_method=Display  

wf3: WPS - PIN- ACTIVE 

[supp_if] Error: wifi_nxp_wpa_supp_scan2: Block scan while remaining on channel  

wpa_drv_freertos_scan2: scan2 op failed  
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wf3: CTRL - EVENT- SCAN- FAILED ret= - 16 retry=1  

wf3: SME: Trying to authenticate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx-

OnePlus 10R 5G' freq=2412 MHz)  

wf3: Trying to associate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx- OnePlus 10R 

5G' freq=2412 MHz)  

ASSOCREQ VENDOR IE 

**** Dump @ 2021E038 Len: 71 ****  

dd 18 00 50 f2 04 10 4a 00 01 10 10 3a 00 01 01  

10 49 00 06 00 37 2a 00 01 20 dd 2b 50 6f 9a 09  

02 02 00 23 00 0d 1f 00 52 26 ef a2 e3 96 01 88  

00 00 00 00 00 00 00 00 00 10 11 00 0a 4e 58 50  

20 64 65 76 69 63 65  

******** End Dump *******  

wf3: Associated with 2e:72:94:a2:75:3e  

wf3: CTRL - EVENT- SUBNET- STATUS- UPDATE status=0  

wf3: CTRL - EVENT- EAP- STARTED EAP authentication started  

wf3: CTRL - EVENT- EAP- PROPOSED- METHOD vendor=14122 method=1  

wf3: CTRL - EVENT- EAP- METHOD EAP vendor 14122 method 1 (WSC) selected  

wf3: WPS - CRED- RECEIVED 

100e007b1026000101104500184449524543542d4b782d4f6e65506c757320313  

wf3: WPS - SUCCESS 

P2P- GROUP- FORMATION- SUCCESS 

wf3: CTRL - EVENT- EAP- FAILURE EAP authentication failed  

wf3: CTRL - EVENT- DISCONNECTED bssid=2e:72:94:a2:75:3e reason=3 

locally_generated=1  

app_cb: WLAN: network authentication failed  

wf3: CTRL - EVENT- DSCP- POLICY clear_all  

wf3: SME: Trying to authenticate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx-

OnePlus 10R 5G' freq=2412 MHz)  

wf3: Trying to associate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx- OnePlus 10R 

5G' freq=2412 MHz)  

ASSOCREQ VENDOR IE 

**** Dump @ 2021E928 Len: 45 ****  

dd 2b 50 6f 9a 09 02 02 00 23 00 0d 1f 00 52 26  

ef a2 e3 96 01 88 00 00 00 00 00 00 00 00 00 10  

11 00 0a 4e 58 50 20 64 65 76 69 63 65  

******** End Dump *******  

wf3: Associated with 2e:72:94:a2:75:3e  

wf3: CTRL - EVENT- SUBNET- STATUS- UPDATE status=0  

wf3: WPA: Key negotiation completed with 2e:72:94:a2:75:3e [PTK=CCMP GTK=CCMP]  

wf3: CTRL - EVENT- CONNECTED -  Connection to 2e:72:94:a2:75:3e completed [id=0 

id_str=]  

[wlcm] Error: Failed to add wps network  

P2P- GROUP- STARTED wf3 client ssid="DIRECT - Kx- OnePlus 10R 5G" freq=2412 

go_dev_addr=2e:72:94:a2:75:3e [PERSISTENT]  

app_cb: WLAN: authenticated to network  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [DIRECT - Kx- OnePlus 10R 5G]  

IPv4 Address: [192.168.49.130]  

Step6: Check connection status 
# wlan - p2p - status  

 

 p2p_status:  

bssid=ce: 2e:72:94:a2:75:3e  

freq=2412  

ssid=DIRECT - Dh- OnePlus 10R 5G  

id=0  

mode=station  

wifi_generation=6  

pairwise_cipher=CCMP  

group_cipher=CCMP  
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key_mgmt=WPA2- PSK 

wpa_state=COMPLETED 

ip_address=192.168.49.130  

p2p_device_address=52:26:ef:a2:e3:96  

address=52:26:ef:a2:e3:96  

uuid=85f7edf1 - 7cc1 - 53ce - b614 - f11c20255766  

ieee80211ac=1  

3.8.1.5.2 Wi-Fi direct GO mode (Group Formation/GO Negotiation) 

LǘΩǎ ƛƳǇƭŜƳŜƴǘŜŘ ōȅ о-way GO Negotiation handshake between two P2P peers, i.e. send/receive GO Neg 
request/ response /confirmation to exchange information between P2P peers. It can be triggered by any 
of the two peers. 

 

Step1: Start Wi-Fi Direct on the User Interface for the peer or mobile device 

Step2: Enable the p2p device discovery 
# wlan - p2p - find  

 

 p2p_find start ok!  

 

# P2P - DEVICE- FOUND ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60 

pri_dev_type=10 - 0050F204 - 5 name='OnePlus 10R 5G' config_methods=0x188 

dev_capab=0x25 group_capab=0x0 vendor_elems=1 new=1  

Step3: Stop the ongoing p2p discovery 
wlan - p2p - stop - find                             

P2P- FIND- STOPPED  

 

 p2p_stop_find ok!  

Step4: Check peer device mac address 
# wlan - p2p - peers  

 

p2p_peers list:  

ce:82:1c:ef:dd:60  

Step5: Establish connection using virtual push button 
# wlan - p2p - connect ce:82:1c:ef:dd:60 pbc  go_intent=14 freq=2437  

P2P- FIND- STOPPED 

 

Wait for 10 to 15 seconds, a pop up will display in peer or mobile device, accept the invitation to establish 
connection. After successful connection below logs can be seen. 

 
# P2P - GO- NEG- SUCCESS role=GO freq=2437 ht40=0 peer_dev=ce:82:1c:ef:dd:60 

peer_iface=ce:82:1c:ef:dd:60 wps_method=PBC  

WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance  

[wlcm] Warn: Ignoring address config event as uap not in configured state  

wf3: interface state UNINITIALIZED - >ENABLED 

wf3: AP - ENABLED  

wf3: CTRL - EVENT- CONNECTED -  Connection to 52:26:ef:a2:c9:7e completed [id=0 

id_str=]  

wf3: WPS - PBC- ACTIVE  

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)  

wf3: CTRL - EVENT- EAP- STARTED ce:82:1c:ef:dd:60  

wf3: CTRL - EVENT- EAP- PROPOSED- METHOD vendor=0 method=1  

wf3: CTRL - EVENT- EAP- PROPOSED- METHOD vendor=14122 method=254  

wf3: WPS - REG- SUCCESS ce:82:1c:ef:dd:60 fca92d79 - 5e64 - 5c3f - a6e0 - 56472609a160  

P2P- GROUP- FORMATION- SUCCESS  

P2P- GROUP- STARTED wf3 GO ssid="DIRECT - Aq" freq=2437 

go_dev_addr=52:26:ef:a2:c9:7e  

wf3: WPS - PBC- DISABLE  
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wf3: WPS - SUCCESS  

wf3: CTRL - EVENT- EAP- FAILURE ce:82:1c:ef:dd:60  

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.1X: authentication failed -  EAP type: 0 

(unknown)  

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.1X: Supplicant used different EAP type: 254 

(expanded)  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "DIRECT - Aq" started successfully  

========================================  

DHCP Server started successfully  

========================================  

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)  

wf3: AP - STA- CONNECTED ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60  

app_cb: WLAN: UAP a Client Connected  

========================================  

Client => CE:82:1C:EF:DD:60 Connected with Soft AP  

========================================  

wf3: STA ce:82:1c:ef:dd:60 WPA: pairwise key handshake completed (RSN)  

wf3: EAPOL - 4WAY- HS- COMPLETED ce:82:1c:ef:dd:60  

Step6: Check connection status 
# wlan - p2p - status  

 

p2p_status:  

ifname=wf3  

bssid=52:26:ef:a2:c9:7e  

freq=2437  

ssid=DIRECT - Aq 

id=0  

passphrase=WGXhmI0y  

mode=P2P GO 

pairwise_cipher=CCMP  

group_cipher=CCMP  

key_mgmt=WPA2- PSK 

wpa_state=COMPLETED 

ip_address=192.168.49.1  

p2p_device_address=52:26:ef:a2:c9:7e  

address=52:26:ef:a2:c9:7e  

uuid=b6b67a76 - 43d9 - 55d5 - 9253 - 9d38c3fb9c37  

group_number=1  

 

3.8.1.5.3 Wi-Fi direct AGO mode (Group Owner) 

Sets up the device as a P2P group owner manually, creating an autonomous GO without negotiating with 
a peer. This is useful for scenarios where the device needs to act as a Wi-Fi Direct access point. 

 

Step1: Create group 
# wlan - p2p - group - add freq=2412  

WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance  

 

 p2p_group_add ok!  

 

# [wlcm] Warn: Ignoring address config event as uap not in configured state  

wf3: interface state UNINITIALIZED - >ENABLED 

wf3: AP - ENABLED 

wf3: CTRL - EVENT- CONNECTED -  Connection to 52:26:ef:a2:e3:96 completed [id=0 

id_str=]  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "DIRECT - Sh" started successfully  
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========================================  

P2P- GROUP- SDHCP Server started successfully  

========================================  

TARTED wf3 GO ssid="DIRECT - Sh" freq=2412 go_dev_addr=52:26:ef:a2:e3:96  

Step2: Starts WPS using Push Button Configuration, a method that simplifies Wi-Fi setup by pressing a 
physical or virtual button, eliminating the need for a PIN 
# wlan - p2p - start - wps- pbc  

wf3: WPS - PBC- ACTIVE 

Step3: Send request from peer device by clicking on P2P device name. 
# wf3: STA 2e:72:94:a2:75:3e IEEE 802.11: associated (aid 1)  

wf3: CTRL - EVENT- EAP- STARTED 2e:72:94:a2:75:3e  

wf3: CTRL - EVENT- EAP- PROPOSED- METHOD vendor=0 method=1  

wf3: CTRL - EVENT- EAP- PROPOSED- METHOD vendor=14122 method=254  

wf3: WPS - REG- SUCCESS 2e:72:94:a2:75:3e 312dc60c - 3717 - 59fe - 9fe4 - b4ba8cac9f93  

wf3: WPS - PBC- DISABLE 

wf3: WPS - SUCCESS 

[wlcm] Error: Failed to add wps network  

wf3: CTRL - EVENT- EAP- FAILURE 2e:72:94:a2:75:3e  

wf3: STA 2e:72:94:a2:75:3e IEEE 802.1X: authentication failed -  EAP type: 0 

(unknown)  

wf3: STA 2e:72:94:a2:75:3e IEEE 802.1X: Supplicant used different EAP type: 254 

(expanded)  

wf3: STA 2e:72:94:a2:75:3e IEEE 802.11: associated (aid 1)  

wf3: AP - STA- CONNECTED 2e:72:94:a2:75:3e p2p_dev_addr=2e:72:94:a2:75:3e  

app_cb: WLAN: UAP a Client Connected  

========================================  

Client => 2E:72:94:A2:75:3E Connected with Soft AP  

========================================  

wf3: STA 2e:72:94:a2:75:3e WPA: pairwise key handshake completed (RSN)  

wf3: EAPOL- 4WAY- HS- COMPLETED 2e:72:94:a2:75:3e  

Step4: Remove group 
# wlan - p2p - group - remove  

 

 p2p_group_remove ok!  

 

3.8.1.5.4  P2P Invitation and Persistent Group 

This feature allows a device to invite another device to join an existing or previously formed P2P group. 
Persistent Groups are P2P groups whose credentials and roles (GO/Client) are stored for future use. This 
enables Fast Reconnection,  Reduced Setup Time, Improved User Experience. 

 

Command sequences for P2P GO mode 

 
# wlan - p2p - find  

# wlan - p2p - connect ce:82:1c:ef:dd:60 pbc persistent go_intent=14 freq=2437  

# wlan - p2p - group - remove *  

# wla n- p2p - find  

# wlan - p2p - list - network  

# wlan - p2p - invite persistent=1 peer=ce:82:1c:ef:dd:60  

 

After successful reconnection, below logs will be printed 
P2P- INVITATION - RESULT status=0  

WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance  

[wlcm] Warn: Ignoring address config event as uap not in configured state  

wf3: interface state UNINITIALIZED - >ENABLED 

wf3: AP - ENABLED 
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wf3: CTRL - EVENT- CONNECTED -  Connection to 52:26:ef:a2:c9:7e completed [id=2 

id_str=]  

P2P- GROUP- STARTED wf3 GO ssid="DIRECT - UR" freq=5765 

go_dev_addr=52:26:ef:a2:c9:7e [PERSISTENT]  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "DIRECT - UR" started successfully  

========================================  

DHCP Server started successfully  

========================================  

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)  

wf3: AP - STA- CONNECTED ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60  

app_cb: WLAN: UAP a Client Connected  

========================================  

Client => CE:82:1C:EF:DD:60 Connected with Soft AP  

========================================  

wf3: STA ce:82:1c:ef:dd:60 WPA: pairwise key handshake completed (RSN)  

wf3: EAPOL - 4WAY- HS- COMPLETED ce:82:1c:ef:dd:60  

 

Command sequences for P2P AGO mode 

 
# wlan - p2p - group - add freq=2437 persistent  

# wlan - p2p - start - wps- pbc  

# wlan - p2p - group - remove *  

# wlan - p2p - find  

# wlan - p2p - list - network  

# wlan - p2p - invite persistent=1 peer=ce:82:1c:ef:dd:60  

 

After successful reconnection, below logs will be printed 
P2P- INVITATION - RESULT status=0  

WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance  

[wlcm] Warn: Ignoring address config event as uap not in configured state  

wf3: interface state UNINITIALIZED - >ENABLED 

wf3: AP - ENABLED 

wf3: CTRL - EVENT- CONNECTED -  Connection to 52:26:ef:a2:c9:7e completed [id=2 

id_str=]  

P2P- GROUP- STARTED wf3 GO ssid="DIRECT - Ku" freq=5805 

go_dev_addr=52:26:ef:a2:c9:7e [PERSISTENT]  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "DIRECT - Ku" started successfully  

========================================  

DHCP Server started successfully  

========================================  

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)  

wf3: AP - STA- CONNECTED ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60  

app_cb: WLAN: UAP a Client Connected  

========================================  

Client => CE:82:1C:EF:DD:60 Connected with Soft AP  

========================================  

wf3: STA ce:82:1c:ef:dd:60 WPA: pairwise key handshake completed (RSN)  

wf3: EAPOL - 4WAY- HS- COMPLETED ce:82:1c:ef:dd:60  
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3.8.1.5.5  Other useful P2P commads 

wlan-p2p-listen 

Makes the device enter a listen only state for Wi-Fi Direct (P2P) discovery. In this state, the device actively 
listens for incoming P2P discovery messages 

Listen for 10 seconds: 
# wlan - p2p - listen 10  

 

 p2p_listen start ok!  

wlan-p2p-service-add 

Adds a local service record to the device for P2P service discovery. This command advertises a supported 
service (for example, Bonjour) so that peers performing service discovery can learn about the available 
service. 

Parameters: 
- Service type - The service protocol identifier (e.g., bonjour) that indicates which kind of service is 

being advertised. 

- Query - A hexadecimal string (query hexdump) that encodes the service query. 

- RDATA - A hexadecimal string containing the associated response data. In some cases (such as when 

no TXT record is needed), this may be omitted or set to a null value. 

Usage example: 
wlan - p2p - service - add bonjour 0b5f6166706f766572746370c00c000c01 

074578616d706c65c027  

wlan-p2p-serv-disc-req 

Schedules a service discovery request that queries nearby P2P devices for a specific service. By issuing this 
command, the device sends out a discovery query (often including TLVformatted parameters) to 

determine which peers support the advertised service. 

Parameters: 
- Peer Address - Usually a specific P2P device MAC address or 00:00:00:00:00:00 to indicate a broadcast 

query. 

- Query/TLV(s): - One or more TLV (Type-Length-Value) formatted parameters that define the service 

discovery query. 

Usage Example: 
wlan - p2p - serv - disc - req 00:00:00:00:00:00 02000101  

 

wlan-p2p-serv-disc-resp 

Replies to a received service discovery request by sending back service-specific information. The response 
contains TLVencoded data that addresses the query from the peer, using parameters copied from the 

incoming request (such as the dialog token). 

Parameters: 
- Frequency - The channel frequency (in MHz) where the request was originally received. 

- Destination Address - The MAC address of the peer that sent the original service discovery request. 

- Dialog Token - A token from the request event used to correlate the response. 

- TLV(s) - One or more TLV-formatted parameters that carry the service response data. 

Usage Example: 
wlan - p2p - serv - disc - resp 2437 ee:2e:98:7b:80:16 1 02000101  

wlan-p2p-prov-disc 
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Sends a P2P provision discovery request to a specified peer, initiating the process of exchanging 
credentials for connection. This is crucial for setting up secure P2P communications. 

Parameters: 
- Peer address - The P2P device address of the peer. 

- method - The configuration method, such as display for showing a PIN on the screen. 

Usage Example: 

To request provisioning with a peer. 
wlan - p2p - prov - disc 02:01:02:03:04:05 display  

3.8.1.6 Certificates/Key configurations for WPA2/3 Enterprise 

For enterprise security it is mandatory to have a radius server (hostapd radius server) and server/client 
certificates. This section describes how user can configure their own CA certificate, Client/Server certificate, 
Client/Server private key for WPA2/3 Enterprise. 

RT SDK supports certificates in .h format and already configured server and client certificates available at 
the location <SDK_PATH>/middleware/wifi_nxp/certs. User need to replace ca-cert.h, client-cert.h and 
client-key.h files with newly created files. 
Follow below steps for certificate conversion. 

NOTE: Below commands should be executed from any Linux host where openssl and xxd are installed. 

Convert PEM certificate to DER certificate: 
openssl x509 - inform pem - in ca.pem - outform der - out ca - cert.der  

openssl x509 - inform pem - in client.pem - outform der - out client - cert.der  

openssl x509 - inform pem - in server.pem - outform der - out server - cert.der  

convert a PEM private key to a DER private key: 
openssl rsa - inform pem - in client.key - outform der - out client - key.der  

openssl rsa - inform pem - in server.key - outform der - out server - key.der  

Convert DER certificates and privet key to Header files: 

ca-cert 
xxd - i ca - cert.der ca - cert.h  

change array name and size inside .h as below: 
const unsigned char ca_der[]  

unsigned int ca_der_len  

client-cert 
xxd - i client - cert.der client - cert.h  

change array name and size inside .h as below: 
const unsigned char client_der[]  

unsigned int client_der_len  

client-key 
xxd - i client - key.der client - key.h  

change array name and size inside .h as below: 
const unsigned char client_key_der[]  

unsigned int client_key_der_len  

3.8.1.7 Independent Reset (IR) 

The IR feature intended to be used to reset Wi-Fi and Bluetooth firmware, when it encounters a firmware 
fatal error. The following commands are used to trigger firmware fatal error manually to verify the 
feature. 

NOTE: Define CONFIG_WIFI_IND_DNLD and CONFIG_WIFI_IND_RESET macros in wifi_config.h to enable 
the feature. This feature is only enabled for i.MX RT1060 EVKC and RT1170 EVKB 

Following commands are used to reset Wi-Fi and Bluetooth firmware over SDIO interface. 
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Default mode set to in-band. 

Usage : 
# wlan - set - indrstcfg  

Usage :  

         wlan - set - indrstcfg <ir_mode> [gpio_pin]  

         ir_mode   : 0 --  Disable  

                     1 --  Enable out band reset, disable in band  

                     2 --  Enable in band, disable out band  

         gpio_pin  : 255 --  Default pin for reset  

                     any other number for changing the gpio for reset.  

Example :  

         wlan - set - indrstcfg 1 255   : Set default pin as reset pin  

         wlan - set - indrstcfg 0       : Disable the independent reset  

         wlan - set - indrstcfg 2       : Enable in band reset mode  

Set via In-band 

In-Band Independent Reset(IB-IR) sends FW module reset signal over SDIO interface itself. 
wlan - set - indrstcfg 2  

Get current mode 
# wlan - get - indrstcfg  

Independent Reset Mode = In Band  

Trigger manual FW crash using independent reset command 
# wlan - independent - reset  

[wifi] Warn: Command response timed out. command 0x8b, len 12, seqno 0x0  

Independent reset success  

 

 

Set via Out-of-band 

Out of Band Independent Reset(OoB-IR) feature allows user to reset FW module over external 
signal(GPIO) rather than the default SDIO interface. 

Note: For 1XK and 1ZM M.2 module connect Fly-Wire between J16.1 and J108.4 of i.MX RT1060EVKC, J108 
is routed on M2.P48 which internally routed on IR GPIO[15] of Controller 1XK/1ZM. For 2EL-M2, No fly-
wire connection required. 

GPIO for 2EL is 1 and for 1XK/1ZM it is 14 
wlan - set - indrstcfg 1 1  

Trigger manual FW crash using independent reset command 
# wlan - independent - reset  
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3.8.1.8 Wi-Fi easy connect (DPP) 

The Wi-Fi easy connect feature provides a simple and secure method to provision and connect Wi-Fi devices 
to a network without entering a password. 

NOTE: This feature is only supported on IW612. Define macro CONFIG_WPA_SUPP_DPP in wifi_config.h to 
enable this feature 

This section describes: 

¶ The test procedure of Wi-Fi easy connect (DPP) using CLI commands supported in 

wifi_wpa_supplicant sample app 

¶ Configuration of Wi-Fi devices in STA and AP modes 

¶ Connection of STA and AP devices using DPP 

DPP QR code test setup: 

¶ DUT (STA) act as Enrollee, Initiator(Authentication)  

¶ Device1 (External STA) act as configurator 

¶ Device2 (External AP) acts as responder and enrollee 

Step 1: Start the Soft AP on Device2 

Set mac 

# wlan - set - mac 00:50:43:02:1 1:01  

Verify mac 

# wlan - mac 

MAC address  

STA MAC Address: 00:50:43:02:11:01  

uAP MAC Address: 02:50:43:02:12:01  

 
# wlan - add testAP ssid DPPNET01 ip:192.168.10.1,192.168.10.1,255.255.255.0 role 

uap channel 11 wpa2 psk ThisIsDppPassphrase  

Added "testAP"  

 
# wlan - start - network testAP  

 

[wlcm] Warn: NOTE: uAP will automatically switch to the channel that station is 

on.  

ua2: interface state UNINITIALIZED - >COUNTRY_UPDATE 

ml1: CTRL - EVENT- REGDOM- CHANGE init=USER type=COUNTRY alpha2=WW  

 

# ua2: interface state COUNTRY_UPDATE - >ENABLED 

: AP - ENABLED 

========================================  

app_cb: WLAN: received event 16  

========================================  

app_cb: WLAN: UAP Started  

========================================  

Soft AP "DPPNET01" started successfully  

========================================  

DHCP Server started successfully  

========================================  

 

Step 2: Generate QR code on Device2 

# wlan - dpp - bootstrap - gen "type=qrcode chan=81/11 mac= 00:50:43:02:12:01 "  
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bootstrap generate id = 1  

NOTE: MAC address of Device2 should input in above command and returned ǾŀƭǳŜ ά1έ is bootstrap info id 
which require to get QR code string 

Get QR code URI 

# wlan - dpp - bootstrap - get - uri 1  

 

Bootstrapping QR Code URI:  

 

DPP:C:81/11;M:a0cdf377e71c;V:3;K:MDkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDIgADMgoJ7zgcGN

PpoWKZtaapts0wBjJLUFTL9dgxqj3nb68=;;  

NOTE: This QR code will be use on Device1 with command wlan-dpp-qr-code. 

Step 3: Configure Device1 as configurator 

Set MAC address 

# wlan - set - mac 00:50:43:02:11:03  

Verify mac 

# wlan - mac                       

MAC address  

STA MAC Address: 00:50:43:02:11:03  

uAP MAC Address: 02:50:43:02:12:03  

Add as a configurator 

# wlan - dpp - configurator - add  

 

conf_id = 1  

Step 4: Authenticate Device1 with Device2 

wlan - dpp - qr -code DPP:C:81/11;M:a0cdf377e71c;V:3;K:Mé 

 

DPP qr code id = 1  

NOTE: On successfully adding QR Code, a bootstrapping info id is returned as shown 1 in above command 
and should input in below command DPP_AUTH_INIT 

# wlan - dpp - auth - init " peer=1 conf=ap - dpp ssid=4450504e45543031 configurator=1"  

 

[wlcm] Warn: ieee ps not enabled yet: 0  

[wlcm] Warn: deep sleep ps not enabled yet: 0  

ml1: DPP - TX dst=a0:cd:f3:77:e7:1c freq=2462 type=0  

 

 DPP Auth Init OK!  

 

# ml1: DPP - TX- STATUS dst=a0:cd:f3:77:e7:1c freq=2462 result=SUCCESS  

ml1: DPP - RX src=a0:cd:f3:77:e7:1c freq=2462 type=1  

ml1: DPP- AUTH- DIRECTION mutual=0  

ml1: DPP - TX dst=a0:cd:f3:77:e7:1c freq=2462 type=2  

ml1: DPP - TX- STATUS dst=a0:cd:f3:77:e7:1c freq=2462 result=SUCCESS  

ml1: DPP - AUTH- SUCCESS init=1  

ml1: DPP - CONF- REQ- RX src=a0:cd:f3:77:e7:1c  

ml1: DPP - RX src=a0:cd:f3:77:e7:1c freq=2462 type=11  

ml1: DPP - CONF- SENT 

NOTE: ssid should be hex string, here  ssid=4450504e45543031 is hex string of DPPNET01 

Output on Device2 

: DPP - RX src=a0:cd:f3:77:e4:36 freq=2462 type=0  
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: DPP - TX dst=a0:cd:f3:77:e4:36 freq=2462 type=1  

: DPP - TX- STATUS dst=a0:cd:f3:77:e4:36 result=SUCCESS  

: DPP - RX src=a0:cd:f3:77:e4:36 freq=2462 type=2  

: DPP - AUTH- SUCCESS init=0  

: GAS - QUERY- START addr=a0:cd:f3:77:e4:36 dialog_token=0 freq=2462  

: GAS - QUERY- DONE addr=a0:cd:f3:77:e4:36 dialog_token=0 freq=2462 status_code=0 

result=SUCCESS  

: DPP - CONF- RECEIVED 

: DPP - CONFOBJ- AKM dpp 

: DPP - CONFOBJ- SSID DPPNET01 

: DPP - CONNECTOR 

eyJ0eXAiOiJkcHBDb24iLCJraWQiOiJ5dXhXNEFEVzdEcEowazhDbUVtenVmZzN5ZldtTW5lS1pVamF

rWXRXTjFJIiwiYWxnIjoiRVMyNTYifQ.eyJncm91cHMiOlt7Imdyb3VwSWQiOiIqIiwibmV0Um9sz  

: DPP - C- SIGN- KEY 

3039301306072a8648ce3d020106082a8648ce3d03010703220002939ea2def528cf4556c737f36

8bfb4346aa3ef4a86c836c301d036c5394e3925  

: DPP - NET- ACCESS- KEY 

307702010104205d7f4e0e0723ae7d4998115b73a00b5ed31e3da542ef8da3ab735698884a7f46a

00a06082a8648ce3d030107a14403420004341b65763b3fafb301587fd383cdd8f2fa862  

: DPP - TX dst=a0:cd:f3:77:e4:36 freq=2462 type=11  

: DPP - TX- STATUS dst=a0:cd:f3:77:e4:36 result=SUCCESS  

Step 5: Generate QR code on Device1 (configurator) 

# wlan - dpp - configurator - params " conf=sta - dpp ssid=<hex_ascii> configurator=1"  

NOTE: ǎǇŀŎŜ ŎƘŀǊŀŎǘŜǊ ŜȄƛǎǘǎ ōŜǘǿŜŜƴ ά and conf. 

# wlan - dpp - bootstrap - gen "type=qrcode chan=81/11 mac=  02:50:43:02:1 1:03 "  

 

 bootstrap generate id = 2  

 
# wlan - dpp - bootstrap - get - uri 2  

 

Bootstrapping QR Code URI:  

 

DPP:C:81/11;M:a0cdf377e436;V:3;K:MDkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDIgACHsnUedxM3b

Gf6rXR0hETPAebTy8hHvKR1CRb1D6QqfA=;;  

NOTE: This QR code will be use on DUT with command DPP_QR_CODE. 

Step 6: Put Device1 in listening mode on specified channel 

# wlan - dpp - listen "2462 role=configurator"  

 

[wlcm] Warn: ieee ps not enabled yet: 0  

[wlcm] Warn: deep sleep ps not enabled yet: 0  

 

 DPP Listen OK!  

Step 7: Authenticate DUT(STA) on Device1(STA) 

# wlan - set - mac 00:50:43:02:11:02  

 

# wlan - dpp - qr -code DPP:C:81/11;M:a0cdf377e436;V:3;K:é 

 

DPP qr code id = 1  

NOTE: On successfully adding QR Code, a bootstrapping info id is returned as shown 1 in above command 
and should input in below command DPP_AUTH_INIT 

# wlan - dpp - auth - init " peer=1 role=enrollee"  

 

ml1: DPP - TX dst=00:50:43:02:11:03 freq=2462 type=0  
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 DPP Auth Init OK!  

 

# ml1: DPP - TX- STATUS dst=00:50:43:02:11:03 freq=2462 result=SUCCESS  

ml1: DPP - RX src=00:50:43:02:11:03 freq=2462 type=1  

ml1: DPP - AUTH- DIRECTION mutual=0  

ml1: DPP - TX dst=00:50:43:02:11:03 freq=2462 type=2  

ml1: DPP - TX- STATUS dst=00:50:43:02:11:03 freq=2462 result=SUCCESS  

ml1: DPP - AUTH- SUCCESS init=1  

ml1: GAS - QUERY- START addr=00:50:43:02:11:03 dialog_token=55 freq=2462  

ml1: GAS - QUERY- DONE addr=00:50:43:02:11:03 dialog_token=55 freq=2462 

status_code=0 result=SUCCESS  

ml1: DPP - CONF- RECEIVED  

ml1: DPP - CONFOBJ- AKM dpp 

ml1: DPP - CONFOBJ- SSID DPPNET01 

ml1: DPP - CONNECTOR 

eyJ0eXAiOiJkcHBDb24iLCJraWQiOiJ0MC13alRoLWdpNjlnSTN2QWJfeWVjZzE3d3ZKZmNtX2tiRGd

JeGdRd1E4IiwiYWxnIjoiRVMyNTYifQ.eyJncm91cHMiOlt7Imdyb3VwSWQiOiIqIiwibmV0Um9sZSI

6InN0Ya  

ml1: DPP - C- SIGN- KEY 

3039301306072a8648ce3d020106082a8648ce3d03010703220002bba4f978d3d51809b35d2a9bd

00984979033a87caa2fc7c879aa37d6115d02b9  

ml1: DPP - PP- KEY 

3039301306072a8648ce3d020106082a8648ce3d03010703220002f9ae79e015873e2083e23ba8a

bcc52e0352283d0a9728308ff14d4fabc89cafd  

ml1: DPP - NET- ACCESS- KEY 

30770201010420c7b15c02856eadd7e617f1b544c337ca84e8607e2d318394cf978399dad59efba

00a06082a8648ce3d030107a14403420004681aa41432a8b5fcf285d799a5236fa9306ca331a6b4

a6 

ml1: DPP - NETWORK- ID 1  

ml1: DPP - TX dst=00:50:43:02:11:03 freq=2462 type=11  

ml1: DPP - TX- STATUS dst=00:50:43:02:11:03 freq=2462 result=SUCCESS  

[supp_if] Error: wifi_nxp_wpa_supp_scan2: Block scan while remaining on channel  

wpa_drv_freertos_scan2: scan2 op failed  

ml1: CTRL - EVENT- SCAN- FAILED ret= - 16 retry=1  

#  

# ml1: DPP - TX dst=02:50:43:02:12:01 freq=2462 type=5  

ml1: DPP - TX- STATUS dst=02:50:43:02:12:01 freq=2462 result=SUCCESS  

ml1: DPP - RX src=02:50:43:02:12:01 freq=2462 type=6  

ml1: PMKSA - CACHE- ADDED 02:50:43:02:12:01 1  

ml1: DPP - INTRO peer=02:50:43:02:12:01 status=0 version=3  

ml1: SME: Trying to authenticate with 02:50:43:02:12:01 (SSID='DPPNET01' 

freq=2462 MHz)  

ml1: Trying to associate with 02:50:43:02:12:01 (SSID='DPPNET01' freq=2462 MHz)  

ml1: CTRL - EVENT- REGDOM- CHANGE init=USER type=COUNTRY alpha2=WW  

ml1: Associated with 02:50:43:02:12:01  

ml1: CTRL - EVENT- SUBNET- STATUS- UPDATE status=0  

ml1: WPA: Key negotiation completed with 02:50:43:02:12:01 [PTK=CCMP GTK=CCMP]  

ml1: CTRL - EVENT- CONNECTED -  Connection to 02:50:43:02:12:01 completed [id=1 

id_str=]  

app_cb: WLAN: authenticated to network  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [DPPNET01]  

IPv4 Address: [192.168.10.2]  

Successful connection between DUT (STA) and Device2 (AP) can be verify using ping command. 

3.8.1.9 wlan-cloud-keep-alive 

The cloud keep alive feature provides a method to send keep-alive packets from Wi-Fi to cloud server 
periodically. In Host suspend state, Wi-Fi firmware will send keep-alive packets to cloud server periodically. 
For every keep-alive packet sent, firmware will receive the ACK from cloud server, if no ACK from server on 
3 packets continuously, it indicates keep alive failure.  
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This section describes: 

¶ The test procedure of cloud keep alive (TCP keep alive) using CLI commands on IW612 with i.MX 

RT1170 EVKB board 

¶ Configuration of keep-alive parameters (TCP/IP header info. etc.) in Wi-Fi firmware for WoWLAN.  

Test Setup: 

¶ DUT act as STA 

¶ Configure external AP with open security 

¶ Cloud server running in AP backend 

¶ Connect probe between pin 2 of J9 port (on RT1170 EVKB) with HD3 GPIO 17 (on Murata uSD 

M.2) using probe. 

Step 1: Configure DUT in STA mode 

# wlan - add abc ssid ASUS_2G  

Added "abc"  

Step 2: Connect to External AP 

# wlan - connect abc  

Connecting to network...  

Use 'wlan - stat' for current connection status.  

 

# ml1: SME: Trying to authenticate with 7c:10:c9:02:da:48 (SSID='ASUS_2G' 

freq=2412 MHz)  

ml1: Trying to associate with 7c:10:c9:02:da:48 (SSID='ASUS_2G' freq=2412 MHz)  

ml1: Associated with 7c:10:c9:02:da:48  

========================================  

app_cb: WLAN: received event 1  

========================================  

app_cb: WLAN: authenticated to network  

ml1: CTRL - EVENT- CONNECTED -  Connection to 7c:10:c9:02:da:48 completed [id=0 

id_str=]  

ml1: CTRL - EVENT- SUBNET- STATUS- UPDATE status=0  

========================================  

app_cb: WLAN: received event 0  

========================================  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [ASUS_2G]  

IPv4 Address: [192.168.0.123]  

Step 3: Start server in AP backend 

Step 4: Run cloud keep alive command on DUT 

Command Usage: 

# wlan - cloud - keep - alive start dst_mac <dst_mac> dst_ip <dst_ip> dst_port 

<dst_port>  

Table 20: cloud keep alive command usage 

Command Parameters Description 

<dst_mac> Destination MAC address 

<dst_ip> Destination IP 

<dst_port> Destination port 

  
# wlan - cloud - keep - alive start id 0 dst_mac a4:fc:77:49:81:e7 dst_ip 

192.168.0.174 dst_port 9526  
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Step 5: Make TCP connection 

# wlan_tcp_client dst_ip 192.168.0.174  src_port 54236 dst_port 9526  

Step 6: Verify the TCP-connection on sniffer 

 

Step 7: Add arp entry  on AP backend. 

 arp - s <STAUT ip address> <STAUT mac address>  

Step 8: Run host-sleep command (16 is for all ARP Broadcast Condition wherein DUT should only wakeup 
on Broadcast ping) 

# wlan - multi - mef ping 3  

 

# wlan - auto - host - sleep 1 manual  

Step 9: Put HOST on suspend state 

# mcu- suspend  

Once the DUT entered into sleep state, following packets can be observed on sniffer 

 

Step 10: Stop or reset cloud keep-alive connection 

#wlan - cloud - keep - alive stop  

OR 

#wlan - cloud - keep - alive reset  

3.8.1.10 Wireless Location Service (WLS) using IEEE 802.11mc and IEEE 802.11az 

WLS used to measure distance between two devices using Round Trip time of Flight(TOF) of RF signals. It 
meant to operate within Wi-Fi infrastructure to deliver precise location determination up to 1 to 2 meter 
ranging accuracy. This feature is based on the Fine Timing Measurement (FTM) protocol and enables a Wi-
Fi station (STA) to estimate its distance relative to one or more fixed position Wi-Fi access points (APs) in 
the network. 

This section explains the steps for a STA to use Wi-Fi Locationϰ to measure the distance from a single 
fixed position AP using the IEEE 802.11mc or 802.11az standard. 

In addition, both 802.11mc and 802.11az support the following two modes: 

Unassociated: 

Initiator (STA) and Responder (AP) are not connected. Both take measurements given the MAC address 
and channel. 

Associated: 

Initiator (STA) and Responder (AP) are connected and take measurements. 

NOTE: Define CONFIG_11MC, CONFIG_11AZ, CONFIG_CSI, and CONFIG_WLS_CSI_PROC to enable the 
feature. 
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3.8.1.10.1 IEEE 802.11mc 

This is known as enhanced distributed channel access (EDCA) ranging. The distance is measured during 
the FTM session. 

NOTE: EDCA 802.11mc ranging is supported as a legacy mode. 

 

 

Configuration commands and usage: 

# wlan-civ-cfg 

¢Ƙƛǎ ŎƻƳƳŀƴŘ ǳǎŜŘ ǘƻ ǎŜǘ /L±/ ƛƴŦƻǊƳŀǘƛƻƴ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǿƘƛŎƘ ƳŜŀƴǎ ǳǎŜǊΩǎ ŎƛǾƛƭ ƛƴŦƻǊƳŀǘƛƻƴ ƛΦŜ 
address, country etc.. 

Usage: 
wlan - civ - cfg civ_req <civ_req> loc_type <loc_type> country_code <country_code> 

addr_type <addr_type>  

 

civ_req: 0 or 1  

loc_type: 1  

country_code: 0 for USA  

addr_type: 22  

Example:  

wlan - civ - cfg civ_req 1 loc_type 1 country_code 0 addr_type 22  

# wlan-loc-cfg 

This command used to set global user location 

Usage: 
wlan - loc - cfg lci_req <lci request> latit <latitude> longi <longitude> altit 

<altitude> lat_uncert <latitude uncertainity> lon_uncert <longitude 

uncertainity> alt_uncert <altitude uncertainity>  

 

lci_req: 0 or 1  

latitude: - 180.0 to 180.0  

longitude: - 180.0 to 180.0  

altitude: - 180.0 to 180.0  

latitude uncertainity: 0 to 255  

longitude uncertainity: 0 to 255  

altitude uncertainity: 0 to 255  

Example:  

wlan - loc - cfg lci_req 1 latit - 111.111 longi 222.222 altit 33.333 lat_uncert 1 

lon_uncert 2 alt_uncert 3  

# wlan-11mc-nego-cfg 

This command used to configure 11mc negotiation parameters.  

Usage: 
wlan - 11mc- nego - cfg burst_dur <burst_dur> min_delta <min_delta> asap <asap> 

ftm_per_burst <ftm_per_burst> BW <bw> burst_period <burst_period>  

 

burst_dur: 2 to  11 

min_delta: 1 to 63  

asap: 0 or 1  

ftm_per_burst: 2 to 10  

BW: 9 to 13  

burst_period: 1 to 10  

Example:  

wlan - 11mc- nego - cfg burst_dur 11 min_delta 60 asap 1 ftm_per_burst 5 BW 13 

burst_period 10  

# wlan-ftm-ctrl 

This command used to start and stop FTM session 
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Usage: 
wlan - ftm - ctrl <action> loop_cnt <count> channel <channel> mac <peer_mac>  

 

action:  

 1: Start non - secure 11mc/11az FTM with associated Peer AP  

 2: Stop FTM session  

 3: Start secure 11az FTM with associated Peer AP  

 4: Start non - secure 11az/11mc FTM with unassoc Peer  

 5: Start secure 11az FTM with unassociated & pre - authenticated Peer  

loop_cnt: number of ftm sessions to run repeatedly (default:1, 0:non - stop, 

n:times>)  

channel: Channel on which FTM must be started  

mac: Mac address of the peer with whom FTM session is required  

 

Example:  

Run non - secure FTM session:  

wlan - ftm - ctrl 1 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Runs secure 11az FTM session:  

wlan - ftm - ctrl 3 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Runs non - secure FTM session with unassoc peer until user terminate:  

wlan - ftm - ctrl 4 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Runs Secure FTM session with unassociated Peer AP:  

wlan - ftm - ctrl 5 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Stop the FTM session:  

wlan - ftm - ctrl 2  

 

Output: 
# wlan - civ - cfg civ_req 1 loc_type 1 country_code 0 addr_type 22  

# wlan - loc - cfg lci_req 1 latit - 111.111 longi 222.222 altit 33.333 lat_uncert 1 

lon_uncert 2 alt_uncert 3  

# wlan - 11mc- nego - cfg burst_dur 11 min_delta 60 asap 1 ftm_per_burst 5 BW 13 

burst_period 10  

# wlan - ftm - ctrl 1 loop_cnt 1 channel 44 mac A2:CD:F3:77:E5:70  

 

FTM Session Complete:  

=====================  

Average RTT: 63633431 ns  

Average Clockoffset:34484 ns  

Distance: 5.172600 meters  

3.8.1.10.2 IEEE 802.11az 

This is known as Next Generation Positioning. 

Configuration commands and usage: 

# wlan-11az-rang-cfg 

Usage: 
wlan - 11az - rang - cfg <protocol> format_bw <format_bw> num_measurements 

<num_measurements> measurement_freq <measurement_freq> i2r_sts <i2r_sts> 

r2i_sts <r2i_sts> i2r_lmr <i2r_lmr>  

 

protocol: 1  

format_bw: 0 to 2  

num_measurements: 1 to 10  

measurement_freq: 1 to 10  

i2r_sts: 0/1 -  Num of antennas: 0=>1 antenna and 1=>2 antennas  

r2i_sts: 0/1 -  Num of antennas: 0=>1 antenna and 1=>2 antennas  

i2r_lmr: 0 never, 1 always, 2 up to RSTA  

Example:  

wlan - 11az - rang - cfg 1 format_bw 2 num_measurements 5 measurement_freq 4 i2r_sts 

0 r2i_sts 0 i2r_lmr 0  
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# wlan-ftm-ctrl 

Usage: 
wlan - ftm - ctrl <action> loop_cnt <count> channel <channel> mac <peer_mac>  

 

action:  

 1: Start non - secure 11mc/11az FTM with associated Peer AP  

 2: Stop FTM session  

 3: Start secure 11az FTM with associated Peer AP  

 4: Start non - secure 11az/11mc FTM with unassoc Peer  

 5: Start secure 11az FTM with unassociated & pre - authenticated Peer  

 

loop_cnt: number of ftm sessions to run repeatedly (default:1, 0:non - stop, 

n:times>)  

 

channel: Channel on which FTM must be started  

 

mac: Mac address of the peer with whom FTM session is required  

 

Example:  

Run non - secure FTM session:  

wlan - ftm - ctrl 1 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Runs secure 11az FTM session:  

wlan - ftm - ctrl 3 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Runs non - secure FTM session with unassoc peer until user terminate:  

wlan - ftm - ctrl 4 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Runs Secure FTM session with unassociated Peer AP:  

wlan - ftm - ctrl 5 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44  

Stop the FTM session:  

wlan - ftm - ctrl 2  

Output: 
# wlan - 11az - rang - cfg 1 format_bw 2 num_measurements 5 measurement_freq 4 

i2r_sts 0 r2i_sts 0 i2r_lmr 0  

# wlan - ftm - ctrl 3 loop_cnt 1 channel 44 mac A2:CD:F3:77:E5:70  

On giving the above commands, following output should be displayed on console:  

FTM Session Complete:  

=====================  

Average RTT: 63633431 ns  

Average Clockoffset:34484 ns  

Distance: 5.172600 meters  

 

3.8.1.11 WLAN offload feature 

In this feature host can go in low power mode and FW will handle the reply (without waking up the host) 
to the configured frames like ARP, NS frame, TCP keepalive frames. 

3.8.1.11.1 ARP Offload 

For ARP offload, steps are as follows: 
Step 1: Configure DUT in STA mode 

# wlan - add abc ssid ASUS_2G  

Added "abc"  

Step 2: Connect to External AP 

# wlan - connect abc  

Connecting to network...  

Use 'wlan - stat' for current connection status.  

 

# ml1: SME: Trying to authenticate with 7c:10:c9:02:da:48 (SSID='ASUS_2G' 

freq=2412 MHz)  

ml1: Trying to associate with 7c:10:c9:02:da:48 (SSID='ASUS_2G' freq=2412 MHz)  
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ml1: Associated with 7c:10:c9:02:da:48  

========================================  

app_cb: WLAN: received event 1  

========================================  

app_cb: WLAN: authenticated to network  

ml1: CTRL - EVENT- CONNECTED -  Connection to 7c:10:c9:02:da:48 completed [id=0 

id_str=]  

ml1: CTRL - EVENT- SUBNET- STATUS- UPDATE status=0  

========================================  

app_cb: WLAN: received event 0  

========================================  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [ASUS_2G]  

IPv4 Address: [192.168.0.123]  

Step 3: Configure auto arp offload feature on DUT using below command 
# wlan - auto - arp  

Step 4: Configure host-sleep params on DUT using below command 

(For wlan-host-sleep option please refer section 3.1.5.10) 
# wlan - host - sleep 1 wowlan 1  

Step 5: Put HOST on suspend state 

# mcu- suspend  

Step 6: Run arping to DUT from AP backend. One or more than one arp response should be seen from 
DUT after sending broadcast arping. DUT should not wakeup. 

3.8.1.11.2 ARP Offload 

For NS(Neighbor Solicitation) offload, steps are as follows: 
Step 1: Configure DUT in STA mode 

# wlan - add abc ssid ASUS_2G  

Added "abc"  

Step 2: Connect to External AP 

# wlan - connect abc  

Connecting to network...  

Use 'wlan - stat' for current connection status.  

 

# ml1: SME: Trying to authenticate with 7c:10:c9:02:da:48 (SSID='ASUS_2G' 

freq=2412 MHz)  

ml1: Trying to associate with 7c:10:c9:02:da:48 (SSID='ASUS_2G' freq=2412 MHz)  

ml1: Associated with 7c:10:c9:02:da:48  

========================================  

app_cb: WLAN: received event 1  

========================================  

app_cb: WLAN: authenticated to network  

ml1: CTRL - EVENT- CONNECTED -  Connection to 7c:10:c9:02:da:48 completed [id=0 

id_str=]  

ml1: CTRL - EVENT- SUBNET- STATUS- UPDATE status=0  

========================================  

app_cb: WLAN: received event 0  

========================================  

app_cb: WLAN: connected to network  

Connected to following BSS:  

SSID = [ASUS_2G]  

IPv4 Address: [192.168.0.123]  

Step 3: Configure NS offload feature on DUT using below command 
# enable - ns - offload  
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Step 4: From APΩǎ backend server run ipv6 ping command. ipv6 ping request should come from AP and 
ipv6 ping reply should come from DUT. 

Step 5: Configure mef params for NS using below command: 

# wlan - multi - mef ns 0  

Step 6: Configure host sleep and parameters using below command: 

# wlan - host - sleep 1 mef  

Step 7: Put HOST on suspend state 

# mcu- suspend  

Step 8: hƴƭȅ ǇƛƴƎ ǊŜǉǳŜǎǘ ŦǊƻƳ !t ƛǎ ƻōǎŜǊǾŜŘ ŘǳŜ ǘƻ 5¦¢Ωǎ ǎǳǎǇŜƴŘ ǎǘŀǘŜΦ AP should send NS (Neighbor 
Solicitation) packet when DUT is in suspend  state and DUT should respond to NS packet with NA 
(Neighbor Advertisement) packet. DUT should not wakeup. 
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4 Useful Wi-Fi APIs 
This section describes a few Wi-Fi driver APIs with their usage. These driver APIs can be called from the 
user application directly with the appropriate arguments to implement the required changes in the 
driver/firmware.  

NOTE: Please refer to wifi_cert demo from section 3.5, which has support for these APIs. Please refer to 
MCUXSDKGSUG for more details about the Wi-Fi driver APIs. 

4.1 Set/Get ED MAC Feature 
This feature enables the European Union (EU) adaptivity test as per the compliance requirements in the 
ETSI standard. 

Depending on the device and front-end loss, the Energy Detection (ED) threshold offset (ed_ctrl_2g.offset 
and ed_ctrl_5g.offset) needs to be adjusted. The ED threshold offset can be adjusted in steps of 1 dB. 

4.1.1 wlan_set_ed_mac_mode() 

This API is used to configure ED MAC mode in the Wireless Firmware.  

Syntax: int wlan_set_ed_mac_mode(wlan_ed_mac_ctrl_t wlan_ed_mac_ctrl)  

Where 

Table 21: Set ED MAC API argument 

Parameter Description 

[In] 
wlan_ed_mac_ctrl 

A structure with parameters mentioned in section 4.1.3 to enable EU adaptivity. 

Return Value:  
WM_SUCCESS if the call is successful, -WM_FAIL if the call failed 

4.1.2 wlan_get_ed_mac_mode() 

This API can be used to get current ED MAC mode configuration. 

Syntax: int wlan_get_ed_mac_mode(wlan_ed_mac_ctrl_t * wlan_ed_mac_ctrl)  

Where 

Table 22: Get ED MAC API argument 

Parameter Description 

[Out] wlan_ed_mac_ctrl 
A pointer to a structure with parameters mentioned in section 4.1.3 to get ED 
MAC mode configuration. 

Return Value:  
WM_SUCCESS if the call is successful, -WM_FAIL if the call failed 
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4.1.3 Usage and Output 

This section includes the output console logs and code snippets for the reference and it can be used to 
add the feature-related commands in the user application. 

To add new CLI command in the existing wifi_cli sample application, please refer to section 0. 

Usage: 

To add set  command to the command list, 
#ifdef CONFIG_5GHz_SUPPORT  

 {"wlan - set - ed- mac- mode", "<ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g> 

<ed_offset_5g>", wlan_ed_mac_mode_set},  

#else  

 {"wlan - set - ed- mac- mode", "<ed_ctrl_2g> 

<ed_offset_2g>",wlan_ed_mac_mode_set},  

#endif  

To print the usage regarding set - ed- mac 
static void dump_wlan_set_ed_mac_mode_usage()  

{  

    PRINTF("Usage: \ r \ n");  

#ifdef CONFIG_5GHz_SUPPORT  

    PRINTF("wlan - set - ed- mac- mode <ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g> 

<ed_offset_5g> \ r \ n");  

#else  

    PRINTF("wlan - set - ed- mac- mode <ed_ctrl_2g> <ed_offset_2g> \ r \ n");  

#endif  

    PRINTF(" \ r \ n");  

    PRINTF(" \ ted_ctrl_2g \ r \ n");  

    PRINTF(" \ t    # 0       -  disable EU adaptivity for 2.4GHz band \ r \ n");  

    PRINTF(" \ t    # 1       -  enable EU adaptivity for 2.4GHz band \ r \ n");  

    PRINTF(" \ ted_offset_2g \ r \ n");  

    PRINTF(" \ t    # 0       -  Default Energy Detect threshold \ r \ n");  

    PRINTF(" \ t    #offset value range: 0x80 to 0x7F \ r \ n");  

#ifdef CONFIG_5GHz_SUPPORT  

    PRINTF(" \ ted_ctrl_5g \ r \ n");  

    PRINTF(" \ t    # 0       -  disable EU adaptivity for 5GHz band \ r \ n");  

    PRINTF(" \ t    # 1       -  enable EU adaptivity for 5GHz band \ r \ n");  

    PRINTF(" \ ted_offset_2g \ r \ n");  

    PRINTF(" \ t    # 0       -  Default Energy Detect threshold \ r \ n");  

    PRINTF(" \ t    #offset value range: 0x80 to 0x7F \ r \ n");  

#endif  

}  
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To set ed mac mode using the structure parameter in driver (set) API: 
static void wlan_ed_mac_mode_set(int argc, char *argv[])  

{  

    int ret;  

    wlan_ed_mac_ctrl_t wlan_ed_mac_ctrl;  

 

#ifdef CONFIG_5GHz_SUPPORT  

    if (argc != 5)  

#else  

    if (argc != 3)  

#endif  

    {  

        dump_wlan_set_ed_mac_mode_usage();  

        return;  

    }  

 

    wlan_ed_mac_ctrl.ed_ctrl_2g   = strtol(argv[1], NULL, 16);  

    wlan_ed_mac_ctrl.ed_offset_2g = strtol(argv[2], NULL, 16);  

#ifdef CONFIG_5GHz_SUPPORT  

    wlan_ed_mac_ctrl.ed_ctrl_5g   = strtol(argv[3], NULL, 16);  

    wlan_ed_mac_ctrl.ed_offset_5g = strtol(argv[4], NULL, 16);  

#endif  

 

    if (wlan_ed_mac_ctrl.ed_ctrl_2g != 0 && wlan_ed_mac_ctrl.ed_ctrl_2g != 1)  

    {  

        dump_wlan_set_ed_mac_mode_usage();  

        return;  

    }  

#ifdef CONFIG_5GHz_SUPPORT  

    if (wlan_ed_mac_ctrl.ed_ctrl_5g != 0 && wlan_ed_mac_ctrl.ed_ctrl_5g != 1)  

    {  

        dump_wlan_set_ed_mac_mode_usage();  

        return;  

    }  

#endif  

 

    ret = wlan_set_ed_mac_mode(wlan_ed_mac_ctrl);  

    if (ret == WM_SUCCESS)  

    {  

        PRINTF("ED MAC MODE settings configuration successful \ r \ n");  

    }  

    else  

    {  

        PRINTF("ED MAC MODE settings configuration failed \ r \ n");  

        dump_wlan_set_ed_mac_mode_usage();  

    }  

}  
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To add get  command to the command list, 
{"wlan - get - ed- mac- mode", NULL, wlan_ed_mac_mode_get},  

To print the usage regarding get - ed- mac 
static void dump_wlan_get_ed_mac_mode_usage()  

{  

    PRINTF("Usage: \ r \ n");  

    PRINTF("wlan - get - ed- mac- mode \ r \ n");  

}  

 

To get ed mac mode values filled address of wlan_ed_mac_ctrl structure passed as a parameter to the 
driver (get) API, 
static void wlan_ed_mac_mode_get(int argc, char *argv[])  

{  

    int ret;  

    wlan_ed_mac_ctrl_t wlan_ed_mac_ctrl;  

 

    if (argc != 1)  

    {  

        dump_wlan_get_ed_mac_mode_usage();  

        return;  

    }  

 

    ret = wlan_get_ed_mac_mode(&wlan_ed_mac_ctrl);  

    if (ret == WM_SUCCESS)  

    {  

        PRINTF("EU adaptivity for 2.4GHz band : %s \ r \ n", 

wlan_ed_mac_ctrl.ed_ctrl_2g == 1 ? "Enabled" : "Disabled");  

        if (wlan_ed_mac_ctrl.ed_ctrl_2g)  

            PRINTF("Energy Detect threshold offset : 0X%x \ r \ n", 

wlan_ed_mac_ctrl.ed_offset_2g);  

#ifdef CONFIG_5GHz_SUPPORT  

        PRINTF("EU adaptivity for 5GHz band : %s \ r \ n", 

wlan_ed_mac_ctrl.ed_ctrl_5g == 1 ? "Enabled" : "Disabled");  

        if (wlan_ed_mac_ctrl.ed_ctrl_5g)  

            PRINTF("Energy Detect threshold offset : 0X%x \ r \ n", 

wlan_ed_mac_ctrl.ed_offset_5g);  

#endif  

    }  

    else  

    {  

        PRINTF("ED MAC MODE read failed \ r \ n");  

        dump_wlan_get_ed_mac_mode_usage();  

    }  

}  

Console Output 
# wlan - set - ed- mac- mode 1 0x9  

ED MAC MODE settings configuration successful  

 
# wlan - get - ed- mac- mode 

EU adaptivity for 2.4GHz band : Enabled  

Energy Detect threshold offset : 0X9  

EU adaptivity for 5GHz band : Enabled  

Energy Detect threshold offset : 0Xc  
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4.2 Enable Host based WPA supplicant Feature for Wi-Fi application 
This section describes changes required to enable host based wpa supplicant for Wi-Fi applications on 
i.MX RT1060 + IW416/88W8987/IW612 NXP-based wireless modules. 

Host based supplicant is an open source software which requires increase in memory, mainly, HEAP 
(90~180 KB) and Increase number of clients store data in netif (LWIP).   

To enable and support host based wpa supplicant Following files need updates. 

NOTE: The file paths given in this section refers to application wifi_setup.  
<SDK_PATH>/ boards/evkmimxrt1060/wifi_examples/wifi_setup/FreeRTOSConfig.h  

<SDK_PATH>/ boards/evkmimxrt1060/wifi_examples/wifi_setup/lwipopts.h  

<SDK_PATH>/ boards/evkmimxrt1060/wifi_examples/wifi_setup/wifi_config.h  

4.2.1 FreeRTOSConfig.h 

Increase Stack size: 

In the following example stack is increased from 128 to 160 bytes. 
-  #define configMINIMAL_STACK_SIZE                ((unsigned short)128)  

+ #define configMINIMAL_STACK_SIZE                ((unsigned short)160)  

Increase heap size: 
In following example, heap is increased from 60K to 120K bytes. 120KB is minimum required heap. If you 

enable CONFIG_WPA_SUPP_CRYPTO_ENTERPRISE, then 180 KB of heap is required. 

-  #define configTOTAL_HEAP_SIZE            ((size_t)(60 * 1024))  

+ #define configTOTAL_HEAP_SIZE            ((size_t)(120 * 1024))  

Increase stack for software timer task 

Following example is increasing stack and making it twice the earlier size. 
-  #define configTIMER_TASK_STACK_DEPTH (configMINIMAL_STACK_SIZE)  

+ #define configTIMER_TASK_STACK_DEPTH (configMINIMAL_STACK_SIZE * 2U)  

4.2.2 lwipopts.h 

Add ŦƻƭƭƻǿƛƴƎ ŘŜŦƛƴƛǘƛƻƴǎ ŀǘ ǘƘŜ ŜƴŘ ƻŦ ŦƛƭŜ ōŜŦƻǊŜ άІŜƴŘƛŦ κϝ ψψ[²Ltht¢{ψIψψ ϝκέ 
/**  

 * LWIP_CHECKSUM_ON_COPY==1: Calculate checksum when copying data from  

 * application buffers to pbufs.  

 */  

#define LWIP_CHECKSUM_ON_COPY 1 

 

/**  

 * LWIP_CHKSUM_ALGORITHM==3: Use the optimised checksum algorithm.  

 */  

#define LWIP_CHKSUM_ALGORITHM 3  

 

#if (LWIP_DNS || LWIP_IGMP || LWIP_IPV6) && !defined(LWIP_RAND)  

/* When using IGMP or IPv6, LWIP_RAND() needs to be defined to a random -

function returning an u32_t random value*/  

#include "lwip/arch.h"  

u32_t lwip_rand(void);  

#define LWIP_RAND() lwip_rand()  

#endif  

 

#define LWIP_NETIF_TX_SINGLE_PBUF   1  

 

#if (LWIP_NETIF_TX_SINGLE_PBUF)  

#define PBUF_LINK_ENCAPSULATION_HLEN 26  

#endif  

 

#define LWIP_NUM_NETIF_CLIENT_DATA  2  
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/* ----------  Core locking ----------  */  

4.2.3 wifi_config.h 

Add following definitions to enable various WPA modes. NOTE that Enterprise mode is enabled only if 
needed. 
/*  

 * Config options for wpa supplicant  

 */  

#define CONFIG_WPA_SUPP 1 

 

#ifdef CONFIG_WPA_SUPP  

#define CONFIG_WPA_SUPP_WPS               1  

#define CONFIG_WPA_SUPP_WPA3              1  

//#define CONFIG_WPA_SUPP_CRYPTO_ENTERPRISE 1  

#endif  

#endif/*  

 * wpa supplicant debug options  

 */  

#define CONFIG_WPA_SUPP_DEBUG_LEVEL 3 

4.2.4 Adding components 

For those users who are using zip package, following files need to be updated at board_MIMXRT1060-

EVK/boards/evkbmimxrt1060/wifi_examples/wifi_<app name>/armgcc 

Add dependent component needed for wpa supplicant, mbedtls and hardware drivers. 

Update config.cmake and append following 
set(CONFIG_USE_middleware_mbedtls true)  

set(CONFIG_USE_middleware_wireless_wpa_supplicant_rtos true)  

set(CONFIG_USE_middleware_mbedtls_port_ksdk true)  

set(CONFIG_USE_middleware_mbedtls_template true)  

set(CONFIG_USE_driver_dcp true)  

set(CONFIG_USE_driver_trng true)  

Update CMakeLists.txt and add following 
if(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_debug)  

     target_compile_definitions(${MCUX_SDK_PROJECT_NAME}  PRIVATE 

MBEDTLS_CONFIG_FILE="wpa_supp_mbedtls_config.h")  

endif(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_debug)  

 

if(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_release)  

     target_compile_definitions(${MCUX_SDK_PROJECT_NAME}  PRIVATE 

MBEDTLS_CONFIG_FILE="wpa_supp_mbedtls_config.h")  

endif(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_release)  

4.2.5 Memory Overflow Issue Handling 

It is observed that for certain RT boards such as RT1020, RT1040 and RT1050 with lower memory 

footprint, the memory overflow error occurs during compiling with certain compiler tool. Following is the 

solution to such issues. 

Linker file update can help if we get memory overflow during linking stage for low end platforms on 

certain compilers. 

For mcuxpresso projects 

create bss.ldt file at location evkbmimxrt1060/wifi_examples/common/linkscripts/bss.ldt 

and add following in bss.ldt 
        <#if memory.name=="SRAM_OC">  

        *(.bss*)  

        </#if>  

For armgcc, iar and mdk, we need to move bss to m_data2. To do this update following files. 

/wifi_examples/common/linker/MIMXRT1062xxxxx_flexspi_nor.icf 
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- place in DATA_region                        { block ZI };  

+place in DATA2_region                       { block ZI };  

evkbmimxrt1060/wifi_examples/common/linker/MIMXRT1062xxxxx_flexspi_nor.ld 

Lƴ ǘƘŜ Φōǎǎ ōƭƻŎƪΣ ǳǇŘŀǘŜ ΨҔ ƳψŘŀǘŀΩ ǘƻ  ΨҔ ƳψŘŀǘŀнΩΦ 5ƻ ƴƻǘ ŎƘŀƴƎŜ ǊŜǎǘ ƻŦ ǘƘŜ Φōǎǎ ōƭƻŎƪΦ 
  /* Uninitialized data section */  

  .bss :  

  {  

    /* This is used by the startup in order to initialize the .bss section */  

    . = ALIGN(4);  

    __START_BSS = .;  

    __bss_start__ = .;  

    *(m_usb_dma_noninit_data)  

    *(.bss)  

    *(.bss*)  

    *(COMMON) 

    . = ALIGN(4);  

    __bss_end__ = .;  

    __END_BSS = .;  

  - } > m_data  

  +} > m_data2  

evkbmimxrt1060/wifi_examples/common/linker/MIMXRT1062xxxxx_flexspi_nor.scf 
-   RW_m_ncache m_data2_start EMPTY 0 {  

+  RW_m_data2 m_data2_start m_data2_size { ; RW data2  

+    .ANY (+RW +ZI)  

+  }  

+  RW_m_ncache +0 EMPTY 0 {  

  }  

-   RW_m_ncache_unused +0 EMPTY m_data2_size - ImageLength(RW_m_ncache) { ; Empty 

region added for MPU configuration  

+  RW_m_ncache_unused +0 EMPTY m_data2_size - ImageLength(RW_m_data2) -

ImageLength(RW_m_ncache) { ; Empty region added for MPU configuration  
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5 Bluetooth Classic/Low Energy Applications 
This chapter describes the Bluetooth Classic/Low Energy example applications that are available in the 
SDK, and the steps to configure, compile, debug, flash, and execute these examples. 

The communication between the Host stack and the Link Layer (LL) is implemented via the standard HCI 
UART interface and PCM interface for voice. 

tƭŜŀǎŜ ǊŜŦŜǊ ǘƻ άHardware Rework Guide for EdgeFast BT PAL.pdfέ guide referenced in the Section 1.3 
άwŜŦŜǊŜƴŎŜǎέ ŦƻǊ ŘŜǘŀƛƭǎ ǘƻ ŜƴŀōƭŜ ǘƘŜ ¦!w¢ ŀƴŘ t/a ƛƴǘŜǊŦŀŎŜǎΦ 

The setup is done between the single i.MX RT+ IW612 NXP-based wireless module and remote Bluetooth 
devices. The instructions in this guide use an i.MXRT1060 EVKC board. Yet the same steps apply to the 
other i.MX RT products. 

The table lists the Bluetooth module specific preprocessor macro that is common to all Bluetooth 
examples. 

Table 23: Preprocessor Macros for Bluetooth Modules 
Module Chipset Macro 

Murata Type 1XK IW416 WIFI_IW416_BOARD_MURATA_1XK_USD         
WIFI_IW416_BOARD_MURATA_1XK_M2 

Murata Type 1ZM 88W8987 WIFI_88W8987_BOARD_MURATA_1ZM_USD        
WIFI_88W8987_BOARD_MURATA_1ZM_M2        

Murata Type 2EL IW612 WIFI_IW612_BOARD_MURATA_2EL_USD 
WIFI_ IW612 _BOARD_MURATA_2EL_M2        

Murata Type 2LL IW610 WIFI_IW610_BOARD_MURATA_2LL_M2 

USD = microSD interface 

M2 = M.2 interface  
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5.1 a2dp_sink Sample Application 
This section describes the steps to configure the i.MX RT1060 EVKC board and IW612 wireless module as 
an A2DP Sink device.  

5.1.1 a2dp_sink Application Execution 

Please refer to the previous section 3.1.1 to run the demo using MCUXpresso IDE. Refer below image for 
selection of Bluetooth example. 

 

Refer to Table 23 for the list of macros of different wireless modules.  

The default application works on Murata 2EL module using the macro 
άWIFI_IW612_BOARD_MURATA_2EL_M2έ.  

To enable the support for other modules:  

¶ Import the project.  

¶ Go to project properties > C/C++ Build > Settings > Preprocessor.  

¶ Select another macro. 
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Please refer to the previous sections  3.1.1-3.1.4 for instructions on importing a project, building an 
application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.1.1.1 Run the Application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
Bluetooth A2dp Sink demo start...  

Bluetooth initialized  

BR/EDR set connectable and discoverable done  

Wait for connection  

5ƛǎŎƻǾŜǊ ǘƘŜ ŘŜǾƛŎŜ άŀнŘǇ ǎƛƴƪέ ŦǊƻƳ ǇŜŜǊ ƳƻōƛƭŜ ǇƘƻƴŜ ŀƴŘ ŎƻƴƴŜŎǘ ǘƻ ƛǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƭƻƎǎ ǎƘƻǳƭŘ ōŜ 
displayed on the console. 
Connected  

Security changed: 7E:5A:23:AE:9E:C3 level 2  

a2dp connected success  

a2dp configure sample rate 44100Hz  

Now, user can play music from the cell phone connected and listen on the audio jack of the i.MX RT 1060 
EVKC board.  

Following logs will appear on the console: 
a2dp start playing  

Stop playing music from the cell phone. 

Following logs will appear on the console 
a2dp stop playing  

Disconnect the device from peer cell phone. 
a2dp deconfigure  

Disconnected (reason 0x13)  
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5.2 a2dp_source Sample Application 
This section describes the steps to configure the i.MX RT1060 EVKC board and IW416 wireless module as 
an A2DP Source device. 

5.2.1 a2dp_source Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.2.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
Bluetooth initialized  

BR/EDR set connectable and discoverable done  

Copyright  2024  NXP  

>>help  

 

"help": List all the registered commands  

"exit": Exit program  

"bt": BT related function  

  USAGE: bt [discover|connect|disconnect|delete]  

    discover    start to find BT devices  

    connect     connect to the device that is found, for example: bt 

connectdevice n (from 1)  

    disconnect  disconnect current connection.  

    delete      delete all devices. Ensure to disconnect the HCI link 

connection with the peer device before attempting to delete the bonding 

information.  

>> 

LƴǇǳǘ άōǘ ŘƛǎŎƻǾŜǊέ ǘƻ ǎŎŀƴ ŎƻƴƴŜŎǘŀōƭŜ ƴŜŀǊōȅ .ƭǳŜǘƻƻǘƘ ŘŜǾƛŎŜǎΦ 
Discovery started. Please wait ...  

>> BR/EDR discovery complete  

[1]: 90:9C:4A:D8:65:68, RSSI - 24 AirPods Max  

[2]: 48:74:12:C2:F2:82, RSSI - 85 OnePlus Nord CE 2 Lite 5G  

[3]: C0:95:DA:00:F1:1F, RSSI - 91  

[4]: 40:23:43:7E:C4:9A, RSSI - 60 FJ9SQK3 - Desk  

[5]: D0:17:69:EE:7E:9D, RSSI - 72 BLE_Peripheral  

Input "bt connect [index]" to create Bluetooth connection with the discovered device. The music starts 
playing on successful connection with the Bluetooth device. 
>> bt connect 1  

Connection pending  

>> SDP discovery started  

Connected  

sdp success callback  

A2DP Service found. Connecting ...  

Security changed: 90:9C:4A:D8:65:68 level 2  

a2dp connected success  

a2dp start playing  

LƴǇǳǘ άōǘ ŘƛǎŎƻƴƴŜŎǘέ ǘƻ ŘƛǎŎƻƴƴŜŎǘ ǘƘŜ ŎǳǊǊŜƴǘ ŎƻƴƴŜŎǘƛƻƴΦ  
>> bt disconnect  

>> a2dp disconnected  

Disconnected (reason 0x16)  

LƴǇǳǘ άōǘ ŘŜƭŜǘŜέ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ōƻƴŘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ŀƭƭ ǘƘŜ ŘŜǾƛŎŜǎΦ 

NOTE: Disconnect the HCI link connection with the peer device before attempting to delete the bonding 
information. 
>> bt delete  
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success  

>> 

 

5.3 handsfree Sample Application  
This section describes the steps to configure the i.MX RT1060 EVKC board and IW416 wireless module as 
an HF Unit.  

5.3.1 handsfree Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.3.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVK board to run the demo application downloaded on the 
board. When the demo starts, the following message about the demo would appear on the console. 
Bluetooth Handsfree demo start...  

Bluetooth initialized  

  

Copyright  2024  NXP  

  

>>  

BR/EDR set connectable and discoverable done  

Wait for connection  

5ƛǎŎƻǾŜǊ ǘƘŜ ŘŜǾƛŎŜ άŜŘƎŜŦŀǎǘ ƘŦǇέ ŦǊƻƳ ǇŜŜǊ ƳƻōƛƭŜ ǇƘƻƴŜ ŀƴŘ ŎƻƴƴŜŎǘ ǘƻ ƛǘΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƭƻƎǎ ǎƘƻǳƭŘ 
be displayed on the console. 
Connected  

Security changed: AC:C0:48:9F:82:5A level 2  

HFP HF Connected!  

Wideband Config at Controller: Disabled  

Sending Vendor command 0028  

Sending Vendor command 0007 now  

Sending Vendor command 0029 now  

Sending Vendor command 001d now  

Sending Vendor command 0070 now  

Sending Vendor command 0073 with WBS disabled  

Signal indicator value: 5  

Make an incoming call to the mobile phone which is connected to the setup: 
Call Setup indicator value: 1  

Incoming Call...  

Init Audio CODEC for RingTone  

Type help command to check all calling options. 
"help": List all the registered commands  

  

"exit": Exit program  

  

"bt": BT related function  

  USAGE: bt [dial|aincall|eincall]  

    dial          dial out call.  

    aincall       accept the incoming call.  

    eincall       end an incoming call.  

    svr           start voice recognition.  

    evr           stop voice recognition.  

    clip          enable CLIP notification.  

    disclip       disable CLIP notification.  

    ccwa          enable call waiting notification.  

    disccwa       disable call waiting notification.  
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    micVolume     Update mic Volume.  

    speakerVolume Update Speaker Volume.  

    lastdial      call the last dial number.  

    voicetag      Get Voice - tag Phone Number (BINP).  

    multipcall    multiple call option.  

    triggercodec  trigger codec connection.  

    getIndicatorStatus Get peer's indicators' status.  

When the call will come below output will be seen: 
Call Setup indicator value: 1  

Incoming Call...  

Init Audio CODEC for RingTone  

Phone call number: +919104539859  

Setup for SCO audio: Success  

Sending Vendor command 006f now  

LƴǇǳǘ άbt aincallέ ǘƻ ŀƴǎǿŜǊ ǘƘŜ ƛƴŎƻƳƛƴƎ ŎŀƭƭΥ 
Call indicator value: 1  

Call Setup indicator value: 0  

Init Audio SCO SAI and CODEC samplingRate :8000  bitWidth:16  

LƴǇǳǘ άbt eincallέ ǘƻ ŜƴŘ ǘƘŜ ƛƴŎƻƳƛƴƎ ŎŀƭƭΥ 

Call indicator value: 0 sco_audio_stop_pl: Sending Vendor command 0073 with WBS 

disabled  

 

 

5.4 handsfree_ag Sample Application 
This application demonstrates the HFP audio gateway basic functionality. Currently, the support simulates 
an incoming call, and the call could be answered and ended. 

The HFP audio gateway can be connected to a HFP HF device like headphone or device running HFP HF 
device. 

5.4.1 handsfree_ag Application Execution  

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.4.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
Bluetooth Handsfree AG demo start...  

Bluetooth initialized  

BR/EDR set connectable and discoverable done  

  

Copyright  2024  NXP  

LƴǇǳǘ άƘŜƭǇέ ǘƻ ǎƘƻǿ ǘƘŜ ŀǾŀƛƭŀōƭŜ ƭƛǎǘ ƻŦ ŎƻƳƳŀƴŘǎΥ 

>>help  

  

"help": List all the registered commands  

  

"exit": Exit program  

"bt": BT related function  

  USAGE: bt [discover|connect|disconnect|delete]  

    discover             start to find BT devices  
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    connect              connect to the device that is found, for example: bt   

         connect n (from 1)  

    openaudio            open audio connection without calls  

    closeaudio           close audio connection without calls  

    sincall              start an incoming call  

    aincall              accept the call.  

    eincall              end an call.  

    set_tag              set phone num tag, for example: bt set_tag 123456789  

    select_codec         codec select for codec Negotiation, for example: bt    

               select_codec 2, it will select the codec 2 as codec.  

    set_mic_volume       update mic Volume, for example: bt set_mic_volume 14  

    set_speaker_volume   update Speaker Volume, for example: bt          

              set_speaker_volume 14  

    stwcincall          start multiple an incoming call  

    disconnect         disconnect current connection  

    delete            delete all devices. Ensure to disconnect the HCI  

         link  connection with the peer device before attempting  

                   to  delete the bonding information.  

LƴǇǳǘ άōǘ ŘƛǎŎƻǾŜǊέ ǘƻ ǎŎŀƴ ǘƘŜ ƴŜŀǊōȅ .ƭǳŜǘƻƻǘƘ ŘŜǾƛŎŜǎΥ 
>> bt discover  

Discovery started. Please wait ...  

>> BR/EDR discovery complete  

[1]: 28:11:A8:CB:93:D6, RSSI - 83 SMW006887 

[2]: AC:67:5D:07:FA:CF, RSSI - 66 8PLD823 - Desktop  

[3]: 48:01:C5:27:E6:80, RSSI - 77 NXP_BT_MD 

[4]: 48:74:12:C2:F2:82, RSSI - 82 OnePlus Nord CE 2 Lite 5G  

[5]: 74:45:CE:42:3C:11, RSSI - 51 WH- CH510 

>> 

LƴǇǳǘ άōǘ ŎƻƴƴŜŎǘ ғƴǳƳōŜǊҔέ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ǇŜŜǊ ŘŜǾƛŎŜΦ 
>> >> bt connect 5  

Connection pending  

>> SDP discovery started  

Connected  

Security changed: 74:45:CE:42:3C:11 level 2  

HFP AG Connected!  

Wideband Config at Controller: Disabled  

Sending Vendor command 0028  

Sending Vendor command 0007 now  

 Sending Vendor command 0029 now  

 Sending Vendor command 001d now  

 Sending Vendor command 0070 now  

 Sending Vendor command 0073 with WBS disabled HFP AG Connected!  

LƴǇǳǘ άbt sincall έ to simulate incoming call from the DUT 
>> bt sincall  

Simulate a incoming call an incoming calling!!  

LƴǇǳǘ άōǘ aincallέ ǘƻ accept the call once the ringtone is heard on the connected peer device 
>> bt aincall  

HFP AG have accepted the incoming call  

Wideband Config at Controller: Disabled  

Sending Vendor command 0028  

Sending Vendor command 0007 now  

 Sending Vendor command 0029 now  

 Sending Vendor command 001d now  

 Sending Vendor command 0070 now  

 Sending Vendor command 0073 with WBS disabled  

Init Audio SCO SAI and CODEC samplingRate :8000  bitWidth:16  

Setup for SCO audio: Success  

Sending Vendor command 006f now  



UM11442 
NXP Semiconductors 

NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms 
 

 
 

UM11442  All information provided in this document is subject to legal disclaimers © NXP B.V. 2025. All rights reserved. 

User manual Rev.21 ς 18 Sept 2025 149 

LƴǇǳǘ άōǘ eincallέ ǘƻ ŘƛǎŎƻƴƴŜŎǘ the Call  
>> >> bt eincall  

HFP AG have ended the call  

>>  sco_audio_stop_pl: Sending Vendor command 0073 with WBS disabled  

LƴǇǳǘ άōǘ ŘƛǎŎƻƴƴŜŎǘέ ǘƻ ŘƛǎŎƻƴƴŜŎǘ ŦǊƻƳ ǘƘŜ ǇŜŜǊ ŘŜǾƛŎŜΦ  
>> bt disconnect  

>> HFP AG Disconnected!  

Disconnected (reason 0x16)  

LƴǇǳǘ άōǘ ŘŜƭŜǘŜέ ǘƻ ŘŜƭŜǘŜ ǘƘŜ ōƻƴŘƛƴƎ ƛƴŦƻǊƳŀǘƛƻƴ ƻŦ ŀƭƭ ǘƘŜ ŘŜǾƛŎŜǎΦ 

NOTE: Disconnect the HCI link connection with the peer device before attempting to delete the bonding 
information. 
>> bt delete  

success  

 

5.5 spp Sample Application  
This application demonstrates the Serial Port Profile on i.MX RT1060 EVKC board and IW416 wireless 
module.  

5.5.1 spp Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.5.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
Bluetooth initialized  

BR/EDR set connectable and discoverable done  

 

Copyright  2024  NXP  

LƴǇǳǘ άƘŜƭǇέ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ŀǾŀƛƭŀōƭŜ ƻǇǘƛƻƴǎΥ 
>> help  

"help": List all the registered commands  

 

"exit": Exit program  

 

"bt": BT related function  

  USAGE: bt <discover|connect|disconnect|delete>  

    bt conns          print all active bt connection  

    bt switch <index> switch a bt connection  

    bt discover       start to find BT devices  

    bt connect        connect to the device that is found, for example: bt 

connect)  

    bt disconnect     disconnect current connection.  

    bt delete         delete all devices. Ensure to disconnect the HCI link 

connec.  

 

"spp": SPP related function  

  USAGE:  

    spp handle                display active spp handle list  

    spp switch <hanlde>       switch spp handle  

    spp register <cid>        register a spp server channel(cid)  

    spp discover              discover spp server channel on peer device  

    spp connect <cid>         create spp connection  

    spp disconnect            disconnect current spp connection.  
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    spp send <1|2|3|4|5>        send data over spp connection.  

    spp get_port <s|c> <cid>  get spp port setting of server/client 

channel(cid).  

    spp set_port <s|c> <cid>  set spp port setting of server/client 

channel(cid).  

    spp set_pn <s|c> <cid>    set pn of server/client channel(cid).  

    spp get_pn <s|c> <cid>    get local pn of server/client channel(cid).  

    spp send_rls              send rls.  

    spp send_msc              send msc.  

>> 

5.5.1.2 Serial Port Profile Server Configuration 

This section describes the steps to configure the i.MX RT1060 EVKC board and IW612 wireless module as 
an SPP Server.   

Register a SPP server channel. 
>> spp register 5  

SPP channel 5 register successfully, waiting for connected callback!  

>> 

/ƻƴƴŜŎǘ ǘƻ ǘƘŜ ŘŜǾƛŎŜ άŜŘƎŜŦŀǎǘ ǎǇǇέ ŦǊƻƳ ǘƘŜ ǎƳŀǊǘǇƘƻƴŜ .ƭǳŜǘƻƻǘƘ ǇŀƛǊƛƴƎ ǎŜǘǘƛƴƎǎ ŀƴŘ ŜƴŀōƭŜ ǘƘŜ 
pairing. 

Following logs will appear on console: 
>> BR connection with A0:CD:F3:77:E6:1D is created successfully!  

Security changed: A0:CD:F3:77:E6:1D level 2  

bƻǿΣ ƻǇŜƴ ǘƘŜ ά{ŜǊƛŀƭ .ƭǳŜǘƻƻǘƘ ¢ŜǊƳƛƴŀƭέ smartphone application and go to settings > devices.  

{ŜƭŜŎǘ ǘƘŜ ŘŜǾƛŎŜ άŜŘƎŜŦŀǎǘ ǎǇǇέΦ ¢ƘŜ ŎƻƴƴŜŎǘƛƻƴ ǿƛƭƭ ōŜ ŜǎǘŀōƭƛǎƘŜŘ ŀƴŘ ŦƻƭƭƻǿƛƴƎ ƭƻƎǎ ǿƛƭƭ ŀǇǇŜŀǊ ƻƴ 
console: 
spp handle 0: server, channel = 5, connected with device 1D:E6:77:F3:CD:A0.  

SPP appl handle 0 is connected successfully and becomes current spp appl 

handle!  

Write data in the smartphone application and send: 
>> SPP appl handle 0 received 11 data callback, dumped here:  

---------------- CHAR DUMP-----------------------  

A T + C I N D = ?  

  

----------------------------------------------------  

 

---------------- HEX DUMP------------------------  

41 54 2B 43 49 4E 44 3D 3F 0D 0A  

----------------------------------------------------  

LƴǇǳǘ άǎǇǇ ǎŜƴŘ ώƴϐέ ǘƻ ǎŜƴŘ Řŀǘŀ ǘƻ ǇŜŜǊ ŘŜǾƛŎŜΦ 
>> spp send 1  

SPP appl handle 0 send string successfully, waiting for data sent callback.  

>> 

SPP appl handle 0 sent 11 data callback, dumped here:  

---------------- CHAR DUMP-----------------------  

A T + C I N D = ? \  r  

-----------------------------------------------------  

 

LƴǇǳǘ άǎǇǇ ŘƛǎŎƻƴƴŜŎǘέ ǘƻ ŘƛǎŎƻƴƴŜŎǘ ǿƛǘƘ ǇŜŜǊ ŘŜǾƛŎŜΦ 
>> spp disconnect  

SPP appl handle 0 disconnect successfully, waiting for disconnected callback.  

SPP appl handle 0 is disconnected successfully.  

BR connection with : A0:CD:F3:77:E6:1D is disconnected (reason 0x13)  
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5.5.1.3 Serial Port Profile Client Configuration 

This section describes the steps to configure the i.MX RT1060 EVKC board and IW612 wireless module as 
an SPP Client. Here, another setup of i.MX RT1060 EVKC board and IW612 wireless module is used as SPP 
Server.  

Start SPP server first then follow the steps to configure SPP client.  

LƴǇǳǘ άōǘ ŘƛǎŎƻǾŜǊέ ǘƻ ǎǘŀǊǘ ŦƛƴŘ ǘƘŜ ƴŜŀǊōȅ .ƭǳŜǘƻƻǘƘ ŘŜǾƛŎŜǎΦ 
>> bt discover  

Discovery started . Please wait ...  

>> BR/EDR discovery complete  

[1]: 48:01:C5:27:E6:80, RSSI - 78 NXP_BT_MD 

[2]: AC:67:5D:07:FA:CF, RSSI - 71 8PLD823 - Desktop  

[3]: A0:CD:F3:77:E5:01, RSSI - 69 edgefast_spp  

[4]: 28:11:A8:CB:93:D6, RSSI - 84 SMW006887 

>> 

LƴǇǳǘ άōǘ ŎƻƴƴŜŎǘ ғƴҔέ ǘƻ ŎƻƴƴŜŎǘ ǘƻ ǘƘŜ ŘŜǾƛŎŜ ǘƘŀǘ ƛǎ ŦƻǳƴŘΦ  
>> bt connect 3  

Connection pending  

>> BR connection with A0:CD:F3:77:E5:01 is created successfully!  

LƴǇǳǘ άǎǇǇ ŘƛǎŎƻǾŜǊέ ǘƻ ŘƛǎŎƻǾŜǊ ǘƘŜ ǊŜƎƛǎǘŜǊŜŘ {tt ǎŜǊǾŜǊ ŎƘŀƴƴŜƭ ƛƴ ǇŜŜǊ ŘŜǾƛŎŜΦ 
>> spp discover  

>> Discover 1 SPP server channel from device 01:E5:77:F3:CD:A0!  

0x0005  

LƴǇǳǘ άǎǇǇ ŎƻƴƴŜŎǘ ώŎƘŀƴƴŜƭϐϦ ǘƻ ŎǊŜŀǘŜ {tt ŎƻƴƴŜŎǘƛƻƴ ǿƛǘƘ ǇŜŜǊ {tt server channel. 
>> spp connect 5  

Connect SPP Successful!  

>> Security changed: A0:CD:F3:77:E5:01 (0xef) level 2  

SPP connection is created successfully!  

 

>> 

LƴǇǳǘ άǎǇǇ ǎŜƴŘ ώмμнμоμпϐέ ǘƻ ǎŜƴŘ Řŀǘŀ ƻǾŜǊ {ttΦ  
>> spp send 1  

>> 

Status of SPP data sent callback: 0x0000.  

Sent 11 data, dumped here:  

 

---------------- CHAR DUMP-----------------------  

A T + C I N D = ? \  r  

------------------------------------------------  

>> 

LƴǇǳǘ άǎǇǇ ŘƛǎŎƻƴƴŜŎǘέ ǘƻ ŘƛǎŎƻƴƴŜŎǘ ǿƛǘƘ ǇŜŜǊ ŘŜǾƛŎŜΦ 
>>>> spp disconnect  

SPP appl handle 0 disconnect successfully, waiting for disconnected callback.   
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5.6 PBAP-PCE Sample Application 
This application demonstrates the Phone Book Access Profile (PBAP) on i.MX RT1060 EVK  board as a 
Phone Book Client Equipment (PCE).  

The Phone Book Access Profile (PBAP) defines the procedures and protocols to exchange Phone Book 
objects between devices.  

The Phone Book Client Equipment (PCE) is the device that retrieves phone book objects from the Phone 
Book Server Equipment (PSE) device. 

5.6.1 Pbap-pce Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.6.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 

Bluetooth PBAP PCE demo start...  

Bluetooth initialized  

BR/EDR set connectable and discoverable done  

The demo does not require user interaction. 

The application will automatically starts the BR/EDR discovery. The user needs to place the PSE device 
that wants to be connected as close as possible to the PCE.  

This demo application will automatically connects to the PSE device which has strongest RSSI (more 
Nearby) and has Class of device (COD) of computer or Phone. 

Discovery started. Please wait ...  

BR/EDR discovery complete  

[1]: 48:74:12:C2:F2:82, RSSI - 82 OnePlus Nord CE 2 Lite 5G  

[2]: AC:67:5D:07:FA:CF, RSSI - 62 8PLD823 - Desktop  

[3]: 40:23:43:7E:C4:9A, RSSI - 74 FJ9SQK3 - Desk  

[4]: 48:01:C5:27:E6:80, RSSI - 76 NXP_BT_MD 

[5]: A0:CD:F3:77:E5:01, RSSI - 52 BLE_Peripheral  

[6]: D0:17:69:EE:7E:9D, RSSI - 87 BLE_Peripheral  

[7]: AC:50:DE:CA:83:7E, RSSI - 96 4CE241B3D2 - Desk  

Connect 5  

Connection pending  

bt_connected  

SDP discovery started  

sdp success callback  

pbap version is 102  

pbap pse supported repositories is f  

supported feature = 3ff  

l2cap_psm found. Connecting ...  

Successfully START PBAP PCE entities  

Security changed: A0:CD:F3:77:E5:01 level 2  

PABP connect successfully  

pull phonebook result -  0x90  

Primary Floder Version -  05000000000000000000000000000001  

Secondary Floder Version -  06000000000000000000000000000002  

Database Identifier -  07000000000000000000000000000003  

============== BODY ==============  

BEGIN:VCARD 

VERSION:2.1  

FN;CHARSET=UTF- 8:descvs  

N;CHARSET=UTF- 8:descvs  

END:VCARD 
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BEGIN:VCARD 

VERSION:2.1  

N:;cc;;;  

FN:cc  

TEL;CELL:154555845  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

N:;qwe;;;  

FN:qwe  

X- ANDROID- CUSTOM:vnd.android.cursor.item/nickname;147;  

TEL;CELL:151865216  

TEL;CELL:153464856  

EMAIL;HOME:wudhxjsjd@qq.com  

ADR;HOME:;;123456789;;;;  

NOTE:old  

BDAY:1904 - 05- 24 

X- AIM:@qq.com  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

FN;CHARSET=UTF- 8:descvs  

N;CHARSET=UTF- 8:descvs  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

N:;cc;;;  

FN:cc  

TEL;CELL:15455584  

============ END BODY ============  

pull phonebook result -  0x90  

Primary Floder Version -  05000000000000000000000000000001  

Secondary Floder Version -  06000000000000000000000000000002  

Database Identifier -  07000000000000000000000000000003  

============== BODY ==============  

5 

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

N:;qwe;;;  

FN:qwe  

X- ANDROID- CUSTOM:vnd.android.cursor.item/nickname;147;  

TEL;CELL:151865216  

TEL;CELL:153464856  

EMAIL;HOME:wudhxjsjd@qq.com  

ADR;HOME:;;123456789;;;;  

NOTE:old  

BDAY:1904 - 05- 24 

X- AIM:@qq.com  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

FN;CHARSET=UTF- 8:descvs  

N;CHARSET=UTF- 8:descvs  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

N:;cc;;;  

FN:cc  

TEL;CELL:154555845  

END:VCARD 

BEGIN:VCARD 
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VERSION:2.1  

N:;qwe;;;  

FN:qwe  

X- ANDROID- CUSTOM:vnd.android.cursor.item/nickname;147;  

TEL;CELL:151865216  

TEL;CELL:1  

============ END BODY ============  

pull phonebook result -  0xA0 

Primary Floder Version -  05000000000000000000000000000001  

Secondary Floder Version -  06000000000000000000000000000002  

Database Identifier -  07000000000000000000000000000003  

============== BODY ==============  

53464856  

EMAIL;HOME:wudhxjsjd@qq.com  

ADR;HOME:;;123456789;;;;  

NOTE:old  

BDAY:1904 - 05- 24 

X- AIM:@qq.com  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

FN;CHARSET=UTF- 8:descvs  

N;CHARSET=UTF- 8:descvs  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

N:;cc;;;  

FN:cc  

TEL;CELL:154555845  

END:VCARD 

BEGIN:VCARD 

VERSION:2.1  

N:;qwe;;;  

FN:qwe  

X- ANDROID- CUSTOM:vnd.android.cursor.item/nickname;147;  

TEL;CELL:151865216  

TEL;CELL:153464856  

EMAIL;HOME:wudhxjsjd@qq.com  

ADR;HOME:;;123456789;;;;  

NOTE:old  

BDAY:1904 - 05- 24 

X- AIM:@qq.com  

END:VCARD 

============ END BODY ============  

pbap pse path set success  

pull vcard listing result -  0xA0 

Primary Floder Version -  05000000000000000000000000000001  

Secondary Floder Version -  06000000000000000000000000000002  

Database Identifier -  07000000000000000000000000000003  

============== BODY ==============  

<?xml version="1.0"?><!DOCTYPE vcard - listing SYSTEM "vcard - listing.dtd"><vCard -

lis>  

============ END BODY ============  

pbap pse path set success  

pull vcard listing result -  0xA0 

Database Identifier -  07000000000000000000000000000003  

============== BODY ==============  

BEGIN:VCARD 

VERSION:2.1  

FN:  

N:  

TEL;X - 0:1155  
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X- IRMC- CALL- DATETIME;DIALED:20220913T110607  

END:VCARD 

============ END BODY ============  

pbap pse path set success  

PABP disconnect successfully: a0  Disconnected (reason 0x13)  

5.7 PBAP-PSE Sample Application 
This application demonstrates the Phone Book Access Profile (PBAP) on i.MX RT1060 EVKC board as a 
Phone Book Server Equipment (PSE).  

The Phone Book Access Profile (PBAP) defines the procedures and protocols to exchange Phone Book 
objects between devices.  

The Phone Book Server Equipment (PSE) is the device that contains the source phone book objects. 

5.7.1 Pbap-pse Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.7.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVK  board to run the demo application downloaded on the 
board. When the demo starts, the following message about the demo would appear on the console. 

Bluetooth PBAP PSE demo start...  

Bluetooth initialized  

BR/EDR set connectable and discoverable done  

The demo does not require user interaction. The application will automatically start the Bluetooth 
discovery. 

Now prepare the Phone Book Client Equipment (PCE) device and connect with this PSE device. Then 
initiate PBAP profile level connection from PCE device.  
bt_connected  

Security changed: A0:CD:F3:77:E4:37 level 2  

PABP connect successfully  

 

appl params max list count : 65535  

 

send response : 90  

 

send response : 90  

 

send response : a0  

wŜŦŜǊ ǎŜŎǘƛƻƴ άt.!t-t/9 {ŀƳǇƭŜ !ǇǇƭƛŎŀǘƛƻƴέ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘǳǇ ŀ La· w¢м060 EVK  as a PCE device. 

After a successful PBAP connection, following commands can be sent from the PCE device which will be 
responded by PSE device. 

¶ pull phonebook - This example command will send phonebook object but not parse/send all 

application parameters from/to PCE. 

appl params max list count : 65535  

 

send response : 90  

 

send response : 90  

 

send response : a0  

 

pse current path is root  
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¶ set phonebook path - This example command will set phonebook path correctly. 

set path to child telecom  

 

pse set current path is root/telecom  

 

¶ pull vcard listing - This example command will send vcard listing object but not parse/send all 

application parameters from/to PCE. 

appl params max list count : 65535  

 

send response : a0  

 

pse current path is root/telecom  

¶ get vcard entry - This example command will send vcard entry object but not parse/send all 

application parameters from/to PCE. 

set path to child cch  

 

pse set current path is root/telecom/cch  

 

send response : a0  

 

pse current path is root/telecom/cch  

 

set path to root  

pse set current path is root  

PABP disconnect successfully : 0  

5.7.1.2 Limitations 

¶ This example only supports one PBAP connection. 

¶ This example doesn't supports all application parameters and only supports to parse/send the 

part of application parameters from/to PCE. 

5.8 MAP-MCE Sample Application 
This application demonstrates the Message Access Profile (MAP) on i.MX RT1060 EVKC board as a 
Messaging Client Equipment (MCE).  

The Message Access Profile (MAP) defines a set of features and procedures to exchange messages 
between devices.  

The Messaging Client Equipment (MCE) is the device that uses the message repository engine of the 
Messaging Server Equipment (MSE) for browsing and displaying existing messages and to upload 
messages created on the MCE to the MSE. 

5.8.1 Map-mce Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.8.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 

Bluetooth MAP MCE demo start...  

Bluetooth initialized  

BR/EDR set connectable and discoverable done  
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The demo does not require user interaction. 

The application will automatically starts the BR/EDR discovery. The user needs to place the MSE device 
that wants to be connected as close as possible to the MCE.  

This demo application will automatically connects to the MSE device which has strongest RSSI (more 
Nearby) and has Class of device (COD) of computer or Phone. 

Discovery started. Please wait ...  

BR/EDR discovery complete  

[1]: 40:23:43:7E:C4:9A, RSSI - 73 FJ9SQK3 - Desk  

[2]: 48:01:C5:27:E6:80, RSSI - 87 NXP_BT_MD 

[3]: 48:74:12:C2:F2:82, RSSI - 81 OnePlus Nord CE 2 Lite 5G  

[4]: AC:67:5D:07:FA:CF, RSSI - 73 8PLD823 - Desktop  

[5]: A0:CD:F3:77:E5:01, RSSI - 63 BLE_Peripheral  

[6]: FC:01:7C:7F:BD:BA, RSSI - 87 3mpx7q2 - Desk  

 

Connect 5  

Connection pending  

SDP discovery started  

Connected  

sdp success callback  

 

 

REFCOMM channel number 21  

L2CAP PSM  0x1003  

MAP version 0x0104  

MAP supported features 0x0077FFFF  

MAS instance ID 0  

Supported message type 0x00  

Service name MAP MAS - name 

Message Access Server found. Connecting ...  

Security changed: A0:CD:F3:77:E5:01 level 2  

MCE MAS connection  

 

MAX Packet Length -  512  

[1]: GET_FOLDER_LISTING_ROOT  

MAP Get Folder Listing  

MAP Get Folder Listing CNF -  0xA0 

============== BODY ==============  

<?xml version='1.0' encoding='utf - 8' standalone='yes' ?>  

<folder - listing version="1.0">  

    <folder name = "telecom"/>  

</folder - listing>  

============ END BODY ============  

[2]: GET_FOLDER_LISTING_ROOT Complete  

[3]: SET_FOLDER_TELECOM  

MAP Set Folder  

Name -  telecom  

MAP Set Folder CNF -  0xA0 

[4]: SET_FOLDER_TELECOM Complete  

[5]: SET_FOLDER_MSG  

MAP Set Folder  

Name -  msg 

MAP Set Folder CNF -  0xA0 

[6]: SET_FOLDER_MSG Complete  

[7]: SET_FOLDER_INBOX  

MAP Set Folder  

Name -  inbox  

MAP Set Folder CNF -  0xA0 

[8]: SET_FOLDER_INBOX Complete  

[9]: UPDATE_INBOX  

MAP Update Inbox  
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MAP Update Inbox CNF -  0xA0 

[10]: UPDATE_INBOX Complete  

[11]: GET_MSG_LISTING  

MAP Get MSG Listing  

MAX List Count -  10 

SRMP Wait Count -  0 

MAP Get MSG Listing CNF -  0x90  

New Message -  1 

Listing Size -  1 

MSE Time -  20180101T000000+0000  

============== BODY ==============  

<?xml version='1.0' encoding='utf - 8' standalone='yes' ?>  

<MAP- msg- listing version="1.0">  

    <msg handle = "0000000000000000" subject = "1. Bluetooth MAP Test!" 

datetime =>  

</MAP- msg- listing  

============ END BODY ============  

MAP Get MSG Listing CNF -  0xA0 

============== BODY ==============  

> 

============ END BODY ============  

[12]: GET_MSG_LISTING Complete  

[13]: GET_MSG  

MAP Get MSG 

Name -  0000000000000000  

Attachment -  0 

Charset -  0 

SRMP Wait Count -  0 

MAP Get MSG CNF -  0x90  

============== BODY ==============  

BEGIN:BMSG 

VERSION:1.0  

STATUS:UNREAD 

TYPE:SMS_GSM 

FOLDER: 

BEGIN:VCARD 

VERSION:2.1  

N;CHARSET=UTF- 8:  

TEL;CHARSET=UTF- 8:  

END:VCARD 

BEGIN:BENV 

BEGIN:VCARD 

VERSION:2.1  

FN;CHARSET=UTF- 8:+0000000000000  

N;CHARSET=UTF- 8:+0000000000000  

TEL:+0000000000000  

END:VCARD 

BEGIN:BBODY 

CHARSET:UTF- 8 

LANGUAGE:UNKNOWN 

LENGTH:492 

BEGIN:MSG 

1. Bluetooth MAP Test!  

2. Bluetooth MAP Test!  

3. Bluetooth MAP Test!  

4. Bluetooth MAP Test!  

5. Bluetooth MAP Test!  

6. Bluetooth MAP Test!  

7. Bluetooth MAP Test!  

 

============ END BODY ============  

MAP Get MSG CNF -  0xA0 
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============== BODY ==============  

8. Bluetooth MAP Test!  

9. Bluetooth MAP Test!  

10. Bluetooth MAP Test!  

11. Bluetooth MAP Test!  

12. Bluetooth MAP Test!  

13. Bluetooth MAP Test!  

14. Bluetooth MAP Test!  

15. Bluetooth MAP Test!  

16. Bluetooth MAP Test!  

17. Bluetooth MAP Test!  

18. Bluetooth MAP Test!  

19. Bluetooth MAP Test!  

20. Bluetooth MAP Test!  

END:MSG 

END:BBODY 

END:BENV 

END:BMSG 

============ END BODY ============  

[14]: GET_MSG Complete  

[15]: SET_MSG_STATUS  

MAP Set MSG Status  

Name -  0000000000000000  

Status Indicator -  0 

Status Value -  0 

MAP Set MSG Status CNF -  0xA0 

[16]: SET_MSG_STATUS Complete  

[17]: GET_CONVO_LISTING  

MAP Get Conversation Listing  

MAX List Count -  10 

SRMP Wait Count -  0 

MAP Get Conversation Listing CNF -  0x90  

============== BODY ==============  

<MAP- convo - listing version = "1.0">  

    <conversation id="E1E2E3E4F1F2F3F4A1A2A3A4B1B2B3B4" name="Beergarden 

Connectio>  

        <participant uci="4986925814@s.whateverapp.net" display_name="Tien" 

chat_s>  

        <participant uci="4912345678@s.whateverapp.net" display_name="Jonas" 

chat_>  

        <pa 

============ END BODY ============  

MAP Get Conversation Listing CNF -  0x90  

============== BODY ==============  

rticipant uci="4913579864@s.whateverapp.net" display_name="Max" chat_state="2" 

las>  

        <participant uci="4924689753@s.whateverapp.net" display_name="Nils" 

chat_s>  

        <participant uci="4923568910@s.whateverapp.net" display_name="Alex" 

chat_s>  

    </conversation>  

    <conversation id="C1C2C3C4D1D2D3D4E1E2E3E4F1F2F3F4" name="" 

last_activity="201"  

============ END BODY ============  

MAP Get Conversation Listing CNF -  0x90  

============== BODY ==============  

 read_status="yes" version_counter="0A0A1B1B2C2C3D3D4E4E5F5F6A6A7B7B">  

        <participant uci="malo@email.de" display_name="Mari" chat_state="2" 

last_a>  

    </conversation>  

    <conversation id="F1F2F3F4E1E2E3E4D1D2D3D4C1C2C3C4" name="family" 

last_activit>  
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        <participant uci="malo@email.de" display_name="Mari" chat_stat  

============ END BODY ============  

MAP Get Conversation Listing CNF -  0xA0 

============== BODY ==============  

e="2" last_activity="20140801T012900+0100" x_bt_uid=" 

A1A2A3A4B1B2C1C2D1D2E1E2E3E4> 

        <participant uci="alois.s@august.de" display_name="Lil Al" 

chat_state="1" >  

    </conversation>  

</MAP- convo - listing>  

============ END BODY ============  

[18]: GET_CONVO_LISTING Complete  

[19]: GET_MAS_INST_INFO  

MAP Get MAS Instance Info  

MAS Instance ID -  0 

SRMP Wait Count -  0 

MAP Get MAS Instance Info CNF -  0xA0 

============== BODY ==============  

SMS/MMS 

============ END BODY ============  

[20]: GET_MAS_INST_INFO Complete  

[21]: SET_NTF_FILTER  

MAP Set Notification Filter  

Notification Filter Mask -  0 

MAP Set NTF Filter CNF -  0xA0 

[22]: SET_NTF_FILTER Complete  

[23]: SET_NTF_REG_ON  

MAP Set Notification Registration  

Notification Status -  1 

MAP Set Notification Registration CNF -  0xA0 

MCE MNS connection  

MAX Packet Length -  512  

[24]: SET_NTF_REG_ON Complete  

[25]: SET_NTF_REG_OFF  

MAP Set Notification Registration  

Notification Status -  0 

MAP Set Notification Registration CNF -  0xA0 

MCE MNS disconnection -  0xA0 

[26]: SET_NTF_REG_OFF Complete  

[27]: GET_OWNER_STATUS 

MAP Get Owner Status  

SRMP Wait Count -  0 

MAP Get Owner Status CNF -  0xA0 

Presence Availability -  0 

============== Presence Text ==============  

 

============ END Presence Text ============  

Last Activity -   

Chat State -  0 

[28]: GET_OWNER_STATUS Complete  

[29]: SET_OWNER_STATUS  

MAP Set Owner Status  

Chat State -  0 

MAP Set Owner Status CNF -  0xA0 

[30]: SET_OWNER_STATUS Complete  

[31]: SET_FOLDER_PARENT  

MAP Set Folder  

Name -  ../  

MAP Set Folder CNF -  0xA0 

[32]: SET_FOLDER_PARENT Complete  

[33]: SET_FOLDER_OUTBOX  

MAP Set Folder  
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Name -  outbox  

MAP Set Folder CNF -  0xA0 

[34]: SET_FOLDER_OUTBOX Complete  

[35]: PUSH_MSG  

MAP Push MSG 

Charset -  0 

MAP Push MSG CNF -  0x90  

MAP Push MSG CNF -  0x90  

MAP Push MSG CNF -  0xA0 

Name -  0000000000000001  

[36]: PUSH_MSG Complete  

[37]: MCE_MAS_DISCONNECT 

MAP MCE MAS Disconnect  

MCE MAS disconnection -  0xA0 

5.9 MAP-MSE Sample Application 
This application demonstrates the Message Access Profile (MAP) on i.MX RT1060 EVKC board as a 
Messaging Server Equipment (MSE).  

The Message Access Profile (MAP) defines a set of features and procedures to exchange messages 
between devices.  

The Messaging Server Equipment (MSE) is the device that provides the message 

repository engine i.e. has the ability to provide a client unit with messages that are 

stored in this device and notifications of changes in its message repository. 

5.9.1 map-mse Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.9.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 

Bluetooth MAP MSE demo start...  

Bluetooth initialized  

BR/EDR set connectable and discoverable done  

The demo does not require user interaction. The application will automatically start the Bluetooth 
discovery. 

Now prepare the Phone Messaging Equipment (MCE) device and connect with this MSE device. Then 
initiate MAP profile level connection from MCE device. 

Connected  

Security changed: A0:CD:F3:77:E5:01 level 2  

File system mounted  

 

Total drive space -  48128B  

 

Free drive space -  43008B  

 

MSE MAS connection  

 

MAX Packet Length -  509  

wŜŦŜǊ ǎŜŎǘƛƻƴ άa!t-a/9 {ŀƳǇƭŜ !ǇǇƭƛŎŀǘƛƻƴέ ƛŦ ȅƻǳ ǿŀƴǘ ǘƻ ǎŜǘǳǇ ŀ La· w¢м060 EVKC as a MCE device. 

After a successful MAP connection, following commands can be sent from the MCE device which will be 
responded by MSE device. 
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¶ get folder listing - This example will send Folder-listing object but not parse/send application 

parameters from/to MCE. 

¶ set folder - This example will set folder correctly. 

¶ get message listing - This example will send Messages-listing object with NewMessage, MSETime 

and ListingSize but not parse application parameters from MCE. 

¶ get message - This example will send bMessage object but not parse/send application 

parameters from/to MCE. 

¶ set message status - This example will set the read status and the deleted status correctly and 

save the extended data to the local buffer. 

¶ push message - This example will save the message and return a message handle but not parse 

application parameters from MCE. 

¶ set notification registration - When Notification Status is ON, this example will initiates a MNS 

OBEX connection. 

¶ update inbox - This example always send success when receiving update inbox request. 

¶ get mas instance information - This example will send MAS Instance Information but not send 

application parameters to MCE. 

¶ set owner status - This example will save the application parameters to the local buffer that is 

used to respond to get owner status. 

¶ get owner status - This example will respond to get owner status with the application parameters 

saved in set owner status. 

¶ get conversation listing - This example will send Conversation-Listing object but not parse/send 

application parameters from/to MCE. 

¶ set notification filter - This example always send success when receiving set notification filter 

request 

Below is the example output of the all mentioned command 
MAP Get Folder Listing IND -  UNSEG 

MAP Set Folder IND  

Name -  telecom  

MAP Set Folder IND  

Name -  msg 

MAP Set Folder IND  

Name -  inbox  

MAP Update Inbox IND  

MAP Get MSG Listing IND -  UNSEG 

Name -  NULL 

Max List Count -  10 

MAP Get MSG Listing IND -  UNSEG 

Name -  NULL 

MAP Get MSG IND - UNSEG 

Name -  0000000000000000  

Attachment -  0 

Charset -  0 

MAP Get MSG IND - UNSEG 

Name -  NULL 

MAP Set MSG Status IND -  UNSEG 

Name -  0000000000000000  

Status Indicator -  0 

Status Value -  0 

MAP Get Conversation Listing IND -  UNSEG 

Max List Count -  10 

MAP Get Conversation Listing IND -  UNSEG 

MAP Get Conversation Listing IND -  UNSEG 

MAP Get Conversation Listing IND -  UNSEG 

MAP Get MAS Instance Info IND -  UNSEG 
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MAS Instance ID -  0 

MAP Set Notification Filter IND -  UNSEG 

Notification Filter Mask -  00000000  

MAP Set Notification Registration IND -  UNSEG 

Notification Status -  1 

SDP discovery started  

sdp success callback  

REFCOMM channel number 22  

L2CAP PSM  0x1007  

MAP version 0x0104  

MAP supported features 0x0077FFFF  

Service name MAP MNS - name 

Message Notification Server found. Connecting ...  

                                                 MSE MNS connection  

MAX Packet Length -  512  

MAP Set Notification Registration IND -  UNSEG 

Notification Status -  0 

MSE MNS disconnection -  0xA0 

MAP Get Owner Status IND -  UNSEG 

MAP Set Owner Status IND -  UNSEG 

Chat State -  0 

MAP Set Folder IND  

Name -  ../  

MAP Set Folder IND  

Name -  outbox  

MAP PUSH MSG IND -  START 

Name -  NULL 

Charset -  0 

============== BODY ==============  

BEGIN:BMSG 

VERSION:1.0  

STATUS:READ 

TYPE:SMS_GSM 

FOLDER: 

BEGIN:BENV 

BEGIN:VCARD 

VERSION:3.0  

FN:+0000000000000  

N:+0000000000000  

TEL:+0000000000000  

END:VCARD 

BEGIN:BBODY 

ENCODING:G- 7BIT  

LENGTH:1080 

BEGIN:MSG 

0041000d91000000000000f00000a0050003080401622e90905d2fd3df6f3a1ad40c4241d4f29c1

e52e  

============ END BODY ============  

MAP PUSH MSG IND -  CONTINUE 

Name -  NULL 

============== BODY ==============  

b65fafb4d47839a4128885a9ed3438a9b0b2464d7cbf4f79b8e063583  

END:MSG 

BEGIN:MSG 

0041000d91000000000000f00000a0050003080402a0206a794e0f29702e90905d2fd3df6f3a1ad

40cc  

END:MSG 

BEGIN:MSG 

0041000d91000000000000f00000a0050003080403404276bd4c7fbfe9685033080551cb737a481

1ab6  

============ END BODY ============  

MAP PUSH MSG IND -  END 
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Name -  NULL 

============== BODY ==============  

bd4c7fbfe9685033080551cb737a4811b3b9404276bd4c7fbfe9685033080551cb737a4811bbb94

0429  

END:MSG 

BEGIN:MSG 

0041000d91000000000000f0000012050003080404d0a066100aa296e7f410  

END:MSG 

END:BBODY 

END:BENV 

END:BMSG 

============ END BODY ============  

MSE MAS disconnection - 0xA0              

5.9.1.2 Limitations 

¶ This example only supports one MAS and MNS OBEX connection. 

¶ This example doesn't supports all application parameters and only supports to parse/send the 

part of application parameters from/to MCE. 

¶ This example is based on Fatfs RAM disk. There is a limited memory to store the incoming 

message from MCE. 
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5.10 peripheral_hps Sample Application 
This application demonstrates the Bluetooth LE Peripheral role, except that this application specifically 
exposes the HTTP Proxy GATT Service. 

5.10.1 peripheral_hps Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.10.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
BLE Peripheral HPS demo start...  

Bluetooth initialized  

Advertising successfully started  

The demo does not require user interaction. 

The application will automatically start advertising the HTTP Proxy Service and it will accept the first 
connection request it receives. The application is then ready to process HTTP requests from the peer.  

The application simulates processing of the HTTP request. It will always return HTTP Status Code 500 and 
preset values for HTTP Headers and HTTP Body.  
Connected to peer: A0:CD:F3:77:E5:01 (public)  

Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)  

 

Processing request..  

Request processed.  

5.11 central_hpc Sample Application  
This application demonstrates very basic Bluetooth LE Central role functionality on i.MX RT1060 EVKC 
board and IW416 wireless module by scanning for other Bluetooth LE devices and establishing a 
connection to the first one with a strong enough signal. 

Except that this application specifically looks for HPS Server and programs a set of characteristics that 
configures a Hyper Text Transfer Protocol (HTTP) request, initiate this request, and then read the 
response once connected. 

Here, another setup of i.MX RT1060 EVK board and IW416 wireless module is used as peripheral_hps. 

5.11.1 central_hpc Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.11.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
BLE Central HPC demo start...  

Bluetooth initialized  

Scanning started  

[DEVICE]: 54:CC:62:43:42:83 (random), AD evt type 2, AD data len 31, RSSI - 92 

[DEVICE]: A0:CD:F3:77:E6:1D (public), AD evt type 0, AD data len 7, RSSI - 103  

Found device: A0:CD:F3:77:E6:1D (public)Connected to peer: A0:CD:F3:77:E6:1D  

The demo does not require user interaction.  

The application will automatically start scanning and will connect to the first advertiser who is advertising 
the HTTP Proxy Service.  



UM11442 
NXP Semiconductors 

NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms 
 

 
 

UM11442  All information provided in this document is subject to legal disclaimers © NXP B.V. 2025. All rights reserved. 

User manual Rev.21 ς 18 Sept 2025 166 

If the connection is successful, the application performs service discovery to find the characteristics of the 
HTTP Proxy Service. If discovery is successful, the application will perform a GET for the URI 
http://nxp.com by writing the URI and the Control Point characteristics of the HTTP Proxy Service. 

The application will display the received response in the console after it gets notified through the HTTP 
Status Code characteristic. 
Starting service discovery  

GATT Write successful  

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)  

Subscribed to HTTP Status Code  

GATT Write successful  

Received HTTP Status 500  

Reading Headers..  

HTTP Headers: HTTPHEADER  

Reading Body...  

Unsubscribed  

HTTP Body: HTTPBODY  

5.12 peripheral_pxr Sample Application 
This application demonstrates the BLE Peripheral role on i.MX RT1060 EVKC board and IW612 wireless 
module. Except that this application specifically exposes the Proximity Reporter (including LLS, IAS, and 
TPS) GATT Service. 

5.12.1 peripheral_pxr Application Execution  

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.12.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
BLE Peripheral PXR demo start...  

Bluetooth initialized  

Advertising successfully started  

The demo does not require user interaction.  

The application will automatically start advertising the Link Loss Service and it will accept the first 
connection request it receives. The application is then ready to process operations from the peer. 

The application will initially set the default levels for the Link Loss Alert and the Immediate Alert. 
Connected to peer: A0:CD:F3:77:E6:1D (public)  

Locally setting Link Loss Alert Level to OFF  

Locally setting Immediate Alert...   

The Proximity Monitor peer will trigger or stop the Immediate Alert on the application depending on the 
connection RSSI. 
Monitor is setting Link Loss Alert Level to HIGH  

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)  

Monitor is setting Immediate Alert...  

If the connection with the Proximity Monitor is timed out, the Link Loss Alert will be triggered with the 
level previously set by the Monitor. 
ALERT: OFF  

Monitor is setting Immediate Alert...  

 

ALERT: HIGH  

Disconnected (reason 0x08)  

Link Loss Alert Triggered...  

 

ALERT: HIGH  
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5.13 central_pxm Sample Application  
This application demonstrates very basic Bluetooth LE Central role functionality on i.MX RT1060 EVKC 
board and IW416 wireless module by scanning for other Bluetooth LE devices and establishing a 
connection to the first one with a strong enough signal. 

Except that this application specifically looks for Proximity Reporter. 

Here, another setup of i.MX RT1060 EVKC board and IW612 wireless module is used as peripheral_pxr. 

5.13.1 central_pxm Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.13.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
BLE Central PXM demo start...  

Bluetooth initialized  

Scanning started  

The application will automatically start scanning and will connect to the first advertiser who is advertising 
the Link Loss Service. 

If the connection is successful, the application performs service discovery to find the characteristics of the 
Link Loss Service, as well as additional services and characteristics specified by the Proximity Profile, such 
as Immediate Alert and Tx Power services. 
[DEVICE]: A0:CD:F3:77:E5:01 (public), AD evt type 0, AD data len 11, RSSI - 85 

Found device: A0:CD:F3:77:E5:01 (public)Connected to peer: A0:CD:F3:77:E5:01 

(publ)  

Starting service discovery  

GATT Write successful  

Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)  

If the Tx Power service and its characteristics have been discovered, the application will read the peer's Tx 
power and display it. 
Read successful -  Tx Power Level: 0  

If the Immediate Alert service and its characteristics have been discovered, the application will 
continuously monitor the connection RSSI and will trigger or stop the Immediate Alert on the peer when 
the value is crossing a preset threshold in either direction. 
Connection RSSI: - 55 

Connection RSSI: - 53 

Connection RSSI: - 55 

Connection RSSI: - 55 

Connection RSSI: - 59 

Connection RSSI: - 58 

Connection RSSI: - 60 

Connection RSSI: - 58 

Connection RSSI: - 66 

GATT Write successful  

Connection RSSI: - 66 

Connection RSSI: - 81 

Connection RSSI: - 56 

GATT Write successful  

Connection RSSI: - 56 

After the mandatory Link Loss service is discovered, the application will write the Link Loss Alert Level on 
the peer as HIGH_ALERT.  
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To trigger the Link Loss Alert on the peer, the connection will have to be timed out. The user can trigger 
this by simply resetting the board (press the RST button). 

 

5.14 peripheral_ht Sample Application  
This application demonstrates the BLE Peripheral role on i.MX RT1060 EVKC board and IW612 wireless 
module. Except that this application specifically exposes the HT (Health Thermometer) GATT Service.  

Once a device connects it will generate dummy temperature values. 

5.14.1 peripheral_ht Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.14.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board.  

When the demo starts, the following message about the demo would appear on the console. 
BLE Peripheral HT demo start...  

Bluetooth initialized                                                                   

Advertising successfully started  

The application does not require user interaction. 

The application will automatically start advertising the Health Thermometer Service and it will accept the 
first connection request it receives. If the peer subscribes to receive temperature indications, these will be 
sent every 1 second.  

The temperature readings are simulated with values between 20 and 25 degrees Celsius. 
Connected to peer: 6D:0F:0A:BF:A6:4B (random)                            

Passkey for 6D:0F:0A:BF:A6:4B (random): 974583                                         

Security changed: AC:C0:48:9F:82:5A (public) level 4 (error 0)                                       

temperature is 20C  

Indication success  

temperature is 21C  

Indication success  

temperature is 22C  

Indication success  

temperature is 23C   

5.15 central_ht Sample Application 
This application demonstrates very basic Bluetooth LE Central role functionality on i.MX RT1060 EVKC 
board and IW612 wireless module by scanning for other Bluetooth LE devices and establishing a 
connection to the first one with a strong enough signal. 

Except that this application specifically looks for health thermometer sensor and reports the temperature 
readings once connected.  

Here, another setup of i.MX RT1060 EVKC board and IW612 wireless module is used as peripheral_ht. 

5.15.1 central_ht Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 
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5.15.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
BLE Central HT demo start...  

Bluetooth initialized  

Scanning started  

The demo does not require user interaction.  

The application will automatically start scanning and will connect to the first advertiser who is advertising 
the Health Thermometer Service. If the connection is successful, the application performs service 
discovery to find the characteristics of the Health Thermometer Service. 

If discovery is successful, the application will subscribe to receive temperature indications from the peer. 

The application will display the received indications in the console. 
[DEVICE]: A0:CD:F3:77:E6:1D (public), AD evt type 0, AD data len 9, RSSI - 74 

Found device: A0:CD:F3:77:E6:1D (public)Connected to peer: A0:CD:F3:77:E6:1D 

(publ)  

Starting service discovery  

Subscribed to HTS  

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)  

Temperature 20 degrees Celsius  

Temperature 21 degrees Celsius  

Temperature 22 degrees Celsius  

 

5.16 peripheral_ipsp Sample Application 
This application demonstrates the BLE Peripheral role on i.MX RT1060 EVKC board and IW612 wireless 
module. Except that this application specifically exposes the Internet Protocol Support GATT Service. 

5.16.1 peripheral_ipsp Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.16.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board.  

When the demo starts, the following message about the demo would appear on the console. 
BLE Peripheral IPSP demo start...  

Bluetooth initialized  

Advertising successfully started  

IPSS Service ready  

The demo does not require user interaction.  

The application will automatically start advertising the IPSP Service and it will accept the first connection 
request it receives.  

The application will perform the required setup for the L2CAP credit-based channel specified by the IPSP 
Profile. The application will display in console any message it receives from the peer through the L2CAP 
channel. 
Connected to peer: A0:CD:F3:77:E6:1D (public)  

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)  

Received message: hello  

Received message: hello  

Received message: hello  
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5.17 central_ipsp Sample Application   
This application demonstrates very basic BLE Central role functionality by scanning for other BLE devices 
and establishing a connection to the first one with a strong enough signal. 

Except that this application specifically looks for IPSP Service and communicates between the devices that 
support IPSP is done using IPv6 packets over the Bluetooth Low Energy transport once connected. 

Here, another setup of i.MX RT1060 EVKC board and IW612wireless module is used as peripheral_ipsp. 

5.17.1 central_ipsp Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

 

5.17.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 
BLE Central IPSP demo start...  

Bluetooth initialized  

Scanning started  

The demo does not require user interaction.  

The application will automatically start scanning and will connect to the first advertiser who is advertising 
the IPSP Service. 

After the L2CAP cre 

 

dit-based channel specified by the IPSP Profile is established, the application will send a predefined test 
message every 5 seconds through the channel. 
[DEVICE]: A0:CD:F3:77:E5:01 (public), AD evt type 0, AD data len 7, RSSI - 93 

Found device: A0:CD:F3:77:E5:01 (public)Connected  

Starting service discovery  

Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)  

Sending message...  

Sending message...  

Sending message...  

5.18 Broadcast media sender 
This section describes the application to demonstrate on how to use the broadcast media sender example 
of the LE audio feature.  
The Broadcast Media Sender (BMS) role is defined for LE devices that send media audio content to any 
number of receiving devices. Typical devices implementing the BMS role include smartphones, media 
players, TVs, laptops, tablets, and PCs. 
Run and connect the Broadcast media receiver (BMR) with the this BMS device to verify the BMS audio. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.18.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the Application 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Save a wav music file to a USB drive and name it as "<music_file_name.wav" 
Step 3: Connect the same USB drive to USB OTG1 port of the i.MX RT EVK board 
Step 4: Apply a power reset on i.MX RT EVK board 
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Step 5: Check the console on the connected computer screen to see the application start-up logs 

5.18.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, the media broadcast starts automatically and following message about the demo 
would appear on the console. 

Copyright  2024  NXP  

 

BMS>>  

Broadcast Media Sender.  

Bluetooth initialized  

 

wav file list:  

1, 1:/Demo_song.wav  

wav file list complete!  

 

Please open the wav file you want use "wav_open <path>" command.  

Step 2: Input "help" command to get the list of commands  

BMR>> help  

"help": List all the registered 

commands                                                                       

        

 

"exit": Exit 

program                                                                         

                           

wav_open<path>                                                                  

                                       

lc3_preset_list                                                                 

                                        

lc3_preset<name>                                                                

                                       

play   :resume broadcast.  

pause :stop broadcast.  

sync_info  

config_rtn <rtn>  

config_pd <pd>  

config_phy [1,2,4] -  1: 1M, 2: 2M, 4: Coded  

config_packing [0,1] -  0: sequentially, 1: interleaved  

set_broadcast_code [str,hex] [data]  

BMS>> 

Step 3: Input wav_open " command to open the listed wav file 

BNS>> wav_open 1:/Demo_song.wav  

wav file info:  

BMS>>   sample_rate: 48000  

        channels: 2  

        bits: 16  

        size: 37168276  

        samples: 9292069  

Step 4: Input " lc3_preset_list: " command to check the available preset 

BMS>> lc3_preset_list  

lc3 preset list:  

48_1_1:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 75  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 75, rtn: 4, pd: 40000  
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48_2_1:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 100  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 100, rtn: 4, pd: 40000  

48_3_1:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 90  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 90, rtn: 4, pd: 40000  

48_4_1:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 120  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 120, rtn: 4, pd: 40000  

48_5_1:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 117  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 117, rtn: 4, pd: 40000  

48_6_1:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 155  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 155, rtn: 4, pd: 40000  

48_1_2:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 75  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 75, rtn: 4, pd: 40000  

48_2_2:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 100  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 100, rtn: 4, pd: 40000  

48_3_2:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 90  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 90, rtn: 4, pd: 40000  

48_4_2:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 120  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 120, rtn: 4, pd: 40000  

48_5_2:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 117  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 117, rtn: 4, pd: 40000  

48_6_2:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 155  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 155, rtn: 4, pd: 40000  

 

Please select lc3 preset use "lc3_preset <name>" command.  

Step 5: Input " lc3_preset <name>: " command to select the preset, after that the broadcast will start   

BMS>> lc3_preset 48_1_1  

48_1_1:  

BMS>>   codec_cfg -  sample_rate: 48000, duration: 7500, len: 75  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 75, rtn: 4, pd: 40000  

LC3 encoder setup done!  

Creating broadcast source  

Creating broadcast source with 1 subgroups with 2 streams  

Starting broadcast source  

Broadcast source started  

 

Step 5: Input " play | pause " command to start and stop the broadcast. 

BMS>> pause  

BMS>> Broadcast source stopped  

BMS>> play  

BMS>> Broadcast source started         

5.19 Broadcast media receiver 
This section describes the application to demonstrate on how to use the broadcast media receiver example 
of the LE audio feature.  
The Broadcast Media Receiver (BMR) role is defined for devices that receive media audio content from a 
source device in a broadcast Audio Stream. Typical devices implementing the BMR role include headphones, 
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earbuds, and speakers. A smartphone may also support this role to receive broadcast Audio Streams from 
a BMS. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.19.1 Prepare the setup for Application demo 

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Connect a speaker/headphone to the 3.5mm audio jack of i.MX RT EVK board 
Step 3: Apply a power reset on i.MX RT EVK board 
Step 4: Check the console on the connected computer screen to see the application start-up logs 

5.19.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 

When the demo starts, following message about the demo would appear on the console. 

Copyright  2024  NXP  

 

BMR>> 

Broadcast Media Receiver.  

 

Please select sink role "left"|"right" use "init" command .  

Step 2: Select the sink role 

Once the sink role is selected, the application automatically start receiving media samples and following 
type of message would appear on the console. 

BMR>> init left  

 

BMR@left>> BMR@left>> Bluetooth initialized  

Scanning for broadcast sources  

 

[device name]:broadcast_media_sender  

connect...  

Broadcast source found, waiting for PA sync  

Attempting to PA sync to the broadcaster with id 0xAF64DE  

Waiting for PA synced  

 

[device name]:broadcast_media_sender  

connect...  

 

[device name]:broadcast_media_sender  

connect...  

PA synced for sync 2023A0BC with sid 0x00  

Broadcast source PA synced, creating Broadcast Sink  

Broadcast Sink created, waiting for BASE  

Received BASE with 1 subgroups from broadcast sink 2023A87C  

codec_qos -  interval: 7500, framing: 0, phy: 2, sdu: 75, rtn: 0, pd: 40000  

BASE received, waiting for syncable  

        Codec: freq 48000, channel count 1, duration 7500, channel alloc 

0x00000001  

Audio codec configed, waiting for syncable  

Syncing to broadcast  

Stream 20213368 started  

Step 3: Input "pause" command to stop playing 
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BMR@left>> pause  

pause  

 

BMR@left>> Stream 20213368 stopped  

Broadcast sink stoped!  

Step 4: Input "play" command to start playing 

BMR@left>> play  

play  

 

BMR@left>> Syncing to broadcast  

Stream 20213368 started  

Step 5: Input "vol_set 100" to set the volume to level 100 

BMR@left>> vol_set 100  

vol_set 100  

 

BMR@left>>  

Step 6: Input "vol_up" command and increase the volume 

BMR@left>> vol_up  

vol_up  

 

vol: 124  

BMR@left>>  

Step 7: Input "vol_down" command and decrease the volume 

BMR@left>> vol_down  

vol_down  

 

vol: 99  

BMR@left>>  

Step 8: Input "vol_mute" command and mute the volume 

BMR@left>> vol_mute  

 

vol_mute  

 

BMR@left>>  

Step 9: Input "vol_unmute" command and unmute the volume 

BMR@left>> vol_unmute  

vol_unmute  

 

vol: 99  

BMR@left>>  

5.20 Broadcast media sender 4 BIS 
This section describes the application to demonstrate on how to use the broadcast media sender 4 BIS 
example of the LE audio feature.  
The Broadcast Media Sender (BMS) role is defined for LE devices that send media audio content to any 
number of receiving devices. Typical devices implementing the BMS role include smartphones, media 
players, TVs, laptops, tablets, and PCs. 
With this BMS 4 BIS device, connect the two Broadcast media receiver 4BIS devices (i.e. 1BMR front and 
1BMR back) to verify the BMS audio.  
Other two i.MX RT1170 EVKB boards running BMR 4 BIS examples can be connected as BMR peer devices. 
Refer section 5.21. 
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NOTE: This sample application is only supported on IW612 with i.MX RT1170 EVKB board. 

5.20.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the Application 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Save a wav music file to a USB drive and name it as "<music_file_name.wav>" 
Step 3: Connect the same USB drive to USB OTG1 port of the i.MX RT EVK board 
Step 4: Apply a power reset on i.MX RT EVK board 
Step 5: Check the console on the connected computer screen to see the application start-up logs 

5.20.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, the media broadcast starts automatically and following message about the demo 
would appear on the console. 

Copyright 2024 NXP  

BMS>> Broadcast Media Sender 4BIS.  

Bluetooth initialized  

 

wav file list:  

1, 1:/trangle_44100_2ch_16bits.wav  

2, 1:/chrip_48000_2ch_16bits_0_80.wav  

3, 1:/music_16_2.wav  

4, 1:/music_8000_2ch_16bits.wav  

5, 1:/music_16000_2ch_16bits.wav  

6, 1:/music_24000_2ch_16bits.wav  

7, 1:/music_32000_2ch_16bits.wav  

8, 1:/music_44100_2ch_16bits.wav  

9, 1:/music_48000_2ch_16bits.wav  

10, 1:/play_1ksin_8k_16b.wav  

11, 1:/play_1ksin_32k_16b.wav  

12, 1:/play_1ksin_48k_16b.wav  

13, 1:/sine_16_2.wav  

14, 1:/sine_8000_2ch_16bits.wav  

15, 1:/sine_8000_2ch_16bits_0_75.wav  

16, 1:/sine_16000_2ch_16bits.wav  

17, 1:/sine_16000_2ch_16bits_0_75.wav  

18, 1:/sine_16000_2ch_24bits.wav  

19, 1:/sine_16000_2ch_32bits.wav  

20, 1:/sine_24000_2ch_16bits.wav  

21, 1:/sine_32000_2ch_16bits.wav  

22, 1:/sine_32000_2ch_16bits_0_75.wav  

23, 1:/sine_44100_2ch_16bits.wav  

24, 1:/sine_48000_2ch_16bits.wav  

25, 1:/sine_48000_2ch_16bits_0_75.wav  

26, 1:/sine_48000_2ch_16bits_100ms_sine_900ms_silence.wav  

wav file list complete!  

  

Please open the wav file you want use "wav_open <path>" command.  

Step 2: Input wav_open " command to open the listed wav file 

BMS>> wav_open 1:/music_16000_2ch_16bits.wav  

wav file info:  

BMS>>  sample_rate: 16000  

channels: 2  

bits: 16  



UM11442 
NXP Semiconductors 

NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms 
 

 
 

UM11442  All information provided in this document is subject to legal disclaimers © NXP B.V. 2025. All rights reserved. 

User manual Rev.21 ς 18 Sept 2025 176 

size: 1163600  

samples: 290900  

Step 3: Input " lc3_preset_list: " command to check the available preset 

BMS>> lc3 preset list:  

16_2_1:  

codec_cfg -  sample_rate: 16000, duration: 10000, len: 40  

qos -  interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 2, pd: 40000  

 

Please select lc3 preset use "lc3_preset <name>" command.  

Step 4: Input " lc3_preset <name>: " command to select the preset, after that the broadcast will start   

BMS>> lc3_preset 16_2_1  

16_2_1:  

BMS>>  

codec_cfg -  sample_rate: 16000, duration: 10000, len: 40  

qos -  interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 2, pd: 40000 

new_preset:  

codec_cfg -  sample_rate: 16000, duration: 10000, len: 40  

qos -  interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 1, pd: 40000  

LC3 encoder setup done!  

Creating broadcast source  

Creating broadcast source with 1 subgroups with 4 streams  

Starting broadcast source  

Broadcast source started  

 

Step 5: Input " play | pause " command to start and stop the broadcast. 

BMS>> pause  

BMS>> Broadcast source stopped  

BMS>> play  

BMS>> Broadcast source started         

5.21 Broadcast media receiver 4 BIS 
This section describes the application to demonstrate on how to use the broadcast media receiver 4 BIS 
example of the LE audio feature.  
The Broadcast Media Receiver (BMR) role is defined for devices that receive media audio content from a 
source device in a broadcast Audio Stream. Typical devices implementing the BMR role include headphones, 
earbuds, and speakers. A smartphone may also support this role to receive broadcast Audio Streams from 
a BMS. 
With this BMR 4 BIS device, connect the Broadcast media sender 4 BIS device to verify the BMS audio.  
Other i.MX RT1170 EVKB board running BMS 4BIS examples can be connected as BMS peer devices. Refer 
section 5.20. 

NOTE: This sample application is only supported on IW612 with i.MX RT1170 EVKB board. 

5.21.1 Prepare the setup for Application demo 

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Connect a speaker/headphone to the 3.5mm audio jack of i.MX RT EVK board 
Step 3: Apply a power reset on i.MX RT EVK board 
Step 4: Check the console on the connected computer screen to see the application start-up logs 

5.21.2 Application execution  

This section describes the steps for application execution. 
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Step 1: Press RESET button and restart the i.MX RT EVK board 

When the demo starts, following message about the demo would appear on the console. 

Copyright 2024 NXP  

  

BMR>>  

Broadcast Media Receiver 4BIS.  

  

Please select sink role "front"|"back" use "init" command.  

Step 2: Select the sink role 

Once the sink role is selected, the application automatically start receiving media samples and following 
type of message would appear on the console. 

BMR>> init front  

 

BMR@front>> BMR@front>> Bluetooth initialized  

Scanning for broadcast sources  

 

[device name]:bms_4bis  

connect...  

Broadcast source found, waiting for PA sync  

Attempting to PA sync to the broadcaster with id 0x8D1379  

Waiting for PA synced  

 

[device name]:bms_4bis  

connect...  

 

[device name]:bms_4bis  

connect...  

PA synced for sync 202F2AB0 with sid 0x00  

Broadcast source PA synced, creating Broadcast Sink  

Broadcast Sink created, waiting for BASE  

Received BASE with 1 subgroups from broadcast sink 202F45C0  

codec_qos -  interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 0, pd: 40000  

BASE received, waiting for syncable  

 Codec: freq 16000, channel count 2, duration 10000, channel alloc 

0x00000003, frame len 40, frame blocks per sdu 1  

Audio codec configed, waiting for syncable  

Syncing to broadcast  

Stream 20304788 started  

Stream 203047A8 started  

Step 3: Input "pause" command to stop playing 

BMR@left>> pause  

pause  

 

BMR@left>> Stream 20213368 stopped  

Broadcast sink stop ped!  

Step 4: Input "play" command to start playing 

BMR@left>> play  

play  

 

BMR@left>> Syncing to broadcast  

Stream 20213368 started  

Step 5: Input "vol_set 100" to set the volume to level 100 

BMR@left>> vol_set 100  

vol_set 100  
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BMR@left>>  

Step 6: Input "vol_up" command and increase the volume 

BMR@left>> vol_up  

vol_up  

 

vol: 124  

BMR@left>>  

Step 7: Input "vol_down" command and decrease the volume 

BMR@left>> vol_down  

vol_down  

 

vol: 99  

BMR@left>>  

Step 8: Input "vol_mute" command and mute the volume 

BMR@left>> vol_mute  

 

vol_mute  

 

BMR@left>>  

Step 9: Input "vol_unmute" command and unmute the volume 

BMR@left>> vol_unmute  

vol_unmute  

 

vol: 99  

BMR@left>>  

5.22 Telephony and Media Audio Profile (TMAP) Peripheral Application 
This section describes the application to demonstrate how to use the Media Audio Profile (TMAP) on the 
peripheral device.  
The Telephony and Media Audio Service (TMAS) defines a characteristic to enable discovery of supported 
TMAP profile roles. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.22.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Apply a power reset on i.MX RT EVK board 

Step 3: Check the console on the connected computer screen to see the application start-up logs 

5.22.2 Application execution  

When demo application starts, It automatically connects with TMAP central devices which scan it.  

Bluetooth initialized  

Initializing TMAP and setting role  

VCP initialized  

BAP initialized  

Advertising successfully started  

Connected: A0:CD:F3:77:E5:01 (public)  

Security changed: 0, level 2  

TMAP discovery done  
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VCS volume 100, mute 1  

CCP: Discovered GTBS  

CCP: Discovered remote URI: skype  

CCP initialized  

ASE Codec Config: conn 20221840 ep 20223784 dir 1  

codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16  

data: type 0x01 value_len 1  

08 

data: type 0x02 value_len 1  

01 

data: type 0x03 value_len 4  

01000000  

data: type 0x04 value_len 2  

6400  

  Frequency: 48000 Hz  

  Frame Duration: 10000 us  

  Channel allocation: 0x1  

  Octets per frame: 100 (negative means value not pressent)  

  Frames per SDU: 1  

ASE Codec Config stream 20202C94  

QoS: stream 20202C94 qos 2021CF90  

QoS: interval 10000 framing 0x00 phy 0x02 sdu 100 rtn 5 latency 20 pd 40000  

Enable: stream 20202C94 meta_len 4  

MCP: Discovered MCS  

MCP initialized  

CCP: Call originate successful  

MCP: Successfully sent command (0) -  opcode: 1, param: 0  

Incoming audio on stream 20202C94 len 100  

Incoming audio on stream 20202C94 len 100  

CCP: Call with id 1 terminated  

MCP: Successfully sent command (0) -  opcode: 2, param: 0  

Incoming audio on stream 20202C94 len 100  

Incoming audio on stream 20202C94 len 100  

Incoming audio on stream 20202C94 len 100  

Incoming audio on stream 20202C94 len 100  

Incoming audio on stream 20202C94 len 100  

Incoming audio on stream 20202C94 len 100  

Incoming audio on stream 20202C94 len 100  
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5.23 Telephony and Media Audio Profile (TMAP) Central Application  
This section describes the application to demonstrate how to use the Media Audio Profile (TMAP) on the 
central device. 
The Telephony and Media Audio Service (TMAS) defines a characteristic to enable discovery of supported 
TMAP profile roles. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.23.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Apply a power reset on i.MX RT EVK board 

Step 3: Check the console on the connected computer screen to see the application start-up logs 

5.23.2 Application execution  

When demo application starts, It automatically scan for the TMAP peripheral device and connects with it. 

Bluetooth initialized  

Initializing TMAP and setting role  

CAP initialized  

VCP initialized  

MCP initialized  

CCP initialized  

Scanning successfully started  

[DEVICE]: 61:ED:43:72:13:AB (random), [AD]: 1 data_len 1  

[AD]: 25 data_len 2  

[AD]: 2 data_len 6  

[AD]: 22 data_len 4  

Found TMAS in peer adv data!  

Attempt to connect!  

MTU exchanged: 23/23  

Connected: 61:ED:43:72:13:AB (random)  

MTU exchanged: 65/65  

Security changed: 0, level 2  

TMAS discovery done  

VCS volume 100, mute 1  

Found CAS  

codec id 0x06 cid 0x0000 vid 0x0000 count 19  

data: type 0x01 value_len 2  

a400  

data: type 0x02 value_len 1  

03 

data: type 0x03 value_len 1  

02 

data: type 0x04 value_len 4  

1e009b00  

data: type 0x05 value_len 1  

01 

meta: type 0x01 value_len 2  

1f00  

Sink #0: ep 20226D1C  

Sink discover complete  

codec id 0x06 cid 0x0000 vid 0x0000 count 19  

data: type 0x01 value_len 2  

a400  

data: type 0x02 value_len 1  

03 
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data: type 0x03 value_len 1  

02 

data: type 0x04 value_len 4  

1e009b00  

data: type 0x05 value_len 1  

01 

meta: type 0x01 value_len 2  

1f00  

Source #0: ep 20226EAC  

Discover sources complete: err 0  

Created group  

Configured stream 202044E8  

QoS set stream 202044E8  

Enabled stream 202044E8  

CCP: Placing call to remote with id 1 to skype:friend  

Started stream 202044E8  

Sending mock data with len 100  

Sending mock data with len 100  

CCP: Call terminated for id 1 with reason 6  

Sending mock data with len 100  

Sending mock data with len 100  

Sending mock data with len 100  

Sending mock data with len 100  

Sending mock data with len 100  

Sending mock data with len 100  

Sending mock data with len 100  

Sending mock data with len 100  

 

5.24 Unicast media sender  
This section describes the application to demonstrate on how to use the unicast media sender example of 
the LE audio feature.  
The Unicast Media Sender (UMS) role is defined for devices that send media audio content in one or more 

Unicast Audio Streams. Typical devices implementing the UMS role include smartphones, media players, 

TVs, laptops, tablets, and PCs. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.24.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the Application 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Save a wav music file to a USB drive and name it as "<music_name>.wav" 
Step 3: Connect the same USB drive to USB OTG port of the i.MX RT EVK board 
Step 4: Apply a power reset on i.MX RT EVK board 
Step 5: Check the console on the connected computer screen to see the application start-up logs 

5.24.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, it automatically starts scanning for the left and right profiles and following 
message about the demo would appear on the console. 

Copyright  2024  NXP  

Unicast Media Sender.  

Initializing  
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Initialized  

 

wav file list:  

1, 1:/Demo_song.wav  

wav file list complete!  

 

Please open the wav file you want use "wav_open <path>" command.  

 

UMS>> help  

 

"help": List all the registered commands  

 

"exit": Exit program  

wav_open <path>  

lc3_preset_list  

lc3_preset <name>  

scan  

connect [index]  

vol_set [0 - 255]  

vol_up  

vol_down  

vol_mute  

vol_unmute  

play  

pause  

sync_info  

config_rtn <rtn>  

config_pd <pd>  

config_phy [1,2,4] -  1: 1M, 2: 2M, 4: Coded  

config_packing [0,1] -  0: sequentially, 1: interleaved  

config_conn_param [interval_min] [interval_max] [latency] [timeout] -  interval: 

N s  

UMS>> 

Step 2: Input "waw_open" command to select song file 

wav_open     

UMS>> wav_open 1:/Demo_song.wav  

wav file info:  

UMS>>   sample_rate: 48000  

        channels: 2  

        bits: 16  

        size: 37168276  

        samples: 9292069  

 

lc3 preset list:  

48_1_1:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 75  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 75, rtn: 5, pd: 40000  

48_2_1:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 100  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 100, rtn: 5, pd: 40000  

48_3_1:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 90  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 90, rtn: 5, pd: 40000  

48_4_1:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 120  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 120, rtn: 5, pd: 40000  

48_5_1:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 117  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 117, rtn: 5, pd: 40000  

48_6_1:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 155  
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        qos -  interval: 10000, framing: 0, phy: 2, sdu: 155, rtn: 5, pd: 40000  

48_1_2:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 75  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 75, rtn: 13, pd: 40000  

48_2_2:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 100  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 100, rtn: 13, pd: 40000  

48_3_2:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 90  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 90, rtn: 13, pd: 40000  

48_4_2:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 120  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 120, rtn: 13, pd: 40000  

48_5_2:  

        codec_cfg -  sample_rate: 48000, duration: 7500, len: 117  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 117, rtn: 13, pd: 40000  

48_6_2:  

        codec_cfg -  sample_rate: 48000, duration: 10000, len: 155  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 155, rtn: 13, pd: 40000  

Step 3: Input "lc3_precet" command to select the available preset 

UMS>> lc3_preset 48_1_1  

48_1_1:  

UMS>>   codec_cfg -  sample_rate: 48000, duration: 7500, len: 75  

        qos -  interval: 7500, framing: 0, phy: 2, sdu: 75, rtn: 5, pd: 40000  

LC3 encoder setup done!  

Creating unicast group  

Unicast group created  

Please scan and connect the devices you want!  

 

MS>> Scanning successfully started  

[0]: A0:CD:F3:77:E5:01 (public), rssi - 46, unicast_media_receiver  

[1]: A0:CD:F3:77:E6:1D (public), rssi - 45, unicast_media_receiver  

Step 4: Input "connect <index>" command to set initiate connection 

UMS>> connect 0  

UMS>> device selected!  

Connecting  

Connect first device  

MTU exchanged: 23/23  

LE Connected: A0:CD:F3:77:E5:01 (public)  

MTU exchanged: 65/196  

Connected  

CSIP discover  

CSIP conn 2022BC30 discovered set count 1  

set 1/1 info:  

        sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16  

        set_size: 2  

        rank: 1  

        lockable: 1  

CSIP discovered  

Scan another member  

member: A0:CD:F3:77:E6:1D (public), rssi - 45, unicast_media_receiver  

Member discovered  

Connecting  

Connect second device  

MTU exchanged: 23/23  

LE Connected: A0:CD:F3:77:E6:1D (public)  

MTU exchanged: 65/196  

Connected  

CSIP discover  

CSIP conn 2022BDF4 discovered set count 1  
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set 1/1 info:  

        sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16  

        set_size: 2  

        rank: 2  

        lockable: 1  

CSIP discovered  

Discover VCS  

 

VCS discover finished  

Discover VCS complete.  

Discovering sinks  

 

VCS inst 0, volume 229, mute 0  

codec_cap 202256A8 dir 0x01  

codec id 0x06 cid 0x0000 vid 0x0000 count 19  

data: type 0x01 value_len 2  

ff1f  

data: type 0x02 value_len 1  

02 

data: type 0x03 value_len 1  

01 

data: type 0x04 value_len 4  

28007800  

data: type 0x05 value_len 1  

01 

meta: type 0x01 value_len 2  

0600  

dir 1 loc 1  

snk ctx 31 src ctx 0  

Sink #0: ep 20230CC8 

Discover sinks complete: err 0  

Sinks discovered  

Configuring streams  

Audio Stream 202186A8 configured  

Configured sink stream[0]  

Stream configured  

Setting stream QoS  

QoS: waiting for 0 streams  

Audio Stream 202186A8 QoS set  

Stream QoS Set  

Enabling streams  

Audio Stream 202186A8 enabled  

Streams enabled  

Connecting streams  

Audio Stream 202186A8 started  

Streams connected  

Starting streams  

Audio Stream 202186A8 started  

Streams started  

Discover VCS  

 

VCS discover finished  

Discover VCS complete.  

Discovering sinks  

 

VCS inst 1, volume 229, mute 0  

codec_cap 202256A8 dir 0x01  

codec id 0x06 cid 0x0000 vid 0x0000 count 19  

data: type 0x01 value_len 2  

ff1f  

data: type 0x02 value_len 1  

02 
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data: type 0x03 value_len 1  

01 

data: type 0x04 value_len 4  

28007800  

data: type 0x05 value_len 1  

01 

meta: type 0x01 value_len 2  

0600  

dir 1 loc 2  

snk ctx 31 src ctx 0  

Sink #1: ep 20231130  

Discover sinks complete: err 0  

Sinks discovered  

Configuring streams  

Audio Stream 202186CC configured  

Configured sink stream[1]  

Stream configured  

Setting stream QoS  

QoS: waiting for 1 streams  

Audio Stream 202186CC QoS set  

Stream QoS Set  

Enabling streams  

Audio Stream 202186CC enabled  

Streams enabled  

Connecting streams  

Audio Stream 202186CC started  

Streams connected  

Starting streams  

Audio Stream 202186CC started  

Streams started  

Step 5: Input "vol_up" command and increase the volume 

UMS>> vol_up    

VCS inst 0, volume 100, mute 0  

Step 6: Input "vol_down" command and decrease the volume 

UMS>> vol_down   

VCS inst 1, volume 75, mute 0  

Step 7: Input "vol_mute" command and mute the volume 

UMS>> vol_mute  

VCS inst 0, volume 75, mute 1  

Step 8: Input "vol_unmute" command and unmute the volume 

UMS>> vol_mute  

VCS inst 0, volume 75, mute 0 

5.25 Unicast media receiver  
This section describes the application to demonstrate on how to use the unicast media receiver example of 
the LE audio feature.   
The Unicast Media Receiver (UMR) role is defined for devices that receive media audio content from a 
source device in one or more Unicast Audio Streams. Typical devices implementing the UMR role include 
headphones, earbuds, and wireless speakers. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.25.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 
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Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Connect a speaker/headphone to the 3.5mm audio jack of i.MX RT EVK board 
Step 3: Apply a power reset on i.MX RT EVK board 

Step 4: Check the console on the connected computer screen to see the application start-up logs 

5.25.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, following message about the demo would appear on the console. 

Copyright  2024  NXP  

 

UMR>>  

Unicast Media Receiver.  

 

Please select sink role "left"|"right" use "init" command.  

Step 2: Select the sink role 
Once the sink role is selected, the application automatically start receiving the media samples and the 
following message would appear on the console. 

UMR>> help  

 

"exit": Exit program  

init left|right  

vol_set [0 - 255]  

vol_up  

vol_down  

vol_mute  

vol_unmute  

play  

pause  

sync_info  

sync_test_mode [0 - 2] -  0: disable; 1: 500hz sine; 2: 10ms 500hz sine + 20ms 

mute  

set_sirk [str,hex] [data] -  Note: this command should be used before "init"  

UMR>> 

Step 3: Input "init left | right" command to set the role 

UMR@left>> UMR@left>> Bluetooth initialized  

Set info:  

        sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16   

        set_size: 2  

        rank: 1  

        lockable: 1  

Location successfully set  

Supported contexts successfully set  

Available contexts successfully set  

Advertising successfully started  

 

Connected: 50:26:EF:A2:F1:27 (public)  

Security changed: 50:26:EF:A2:F1:27 (public) level 2 (error 0)  

MCS server discover:  

MCS server discovered.  

ASE Codec Config: conn 202395CC ep 2023AB84 dir 1  

codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16  

data: type 0x01 value_len 1  

08 

data: type 0x02 value_len 1  
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00 

data: type 0x03 value_len 4  

01000000  

data: type 0x04 value_len 2  

4b00  

  Frequency: 48000 Hz  

  Frame Duration: 7500 us  

  Channel allocation: 0x1  

  Octets per frame: 75 (negative means value not pressent)  

  Frames per SDU: 1  

ASE Codec Config stream 20216460  

QoS: stream 20216460 qos 20235740  

QoS: interval 7500 framing 0x00 phy 0x02 sdu 75 rtn 5 latency 15 pd 40000  

Enable: stream 20216460 meta_len 4  

        Codec: freq 48000, channel count 1, duration 7500, channel alloc 

0x00000001  

Unicast stream started  

Stream 20216460 started  

 

 

VCS Volume = 254, mute state = 0  

Disable: stream 202563E0  

Audio Stream 202563E0 stopped with reason 0x13  

Enable: stream 202563E0 meta_len 4  

        Codec: freq 48000, channel count 1, duration 7500, channel alloc 

0x0000001  

Stream 202563E0 started  

Step 5: Input "vol_set 100" to set the volume to level 100 

UMR@right>> vol_set 100  

 

VCS Volume = 100, mute state = 0  

Step 6: Input "vol_down" command and increase the volume 

UMR@right>> vol_ down 

 

VCS Volume = 75, mute state = 0  

Step 7: Input "vol_up" command and decrease the volume 

UMR@right>> vol_up  

 

VCS Volume = 100 , mute state = 0  

Step 8: Input "vol_mute" command and mute the volume 

UMR@right>> vol_mute  

VCS Volume = 100, mute state = 1  

Step 9: Input "vol_unmute" command and unmute the volume 

UMR@right>> vol_mute  

VCS Volume = 100, mute state = 0  

5.26 Unicast media sender 4 CIS  
This section describes the application to demonstrate on how to use the unicast media sender 4 CIS example 
of the LE audio feature.  
The Unicast Media Sender (UMS) role is defined for devices that send media audio content in one or more 

Unicast Audio Streams. Typical devices implementing the UMS role include smartphones, media players, 

TVs, laptops, tablets, and PCs. 

With this UMS 4CIS device, connect the two unicast media receiver 4 CIS devices (i.e. 1UMR front and 1UMR 

back) to verify the UMS audio.  
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Other two i.MX RT1170 EVKB boards running UMR 4CIS examples can be connected as UMR peer devices. 

Refer section 5.26. 

NOTE: This sample application is only supported on IW612 with i.MX RT1170 EVKB board. 

5.26.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the Application 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Save a wav music file to a USB drive and name it as "<music_name>.wav" 
Step 3: Connect the same USB drive to USB OTG port of the i.MX RT EVK board 
Step 4: Apply a power reset on i.MX RT EVK board 
Step 5: Check the console on the connected computer screen to see the application start-up logs 

5.26.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, it automatically starts scanning for the left and right profiles and following 
message about the demo would appear on the console. 

Copyright  2024  NXP  

 

UMS>>  

Unicast Media Sender 4CIS.  

Initializing  

Initialized  

 

wav file list:  

1, 1:/trangle_44100_2ch_16bits.wav  

2, 1:/chrip_48000_2ch_16bits_0_80.wav  

3, 1:/music_16_2.wav  

4, 1:/music_8000_2ch_16bits.wav  

5, 1:/music_16000_2ch_16bits.wav  

6, 1:/music_24000_2ch_16bits.wav  

7, 1:/music_32000_2ch_16bits.wav  

8, 1:/music_44100_2ch_16bits.wav  

9, 1:/music_48000_2ch_16bits.wav  

10, 1:/play_1ksin_8k_16b.wav  

11, 1:/play_1ksin_32k_16b.wav  

12, 1:/play_1ksin_48k_16b.wav  

13, 1:/sine_16_2.wav  

14, 1:/sine_8000_2ch_16bits.wav  

15, 1:/sine_8000_2ch_16bits_0_75.wav  

16, 1:/sine_16000_2ch_16bits.wav  

17, 1:/sine_16000_2ch_16bits_0_75.wav  

18, 1:/sine_16000_2ch_24bits.wav  

19, 1:/sine_16000_2ch_32bits.wav  

20, 1:/sine_24000_2ch_16bits.wav  

21, 1:/sine_32000_2ch_16bits.wav  

22, 1:/sine_32000_2ch_16bits_0_75.wav  

23, 1:/sine_44100_2ch_16bits.wav  

24, 1:/sine_48000_2ch_16bits.wav  

25, 1:/sine_48000_2ch_16bits_0_75.wav  

26, 1:/sine_48000_2ch_16bits_100ms_sine_900ms_silence.wav  

wav file list complete!  

 

Please open the wav file you want use "wav_open <path>" command.  

UMS>> 
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Step 2: Input "waw_open" command to select song file 

UMS>> wav_open 1:/music_16000_2ch_16bits.wav  

wav file info:  

UMS>>  sample_rate: 16000  

 channels: 2  

 bits: 16  

 size: 1163600  

 samples: 290900  

 

lc3 preset list:  

16_2_1:  

 codec_cfg -  sample_rate: 16000, duration: 10000, len: 40  

 qos -  interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 2, pd: 40000  

 

Please select lc3 preset use "lc3_preset <name>" command.  

Step 3: Input "lc3_precet" command to select the available preset 

UMS>> lc3_preset 16_2_1  

16_2_1:  

UMS>>  codec_cfg -  sample_rate: 16000, duration: 10000, len: 40  

 qos -  interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 2, pd: 40000  

LC3 encoder setup done!  

new_preset:  

 codec_cfg -  sample_rate: 16000, duration: 10000, len: 40  

 qos -  interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 1, pd: 40000  

Creating unicast group  

Unicast group created  

Please scan and connect the devices you want!  

scan  

UMS>> Scanning successfully started  

[0]: A0:CD:F3:77:E4:11 (public), rssi - 38, umr_4cis  

[1]: A0:CD:F3:77:E6:D7 (public), rssi - 55, umr_4cis  

Step 4: Input "connect <index>" command to set initiate connection 

UMS>> connect 0  

UMS>> device selected!  

Connecting  

Connect first device  

MTU exchanged: 23/23  

LE Connected: A0:CD:F3:77:E4:11 (public)  

MTU exchanged: 65/65  

Connected  

CSIP discover  

CSIP conn 202DB824 discovered set count 1  

set 1/1 info:  

 sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16  

 set_size: 2  

 rank: 1  

 lockable: 1  

CSIP discovered  

Scan another member  

member: A0:CD:F3:77:E6:D7 (public), rssi - 51, umr_4cis  

Member discovered  

Connecting  

Connect second device  

MTU exchanged: 23/23  

LE Connected: A0:CD:F3:77:E6:D7 (public)  

MTU exchanged: 65/65  

Connected  

CSIP discover  

CSIP conn 202DB9B4 discovered set count 1  
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set 1/1 info:  

 sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16  

 set_size: 2  

 rank: 2  

 lockable: 1  

CSIP discovered  

Discover VCS  

 

VCS discover finished  

Discover VCS complete.  

Discovering sinks  

 

VCS inst 0, volume 229, mute 0  

codec_cap 202E6C7C dir 0x01  

codec id 0x06 cid 0x0000 vid 0x0000 count 19  

data: type 0x01 value_len 2  

ff1f  

data: type 0x02 value_len 1  

02 

data: type 0x03 value_len 1  

02 

data: type 0x04 value_len 4  

28007800  

data: type 0x05 value_len 1  

01 

meta: type 0x01 value_len 2  

0600  

dir 1 loc 3  

snk ctx 31 src ctx 0  

Sink #0: ep 202E40B0  

Sink #0: ep 202E4178  

Discover sinks complete: err 0  

Sinks discovered  

Configuring streams  

Audio Stream 20304AE0 configured  

Configured sink stream[0]  

Audio Stream 20304B04 configured  

Configured sink stream[1]  

Stream configured  

Setting stream QoS  

QoS: waiting for 0 streams  

Audio Stream 20304AE0 QoS set  

Audio Stream 20304B04 QoS set  

Stream QoS Set  

Enabling streams  

Audio Stream 20304AE0 enabled  

Audio Stream 20304B04 enabled  

Streams enabled  

Connecting streams  

Audio Stream 20304AE0 connected  

Audio Stream 20304AE0 started  

Audio Stream 20304B04 connected  

Streams connected  

Starting streams  

Audio Stream 20304B04 started  

Streams started  

Discover VCS  

 

VCS discover finished  

Discover VCS complete.  

Discovering sinks  
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VCS inst 1, volume 229, mute 0  

codec_cap 202E6C7C dir 0x01  

codec id 0x06 cid 0x0000 vid 0x0000 count 19  

data: type 0x01 value_len 2  

ff1f  

data: type 0x02 value_len 1  

02 

data: type 0x03 value_len 1  

02 

data: type 0x04 value_len 4  

28007800  

data: type 0x05 value_len 1  

01 

meta: type 0x01 value_len 2  

0600  

dir 1 loc 30  

snk ctx 31 src ctx 0  

Sink #1: ep 202E46A8  

Sink #1: ep 202E4770  

Discover sinks complete: err 0  

Sinks discovered  

Configuring streams  

Audio Stream 20304B28 configured  

Configured sink stream[2]  

Audio Stream 20304B4C configured  

Configured sink stream[3]  

Stream configured  

Setting stream QoS  

QoS: waiting for 1 streams  

Audio Stream 20304B28 QoS set  

Audio Stream 20304B4C QoS set  

Stream QoS Set  

Enabling streams  

Audio Stream 20304B28 enabled  

Audio Stream 20304B4C enabled  

Streams enabled  

Connecting streams  

Audio Stream 20304B28 connected  

Audio Stream 20304B28 started  

Audio Stream 20304B4C connected  

Streams connected  

Starting streams  

Audio Stream 20304B4C started  

Streams started  

Step 5: Input "vol_up" command and increase the volume 

UMS>> vol_up    

VCS inst 0, volume 100, mute 0  

Step 6: Input "vol_down" command and decrease the volume 

UMS>> vol_down   

VCS inst 1, volume 75, mute 0  

Step 7: Input "vol_mute" command and mute the volume 

UMS>> vol_mute  

VCS inst 0, volume 75, mute 1  

Step 8: Input "vol_unmute" command and unmute the volume 

UMS>> vol_mute   

VCS inst 0, volume 75, mute 0 
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5.27 Unicast media receiver 4 CIS 
This section describes the application to demonstrate on how to use the unicast media receiver 4 CIS 
example of the LE audio feature.   
The Unicast Media Receiver (UMR) role is defined for devices that receive media audio content from a 
source device in one or more Unicast Audio Streams. Typical devices implementing the UMR role include 
headphones, earbuds, and wireless speakers. 
With this UMR 4 CIS device, connect the Unicast media sender 4 CIS device to verify the UMS audio.  
Other two i.MX RT1170 EVKB boards running UMS 4CIS examples can be connected as UMS peer devices. 
Refer section 5.25. 

NOTE: This sample application is only supported on IW612 with i.MX RT1170 EVKB board. 

5.27.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Connect a speaker/headphone to the 3.5mm audio jack of i.MX RT EVK board 
Step 3: Apply a power reset on i.MX RT EVK board 

Step 4: Check the console on the connected computer screen to see the application start-up logs 

5.27.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, following message about the demo would appear on the console. 

Copyright  2024  NXP  

 

UMR>>  

Unicast Media Receiver 4CIS.  

 

Please select sink role "front"|"back" use "init" command.  

Step 2: Select the sink role 
Input "ƛƴƛǘ ŦǊƻƴǘέ ƻǊ άƛƴƛǘ ōŀŎƪ" command to set the role 

Once the sink role is selected, the application automatically start receiving the media samples and the 
following message would appear on the console. 

UMR>> init front  

 

UMR@front>> UMR@front>> Bluetooth initialized  

Set info:  

 sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16  

 set_size: 2  

 rank: 1  

 lockable: 1  

Location successfully set  

Supported contexts successfully set  

Available contexts successfully set  

Advertising successfully started  

Connected: A0:CD:F3:77:E5:8D (public)  

Security changed: A0:CD:F3:77:E5:8D (public) level 2 (error 0)  

MCS server discover:  

MCS server discovered.  

ASE Codec Config: conn 202EE80C ep 202F10CC dir 1  

codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16  

data: type 0x01 value_len 1  
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03 

data: type 0x02 value_len 1  

01 

data: type 0x03 value_len 4  

01000000  

data: type 0x04 value_len 2  

2800  

  Frequency: 16000 Hz  

  Frame Duration: 10000 us  

  Channel allocation: 0x1  

  Octets per frame: 40 (negative means value not pressent)  

  Frames per SDU: 1  

ASE Codec Config stream 202FD480  

ASE Codec Config: conn 202EE80C ep 202F1178 dir 1  

codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16  

data: type 0x01 value_len 1  

03 

data: type 0x02 value_len 1  

01 

data: type 0x03 value_len 4  

02000000  

data: type 0x04 value_len 2  

2800  

  Frequency: 16000 Hz  

  Frame Duration: 10000 us  

  Channel allocation: 0x2  

  Octets per frame: 40 (negative means value not pressent)  

  Frames per SDU: 1  

ASE Codec Config stream 202FD4A0  

QoS: stream 202FD480 qos 202F2478  

QoS: interval 10000 framing 0x00 phy 0x02 sdu 40 rtn 1 latency 10 pd 40000  

QoS: stream 202FD4A0 qos 202F2478  

QoS: interval 10000 framing 0x00 phy 0x02 sdu 40 rtn 1 latency 10 pd 40000  

Enable: stream 202FD480 meta_len 4  

 Codec: freq 16000, channel count 1, duration 10000, channel alloc 

0x00000001, frame len 40, frame blocks per sdu 1  

Enable: stream 202FD4A0 meta_len 4  

 Codec: freq 16000, channel count 1, duration 10000, channel alloc 

0x00000002, frame len 40, frame blocks per sdu 1  

Unicast stream started  

Stream 202FD480 started  

Stream 202FD4A0 started  

 

Step 3: Input "vol_set 100" to set the volume to level 100 

UMR@right>> vol_set 100  

 

VCS Volume = 100, mute state = 0  

Step 4: Input "vol_down" command and increase the volume 

UMR@right>> vol_ down 

 

VCS Volume = 75, mute state = 0  

Step 5: Input "vol_up" command and decrease the volume 

UMR@right>> vol_up  

 

VCS Volume = 100 , mute state = 0  

Step 6: Input "vol_mute" command and mute the volume 

UMR@right>> vol_mute  
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VCS Volume = 100, mute state = 1  

Step 7: Input "vol_unmute" command and unmute the volume 

UMR@right>> vol_mute  

VCS Volume = 100, mute state = 0  

5.28 Unicast media sender Microphone  
This section describes the application to demonstrate on how to use the unicast media sender Microphone 
example of the LE audio feature.  
Using this sample example, device configure as UMS Microphone i.e. the stream source of UMS is from 

microphone. w¢ммтл 9±Y.Ωǎ ƛƴōǳƛƭǘ ƳƛŎǊƻǇƘƻƴŜ όtнύ ǳǎŜŘ ǘƻ ŎǊŜŀǘŜ ƳƛŎǊƻǇƘƻƴŜ ŀǳŘƛƻΦ 

The UMS microphone device, connects ǿƛǘƘ άumr2bmsέ bridge ŘŜǾƛŎŜΦ ¢ƘŜƴ άǳƳǊнōƳǎέ ōǊƛŘƎŜ ŘŜǾƛŎŜ 

connects with two Broadcast media receiver devices (i.e. 1BMR left and 1BMR right) to verify the UMS 

microphone audio. Refer section 5.28.  

¢Ƙƛǎ άums_microphoneέ ŜȄŀƳǇƭŜ supports 2 unicast stereo audio CIS streams. So, user need to use the 

umr2bms example (Section 5.28) only in peer device. UMR example (section 5.24) doesn't support 2 CIS 

stream. 

NOTE: This sample application is only supported on IW612 with i.MX RT1170 EVKB board. 

5.28.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the Application 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Apply a power reset on i.MX RT EVK board. 
Step 3: Check the console on the connected computer screen to see the application start-up logs. 

5.28.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, following message about the demo would appear on the console. 

Copyright 2024 NXP  

  

UMS>> Unicast Media Sender.  

Initializing  

Initialized  

 

Please select lc3 preset use "lc3_preset <name>" command.  

lc3_  

lc3_preset_list lc3_preset  

 

Step 2: Input "lc3_precet" command to select the available preset 

UMS>> lc3_preset 48_2_2  

48_2_2:  

UMS>>   codec_cfg -  sample_rate: 48000, duration: 10000, len: 100  

        qos -  interval: 10000, framing: 0, phy: 2, sdu: 100, rtn: 13, pd: 40000  

LC3 encoder setup done!  

Creating unicast group  

Unicast group created  

Please scan and connect the devices you want!  

 

Step 3: Input "scan" command to start scan all sink devices 

UMS>> scan  



UM11442 
NXP Semiconductors 

NXP Wi-Fi and Bluetooth Demo Applications User Guide for i.MX RT Platforms 
 

 
 

UM11442  All information provided in this document is subject to legal disclaimers © NXP B.V. 2025. All rights reserved. 

User manual Rev.21 ς 18 Sept 2025 195 

UMS>> Scanning successfully started  

[0]: 68:AB:BC:8E:99:FD (public), rssi - 66,  

[1]: A0:CD:F3:77:E6:15 (public), rssi - 33, umr2bms  

[2]: 43:72:65:69:B4:0A (random), rssi - 44,  

c[3]: 7A:6B:86:3A:6F:AC (random), rssi - 55  

Step 4: Input "connect <index>" command to initiate connection and start the stream 

UMS>> connect 1  

UMS>> device selected!  

Connecting  

Connect first device  

MTU exchanged: 23/23  

LE Connected: A0:CD:F3:77:E6:15 (public)  

MTU exchanged: 65/196  

Connected  

Discover VCS  

 

VCS discover finished  

Discover VCS complete.  

Discovering sinks  

 

VCS inst 0, volume 229, mute 0  

codec_cap 202F624C dir 0x01  

codec id 0x06 cid 0x0000 vid 0x0000 count 19  

data: type 0x01 value_len 2  

ff1f  

data: type 0x02 value_len 1  

02 

data: type 0x03 value_len 1  

02 

data: type 0x04 value_len 4  

28007800  

data: type 0x05 value_len 1  

01 

meta: type 0x01 value_len 2  

0600  

dir 1 loc 3  

snk ctx 31 src ctx 0  

Sink: ep 202D76F4  

Sink: ep 202D77BC  

Discover sinks complete: err 0  

Sinks discovered  

Configuring streams  

Audio Stream 202ECE54 configured  

Configured sink sinks[0]  

Audio Stream 202ECEE4 configured  

Configured sink sinks[1]  

Stream configured  

Setting stream QoS  

QoS: waiting for 0 sink  

Audio Stream 202ECE54 QoS set  

Audio Stream 202ECEE4 QoS set  

QOS Set sink sinks[0]  

QoS: waiting for 1 sink  

QOS Set sink sinks[1]  

Stream QoS Set  

Enabling streams  

Audio Stream 202ECE54 enabled  

Init Audio SAI and CODEC, samplingRate :48000  bitWidth:16  

Set default headphone volume 70  

Enabled sink sinks[0]  

Audio Stream 202ECEE4 enabled  
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Enabled sink sinks[1]  

Streams enabled  

Connecting streams  

Audio Stream 202ECE54 connected  

Connect sink sinks[0]  

Audio Stream 202ECE54 started  

Audio Stream 202ECEE4 connected  

Connect sink sinks[1]  

Streams connected  

Starting streams  

Audio Stream 202ECEE4 started  

Streams started  

5.29 Unicast media receiver to BMS 
This section describes the application to demonstrate bridge that relay the (Unicast Media Sender)UMS 
stream to (Broadcast Media Receiver)BMR devices. 

The UMR to BMS bridge device, connects ǿƛǘƘ ǳƴƛŎŀǎǘ ǎǘŜǊŜƻ ŀǳŘƛƻ /L{ ǎƻǳǊŎŜ  ŘŜǾƛŎŜ ά¦a{ 
aƛŎǊƻǇƘƻƴŜέΦ wŜŦŜǊ ǎŜŎǘƛƻƴ рΦнтΦ  

!ƭǎƻ ǘƘƛǎ άǳƳǊнōƳǎέ ōǊƛŘƎŜ ŘŜǾƛŎŜ ŎƻƴƴŜŎǘǎ ǿƛǘƘ ǘǿƻ Broadcast media receiver devices (i.e. 1BMR left 
and 1BMR right) to verify the UMS microphone audio. 

User should only use άums_microphoneέ example (Section 5.27) as a peer UMS device, as this example 
supports 2 channel streams in one CIS. 

NOTE: This sample application is only supported on IW612 with i.MX RT1170 EVKB board. 

 

5.29.1 Prepare the setup for Application demo  

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the Application 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Apply a power reset on i.MX RT EVK board 
Step 3: Check the console on the connected computer screen to see the application start-up logs. 

5.29.2 Application execution  

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, following message about the demo would appear on the console. Example 
automatically starts advertising.  

Bluetooth initialized  

 

Copyright  2024  NXP  

 

UMR2BMS>> 

UMR To BMS. 

UMR: Location successfully set  

UMR: Supported contexts successfully set  

UMR: Available contexts successfully set  

UMR: Advertising successfully started  

Step 2: Scan and connect the device from UMS microphone peer device. 

Step 3: Application automatically starts broadcasting the audio data received from UMS microphone 
device. 
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5.30 Telephone call gateway Application  
This section describes the application to demonstrate on how to use the telephone call gateway example 
of the LE audio feature.  
The Call Gateway (CG) role is defined for telephony or VoIP applications. The CG device has the connection 
to the call network infrastructure. Typical devices implementing the CG role include smartphones, laptops, 
tablets, and PCs. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.30.1 Prepare the setup for Application demo 

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Apply a power reset on i.MX RT EVK board 

Step 3: Check the console on the connected computer screen to see the application start-up logs 

5.30.2 Application execution 

NOTE: ¢Ƙƛǎ ǎŀƳǇƭŜ ŜȄŀƳǇƭŜ ǿƻǊƪǎ ǿƛǘƘ άǘŜƭŜǇƘƻƴŜ Ŏŀƭƭ ǘŜǊƳƛƴŀƭέ ŜȄŀƳǇƭŜΦ RŜŦŜǊ ǘƘŜ ǎŜŎǘƛƻƴ ά¢ŜƭŜǇƘƻƴŜ 
Ŏŀƭƭ ǘŜǊƳƛƴŀƭ !ǇǇƭƛŎŀǘƛƻƴέΦ 

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, following message about the demo would appear on the console. 

The scanning of the device is started automatically. It starts to scanning the telephony call terminal 
device. 

After the connection is established, following logs would appear on the console. 

!ŦǘŜǊ ǘƘŜ ƳŜǎǎŀƎŜ Ϧ5ƛǎŎƻǾŜǊ ǎƻǳǊŎŜǎ ŎƻƳǇƭŜǘŜΥ ŜǊǊ лέ ƛǎ ǇǊƛƴǘŜŘ ƻƴ ǘŜƭŜǇƘƻƴŜ Ŏŀƭƭ ǘŜǊƳƛƴŀƭ ǎƛŘŜ ŎƻƴǎƻƭŜΣ 
all features are ready for the TMAP. 

Copyright  2024  NXP  

 

call_gateway>> Bluetooth initialized  

Scanning started  

[DEVICE]: D4:5A:97:23:52:F5 (random), AD evt type 0, AD data len 30, RSSI - 84 

[DEVICE]: E5:4C:79:C9:74:FA (random), AD evt type 0, AD data len 30, RSSI - 100  

[DEVICE]: 00:05:C2:DC:34:46 (public), AD evt type 0, AD data len 31, RSSI - 101  

[DEVICE]: 40:72:18:19:67:82 (public), AD evt type 0, AD data len 27, RSSI - 78 

[DEVICE]: D8:97:45:8A:E2:F6 (random), AD evt type 0, AD data len 16, RSSI - 99 

[DEVICE]: A0:CD:F3:77:E5:01 (public), AD evt type 5, AD data len 36, RSSI - 47 

Found device: A0:CD:F3:77:E5:01 (public)  

MTU exchanged: 23/23  

Connected to peer: A0:CD:F3:77:E5:01 (public)  

Get required Source Capability from codec. Codec configurations:  

    Frequency 16000  

    Duration 10000  

    Frame bytes 40  

    Frame blocks per SDU 1  

    Location 3, channel count 2.  

Get required Sink Capability from codec. Codec configurations:  

    Frequency 16000  

    Duration 10000  

    Frame bytes 40  

    Frame blocks per SDU 1  

    Location 3, channel count 2.  

MTU exchanged: 65/65  
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Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)  

Start member discover  

codec capabilities on conn 2027CA6C dir 1 codec 20271A70. Codec configurations:  

    Frequency 8000, 11000, 16000, 22000, 24000, 32000, 44100, 48000,  

    Duration 10000,  

    Channel count 2.  

    Frame length min 40, max 120  

    Frame blocks per SDU 1  

    Pref context 0x206  

set coordinator discover conn 2027CA6C member 20285704 count 0 (err 0)  

Cannot save the set coordinator err 0  

conn 2027CA6C dir 1 loc 3  

conn 2027CA6C snk ctx 519 src ctx 3  

conn 2027CA6C dir 1 ep 20284A6C  

Added snk stream 2022DB30, ep 20284A6C to conn 2027CA6C  

Discover (conn 2027CA6C) sinks complete: err 0  

codec capabilities on conn 2027CA6C dir 2 codec 20271A70. Codec configurations:  

    Frequency 8000, 11000, 16000, 22000, 24000, 32000, 44100, 48000,  

    Duration 10000,  

    Channel count 2.  

    Frame length min 40, max 120  

    Frame blocks per SDU 1  

    Pref context 0x206  

conn 2027CA6C dir 2 loc 3  

conn 2027CA6C snk ctx 519 src ctx 3  

conn 2027CA6C dir 2 ep 20284BFC  

Added src stream 2022DB64, ep 20284BFC to conn 2027CA6C  

Discover (conn 2027CA6C) sources complete: err 0  

 Step 2: Input "help" command to get the available command list 

call_gateway>> help  

 

"help": List all the registered commands  

 

"exit": Exit program  

scanning <on>/<off>  

passkey <6 digital number>  

passkey_confirm <yes>/<no>  

unpair  

vol_set [0 - 100]  

vol_up  

vol_down  

vol_mute  

vol_unmute  

call_accept <callIndex>: Accept a incoming call  

call_outgoing <telephone bearer index> <callee_URI>: Originate a call  

call_hold <callIndex>: Hold a active call  

call_retrieve <callIndex>: Retrieve a active call  

call_term <callIndex>: Terminate a call  

call_join <callIndex1> [<callIndex2> <callIndex3> ...]: Join the calls  

remote_call_incoming <telephone bearer index> <callee_URI> <caller_URI> 

<caller_nal  

remote_call_term <callIndex>: Terminate a call  

remote_call_answer <callIndex>: Simulate the outgoing has been accepted by the 

reme 

remote_call_hold <callIndex>: Hold a active call  

remote_call_retrieve <callIndex>: Retrieve a active call  

call_gateway>>  

 Step 3: Initiate the local outgoing call 

Input below command on the call gateway side to initiate the call. 
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call_outgoing 0 <XX>:<YY> 

Following message would appear on the console.  

call_gateway>> call_outgoing 0 tel:qq  

outgoing call: callee uri tel:qq  

Config stream 2022DB64, ep 20284BFC  

Audio Stream 2022DB64 configured  

Config stream 2022DB30, ep 20284A6C  

Audio Stream 2022DB30 configured  

Audio Stream 2022DB64 QoS set  

Audio Stream 2022DB30 QoS set  

Audio Stream 2022DB64 enabled  

Init Audio SAI and CODEC, samplingRate :16000  bitWidth:16  

Set default headphone volume 70  

Audio Stream 2022DB30 enabled  

Audio Stream 2022DB64 connected  

Audio Stream 2022DB30 connected  

Audio Stream 2022DB30 started  

Audio Stream 2022DB64 started  

call_gateway>>  

Note: In this example callee uri is set as άtel:qqέ. It can be any other uri (Other example -  
άtelephone:nxpέ). But user have to make sure that it is in <XX>:<YY> format. 

 

Step 4: Accept the call  

Input below command on the call gateway side to accept the call 

call_accept <call_index> 

OR 

Input below command on the call terminal side to accept the call 

call_accept 0 <call_index> 

Following message would appear on the console.  

call_gateway>> Accept a call, call index 1  

 

Audio Stream 2025A624 disabled  

Audio Stream 2025A624 QoS set  

Audio Stream 2025A5EC disabled  

Fail to stop stream (err - 77)  

Audio Stream 2025A5EC QoS set  

Audio Stream 2025A624 stopped with reason 0x13  

Audio Stream 2025A5EC stopped with reason 0x13  

Audio Stream 2025A624 enabled  

Init Audio SAI and CODEC, samplingRate :16000  bitWidth:16  

 

Set default headphone volume 70  

 

Audio Stream 2025A5EC enabled  

Audio Stream 2025A5EC started  

Audio Stream 2025A624 started  

 Step 5: Reject/End the call 

Input below command on the call gateway side to reject/end the call 

call_term <call_index> 
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OR 

Input below command on the call terminal side to reject/end the call the call 

call_term 0 <call_index> 

Following type of message would appear on the console.  

call_gateway>> call_term 1   

terminate the call: call index 1  

Audio Stream 2022DB64 stopped with reason 0x13  

Audio Stream 2022DB64 disabled  

Audio Stream 2022DB64 stopped with reason 0x13  

Audio Stream 2022DB64 QoS set  

Audio Stream 2022DB30 stopped with reason 0x13  

Audio Stream 2022DB30 disabled  

Fail to stop stream (err - 77)  

Audio Stream 2022DB30 QoS set  

Audio Stream 2022DB64 released  

Audio Stream 2022DB30 released  

Return code 0  

call_gateway>>  

Step 6: Initiate a call by remote. 

Input below command to start the remote incoming call. 

remote_call_incoming 0 <AA>:<BB> <CC>:<DD> <EE> 

Following type of message would appear on the console.  

call_gateway>> remote_call_incoming 0 tel:qq tel:qq qq  

incoming call: callee uri tel:qq, caller uri tel:qq  

Config stream 2022DB64, ep 20284BFC  

Audio Stream 2022DB64 configured  

Config stream 2022DB30, ep 20284A6C  

Audio Stream 2022DB30 configured  

Audio Stream 2022DB64 QoS set  

Audio Stream 2022DB30 QoS set  

Audio Stream 2022DB64 enabled  

Init Audio SAI and CODEC, samplingRate :16000  bitWidth:16  

Set default headphone volume 70  

Audio Stream 2022DB30 enabled  

Audio Stream 2022DB64 connected  

Audio Stream 2022DB30 connected  

Audio Stream 2022DB30 started  

Audio Stream 2022DB64 started  

done, call index is 2  

call_gateway>>  

Note: In this example callee and caller both uri is set as άtel:qqέ. It can be any other uri (Other examples -  
άtelephone:nxp_callerέ and άtelephone:nxp_calleeέ). But user have to make sure that uri is in <XX>:<YY> 
format. /ŀƭƭŜǊ ƴŀƳŜ ƛǎ ǎŜǘ ŀǎ άǉǉέΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŀƴȅ other name (For example ς nxp_caller). 

Step 7: Accept the call by remote  

Input below command to accept the remote incoming call. 

remote_call_answer <call_index> 

Following type of message would appear on the console.  

Remove answer the call: call index 1  

Audio Stream 202F0688 disabled  

Audio Stream 202F0688 QoS set  
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Audio Stream 202F0650 disabled  

Fail to stop stream (err - 77)  

Audio Stream 202F0650 QoS set  

Audio Stream 202F0688 stopped with reason 0x13  

Audio Stream 202F0650 stopped with reason 0x13  

Audio Stream 202F0688 enabled  

Init Audio SAI and CODEC, samplingRate :16000  bitWidth:16  

Set default headphone volume 70  

Audio Stream 202F0650 enabled  

Audio Stream 202F0650 started  

Audio Stream 202F0688 started  

Return code 0   
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5.31 Telephone call terminal Application 
This section describes the application to demonstrate on how to use the telephone call terminal example 
of the LE audio feature.   
The Call Terminal (CT) role is defined for headset type devices in telephony or VoIP applications. Typical 
devices implementing the CT role include wireless headsets, speakers, and microphones that participate in 
conversational audio. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKC board. 

5.31.1 Prepare the setup for Application demo 

This section describes the steps to prepare the setup for application demo execution. 
Step 1: Build and flash the example project 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode and flashing an application program for a few IDEs. 
Step 2: Apply a power reset on i.MX RT EVK board 

Step 3: Check the console on the connected computer screen to see the application start-up logs. 

5.31.2 Application execution 

NOTE: ¢Ƙƛǎ ǎŀƳǇƭŜ ŜȄŀƳǇƭŜ ǿƻǊƪǎ ǿƛǘƘ άǘŜƭŜǇƘƻƴŜ Ŏŀƭƭ gatewayέ ŜȄŀƳǇƭŜΦ RŜŦŜǊ ǘƘŜ ǎŜŎǘƛƻƴ ά¢ŜƭŜǇƘƻƴŜ 
call gateway !ǇǇƭƛŎŀǘƛƻƴέΦ 

This section describes the steps for application execution. 

Step 1: Press RESET button and restart the i.MX RT EVK board 
When the demo starts, following message about the demo would appear on the console. 

Copyright  2024  NXP  

 

call_terminal>> Bluetooth initialized  

Advertising successfully started  

MTU exchanged: 23/23  

Connected to peer: 50:26:EF:A2:F1:27 (public)  

Starting TBS server discover  

MTU exchanged: 65/65  

Security changed: 50:26:EF:A2:F1:27 (public) level 2 (error 0)  

Discover complete (err 0)! TBS count 1, GTBS found? Yes  

After the message "Discover complete (err 0)! TBS count 1, GTBS found? Yes" is printed on telephone call 
terminal side console, all features are ready. 

 Step 2: Input "help" command to get the available command list 

call_terminal>> help  

 

"help": List all the registered commands  

 

"exit": Exit program  

vol_set [0 - 100]  

vol_up  

vol_down  

vol_mute  

vol_unmute  

call_discover <subscribe flag>: Discover the TBS server features  

call_accept <tbs index> <callIndex>: Accept a incoming call  

call_outgoing <tbs index> <callee_URI>: Originate a call  

call_hold <tbs index> <callIndex>: Hold a active call  

call_retrieve <tbs index> <callIndex>: Retrieve a active call  

call_term <tbs index> <callIndex>: Terminate a call  

call_join <tbs index> <callIndex1> [<callIndex2> <callIndex3> ...]: Join the 

calls  

advertising <on>/<off>  
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passkey <6 digital number>  

passkey_confirm <yes>/<no>  

unpair  

call_terminal>>  

 Step 3: Initiate the local outgoing call 

Input below command on the call terminal side to initiate the call. 

call_outgoing 0 <XX>:<YY> 

Following type of message would appear on the console.  

>>call_outgoing 0 tel:qq  

outgoing call: callee uri tel:qq, TBS index 0  

Return code 0  

call_terminal>> List current state of current calls (err 0). TBS Index 255, 

call c,  

call index 1, state 1, flags 1.  

List current calls (err 0). TBS Index 255, call count 1, call list,  

call index 1, state 1, flags 1, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 0, call count 1, call 

state,  

call index 1, state 1, flags 1.  

List current calls (err 0). TBS Index 0, call count 1, call list,  

call index 1, state 1, flags 1, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 255, call count 1, call 

sta,  

call index 1, state 2, flags 1.  

List current calls (err 0). TBS Index 255, call count 1, call list,  

call index 1, state 2, flags 1, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 0, call count 1, call 

state,  

call index 1, state 2, flags 1.  

List current calls (err 0). TBS Index 0, call count 1, call list,  

call index 1, state 2, flags 1, remote uri tel:qq  

Control Point status update. A call outgoing (err 0). TBS Index 0, call index 1  

List current state of current calls (err 0). TBS Index 255, call count 1, call 

sta,  

call index 1, state 2, flags 1.  

List current calls (err 0). TBS Index 255, call count 1, call list,  

call index 1, state 2, flags 1, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 0, call count 1, call 

state,  

call index 1, state 2, flags 1.  

List current calls (err 0). TBS Index 0, call count 1, call list,  

call index 1, state 2, flags 1, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 255, call count 1, call 

sta,  

call index 1, state 2, flags 1.  

List current calls (err 0). TBS Index 255, call count 1, call list,  

call index 1, state 2, flags 1, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 0, call count 1, call 

state,  

call index 1, state 2, flags 1.  

List current calls (err 0). TBS Index 0, call count 1, call list,  

call index 1, state 2, flags 1, remote uri tel:qq  

ASE Codec Config: conn 202581F8 ep 2025D2E8 dir 2  

Codec configurations:  

    Frequency 16000  

    Duration 10000  

    Frame bytes 40  

    Frame blocks per SDU 1  

    Location is invalid  
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    Channel count 2.ASE Codec Config: conn 202581F8 ep 2025D394 dir 1  

Codec configurations:  

    Frequency 16000  

    Duration 10000  

    Frame bytes 40  

    Frame blocks per SDU 1  

    Location is invalid  

    Channel count 2.QoS: stream 2021A400 qos 2024D2D8  

    interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000  

QoS: stream 20222818 qos 2024D2D8  

    interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000  

Enable: stream 2021A400 meta_len 4  

Enable: stream 20222818 meta_len 4  

Init Audio SAI and CODEC, samplingRate :16000  bitWidth:16  

Set default headphone volume 70  

Start: stream 20222818  

Stream 20222818 started  

Start: stream 2021A400  

Stream 2021A400 started  

 

Note: In this example callee uri is set as άtel:qqέ. It can be any other uri (Other example -  
άtelephone:nxpέ). But user have to make sure that it is in <XX>:<YY> format. 

Step 4: Accept the call  

Input below command on the call gateway side to accept the call 

call_accept <call_index> 

OR 

Input below command on the call terminal side to accept the call 

call_accept 0 <call_index> 

Following type of message would appear on the console.  

call_terminal>> call_accept 0 3  

 

call_accept 0 3  

 

accept call: TBS index , call index 3  

 

Return code 0  

 

call_terminal>> Control Point status update. A call has been accepted (err 0). 

TBS Index 0, call index 3  

 

List current state of current calls (err 0). TBS Index 255, call count 2, call 

state list,  

 

call index 1, state 0, flags 0.  

 

call index 3, state 3, flags 0.  

 

List current calls (err 0). TBS Index 255, call count 2, call list,  

 

call index 1, state 0, flags 0, remote uri tel:qq  

 

call index 3, state 3, flags 0, remote uri tel:qq  
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List current state of current calls (err 0). TBS Index 0, call count 2, call 

state list,  

 

call index 1, state 0, flags 0.  

 

call index 3, state 3, flags 0.  

Step 5: Reject/End the call 

Input below command on the call gateway side to reject/end the call 

call_term <call_index> 

OR 

Input below command on the call terminal side to reject/end the call the call 

call_term 0 <call_index> 

Following message would appear on the console.  

call_terminal>> call_term 0 4  

Terminate call: TBS index 0, call index 4  

Return code 0  

call_terminal>> Invalid Frame  

Call terminated(err 0). TBS Index 0, call index 4, reason 6.  

Speaker mute  

 

Call terminated(err 0). TBS Index 255, call index 4, reason 6.  

 

Control Point status update. A call has been terminated (err 0). TBS Index 0, 

call4  

 

List current state of current calls (err 0). TBS Index 255, call count 0, call 

sta,  

 

List current calls (err 0). TBS Index 255, call count 0, call list,  

 

List current state of current calls (err 0). TBS Index 0, call count 0, call 

state,  

 

List current calls (err 0). TBS Index 0, call count 0, call list,  

 

Disable: stream 2021A400  

Audio Stream 2021A400 stopped with reason 0x13  

 

Stop: stream 2021A400  

 

Disable: stream 20222818  

Audio Stream 20222818 stopped with reason 0x13  

Release: stream 2021A400  

Release: stream 20222818  

Step 6: Initiate a call by remote. 

Input below command to start the remote incoming call. 

remote_call_incoming 0 <AA>:<BB> <CC>:<DD> <EE> 

Following type of message would appear on the console.  

Read incoming call URI tel:qq (err 0). TBS Index 0.  

incoming call inst_index 0, call_index = 1, uri tel:qq  

Read Friendly name qq (err 0). TBS Index 0.  

Read incoming call URI tel:qq (err 0). TBS Index 255.  
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incoming call inst_index 255, call_index = 1, uri tel:qq  

Read Friendly name  (err 0). TBS Index 255.  

List current state of current calls (err 0). TBS Index 255, call count 1, call 

state list,  

call index 1, state 0, flags 0.  

List current calls (err 0). TBS Index 255, call count 1, call list,  

call index 1, state 0, flags 0, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 0, call count 1, call 

state list,  

call index 1, state 0, flags 0.  

ASE Codec Config: conn 202DE340 ep 202D9214 dir 2  

Codec configurations:  

    Frequency 16000  

    Duration 10000  

    Frame bytes 40  

    Frame blocks per SDU 1  

    Location 3, channel count 2.  

ASE Codec Config: conn 202DE340 ep 202D92DC dir 1  

Codec configurations:  

    Frequency 16000  

    Duration 10000  

    Frame bytes 40  

    Frame blocks per SDU 1  

    Location 3, channel count 2.  

QoS: stream 202EFF80 qos 202D9284  

    interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000  

QoS: stream 202F6350 qos 202D934C  

    interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000  

Enable: stream 202EFF80 meta_count 1  

Enable: stream 202F6350 meta_count 1  

Init Audio SAI and CODEC, samplingRate :16000  bitWidth:16  

Set default headphone volume 70  

Start: stream 202F6350  

Start: stream 202EFF80  

Note: In this example callee and caller both uri is set as άtel:qqέ. It can be any other uri (Other examples -  
άtelephone:nxpψŎŀƭƭŜǊέ ŀƴŘ άtelephone:nxpψŎŀƭƭŜŜέ). But user have to make sure that uri is in <XX>:<YY> 
format. /ŀƭƭŜǊ ƴŀƳŜ ƛǎ ǎŜǘ ŀǎ άǉǉέΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŀƴȅ ƻǘƘŜǊ ƴŀƳŜ όCƻǊ ŜȄŀƳǇƭŜ ς nxp_caller). 

 

Step 7: Accept the call by remote  

Input below command to accept the remote incoming call. 

remote_call_answer <call_index> 

Following type of message would appear on the console.  

List current state of current calls (err 0). TBS Index 255, call count 1, call 

state list,  

call index 1, state 3, flags 1.  

List current calls (err 0). TBS Index 255, call count 1, call list,  

call index 1, state 3, flags 1, remote uri tel:qq  

List current state of current calls (err 0). TBS Index 0, call count 1, call 

state list,  

call index 1, state 3, flags 1.  

Disable: stream 202EFF80  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  
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Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Fail to send stream (error - 77)  

Stop: stream 202EFF80  

Disable: stream 202F6350  

Audio Stream 202F6350 stopped with reason 0x13  

Audio Stream 202EFF80 stopped with reason 0x13  

Enable: stream 202EFF80 meta_count 1  

Enable: stream 202F6350 meta_count 1  

Init Audio SAI and CODEC, samplingRate :16000  bitWidth:16  

Set default headphone volume 70  

Start: stream 202F6350  

Start: stream 202EFF80  

5.32 Wireless UART Sample Application  
The application implements a custom GATT based Wireless UART Profile that emulates UART over BLE. 
Central and peripheral role can be switched by user button (SW8). To test the service/profile the "IoT 
Toolbox" application can be used which is available for both Android and iOS. IoT Toolbox can be found on 
Apple App Store or Google Play Store. 

5.32.1 wireless_uart Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode, and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.32.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board. When the demo starts, the following message about the demo would appear on the console. 

 
BLE Wireless Uart demo start...  

Bluetooth initialized  

Advertising successfully started  

The demo requires user interaction. The application will automatically start advertising the wireless uart 
Service after reset, the application can only accept 1 connection when configured as a peripheral. 

The application will start scanning and connect to the wireless uart Service automatically. 

Pressing the Button will switch from Peripheral mode to central mode and now it can connect to 8 devices. 
We can use "IoT Toolbox" or another wireless_uart example (use B to refer to) to test the current device.  

peripheral role test: 

Open "IoT Toolbox" application on an Android or iOS smartphone, select the "Wireless UART" option. 
A device named "NXP_WU" should appear. Connect to "NXP_WU" by selecting the device from the scan 
list. The Android/iOS device should receive a prompt for a Bluetooth Pairing Request. Please complete the 
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pairing process by entering the passkey that is displayed on the debug terminal. Once pairing is completed, 
we can now transmit and receive data over the emulated UART interface.  

BLE Wireless Uart demo start...  

Bluetooth initialized  

Advertising successfully started  

Connected to 4B:6B:F0:B6:7C:F8 (random)  

GATT MTU exchanged: 65  

[ATTRIBUTE] handle 40  

[ATTRIBUTE] handle 41  

Passkey for 4B:6B:F0:B6:7C:F8 (random): 994660  

Security changed: 20:39:56:C6:6C:6C (public) level 4 (error 0)  

Data received (length 5): hello  

central role test: 

let B work as default state after reset.  
short press the user button(SW8), the example will work as central can automatically connect to any 
discovered wireless uart example. Each time short press, the example will scan and connect to wireless uart 
service if new device is found. 

BLE Wireless Uart demo start...  

Bluetooth initialized  

Advertising successfully started  

Scanning successfully started  

[DEVICE]: 24:FC:E5:9F:EE:EB (public), AD evt type 3, AD data len 28, RSSI - 92 

[DEVICE]: 64:86:7F:5A:7C:7F (random), AD evt type 0, AD data len 23, RSSI - 81 

[DEVICE]: 64:86:7F:5A:7C:7F (random), AD evt type 4, AD data len 0, RSSI - 80 

[DEVICE]: 65:F2:7E:9A:AF:C7 (random), AD evt type 0, AD data len 19, RSSI - 89 

[DEVICE]: 65:F2:7E:9A:AF:C7 (random), AD evt type 4, AD data len 0, RSSI - 89 

[DEVICE]: 63:F2:B1:6A:FC:3D (random), AD evt type 0, AD data len 18, RSSI - 80 

[DEVICE]: 63:F2:B1:6A:FC:3D (random), AD evt type 4, AD data len 0, RSSI - 80 

[DEVICE]: 78:B3:AA:89:78:3B (random), AD evt type 0, AD data len 18, RSSI - 80 

[DEVICE]: 78:B3:AA:89:78:3B (random), AD evt type 4, AD data len 0, RSSI - 79 

[DEVICE]: 80:D2:1D:E8:2B:7E (public), AD evt type 0, AD data len 21, RSSI - 43 

Connected to 80:D2:1D:E8:2B:7E (public)  

GATT MTU exchanged: 65  

[ATTRIBUTE] handle 25  

[ATTRIBUTE] handle 26  

Security changed: 80:D2:1D:E8:2B:7E (public) level 2 (error 0)  

NOTE: The device address, AD event type data len, and RSSI are variable, it depends on all the Bluetooth 

device in test environment. 

Send data 12345 in B device's Serial port terminal, then current device will print the following log. 

Data received (length 5): 12345   

Send data 123 in current device's Serial port terminal, then B device will print the following log. 

Data received (length 5): 123  

5.33 Wi-Fi CLI over Wireless UART Sample Application  

This section describes the application to demonstrate on how a wireless function based on "wifi_cli" demo 
and "wireless_uart" demo, enable users to use Wi-Fi command-line interface(CLI) over BLE wireless UART. 
The "IoT Toolbox" application can be used to test LE operations which is available for Android on Google 
Play Store and iOS on Apple App Store. 

NOTE: This sample application is only supported on IW612 with i.MX RT1060 EVKB board. 
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5.33.1 Wi-Fi CLI over Wireless UART Application Execution 

Please refer to the previous sections 3.1.1-3.1.4 and 5.1.1 for instructions on importing a project, building 
an application, running an application in debug mode, and flashing an application program for a few IDEs. 
Please refer to section 2.1 for serial console tool setup. 

5.33.1.1 Run the application 

Press the power reset button on i.MX RT1060 EVKC board to run the demo application downloaded on 
the board.  

The application will automatically start advertising the wireless UART Service after reset. The demo 
require user interaction. 

¶ Open "IoT Toolbox" app on mobile and select the "Wireless UART" option. 

¶ Search for the "NXP_WU" named device in the scan results ƻŦ άLƻ¢ ¢ƻƻƭōƻȄέ ŀǇǇ. 

¶ Click on the "NXP_WU" device to pair with i.MX RT EVK board. 

¶ Accept the Pair request on "IoT Toolbox" app or else connection may fail.   

¶ The following message of the demo would appear on the άIoT Toolboxέ mobile app console. 

 
 

 

¶ After successful pairing, "IoT Toolbox" app can send/receive the data to the i.MX RT EVK board. 

¶ "IoT Toolbox" app ƛǎ ƴƻǘ ŀŘŘƛƴƎ Ψ\ƴΩ ŎƘŀǊŀŎǘŜǊ ƻƴ ά9ƴǘŜǊέ ƪŜȅ press. To avoid this limitation , 

change the default macro " #define END_CHAR '\ n' " to any other uncommonly used character, 

ǎǳŎƘ ŀǎ ά ІŘŜŦƛƴŜ 9b5ψ/I!w ϥϪϥ έ ƻƴ ǘƘŜ ǎƻǳǊŎŜ ŎƻŘŜ ƻŦ ǘƘŜ i.MX RT EVK board on this SDK path 

" <SDK_2_XX_X_MIMXRT1170-EVKB>\ boards\  

evkbmimxrt1170\ evkbmimxrt1170_wifi_cli_over_ble_wu\ wifi \ cli.c".  
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¶ Send the command ending with special characterΣ ŜȄŀƳǇƭŜ ŦƻǊ άǿƭŀƴ-ƳŀŎϪέ ƻǊ άhelp@έ.  

 

 

  




















































































































