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v.8 20220627 Modifications:

A Table 5 : added u-blox modules
ASection 3 .-up 51 dg S updatetidogse d o :
ASecti on 3.1 ./Ki. 3md dddedaméw corimand
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application
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v.9 20220812 Modifications:
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A Table 5 : Updated tested module information

ASect i ofF i3 StaWipl e A ppdated SBK version's O :

ASection 3.1.1. 2 Updatedonpdule macr6and t i ng s
screenshot

ASection 3.1.2.1 #l nst dpddted &mgédandsC C
cmake version
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screenshot
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ASection 3.1.5.14 70Ot h&pdatedF& ension, CL |
wlan_info output

ASection3.211ARun t he aldpddted EWversiann o :
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ASection5.16.lfiperipher al be&xen ufiBeagcond c at
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ASection 5.17 fAaudi o prUptated sereeBshotsp | ¢

ASection 5.17.2.4 AConfigure the A
Added new method for converting PEM file to C string

Asection 5.18 #Awifi _proviRemoeedi ng S4

v.il 20230320 Modifications:
ASecti o i3 StaWwipl e A ppdated SBKiversions o :
ASection 3. 1. 5. pddédsdmmand forSMPAXSAR(R3) :

A Section 3.1.5.14 fSet/Get Antenna Diversity Configurationa Added new
command

A Section 3.1.5.15 fSet/Get Region Coded Added new command
A Section 3.1.5.16 fSet RSS! low thresholdd Added new command

A Section 3.1.5.17 fRoaming with 802.11k, 802.11r, and 802.11va Added
new command

ASection 3.1.5.18 Ot hdlpdatedcryptou | CL |
commands

A Section 3.2 fifi_setup Sample Applicationa Modification in sample app
flow

A Section 3.3.2 fivifi_webconfig Application Executiona Updated logs and
added NOTE for wpa3

A Section 3.5.1.9 fSet/Get ED MAC Featured Updated logs

A Section 3.6 fwifi_ipv4 ipv6_echo Sample Applicationa Updated logs

v.12 20230727 Modifications:

ASection 2.3 #Al Per fUptatediBerfeersidn st Se {

A Table 5: Added macro for IW612, updated SDK version, added foot
NOTE for IW612

A Section 3.1.1 "Run a Demo with MCUXpresso IDE": Updated version
A Section 3.1.2 "Run a demo using ARM® GCC": Updated version
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A Section 3.1.3 "Run a demo with IAR IDE": Updated version

A Section 3.1.4 "Run a demo using Keil MDK/uVision": Updated version
A Section 3.1.5.1fi St-ap t | opgated logs

A Section 3.1.5.2"Help command": updated logs

A Secion 3.1.5.4 "Scan command": updated logs and added new
command wlan-scan-channel-gap

A Section 3.1.5.6"Station mode (connect to AP)": new command wlan-get-
signal

A Section 3.1.5.7"Start Soft AP": Added new command wlan-set-uap-
hidden-ssid

A Section 3.1.5.10 "Wi-Fi Host sleep/wowlan": Updated logs

A Section 3.1.5.11 "Wi-Fi Cloud Keep Alive": Added new

A Section 3.1.5.15 "Roaming based on RSSI event": Added new

A Section 3.7 "wifi_wpa_supplicant Sample Application": Added new

A Section 4.2 "Enable Host based WPA supplicant Feature for Wi-Fi
application": Added new

A Table 20: Added macro for IW612

A Section 6 "802.15.4 Sample Application"; Added new
v.13 20231018 Modifications:

A Table 12: Added data rate table for 802.11ax

ASection 3.7 fAuart wifi Addednédwge Sa mj

ASection 3Fi8.das$y oM nAddednew( DPP) 0 :

A Section 3.8.1.77 w |-cond-keep-a | i Adeled new

A Section 5.14 to 5.21: Added new

ASection -Ki. 2BLIAWIver Wirel ess UAdeed
new

v.14 20240110 Modifications:

A Section 1.2 "Considerations": Added entry for IW612

A Table 4: Added entry for IW612

A Table 5: Added new

A Section 3.1.2.3"Flash the application program (no debugging)": Added
NOTE for i.MX RT1060 EVKC and RT1170 EVKB

A Section 3.1.5.1"Start-up logs": Updated logs
A Section 3.1.5.5"Add network profile": Updated logs

A Section 3.1.5.6 "Station mode (connect to AP)": Updated wlan-add
command

A Section 3.1.5.7"Start Soft AP": Updated wlan-add command

A Section 3.4.1.3"Display and Clear Received Wi-Fi Packet Count":
Updated logs

A Section 3.8.1.3.3 WPA3- E n t_e r_pAdded imfasmation for Connection
Establish time

A Table 10: Updated
A Table 11: Updated
A Table 12: Updated

A Section 3.4.1.7 "Transmit standard 802.11 packets": Updated command
usage and logs

A Section 3.7 "uart_wifi_bridge Sample Application": Removed NOTE for
IW612 and added labtool link for 8987 and IW416

A Section 3.8.1.2"Add network profile": Updated logs
A Section 3.8.1.3.1 "Enable auto reconnect option": Added new
A Section: 3.8.1.3.2 "Channel State Information (CSI)": Added New
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A Section 3.8.1.3.3 "Other Security options"; Added new EAP methods
SIM, AKA, AKA-PRIME, FAST

A Section 3.8.1.4.1 "Other Security options": Added new EAP methods
SIM, AKA, AKA-PRIME, FAST

A Section 3.8.1.6 "Independent Reset (IR)": Added new

A Section 3.8.1.8"wlan-cloud-keep-alive": Removed comment related to
IW612

v.15 20240405 Modifications:

A Table 4: Updated for 2.15.1

A Section 3.1.3: "Run a demo with IAR IDE": Updated IDE version

A Section 3.1.5.6: "Station mode (connect to AP)": Update WPA3 Security

ASection3.1.5.7:fi St ar t Bpdate WPAPSecurity

A Section 3.1.5.11: "Set/Get Antenna Diversity Configuration": Updated

A Section 3.1.5.13: "Roaming based on RSSI event": Updated

v.16 20240628 Modifications:

A Updated SDK version to 2.16.0 and foot note for AW611

A Features and Debug macros configurations restructured

A Section 1.2 "Considerations": Added note for AW611

A Section 3 "Wi-Fi Sample Applications": Added note

A Section 3.1.1 "Run a Demo with MCUXpresso IDE": Updated IDE version

A Section 3.1.3 "Run a demo with IAR IDE": Updated IDE version

A Section 3.1.4 "Run a demo using Keil MDK/uVision": Updated IDE
version

A Section 3.1.5.7 "Start Soft AP"; Added note for PWE

A Section 3.1.5.8"IPerf Server/Client": Updated logs, Added -r option for
server

A Secion 3.1.5.10 "Wi-Fi Host sleep/wowlan": Added mef

A Section 3.1.5.12 "Get Region Code": Removed set command and added
note

A Section 3.5.1.2"Get Region Code": Removed set command and added
note

A Section 3.5.1.6"Set/Get Tx Rate Configuration": Updated
A Section 3.8.1.6"Independent Reset (IR)": Added OOB

A Secion 5.24.1.1 "Shell Run the application": Added command for HCI
reset, independent reset, In-band reset, Out-of-band reset

A Section 5.27: "Bluetooth Only firmware Download Test Procedure”:
Added new

v.17 20240925 Modifications:

A Updated SDK version to 2.16.100

A Section 3.1.5.7"Start Soft AP": Added WPA3 SAE examples

A Section 3.1.5.9"Wi-Fi Power Save": Updated idle time related info

A Section: 3.8.1.3 "Station mode (connect to external AP)": Added info
related to pwe along with WPA3 SAE examples

A Section: 3.8.1.3.2 "Channel State Information (CSI)": Added UAP and
STA mode examples

A Section 3.8.1.4.1 "Other Security options": Added new WPA3 SAE
examples

A 3.1.5.6 "Station mode (connect to AP)": Added ST Ad s eRanmifles

A Section 3.1.5.7 "Start Soft AP": Added ACS mode info & examples

A Section 3.1.5.7"Start Soft AP": Added A P 808VE mode info & examples
A Section 3.1.5.7"Start Soft AP": Added Hidden SSID cmd usage details
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A Section 3.1.5.8"IPerf Server/Client": Updated usage details
A Section 3.1.5.13 "Roaming based on RSSI event": updated

ASection 3.1.5.17 f@ARoaming wi tAdded 0]
description and cmd usage examples

A 3.7 "uart_wifi_bridge Sample Application": Added labtool option details.
A 3.8.1.3.4 "Other Security options”: Up d at e d S TekamplesO WE
A 3.8.1.4 "Soft AP mode": Added ACS mode info & examples

A 3.8.1.4 "Soft AP mode": Added Hidden SSID cmd usage details

A Section 3.8.1.4.1 "Other Security options": Added A P 808E examples

A Section 3.8.1.9 "Wireless Location Service (WLS) using IEEE 802.11mc
and |IEEE 802.11az": Added

A Section 5.6 to 5.9: Added PBAP and MAP profile examples

v.18 20241210 Modifications:

A Updated SDK version to 24.12.00

A3.8.1.10 "WLAN Offload Feature": Added ARP & NS Offload command
examples

A3.8.1.3.1 fAEnabl e aRemovedr econnect o

v.19 20250326 Modifications:
A Updated SDK version to 25.03.00
A Section 1.2: New addition of wireless SoC IW610

A Section 1.3: Added link for HW rework guide, user manual UM11441 and
WLAN driver reference manual

A Section 3: Added wireless module configuration changes with snapshot.

A Section 3: Added snapshots of MCU expresso IDE with respect to RT
1060 EVKC.

A Section 3: Updated IW610 Murata 2LL module, Updated RT1060 EVKC

A Section 3.1.5 "wifi_cli Application Execution” : Updated logs

A Section 3.2 "wifi_setup Sample Application": Updated logs

A Section 3.3.1 "User Configurations”: Updated

A Section 3.3.2 "wifi_webconfig Application Execution”: Updated logs and
images

A Section 3.4.1 "wifi_test_mode Application Execution": Updated logs

A Section 3.5 "wifi_cert Sample Application": Updated logs

A Section 3.8.1 "wifi_wpa_supplicant Application Execution”: Updated logs
and commands

A Section 5: Added wireless module configuration changes with snapshot.
A Section 5: Updated IW610 Murata 2LL module
A Section 5: Updated the command output as per the latest validation

A 5.20 Broadcast media sender 4 BIS: Added new LE audio sample
example

A 5.21 Broadcast media receiver 4 BIS: Added new LE audio sample
example

A 5.26 Unicast media sender 4 CIS: Added new LE audio sample example
A 5.27 Unicast media receiver 4 CIS: Added new LE audio sample example

A 5.28 Unicast media sender Microphone: Added new LE audio sample
example

A 5.29 Unicast media receiver to BMS: Added new LE audio sample
example

A Section 5.30.2 & Section 5.31.2: Added a note which explains URI
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A Section 5.35: Changed the Bluetooth config file name

v.20 20250625 Modifications:

A Updated SDK version to 25.06.00

A Sample applications: Updated console logs

A Table 4: "Macros for Wi-Fi Modules": Added note

A 3.1.1 "Run a Demo with MCUXpresso IDE": Updated IDE version
A Section 3.1.3 "Run a demo with IAR IDE": Updated IDE version

A Section 3.1.4 "Run a demo using Keil MDK/uVision": Updated IDE
version

A Section 3.1.5.10 A WFi Ho s t Updated e p 0 :
A Section 3.1.5.15 "Zero Copy": Added

A Section 3.1.5.16 "Other useful CLI commands": Updated wlan-version
version

A Section 3.4.1.8"Other useful CLI commands": Updated wlan-version
version

A Section 3.6.1.5"Print IP Configuration": Updated
A Section 3.8.1.5"Wi-Fi Direct": Added

v.21 20250918 Modifications:

A Updated SDK version to 25.09.00

A Sample applications: Updated console logs

A Section 3.8.1.3.2 "Processing CSI i Ambient motion index (AMI)": Added
A Section 3.8.1.5.4 "P2P Invitation and Persistent Group": Added

A Section 5.38 "A2DP bridge with LE Audio": Added
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1 Aboutthis Document

1.1 Purpose andécope
This documenprovides the step$o configure, compile, debug, flash and rilre WiFiand Bluetooth
sampleapplications available in thRICUXpress&DKIt also cover$DE configurationand required tool
set up.

1.2 Considerations
Thei.MX RTis powered by FreeRTOS and the RTOS drivers are added to sup@8WhEe01, IW416
IW612 IW610and 88W8987NXPRbased wireless moduse This document doesot includeNXPRbased
wireless modulesnformation,i.MX RTproductinformation, hardware interconnection, board settings,
bring-up, IDE setup, SDK downloa these are covered in théM11441 The user must haveMX RT
platform related IDE and tools installed before going through the given demo process.
Note:
The IW612/611 support is enabled in i.MX RT1170 EVKB and i.MX RT1060 EVKC.
AW611 module support is available only in i.MX RT1180 EVKA
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Reference Type

Description

User manual NXP¢ MCUXSDKGSUGetting Started with MCUXpresso SDi)
Web page NXP- Getting Startedvith Wi-Fi on i.MX RT platform&nk)
NXPg UM11441- Getting Started with NxBased Wireless Modules and i.MX RT Platform
User manual Running on RTQEK)
NXP- MCUXpresso_SDK_WLAN_Driver_Reference_Manudlipidf
User manual SDKDocuments available 8DK_<version>_EMRTFPlatform docd wireles§ Wi-Fi
NXP- Hardware Rework Guidgnk)
Web page
User manual SIG- Core Specificationilik)
NXP- AN13296 Embedded WFi Subsystem API Specification vH®st driver firmware
AppPNOTE interface (ink)
NXP¢ AwdMusicControl.apk
Android SDK Source:
Application SDK_<PATMzoardd evkmimxrt1060edgefast_bluetooth_exampleaudio_profildandroid_

app.

Configuration file

NXP- aws_clientcredential.h
SDK Source:
SDK_<PATMFrtos\freertoss\demosinclude.

Configuration file

NXP- CertificateConfigurator.html
SDK Source:
SDK_<PATMHos\freertos\tools\certificate_configuration

Mobile application

NXP- 10T Toolbox AndroiddT Toolbox on Google P)ayT Toolbox
on the APP Stoje

Specifications

Specifications | Bluetooth® Technology Website
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2 Tool Setup

2.1 Serial Consol€oolSetup
¢tKS aSNRLIft O2yaztS G22f A& dzaSR (2 NBIR 2dzi GKS
RT EVK board.
1 Download and install the terminal emulator software such asnicom (Linux or Ma®©S) orTera
Term (Windows)
1 Use amicro-USBto USB cable to connect i.MX RT1060 E¥Kard to the hostcomputer running
on Linux, Mac O8r Windows.
1 Open a terminal emulator program like minicomr Tera term.
1 For minicom use following commanand configure the below settings for serial console access:

# minicom -s

Serial Port Setup:

- /dev/ttyACMX serial port
- 115200 baud rate

- 8 data bits

- No parity

- One stop bit

- No flow control

Prior to running the Bluetooth demo application, update the serial console configuration so there is no
extra spacing.

For Tera Term:
1 Go to Setup > Terminal
1 Look for thenew line section
I Setthe Receive to Auto

For minicom:
Pres<Ctrl + Aand then presZ key to open the Help menu
Press theJ key to add a carriage return

2.2 WiresharKTool Setup
The Wireshark tool is required to analyze the-RVsniffer logs. Download and install Wireshark tool for
Windows and Mac OS frohere.

Steps to install Wireshark tool on a computer running Linux Ubuntu:
sudo add - apt - repository ppa:wireshark - dev/stable

sudo apt update

sudo apt install wireshark

2.3 |Perf Remote Host Setup

Remote host setup for O&inux:
Perform the following steps to complete ttsetup:
1 Download package of IPerf 2.1.9 for Ubuntu 16.04 ftare

1 Extract the package
$tar -xzfiperf -2.1.9.targz

1 Install the package using below commands
$cdiperf -2.1.9

$ ./configure

$ make
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$ sudo make install

NOTE Iperf2.1.9is used for the demonstration.
1 Run the suitable command from the following table.

Functionality Command

TCP server iperf  -s -il

UDP server iperf -s -u -il

TCP client iperf - c <server_ip> il -t60
UDP client iperf - c <server_ip> -u -il1 -t60

Remote host setup for mobile phone:

Perform the following steps to run the iPerf:

1 Download the iPerf application like Magic iPerf, HE.NET Network Tools etc.

1 Open the application and select the iperf2. Run the suitable from the following table.

Functionality Command
TCP server -s -il

UDP server -s -u -il

TCP client - c <server_ip> il -t60
UDP client - c <server_ip> -u -il -t60

2.4 iPV4/6 Tool Setup

Remote host setup:

1 ncat- Recommended tool. Supports both IPv4 and IPv6. It is part of nmap tools. It can be found at
https://nmap.org/download.htm|

1 nc (netcat) Basically, the same agat, but a lot of antiviruses consider this a virus.
1 echotool- Supports only IPv4 and only for Windows. It can be obtained from
https://github.com/PavelBansky/EchoTool
Zone Index:
1 On Windows, the zone index is a number. You can get it from the output of the ipconfig command.
1 On Linux, the zone index is an interface name.
i To connect to board with address FE80::12:13FF:FE10:1511,
o over interface 21 on your Windows machine specify address as
FE80::12:13FF:FE10:1511%21
o over interface eth on your Linux or Mac machine specify address as
FE80::12:13FF:FE10:1511%eth0
NOTEThe demo has only a single interface, so do not append zone ID to any address typed to the demo
terminal.
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3 Wi-Fi Sample Applications

This chapter describes the Wi example applications that are available in the SDK, and the steps to
configure, compile, debug, flash, and execute these examples.

These Wi examples can be configured based on theFiWhodules used with the help of Wi module
specific macros.

Table4 lists the WiFi module specifimacros that are common to all Vi examples.
Note: The macro configSUPPORT_STATIC_ALLOCATION is not for user configuration.

Module Chipset Macro
AzureWave AWAMA457 IW416 WIFI_IW416_BOARD_AW_AM457_USD
WIFI_IW416_BOARD_AW_AM457MA
AzureWave AWAMS510 IW416 WIFI_IW416_BOARD_AW_AM510_USD
WIFI_IW416_BOARD_AW_AM510MA
AzureWave AWCM358 88W8987 WIFI_88W8987 BOARD AW _CM358_USD
WIFI_88W8987 BOARD AW _CM358MA
Murata Type 1XK IW416 WIFI_IW416_BOARD_MURATA_1X$D
WIFI_IW416_BOARD_MURATA_ 1XK_M2
Murata 1ZM 88w8987 WIFI_88W8987_BOARD_MURATA_ 148D
WIFI_88W8987_BOARD_MURATA 1ZM_M2
Murata Type 2EL IW611/612 WIFI_IW61x_BOARD MURATA 2ELIUSD
WIFI_IW612_BOARD_ MURATA 2EIl M2
Murata Type 2LE) IW610 WIFI_IW610_BOARD_MURATA 2LL_M2
EVKMAYAW1 IW416 WIFI_IW416_BOARD_UBX_MAYA_W1_USD
EVKIODYW2 88W8987 WIFI_88W8987_BOARD_UBX_JODY_W2_USD
u-blox Jody W5 AW611 WIFI_AW611_BOARD UBX_JODY W& M2

[1] The module operation support is available in tidXRT117EVKENd i.MX RT1060 EVKC
[2] The module operation is available only with i.MX RT1180 EVKA

[3] If any WiFi initialization issue observe, connect J112.0X RTO60EVKC

USD=microSD interface

M2=M.2 interface

Refer readme_modules.md file located <PATH_TO_SDK_Wkample> directory for board settings of
M.2 interface

Memory Region Total Size wifi_cli wifi_wpa_supplicant
BOARD FLASH 8 MB 1.57 MB 2.54 MB
SRAM_OC 768 KB 385.49 KB 518.77 KB
SRAM_DTC 128 KB 132 B 132 B

SRAM_ITC 128 KB 123.616 KB 130.82 KB
BOARD_SDRAM 30 MB 0 0
NCACHE_REGION 2 MB 0 0
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3.1 wifi_cliSample Application

This section describes thefi_cliapplication to demonstrate the CLI support to handle and enabkiWi

configuration for the features including scan the visible access points, create and configure the access

point, connection with the access poiand Throughput performance check using iPerf measurement

tool. The CLI module in the application allows users to add CLlIs in the application. In this sample

application WiFi connection manager CLlIs are available.

TCP UDP
Server (Rx only) Server (Rx only)
Client Client
= )] - = [} —
92 T = g2 5 =
> o = x®© > o B = x®©
o (@} = (@] a c
S © X °© ﬁ qj’ X © X ° I>—< g
~ 3 (a4 == = ~ S & -z
- C & e 4
£ = = =
WiFi AP Mode WiFi STA Mode
WPA2 DHCP Deep WPA2
IEEE PS
WPA3 SAE| |server | | ACS Scan | | gleep WPA3 SAE (R3)
W iFi cli sample App running on i.MXRT+WiFi Module ’.-:-.'*

UM11442

iperf Remote
host system
(Ext AP/STA)

e
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Wi-Fi and iPerf Features:

Features Details

Wi-Fi Soft AP mode

Wi-Fi Station mode

Wi-Fi Scan

Wi-Fi IEEEPS powsaving mode
Wi-Fi deepsleep power saving mode
. Wi-Fihost sleep/wowlan

WiFi Wi-Fi RF Calibration

Wi-Fi coexistence with external radios (for 88W8801)
Wi-Fi 11r roaming

Wi-Fi Cloud keep alive

Wi-Fi Turbo mode

Wi-Fi Zero copy

TCP Client and Server
TCRClient dual mode (Tx and Rx in simultaneous)
TCP Client tradeff mode (Tx and Rx individual)

IPerf
UDP Client and Server

UDP Client dual mode (Tx and Rx in simultaneous)
UDP Client tradeff mode (Tx and Rx individual)

3.1.1 Runa Demo with MCUXpresso IDE

This section describes the steps to import, configure, build, debug antheustemo example through
MCUXpresso IDEICUXpresso IDE versio2bw06.00 or highelis used foithe followingdemo steps.

3.1.1.1 Project Import
Step 1:SDK Installation
T Open MCUXpressiDE.
1 Locate thelnstalled SDK&b at the bottom of the following image
§ Drag and drop the SDK into the Installed SD&b.h y OS R2y S Of popipwiadow.¢ 2y (K

X
SR -4 @ BOHFLP~% 5 HvOv Qv ®s~ v - - A
Project E. Registers % Faults 7 Peripher.. = © = B = Outline Global Variables - =
SDK Details
There are no projects in your workspace. 8 MCUXpresso IDE SDK import X | No SDK select
To add a project
8 Are you sure you want to import the following SDK in the common ‘mcuxpresso’ folder?

C:\Users' rolf£297 6, doc. menrs JAS Tk =205 01 DTRII\SDK == g = MIMXRT1060-EVKC.zip

[ Do not ask for confirmation on SOK Drag and Drop install

% Quickstart Panel % © Variables % Breakpoints  ~ = 0l o ] Cancel je Peripherals ™ © 0 Memory % © Heap and Stack ..~ ©
g ~ Y T - 3 -
A MCUXpresso IDE Quickstart M
B No project selecied Installed SDKs
< Craate oF import a project To install an SDK. simply drag and drop an SOK (zip file/folder) or an SDK Git repository into the ‘Installed SDKs' view. [Common ‘macuxp:
B ) Installed SDKs " Available Boards Available Devices
B b Name SDK Version Manifest Version  Location
B3® ot from Applicat e Hut
® import proje m file )
- Build your project
= VLS >
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Step 2:Import an example
1 Go to the Quickstart panel and select the option Import SDK example(s).

U Quickstart Panel x |- Variables ° Breakpoints ~ B Olnstalled SDKs % [ Properties [l Problems & Console & Terminal & Image Info 8 Debugger Cons... % Offline Peripherals ~ &
. A cv@oald
B MCUXpresso IDE Quickstart

“*’ No project selected o Installed SDKs
~ Create or import a project To install an SDK, simply drag and drop an SDK (zip file/folder) or an SDK Git repository into the 'Installed SDKs' view. [Common 'mcuxpi
B Croate a new C/C4++ project... Installed SDKs " Available BoardsWAvailable Devicesw
Import SDK examplefs)... Name SDK Version Manifest Version Location .
Import from Application Code Hub... & SDK_2.x MIMXRT1060-EVKC ) 4 3150 e \SDK_«4.1.1 MIMXRT1060

® |mport project(s) from file system...

@ Import executable from file system...

~ Build your project

< v <

Step 3:SelectEVKboard.
1 Select the evaluation board.

B8 soK Import Wizard O X

O =

D Importing project(s) for device: MIMXRT1062:000¢8 using board: MIMXRT1060-EVKC

. Board and/or Device selection page ~
~ SDK MCUs Available boards

MCUs from installed SDKs. Please select an available board for your project.

Please click above or visit

mcuxpresso.nxp.com to obtain
additional SDKs.
NXP MIMXRT1062:00B
v MIMXRT1060
MIMXRT1062:00:xB

| Supported boards for device: MIMXRT1062xxxxB

Selected Device: MIMXRT1062x000(B using board: MIMXRT1060-EVKC SDKs for selected MCU

Target Core: cm? Name SDK Ver... Manifes... Location
Description: i.MX MIMXRT1062 600MHz, 512KB SRAM #SDK 2.x MIMXRT10 25.03.00 (¢ 3.15.0 B <Common>\¢
Microcontrollers (MCUs) based on ARM Cortex-M7 o ”

@ < Back Finish Cancel
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Step 4:Select any Wi or Bluetooth exampland verify default Project Options
1 For example, select wifi_examples > wificli and pressFinish button to import the selected
example into the workspace

. SDK Import Wizard O X

® You have selected 1 project to import: ‘evkcmimxrt1060_wifi_cli'.
The source from the SDK will be copied into the workspace. If you want to use linked files, please unzip the

. Import projects
Project name prefix: ‘ evkemimxrt1060 X | Project name suffix:

Use default location

Location: C\Users\nxf63916\Documents\MCUXpressolDE_24.12.148\workspace\evkcmimuxrt1060 Browse...

Project Type Project Options

@®cC Project C++ Project C Static Library C++ Static Library SDK Debug Console O Semihost @ UART Example default
Copy sources
Import other files

Examples | % | @ B
| type to filter |
Name Description Version ~

> [] € usb_examples
v [H] £ wifi_examples
[7] = uart_wifi_bridge uart_wifi_bridge
[ ] = wifi_cert wifi_cert
| % wifi_cli wifi_cli |
] = wifi_ipv4 ipv6_echo The wifi_ipv4_ipv6_echo demo application demonstrates a TC
[] = wifi_setup The wifi_setup demo implements a simple Wi-Fi station setuy
[] = wifi_test_mode wifi_test_mode
] = wifi_webconfig Simple AP to Client configuration over web.
[ ] = wifi_wpa_supplicant wifi_wpa_supplicant
v
@ < Back Next > Cancel
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3.1.1.2 Project Settings

1 By default, the project is configured to use the&/IFI_IW612 BOARD MURATREL M2 Wi-Fi
module based orlW612chipset. Modify the value to match the module on your setup to include
and compile the desired driver, components and application(s).
1 To enable the support for other modules:
o Import the project.
o Go to project properties > C/C++ Build > Settings > Preprocessor.
0 Select another macro.

1 Refer toTable4 for the list of macros for WiFi modules.

X i @ Properties for evkemimurt1060_wifi cl o x
File Edit Source Refactor Navigate Search Project ConfigToolf o
i BYR YL =1 type filter text Settings 3
& Project ... % Ui Registers % Faults 7 Peripher.. — O [Emain > Resource .
Y BN Builders :
. - . : Configuration: Debug [ Active ] ~ | |Manage Configurations...
~ & evkemimart1060_wifi_cli <Debug> ~ 2 | ¥ C/C++ Build
© Project Settings Build Variables
Includes - Environment g o1 Settings| # Build Steps| ? Build Artifact @ Binary Parsers © Error Parsers
@ CMSIS 6 Logging ) ) N
@ board 7 MCU settings v MCU C Compiler ] Do not search system directories (-nostdinc)
@ component 8 Seftings (2 Dialect [ Preprocess only (-E)
= device 9 Tool Chain Edi & Preprocessor Defined symbols (-D) PR
@ drivers 19 C/C++ General #Includes XIP_EXTERNAL FLASH=1 ~
@ freertos i ’ MCUXpresso Cor £ Optimization FSL_FEATURE_PHYKSZ8081_USE_RMIISOM_MODE
& linkscripts 13 | Project Natures  Debugging FSL_SDK_ENABLE DRIVER CACHE CONTROL=1
i 4 i # Warnings USE_RTOS=1
 lwip 14 Project Reference:
15 - 5 Miscellaneous PRINTF_ADVANCED_ENABLE=1
& sdmmc = ! > Run/Debug Settir = - -
16 { B Architecture SDK_DEBUGCONSOLE=1
v @ source 17 { TaskTegs . MCUX_META BUILD
B apph 18 | > Validation ~ 1 MCU Assembler %A USED
3 FreeRTOSConfigh 194 Wikilext ® General SERIAL PORT TYPE UART=1
i FreeRTOSConfigBoard h 204 BRI /IFI 1W612 BOARD MURATA 2EL M2
2 . .
[ fsl_debug_console_confh ol = | s MCQ Linker CONFIG_NXP_WIFI_SOFTAP_SUPPORT=1
@ General SO_REUSE=1
U Quickstart Panel > “=Variables ® Breakpoints 2 Insta & Libraries SDIO_ENABLED=1
. . o Mol
(%] MCUXPresso IDE Quickstart - Sr:s“;[‘:;u} Setii Undefined symbols (-U) a
Ty N . . . e I 1o N
Project: evkerimxrt1060_wifi_cli [Debug] Ins ared Library Settings
To Inst (& Architecture
- Create or import a project < "T. # Managed Linker Script
B Create anew C/C++ project... Installg 3 Multicore
e(s). Name ¥ ® MCU Debugger
Code Hub.. (& Debug
le system.  Miscellanecus
& Import executable from file systemn. < > ~
=~ Build ject
_m & ,:D_I“_' prel w|l€ 2 Apply and Close Cancel

3.1.1.3 Build theApplication

1 To build the applicationgo to the Quickstart panel andelectBuild, or selectthe Build icon in
the main toolbar.
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. workspace - evkcmimxrt1060_wifi_cli/source/main.c - MCI
File Edit Source Refactor Navigate Search Project Cor
milh g | ® ~|& v|BiCL YL Bin|mnmE M
% Project E.. % iRegisters % Faults # Peripher.. ~ O

ST ®#4%| B~
v 1= evkemimxrt1060_wifi_cli <Debug>

© Project Settings
& Includes

= CMSIS

2 board

& component

= device

2 drivers

U Quickstart Panel x *-Variables “e Breakpoints - B

5 MCUXpresso IDE Quickstart -
“= Project: evkcmimxrt1060_wifi_cli [Debug]

) 200

~ Create or import a project

® Create a new C/C++ project...
® Import SDK example(s)...

& Import from Application Code Hub...
¥ Import project(s) from file system...

e Import executable from file system...
* Build your project

% Build
o Clean

1 Verifythe build result (success or fgilonthe console window
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0 Installed SDKs T Properties 2 Problems & Console * 4 Terminal & Image Info @ Debugger Cons... = Offline Peripherals ~ &

x| oo pm-aE v~

ICDT Build Console [evkemimxrt1060_wifi_cli]
Finished building target: evkcmimxrtl@60_wifi_cli.axf A

Performing post-build steps

arm-none-eabi-size "evkemimxrtlee@_wifi_cli.axf"; # arm-none-eabi-objcopy -v -0 binary "evkcmimx
text data bss dec hex filename

1671916 6968 397240 20876124 1faddcIevkcmimxrtlBGB_wifi_cli.axfl

15:32:19 Build Finished.lB errors, @ warnings.l (took 4m:37s.6@ms)

3.1.1.4 Run theApplicationin Debug Mode
Pleasdollow thesesteps to rurnthe application in debug mode.

1 Initiate the application debugusing thedebugicon in thetoolbar or go to the Quickstartpanel

and select Debug

.workspace - evkemimxrt1060_wifi_cli/source/main.c - MCUXpresso IDE
File Edit Source Refactor Navigate Search Project ConfigTools Run RTOS Analysis Window Help

o~ (8~ &~ Qiv|ruEdes IR PEELcRiSBIN LT[ rOovarmy~
% Project E... * ! Registers #Faults & Peripher.. ~ & [ main.c x
B8 7|8 % @~ § 12 /** @file main.c

~ =5 evkemimxrt1060_wifi_cli <Debug> ~ * . . .

@ Project Settings Z : @brief main file

A

# Binaries 5 * Copyright 2020 NXP

&l Includes 6 * All rights reserved.

& CMSIS 7 *

@ board 8 * SPDX-License-Identifier: BSD-3-Clause

% component 12 */

Bde.vice NS NN NNy

= drivers o 12 // Includes

@ fraartne L3 /711 FITIFIT R R TR LI L LT L LT LTI
 Quickstart Panel % “=Variables ®e Breakpoints =B 14

15 // SDK Included Files
] MCUXpresso IDE Quickstart 16 #include "board.h"
=== Project: evkemimxrt1060_wifi_cli [Debug] 17 #include "fsl_debug_console.h”
18 #include "wlan_bt_fw.h"

» Create or import a project 19 #include "wlan.h"

20 #include "wifi.h"

* Build your project 21 #include "wm net.h"

~ Debug your project Br@~-H~ <
& 0 Installed SDKs [ Properties [f! Problems & Console > 4 Terminal = Image Info & Debugg
x|

CDT Build Console [evkemimxrt1060_wifi_cli]

1 Selectthe associated emulator probe for the first time alustrated belowand press OK.
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Connect to target: MIMXRT1062:000¢A

1 probe found. Select the probe to use;

Available attached probes

MName Serial number /1D / Nickname Type Manufacturer IDE Debug Mode
CMSIS-DAP  02290000129469d90000000000... LinkServer ARM #on-Stop I

Supported Probes (tick/untick to enable/disable)
MCUXpresso IDE LinkServer (inc. CMSIS-DAP) probes

P&E Micro probes
SEGGER J-Link probes

Probe search options

Search again

Remember my selection (for this Launch configuration)

@ Cancel

1 Upon selecting the probe, the applicationis downloaded on the board and the program
execution starts with theprogram counterset at the main() function. PressResumeto start the
application. To debug the applicatigruse thestep into, step over andstep return buttons. To
end thedebugging sessigruse theTerminate button.

File Edit Source Refactor Navigate Search Project Configlools Run RTOS Analysis Window Help

o~ CRE S SRR e PUMRO R EBODN LA O % BDE-O-AUr i v fie G v v|m Q @&
&, Project Expl... Registers 4 faults 7 Peripherals+ " = Debug # | C 2 Outline 1~ Global Variables SHRRN % a
% B B - | @ eviomimut1060_wifi_cii LinkServer Debug [C/C+ + (NXP Semiconductors) MCU Application] AU wanh A

5 evkmimurt1060_wiff_cli <Debug> A v @ ekmimxrt1060_wifl_cliaxt [MIMXRT 106200004 (contex-m)] U wifih

© Project Settings ~ & Thread #1 1 (Suspended : Breakpoint) o wmneth

4 Binaries = main{) at main.c276 0x60012606 v U wmosh

& Includes o dicp-serverh

5 CMsis 2 e

@ board 275 ¢ N

B cortoonent 87 BaseType_t result = 0]

(void)result;

5 device

BOARD_ConFighPU();
BOARD_InitPins(); K
BOARD_InitBootClocks(); ©© TASK_MAIN_STACK_SIZE
5 sdmme 3 BOARD_InitDebugConsole();

® task main stack

v @3 source ® task main_task_handler

e et L i forsimbm ot
& FreeRTOSConfigh 2 printSeparaton(); % ©* sta_network
[ wipoptsh b © uap_network e
5 wippooish result = o wian_event_callback(enum wian_event season, void)
2 maine k XTaskCreate(task_sain, "sain”™, TASK_MAIN_STACK_SIZE, task_sain_stack, TASK_MAIN_PRIO, & o task main(void®)
2 semihost hardfauitc §200 assert(pdPASS == result); 5 o maintvokd) sint <
5 wi_configh v < > < >
 Quickstart Panel 11 = Variables % Breakpoints O Winstalle.. [ Propert.. & Proble.. © Console = M Terminal 4 Image . @ Debugg. Offline O 0 Memory Heap and Stack Usage ~ |8 SR
" s - . bl & & ™ O v 9 v Monitors
A MCUXpresso IDE - Quickstart Panel evkmimxt1060_wifi_cli LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application]
) Project evimimxrt1060_wifi_cli [Debug] [MCUXpresso Semihosting Telnet console for ‘evkmimxrt1@60_wifi_cli LinkServer Debug’
~ Create or import a project |
~ Build your project
& buld
R S o
7 oo
« Debug your project E-G-B-
2 e
v < >
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3.1.1.5 Flash theApplication Prograntno debugging)

Pleaseuse thefollowing steps to flaslthe application program.

To flash theequired binaries, select theUI Flash Toaton in the toolbar asshownin thefigure below
The GUI Flash Totdn be used to flash piauild binary or locally compiled binawith *.axf or *.bin
format. The path to thedcally compiled binaris the following
${workspace_lotkvkmimxrt1060_wificl\ Debugevkmimxrt1060_wificli.axf

Q-® - 8 E\@\ll LIPS RN ..| = | e o 2w e -fH
38 Gui Flash Teol | X
M
Target: MIMXRT1062:0000 A
Probe Options
Probe specific options
Connect script RT1060_connect.scp ~ | Workspace... || File System...
a Workspace... | File System...
Reset Handling Default ~
Flash Reset Handling Default ~
Boot ROM Stall | |
Wire Speed | |
[[] Reset the target on connection [] Disable use of preconnect script
Target Operations
Select the target flash cperation to perform
Program . Erase
Actions
Select the action to perform
@F’mgram i Program (mass erase first) L
(O Verify enly () Check file areas blank ]
Options
glectthe options to apply o)
File to pragram ':J ~ | Workspace... || File System...
Format to use for programming ®) axf () bin
Base address (xe0000000 w
Rur... Cancel

NOTEPIease refeto section3.1.5to viewthe output onthe console once the application is executed.
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3.1.2 Runademo usingfM® GCC

This section describes the steps to configure the commandiRIg® GCC tools to buitchdrun demo
applications. The wifcli application isusedas an examplegjet the samestepsapplyto anyother example
applicationavailable withthe MCUXpresso SDRheexampleusesLinux, one of the operating systems
that ARM GCC tools supportiease refer td CUXSDKGSfi@¢ more details on ARM GCC toolchain
setup.

3.1.2.1 Install ARM® GCC toolchain

In this section, the following steps are given to install toolchain:
1 Download the toolchain for Linux x86_64 system from thak (packagelinux x86_64arball).
1 Create a directory athe location of your choice

$ mkdir toolchain - dir

1 Copy thedownloaded toolchain package to the created directory and extract the downloaded
toolchain.

$ cp <download_path>/  arm- gnu- toolchain - 12.2.rell - x86_64 - arm- none - eabi.tar.xz
toolchain - dir/

$ cd toolchain - dir/

$tar -xvf arm-gnu-toolchain -12.2rell -x86_64 - arm- none - eabi.tar.xz

1 Export the ARMGCC_DIR variable usingfilieowing command:

$ export ARMGCC_DIR=<absolute - path>/toolchain -dir/ arm- gnu-toolchain -12.2.rell -
x86_64 - arm- none - eabi /

I Add the toolchain path tathe PATH environment variable using the command:

$ export PATH=$PATH:<absolute - path>/toolchain -dir/ arm- gnu-toolchain -12.2rell -
x86_64 - arm- none - eabi  /bin/

1 Downloadand installcmake(source and binary distribution) using thieinkfor Linux system.
9 Extract the source distribution and copy it to thieisr/share/ directory

$ tar -zxf cmake-3.25.1 .tar.gz
$ sudocp -rfcmake -3.25.1 /usr/share/cmake -3.25

9 Extract the binary distribution and copthe binaries to the/usr/bin/ directory

$ tar -zxfcmake -3.25.1-Linux -x86_64.tar.gz
$sudocpcm ake-3.25. 1-Linux - x86_64/bin/* /usr/bin/
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3.1.2.2 Build the pplication

This section provides the steps to build the application using the ARM GCC toolchain:
1 Go to thearmgccdirectory of the application

$ cd <SDK - top - dir>/boards/evkmimxrt1060/wifi_examples/wifi_ cli /armgcc/

Modify the configuration fomwireless module
1 By default, the project is configured to use th&/IFI_IW612 BOARD_MURATA_ 2EL WiZFi
module based on I\W§12chipset.
9 Build the binary
$ sh build_flexspi_nor_debug.sh

[100%] Linking C executable flexspi_nor_debug/wifi_ cli .elf
[100%] Built target wifi_ cli .elf

1 Generatewifi_cli.bin using following command

arm- none - eabi - objcopy flexspi_nor_debug/wifi_ cli .elf -O binary
flexspi_nor_debug/wifi_ cli .bin

NOTEPIease refer tdICUXSDKGSUas more details to debug the application using GDB.

3.1.2.3 Flash theapplicationprogram(no debugging)

NOTEStep provided in this section witht beuseful for i.MX RT1170 EVKB and i.MX RT1060 EVKC
This section provides the steps to flash the binary onifki& RTboard:
1 Connect the board to the Linux host systefihe board showss a Mass storage device in the
Linux host system.
1 Copy the application binarywifi_cli.bin) to the Mass storage device and wait fthne start of the
binary download on the board.

$ sudocp flexspi_nor_debug/wifi_ cli .bin /media/<user>/RT1060 - EVK/

1 The boardstops showingas Mass storage devicand gpears again once the flash processas
completed. If any error occurduring theflashing the FAIL.txffile is generated and storeth the
Mass storage device.

1 To access the device using the serial console please tefsection2.1.

wifi cli demo

Initialize CLI

Initialize WLAN Driver

MAC Address: 00:13:43:7F:9C:9F
[net] Initialized TCP/IP networking stack

app_cb: WLAN: received event 10

app_ch: WLAN initialized

WLAN CLlIs are initialized

NOTEPIease refeto section3.1.5to view theactual output orthe console once the application is
executed.
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Run ademo with IAR IDE

This sectiorprovidesthe steps to open, configure, build, debug and tha demo examplausinglAR
Embedded WorkbenclDE.Theinstructions and illustrationsefer to IAR versior9.60.4.

3.1.3.1 Openthe projectworkspace

To gen the wifi_cli projectavailable irthe SDKdouble-click the project workspace file named
wifi_cli.ewwstored atthe followinglocation
<install_dirkboardd evkmimxrt1060wifi_exampleswifi_cli\ian wifi_cli.eww

fexspi_nor_debug =
Files

5 @ wifi_cli - flexspi_nor...
M board L
W CMSIS

W component
M device

W doc

i drivers

o freeros
(=1 Wl Iwip

W sdmme

i source

W startup

i utilities

| @ mwif

I-Wiﬁ_ci

< &

L]
<

3.1.3.2 Project Settings
1 By default, the project is configured to use th&/IFI_IW416_BOARD_MURATA_1XK_W8bi

module based on IW416 chipset. Modify the value to match the module on your setup to include

and compile the desired driver, components and application(s).
i The file 'app_config.H' from the source folder is used for the macro definitions
1 Refer toTable4 for the list of macros for WA=i modules.

Workspace @ X [ app_contioh x
‘ flexspi_nor_debug v
=
Files & - - B i-ri
9 * Supported Wi-Fi boards (modules):

[E) Jwifi_cli - flexspi_nor... - 10 * WIFI_88W8801_BOARD AW NM191_USD
W board L] 11 * WIFI_IW416_BOARD AW AM457 USD
] . CMSIS 12 * WIFI_IW416_BOARD AW AM510 USD
M companent ° 13 * WIFI_88W8987_BOARD AW CM358_USD
M device o 14 * WIFI_88W8801_BOARD MURATA 2DS_USD
o doc 15 * WIFI_IW416 BOARD MURATA 1XK USD
& drivers ° 16 * WIFI_88W8987 BOARD MURATA 1ZM USD
i‘"EE!mJS [ 17 * WIFI_SBWBSUI_BOARD_UBX_LILY_WI_USD
i lwip ° 18 : WIFI_88W8987_ BOARD UBX JODY W2_USD
i sdmmc ° ;3 .y WIFI_IW416 BOARD UBX MAYA W1 _USD
& M source 21 & GTEeT ANCROGL,

— R app_configh I - I

iy . 22 #define WIFI IW416 BOARD MURATA 1XK USD
— [ FreeRTOSConfi... 23 - - _ I
. v = - -
— [ winontsh o
All information provided in this document is subject to legal disclaimers © NXP B.V. 2@ All rights reserved.

User manual Rev21 ¢ 18 Sept2025 26



NXP Semiconductors

UM11442

NXP WAFi and Bluetooth Demo Applications User Guide for i.MX RT Platfc

3.1.3.3 Build theapplication
91 To build thewifi_cli application,pressthe Makeicon asillustrated below.

File Edit View Project CMSIS-DAP Tools Window Help

NOR@ 8 XE0 DC 2 <Q>5:2<0> 0 NOf=0  ial

Workspace w 0 X | app_config.h x ‘ Make (FT)

flexspi_nar_debug &2 Make the active project (build files|
10 needed)

Files B . - il

2R lwiti cli-flexspi nor.. [ v [ | 12

M board . 13 ‘ WIFT TW4

1 The details of theBuild procedureare displayed in the Messages window of the Build tab.

Build

Messages
phuf.c
fcp.c
tcp_inc
wifi_cli.out

Total number of errors: 0
Total number of warnings: 0

Build succeeded
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3.1.3.4 Run theapplicationin debugmode

Thefollowing stepsdescribe howto runthe application in debug mode

The default debugger BMSISDAR However, iCMSISDAPIs not selected, use the dregiown list to
select it and pres®K

Theselection of thedebugger isa one-time configurationstep that is not requiredor incremental debug.

File Edit View Projecc CMSIS-DAP Tools Window Help
MRS = XK0O OC L8 0 85 k= < > A0 B®-=0 > _ifh.
Workspace v+ o X
Options for node "wifi_di" X
flexspi_nor_debug o L
Files B e -
2l Jwifi_cli - flexspi_nor... Category: Factory Settings
-_ board ® General Options
-_ CMSIS Static Analysis
-_ companent L4 Runtime Checking
-_ device ® C/C++ Compiler Setup Download Images Multicore Extra Options Plugins
M doc Assembler
B drivers [ ] Output Converter Driver V] Runto
M freertas L] Custom Build CMSIS DAP ~ main
B wip L4 Bulkd Actions Simulator
M sdmmc (] Linker CADI
e B source Debugger I DAP
— B app_config h Simulator et erver
| B FreeRTOSConfi. gg‘m e J-Link/J-Trace
Iwipopts.h o Tl Stellaris
'_ B winoo GDB Server Nu-Link
I wifi_cli et PE micro L
f ST-LINK F
J-Link/J-Trace
Debug Log K Third-Party Driver
TI Stellaris TI MSP-FET —
Log Nu-Link TI XDS B\debuggenNXPMIMXRT1062x0x6A
Wed Feb 02, 2022 16:52:09: 1AR PE micro
ST-LINK
Build Third-Party Driver E
TI MSP-FET
[l
essages —

1 Toinitiate the application debug, press the Download and Dehcon on the toolbar.

1< Q > K ==

¥

| 1]
3

<

-

1l

B ne =0

1 The Download and Debug buttois used to download the application to the target and set the
program counter to the mai) function of the application.Press Go to start the application. To
debug the application use theStep Into, Step over and Step retuicons To stop the debugging
session press theStop Debuggingcon.

DO W@ = K0 Q> KeE < >0 B@® = ®cO. N3

o C

03"

EIN sw G, O

Workspace v 8 X mainc x » Go
Hexspi_ror_debug main() Run the program in the debug
Files O |y  sEEmsHvEE)

[ @wifi_cli - flexspi_nor_debug ~ «
|- ol board BaseType_t result = 8;

L= @ CMSIS (void)result;
[ i emeponant B0ARD_ConfighPU();

— BOARD_InitPins();
Fj M doc BOARD_InitBootClocks();
|- i drivers BOARD_InitDebugConsole();
|- i freertos
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3.1.3.5 Flash theapplicationprogram(no debugging)

Please use the following steps to flash the application program.
1 Go to Project > Downloatb flashthe binary file. The Download menyrovidesthe commands
to flash the prebuilt binary file andto erase thememory.

File Edit View | Project | CMSIS-DAP Tools Window Help
‘1 O B @ ' AddExisting Project... - el d e bl >0 B®=0 > _idh.
Workspace
£ Options... Alt=F7 x
flexspi_nor_debug
) Version Control System 4
Files
c ONIIEHRE @ Make F7
-_ board Compile Ctrl+F7
o
[~ MOMSIS @ Rebuild Al
B compon
M device |2 Clean SD
W doc & Batch build... F8
i drivers WIFI_88h D MURATA 1ZM _USD
B freertos C-STAT Static Analysis 4
W lwip o @TEST ANCHOR */
= Stop Build Ctrl+Break |efine WIFI_IW416_BOARD AW _AM510_ USD
I_sdmmc @END T ANCHOR *
[t M source ° Download and Debug Ctrl-D
— B app_ S S e e e
F m FreeR » | Debug without Downloading Wi-Fi boards configuration list /
— Ellwipog *) Attach to Running Target Panasonic PAN9026 SDIO ADAPTER */
I wifi_cli Make & Restart Debugger Ctrl+R
Debug Log Restart Debugger Ctrl+Shift+R
L Download » Download active application
og
Wed Feb 02)  SFRSetup dstail
Build Erase memory
! .|]1“ CMSIS-Pack Manager g st
Messages Open Device Description File 4

NOTEReferto section3.1.5to viewthe output onthe console once the application is executed.
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3.1.4 Run ademo using Keil MDK/uVision
This sectiordetailsthe steps to open, configure, build, debug and demo example through Keil IDE.
TheKeil versiorused in the following instructions 4541.0.0.
NOTEFor Bluetooth demo applications Keil MDK/ pVision IDE is not supported.
3.1.4.1 Install CMSIS device pack
Following the installation of th#1DK toolsjnstall theCMSIS device pacgs you can use the debug
functionality on your deviceTheCMSIS device packeludethe memory map information, register
definitions and flash programming algorithnihefollowing steps install the MIMXRT106x CMSIS pack.
9 Click onthe Pack Installeicon in thetoolbar, look for IMXRT1060 MWP in the Packs td&bess
Installin the Action column
4% Pack Installer - C:\Users\NXF77721\AppData\Local\Arm\Packs
File Packs Window Help
2-’ Device: NXP - MIMXRT1062DVL6A
4] Devices Boards ] [14] Packs | Examples | b
Search:  MIMXRT - X Pack Action Description
Device Summary #Keil:ARM_Compiler & Uptodate | Keil ARM Compiler extensions for ARM Ci « |
%5 MIMXRT1062000A 4 Dices 4] & Keil:IMXRT105x_MWP < _lnstall+ NXP i.MX RT 1051/1052 MDK-Middleware
@ MIMXRTI062CVISA | ARM Cortex-M7. 600 MHz - Keil:;iMXRT1060_MWP < _Install+ NXP i.MX RT 1061/1062 MDK-Middleware
@ MIMXRTIO62CVLSA | ARM Cortex-M7. 600 Mz - Keil:iMXRT1064_MWP < _Install+ NXP i.MX RT 1064 MDK-Middleware exam__i
MIMXRTI062DVIGA | ARM Cortex-M7_ 600 MHz =) # Keil:Jansson < _Install Jansson is a C library for encoding, decod
@ MIMXRTIO62DVLEA | ARM Cortex-M7. 600 MHz - Keil:LPC5556x_TFM-PF & _Install+ NXP LPC5556x MCU Family TE-M Platforr
w1 %% MIMXRT1064 4 Devices ﬂ d| @ Kaill D Ynracen S5CA0 RCD @5 Inr’:l'a. I \IVD | DFSSCRE Cariar 1D Ynraren: ::(;o_f]
1 When theinstallation is complete,Up to dateis displayed in théAction column Verifythat the
Board Support PackBSh and Device Family Pack (B are both listedin the Device> Packstab.
File Packs Window Help
L” Device:  NXP - MIMXRT1062DVL6A
ﬂ Devices Boards ﬂ ﬂ Packs Examples ﬁ
Search: - X Pack Action Description
Device /| Summary =1 Device Specific 3 Packs MIMXRT1062DVLEA selected ﬂ
=9 MIMXRT1062 4 Devices j - EmbeddedArtists:iMX... @ Install Embedded Artists iMX RT1062 Developers Kit Board Support Pack
%% MIMXRTIO62000cA |4 Devices e NXP EVK-MIMXRT106... ¢ Up to date | Board Support Pack for EVKMIMXRT1060
@ MIMXRTI062CY... | ARM Cortex M7, 600 MHz - NXP:MIMXRT1062_DFP ! Up to date || Device Family Pack for MIMXRT1062
@ MIMXRTI062CV... | ARM Cortex-M7_ 600 Mz I Generic 46 Packs
) MIMXRTI062DV... | ARM Cortex-M7. 600 MHz — - Alibaba:AliOSThings @ Install AliOS Things software pack
@ [TTTRTEM ARM Cortex-M7. 500 MH - Arm-Packs:PKCST1 | & Install OASIS PKCS #11 Cryptographic Token Interface
o "13 M\MX4Devic::ta( : - Arm-Packs:Unity . Up to date \UnitTe;tinq for C (especially Embedded Software) Jj
5 v awnnranan e || ‘ 4
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3.1.4.2 Openthe projectworkspace

To gen thewifi_cli project doubleclick the project workspace filgifi_cli.uvprojxlocated at the
following path <install_dirkboards evkmimxrt1060wifi_exampleswifi_cl\mdR wifi_cli.uvprojx

NOTEFora multi-project,usewifi_cli.uvmpw instead of wificli.uvprojx.

File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help
IFLEIRET Y \ | ® | = = JE 5| B mage JRe Q-lec o a-|E- A
@ [EX-] @ - | ¥§| wifi_iperf flexspi_nor_rel |~ £\| ﬁ ‘ ‘P @
Project i | ] mainc - X
=% Project: wifi_iperf -~ 1E/** @file main.c ~
= g wifi_iperf flexspi_nor_release 2 x
=T source 3 @brief main file
& :
main.¢ 5 Copyright 2003-2020 NXE
| lwipopts.h &
_] lwippoels.h 7 NXP CONFIDENTIAL
1 wifi_config.h 8 The source code contained or described herein and all documents rel:
y . Q the source code ("Materials™) are owned by NXP, its
_] FreeRTOSConfig.h - ) R - . R ) -
10 suppliers and/or its licensors. Title to the Materials remains with
- d board 11 its suppliers and/or its licensors. The Materials contain
#-id doc 1z trade secrets and proprietary and confidential information of NXP, :
w00 drivers 13 suppliers and/or its licensors. The Materials are protected by worlc
< freertos-freertos k | 14 and trade secret laws and treaty provisions. HNo part of the Material
] -
L:I feertos-iresnos_keme . 15 used, copied, reproduced, modified, published, uploaded, posted,
3 freertos-freertos_kernel-include 16 transmitted, distributed, or disclosed in any way without NXP's pric
id freertos-freertos_kernel-portable-GCC- 17 eXpress Written permission.
L freertos-freertos_kernel-portable-Meml| A
_ 19 No license under any patent, copyright, trade secret or other intel!
{1 freertos-freertos_kernel-portable - R .
20 property right is granted to or conferred upon you by disclosure or
_‘l ‘ L] )52 21 of the Materials, either expressly, by implication, inducement, estiw
=] Project @B-}:Is {} Functions | [0, Templates < >
Build Output o B
CMSIS-DAP Debugger L1C1

3.1.4.3 Project Settings
1

By default, the project is configured to use th&/IFl_IW416_BOARD_MURATA 1XK_ WSPBi

module based on IW416 chipset. Modify the value to match the module on your setup to include
and compile the desired driver, components and application(s).

The file 'app_config.H from the source folder is used for the macro definitions
Refer toTable4 for the list of macros for WAFi modules.

Project L] ] app_config.h
3% Project: wificli | 1g8
&3 wifi_cli flexspi 2 Co
=l &y source : Al
J app.ce 5 SPDX-License-Identifier: BSD-3-Clause
B meinc 2
] Iwipog, 7
) Iwippe : 1/*
L) FreeRT e
) wifi_ce 11
5 (4 board 12
® (3 doc 13
14
@ (3 drivers =
@ wifi/incl ie
3 wifi/incl/w 17
% wifi/wifidr is
19
5 0 wifi/wifidr o
@ (3 freertos/fr T —
5 (4 freertos/fr 22 | WIFI_IW416_BOARD MURATA_1XK USD |
5 (4 freertos/fr 23 END_TEST _ANCHOR
S 24
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3.1.4.4 Build theapplication
1 To build thewifi_cli application, pressthe Build or Rebuildcons

File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
NS @ 4 @ | P RRR[FEFE RS

: £ - | '*‘ Li?g‘ wifi_cli flexspi_nor_relea: v ,2'2&‘ F K vl
IProject | Build (F7) x| () maine” [ app.c

‘ =% Build target files ;I | g

1 Verify the kuild progress in the Build Output window

Build Output

compiling fsl_sdmmc_osa.c...

compiling firmware_dnld.c...

compiling fsl_os_abstraction_free_rtos.c...

compiling 0S.C...

linking...

Program Size: Code=176242 RO-data=527898 RW-data=67804 ZI-data=720808
“flexspi_nor_release\wifi_cli.out“ — 0 Error(s), 0 Warning(s).

Build Time Elapsed: 00:00:31
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3.1.45 Run theapplicationin debugmode

Please refeto following steps to rurthe application in debug mode.

The default debugger BMSISDAR However, iiCMSISDAPIs not selected, use th®ptionsiconin the
toolbar and gen theDebugtab, slectthe debuggein the dropdown listand pressOK

Gd@ x @ || R mm|EE o Jae Q-
e~ ‘ ?nin‘ wifi_cli flexspi_nor_relea:| v AT O&
Project
545 Project Options for Target ‘wifi_cli flexspi_nor_release’ X
© 47 wifi] Device | Target | Output | Listing | User | C/Ce+ (ACE) | Asm | Linker Debug | Lites |
51 Use Smuator  with restrictions Settngs | | Use| [CMSISDAP Debugger =] |setings |
oy [~ Limit Speed to Real-Time ULINK Pro Cortex Debugger s
| ULINKplus Debugger
N - CMSIS-DAP Debugger
{ F L‘nad‘ Application at Startup [¥ Run to main() f_‘bLf:a | FLINK 7 J-TRACE Cotex
i Initialization File: Initializaid Models Cortex-M Debugger
o I ST-Link Debugger =
{1 = | NULink Debugger [| Eo |
4 ~Restore Debug Session Settings Restofe| EEEUU%E:BDB%T:QQH
g [V Breakpoints [V Toolbox v h?_'lle"sgssei:f Cortex Debugger v
X
%‘ - [V Watch Windows & Peformance Analyzer v Wm\:gger SC =
& ¥ Memory Display v System Viewer ¥ Memory Display [v System Viewer
@i
=i CPUDLL: Parameter: Driver DLL: Parameter:
@31 [SARMCM3DLL |-REMAP MPU [SARMCM3.DLL [-MPU
4 @3 Dialog DLL: Parameter: Dialog DLL: Parameter:
,_ M. M7 M. M7
Deraiea| @ |Dc DLL IpC [Tc DLL I<pC
Build Output [ Wam ff outdated Executable is loaded ™ Wam if outdated Executable is loaded
compiling { Manage Component Viewer Description Files ... I
compiling {
compiling {
ompiling ok | Cancel Defats | Help

linking...

1 To start the application debuglick onthe LOADcon to download the application on the board
then click on theStart/Stop Debug Sessiagonin the toolbar.

1 Fd@ s B =P ) EFEE |- JReQ-[lec s @@ X
L & e~ witi_cliiexspi_nor_retea’v] A | db B @ 4> @
Project -
% Project: wifi_ch
S i wifi_cli flexspi_nor_release
File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
@ @ | = " y | == k| o o &
(@ ] B wnanepieiel & B2 6 % @ SetStop Detup Session Gt F5)
Project =] B AT Enter or leave a debug session . x
=% Project: wifi_cli - 7 L ’
= &5 wifi_cli flexspi_nor_release sp/*
= [ source N
] main.c if | .
) mipepts.h 12 | +
[ mippoels.h 13 |
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91 Click on theStart/Stop Debug Sessioaonto set the program counter to the mai() function of
the application.

15 @ @ ™ EiEE | VR e @ S @-| 8- X
HEe oo v/ DB EaBR-0-F-XN-0-0-|2-
Registers 2 B Disassembly e @
Regeter Ve 0x6 MSP, T2 ~
= z0, [pec, $1€] i BOx€0002434
. x0
I v
e s
- x
274 int main(void)
275 B4
276 BaseType_t result = 0;
277 (void) zesulc;
278
279 BOARD_ConfigMPU() ;
RI3GP) 0200200 280 BOARD_INitPins () :
RI4(R) 0002151 281 BORRD_InitBootClocks ()
282 BOARD_InitDebugConsele();
# xPSR 0x410000. 203 -
*  Banked 284 princSeparator ()
+ System 285 PRINTF ("wifi cli dems\r\n"):
= ntemal 206 printSepazatoz ()
Mode Thiead 287
Prviege Frivieged 288 resule =
Stack MsP 288 xTaskCreate (task main, "main”, TASK MAIN STACK SIZE, task main_stack, TASE MAIN PRIO, &task main_task handler);
Sates 416811 250 assert (pdPASS == result):
Sec 0.041681 281
- FPY 282 vIaskStartScheduler();
293 for (::)
294 H
295
296 - @
Elproject | EXRegisters < 24

1 PressRunto start the application.UseStep, Step OveiStep Outand Run to Cursor Linieons in
the toolbar to debug the application Toend the debugging sessiarclickthe Stopicon.

G @ k@ | |® FE Ui @ VR e Q- S a- @A

|
wao[moeeu o]i@eEan- 0 3-%-2-8-|R-

3.1.4.6 Flash theapplicationprogram(no debugging)

Please refer following steps to flate application program.
91 Click onthe Downloadicon inthe toolbar to flash the required binaryile.

E o B - i EEIE RN @ JaAe a-|le S &-|B- X
[Fal - mwnchlurlexspu,nar,re\ea‘ N -] & Y@

Project % Download (F8) app_config.n Tx

=4 Project: wifi_cli Download code to flash memory A

&5 wifi_cli flexspi_nor_release )

NOTEPIease refeto section3.1.5to viewthe output onthe console once thapplication is executed.
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wifi_cli Application Execution

3.1.5.1 Startup logs

The following logs can be observed on the console once the devices (iMBFREVRboardandNXR
basedWirelessmodule) are up andunningand itshows that WiFi module is ready for the operations.
This section describes the availableMVcommands, press Enter for the command prompt.

wifi cli demo

Initialize CLI

CLI Build: Feb 14 2025 [12:31:11]
Copyright 2024 NXP
MCU Board: MIMXRT1060 - EVKC

Initialize WLAN Driver

STA MAC Address: A0:CD:F3:77:E5:00
app_cbh: WLAN initialized

WLAN CLlIs are initialized

ENHANCED WLAN CLlIs are initialized

CLlIs Available:

help

clear

wlan - version

wlan - mac

wlan - thread - info

wlan - net - stats

wlan - set - mac <MAC_Address>

wlan - scan

wlan - scan - opt ssid <ssid> bssid ...

wlan - add <profile_name> ssid <ssid> bssid...
wlan - remove <profile_name>

wlan - list

wlan - connect <profile_name>

wlan - connect - opt <profile_name> ...

wlan - reassociate

wlan - start - network <profile_name>

wlan - stop - network

wlan - disconnect

wlan - stat

wlan - info

wlan - address

wlan - uap- disconnect - sta <mac address>
wlan - get - uap- channel

wlan - get - uap- sta - list

wlan - ieee - ps <0/1>

wlan - set - ps- cfg <null_pkt_interval>

wlan - deep - sleep - ps <0/1>

wlan - get - beacon - interval

wlan - wnm ps <0/1> <sleep_interval>

wlan - set - max- clients - count <max clients count>
wlan - rts <sta/uap> <rts threshold>

wlan - host - 11k - enable <0/1>

wlan - host - 11k - neighbor - req [ssid <ssid>]
wlan - host - 11v- bss - trans - query <0..16>
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wlan - mbo- enable <0/1>

wlan - mbo- nonprefer - ch <chO> <Preference0: 0/1/255> <ch1> <Preferencel: 0/1/255>
wlan - roaming <0/1> <rssi_threshold>

wlan - send - hostcmd

wlan - ext - coex - uwb

wlan - set - uap- bandwidth <1/2/3> 1:20 MHz 2:40MHz 3:80MHz

wlan - set - uap- hidden - ssid <0/1/2>

wlan - eu- crypto - rc4 <EncDec>

wlan - eu- crypto - aes - wrap <EncDec>

wlan - eu- crypto - aes- ecb <EncDec>

wlan - eu- crypto - ccmp- 128 <EncDec>

wlan - eu- crypto - ccmp- 256 <EncDec>

wlan - eu- crypto - gcmp- 128 <EncDec>

wlan - eu- crypto - gcmp- 256 <EncDec>

wlan - set - antcfg <ant mode> [evaluate_time]

wlan - get - antcfg

wlan - scan - channel - gap <channel_gap_value>

wlan - wmmstat <bss_type>

wlan - reset

wlan - set - regioncode <region - code>

wlan - get - regioncode

wlan - 11d- enable <sta/uap> <0/1>

wlan - rssi - low - threshold <threshold_value>

wlan - get - signal

wlan - set - bandcfg

wlan - get - bandcfg

wlan - enable - disable - htc <option>

wlan - set - su <0/1>

wlan - get - turbo - mode <STA/UAP>

wlan - set - turbo - mode <STA/UAP> <mode>

wlan - set - multiple - dtim <value>

wlan - cloud - keep - alive <start/stop/reset>

wlan_tcp_client dst_ip <dst_ip> src_port <src_port> dst_port <dst_port>
wlan - set - country <country_code_str>

wlan - set - country - ie -ignore <0/1>

wlan - get - txpwrlimit <subband>

wlan - set - chanlist

wlan - get - chanlist

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting> <autoTx_set>
wlan - get - txratecfg <sta/uap>

wlan - get - data - rate <sta/uap>

wlan - get - pmfcfg

wlan - uap- get - pmfcfg

wlan - set - ed- mac- mode <interface> <ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g>
<ed_offset_5g>

wlan - get - ed- mac- mode <interface>

wlan - set - tx - omi <interface> <tx - omi> <tx - option> <num_data_pkts>
wlan - set - toltime <value>

wlan - set - rutxpwrlimit

wlan - 11ax - cfg <1lax_cfg>

wlan - 11ax - bcast - twt <dump/set/done> [<param_id> <param_data>]
wlan - 11lax - twt - setup <dump/set/done> [<param_id> <param_data>]
wlan - 1lax - twt - teardown <dump/set/done> [<param_id> <param_data>]
wlan - 11ax - twt - report

ping [ - s <packet_size>] [ - ¢ <packet_count>] [ - W <timeout in sec>] <ipv4/ipv6
address>

iperf[ -s| -c<host>| -a] - h][options]

dhcp - stat

3.1.5.2 Help command
The help command is used to get the list of commands available witheli sample application.
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# help

help

wlan - reset

wlan - version

wlan - mac

wlan - thread - info

wlan - net - stats

wlan - set - mac <MAC_Address>
wlan - scan

wlan - scan - opt ssid <ssid> bssid ...
wlan - add <profile_name> ssid <ssid> bssid...
wlan - remove <profile_name>

wlan - list

wlan - connect <profile_name>

wlan - connect - opt <profile_name> ...
wlan - start - network <profile_name>
wlan - stop - network

wlan - disconnect

wlan - stat

wlan - info

wlan - address

wlan - get - uap- channel

wlan - get - uap- sta - list

3.1.5.3 Reset WFi module

The reset command is used to resatd reinitializethe WiFi module.
# wlan - reset
MAC Address: 70:66:55:7B:AC:84

#
app_cb: WLAN: received event 11

app_ch: WLAN initialized

WLAN CLlIs are initialized

CLls Available:

3.1.5.4 Scarmcommand

The scan command is used to scan the visible access points.
# wlan - scan
Scan scheduled...

# 10 networks found:
14:EB:B6:8A:80:1F "TPLink - 2G" Infra
mode: 802.11N
channel: 1
rssi: -53 dBm
security: WPA/WPA2 Mixed
WMM: YES
802.11K: YES
802.11V: YES
802.11W: NA
14.EB:B6:8A:80:1E "TP -link -5G" Infra
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mode: 802.11AC

channel: 36

rssi: - 37 dBm

security: WPA/WPA2 Mixed
WMM: YES

802.11K: YES

802.11V: YES

802.11W: NA

# wlan - scan - opt ssid ASUS_2G
Scan for ssid "ASUS_2G" scheduled...

# 1 network found:
7C:10:C9:02:DA:48 "ASUS 2G" Infra
mode: 802.11AC

channel: 10

rssi: -37 dBm
security: WPA2
WMM: YES
802.11V: YES
802.11W: NA

Set time gap between two consecutive channels scan

Command usage:

#wlan - scan - channel - gap

Invalid arguments

Usage:

wlan - scan - channel - gap <scan_gap_value>
scan_gap_value: [2,500]

Set time gap to 5 sec
# wlan - scan -channel -gap5

3.1.5.5 Add network profile

Before adding a network profile for Soft AP and Station mode, please check command usage.
#wlan -add
Usage:
For Station interface
For DHCP IP Address assignment:
wlan - add <profile_name> ssid <ssid> [wpa2 <psk/psk - sha256> <secret>] [mfpc
<1> mfpr <0>]
If using WPA2 security, set the PMF configuration as mentioned above.
wlan - add <profile_name> ssid <ssid> <owe_only> mfpc 1 mfpr 1
If using OWE only security, always set the PMF configuration.
NOTE: [og <"19 20 21">] is only supported in Micro - AP mode .
wlan - add <profile_name> ssid <ssid> [wpa3 sae <secret> [pwe <0/1/2>] mfpc
<1> mfpr <0/1>]
If using WPA3 SAE security, always set the PMF configuration.
wlan - add <profile_name> ssid <ssid> [wpa2 psk psk - sha256 <secret> wpa3 sae
<secret>] [mfpc <1> mfpr <0>]
If using WPA2/WPAS3 Mixed security, set the PMF configuration as mentioned
above.
For static IP address assignment:
wlan - add <profile_name> ssid <ssid>
ip:<ip_addr>,<gateway_ip>,<netmask>
[bssid <bssid>] [channel <channel number>]
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[wpa2 <psk/psk - sha256> <secret>] [owe_only] [wpa3 sae <secret>] [mfpc <0/1>
mfpr <0/1>]
For Micro - AP interface

wlan - add <profile_name> ssid <ssid>

ip:<ip_addr>,<gateway_ip>,<netmask>

role uap [bssid <bssid>]

[channel <channelnumber>]

[wpa2 <psk/psk - sha256> <secret>] [wpa3 sae <secret> [pwe <0/1/2>] [tr
<0/1>]]

[owe_only ]

[mfpc <0/1>] [mfpr <0/1>]
Note: Setting the channel value greater than or equal to 36 is mandatory,

if UAP bandwidth is set to 80MHz.

[capa <1lax/1lac/l1ln/legacy>]
If Set channel to 0, set acs_band to O 1.
0: 2.4GHz channel 1:5GHz channel Not support to select dual band
automatically.
Error: invalid number of arguments

3.1.5.6 Stdion mode (connect to AP)

WPA2 Security

Use thefollowing command to add the network profile to configure the device in station mode. Provide

Fye LINRPFAES yIYS a ¢Sttt Fa dzasS e2dz2NJ 't Qa {{L5 |yR
# wlan - add test ssid TPLink - 2G wpa2 psk 12345678

Added "test"

Connect to the AP network using the saved network profile:
# wlan - connect test

Connecting to network...

Use 'wlan - stat' for current connection status.

# app_cb: WLAN: authenticated to network

app_ch: WLAN: connected to network

Connected to following BSS:

SSID = [TPLink - 2G]

IPv4 Address: [192.168.0.156]

IPv6 Address: Link - Local : FEB80::A2CD:F3FF:FE77:E500 (Preferred)

NOTEOnce connected to the AP the console output will show Client successfully connected to AP with ssid
GTPLINKKGE YR 320 A LJOHTER NBNRY almd® dmcy @
Get signal information of connected External AP

# wlan - get - signal
BeaconLast Beacon Average Data Last Data Average

RSSI - 45 - 45 -61 - 58
SNR 50 48 34 35
NF -95 -93 -95 -93

WPA2 Station disconnection (from AP)
Disconnect from the AP network profile:
# wlan - disconnect

# app_cb: disconnected

Remove the saved network profile:
# wlan - remove test
Removed "test"
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WPAZ3 Security

NOTEFor WPAS3 default mode is set to pwe 2 (both huréing-pecking loop and hasto-element
enabled)

Usage for pwe and tr
SAE mechanism for PWE derivation

# 0 = hunting - and - pecking loop only (default without password identifier)

#1 =hash -to - element only (default with password identifier)

# 2 = both hunting - and - pecking loop and hash - to - element enabled

Transition Disable indication

# 0 = transition mode (allow to connect WPA2 - Personal)

# 1 = disable transition mode ((i.e., disable WPA2 - Personal = WPA - PSK and only

allow SAE to be used))

WPA3 SAE (R1)

#wlan - add nxp_test_1 ssid WPA3_APwpa3 sae 12345678 pwe O mfpc 1 mfpr 1
Added fAnxp_test _10

WPA3 SAE (R3)

#wlan - add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1
Added fAnxp_test _10

OWE

Always set mfpc and mfpr to 1.
wlan - add oweNet ssid oweNet_AP owe_only mfpc 1 mfpr 1

Connect to the AP network using the saved network profile:
# wlan - connect nxp_test_1

Connecting to network...

Use 'wlan - stat' for current connection status.

# app_cb: WLAN: authenticated to network

app_ch: WLAN: connected to network

Connected to following BSS:

SSID = [WPA3_AP]

IPv4 Address: [192.168.131.188]

IPv6 Address: Link -Local : FE80::A2CD:F3FF:FE77:E500 (Preferred)

NOTEOnce connected to the AP the console output will show Client successfully connected to AP with ssid

WPA3 AP YR 320 A LJ1BLRIENEHAP Fai WRAS B3y abgveconfiguration will also

work.
WPAS Station disconnection (from AP)

Disconnect from the AP network profile:
# wlan - disconnect

# app_ch: disconnected

Remove the saved network profile:
#wlan -remove nxp_test_1
Removed "nxp_test_1"

3.1.5.7 Start Soft AP

rasS GKS F2ft26Ay3 O2YYlIYR (2 FTRR GKS ySig2N]

SSID, IP details, role, channel and security (Passphrase if applicable) in argument shown below.

WPA2Security

# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa2 psk 12345678
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Added "xyz"

WPAS3Security
Note: Default value of pwe is 0 for Soft AP
Default value of tr is O for Soft AP

WPAS SAE (R1)
wlan - add xyz  ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 0 mfpc 1 mfpr 1

WPA3SAERJ
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1

WPAS3 SAE (R3), with capability set to 11AX

wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1 capa 11lax
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WPAS3 SAE (R3), Transition Disable set

wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 1 tr 1 mfpc 1 mfpr 1

OWE

Always set mfpc and mfpr to 1.

# wlan - add xyz ssid oweNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap channel 36 owe_only mfpc 1 mfpr 1

Set ACS mode

TheAutomatic Channel Selection (ACS) mode can be enabled while adding the profile uskagdvlan
command. When channel parater is set as 0 theit enablesACS mode

Default value for ACsandis 0.

<acs_bandusage
#0=2.4GHz
#1=5GHz

AP with wpa2 psk security configured with 5 GHz ACS mode
#wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 0 acs_band 1 wpa2 psk 12345678

AP with wpa2 psk security configured with 2.4 GHz ACS mode
#wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 0 acs_band 0 wpa2 psk 12345678

Set WiFi bandwidth

The following command is used to set-Wibandwidth (20MHz or 40MHz 80MH3:
NOTEDefault bandwidth is set to 40MHz if not set by following command.
Command Usage:

# wlan - set - uap- bandwidth
Usage: wlan - set - uap- bandwidth <1/2/3>
Error: Specify 1 to set bandwidth 20MHz or 2 for 40MHz or 3 for 80MHz

Setbandwidth:

# wlan - set - uap- bandwidth 1
bandwidth set successfully

Start the AP using saved netwqkofile:

#wlan -start - network xyz

[wlem] Warn: NOTE uAP will automatically switch to the channel that station is
on.

app_cb: WLAN: received event 14

app_cb: WLAN: UAP Started

Soft AP "NXPAP" started successfully

DHCP Server started successfully

Connect the wireless client to the AP just created, NXPAP. The logs below can be observed once the

Client is associated successfully:
# app_cb: WLAN: UAP a Client Associated

Client => B2:82:D4:09:44:5F Associated with Soft AP

app_cb: WLAN: UAP a Client Connected
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Client => B2:82:D4:09:44:5F Connected with Soft AP

Get the associated clients list:
#wlan - get - uap- sta - list
Number of STA=1

STA 1 information:

MAC Address: B2:82:D4:09:44:5F
Power mfg status: power save
Rssi : -62 dBm

Get the IP and MAC information for the associated clients:
# dhcp - stat

DHCP Server Lease Duration : 86400 seconds

Client IP Client MAC

192.168.10.2 B2:82:D4:09:44:5F

SSID broadcast configuration

User can contro8SIDIE configuration using this command.

It has 3 modes:

0: When user wargto enable SSID broadcast (default)

1: When user wantso disable SSID narg®&SCIl 0and SSID lengttbength = 0)
2: When user wants to disable only the SSID name (ASCII 0)

Command usage:

#wlan - set - uap- hidden - ssid

Usage: wlan - set - uap- hidden - ssid <0/1/2>
Error: 0: broadcast SSID in beacons.

1: send empty SSID (length=0) in beacons.

2: clear SSID (ACSII 0), but keep the original length

Set SSID broadcast control

# wlan - set - uap- hidden - ssid 1
SSID broadcast control set successfully

Stop Soft AP
# wlan - stop - network

#
app_cbh: WLAN: UAP a Client Dissociated: Client MAC => B2:82:D4:09:44:5F Reason
code =>0

app_cbh: WLAN: UAP Stopped

Soft AP stopped successfully

DHCP Server stopped successfully

3.1.5.8 IPerf Server/Client

The sample application implements the protocol used by iPerf performance measurement tool. The
performance is measured between a single i.MX RT-+#XPd Wireless module and a computer running
the iPerf tool. The instructions in this guide use an i.MX RO HYKKboard. Yet the same steps apply to
other i.MX RT products. The following figures show the setup overview to run the iPerf performance test.
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—/L—

NXP WiFi
<:> Module Wireless Link
(AP Mode)

IP Address
192.168.10.1

iPerf Link

i.MX RT

iPerf Client/Server

©

Station
Address 192.168.10.2

iPerf Server/Client

(D)

W /‘eless Link
Access Point

NXP WiFi iPerf Link

<:> Module
(STA Mode)

IP Address
192.168.1.3

i.MX RT

Serial ___ |
Console

iPerf Client/Server

Wired Link

e e—

PC System
Address 192.168.1.2

iPerf Server/Client

NOTEPIease refer to the sectigh3for iperf remote host setup.
The following commands are used for IPerf Initialization:

IPerf Usage
# iperf
Incorrect usage
Usage:
iperf[ -s| -c<host>| - a][options]
iperf[  -h]
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Client/Server:

-u use UDP rather than TCP

-B <host> bind to <host> (including multicast address)

-V Set the domain to IPv6 (send packets over IPv6)

-a abort ongoing iperf session

-p server port to listen on/connect to

-r Do a bidirectional UDP test individually

Server specific:

-s run in server mode. Support 8 parallel traffic( -P)
maximum from client side

-D Do a bidirectional UDP test simultaneously and with -

d from external iperf client
Client specific:

-¢ <host> run in client mode, connecting to <host>

-d Do a bidirectional test simultaneously

-R reverse the test (client receives, server sends)

-t # time in seconds to transmit for (default 10 secs)

-b # for UDP, bandwidth to send at in Mbps, default
100Mbps without the parameter

-S # QoS for udp traffic (default O(Best Effort))

- length of buffer in bytes to write (Defaults: v4
TCP=1460, v6 TCP=1440, v4 UDP=1470, v6 UDP=1450)

Note: Limit length is smaller than default

size.

NOTE

For iperf Linux and Mobile application commands r&favle2 and Table3 respectively from sectioh.3.

Pleasd 0 2 NIi 2y 32Ay 3 A LISGNF G2Svava Ay2RE  dadSAFy2aNBa AAGS NI Ay 3 ySé
iPerf TCP

Start IPerf server:

# iperf -S

# IPERF initialization successful
New TCP client (settings flags 0x0)

TCP_DONE_SERVER (RX)

Local address : 192.168.10.1 Port 5001
Remote address : 192.168.10.2 Port 36874
Bytes Transferred XXXX

Duration (ms) 10130

Bandwidth (Mbitpsec) XX

Start IPerf Client (Tx Only):
# iperf -€192.168.10.2

# IPERF initialization successful

TCP_DONE_CLIENT (TX)

Local address : 192.168.10.1 Port 49153
Remote address : 192.168.10.2 Port 5001
Bytes Transferred XXXX

Duration (ms) 10001

Bandwidth (Mbitpsec) XX

Start IPerf Server (Tx and Rx individual):

# iperf -S -r
IPERF initialization successful

# New TCP client (settings flags 0xc0010078)
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client requested transmission after
end of test

TCP_DONE_SERVER (RX)

Local address : 192.168.1.1 Port 5001
Remote address : 192.168.1.2 Port 50496
Bytes Transferred xxxx

Duration (ms) 10177

Bandwidth (Mbitpsec) xx

TCP_DONE_CLIENT (TX)

Local address : 192.168.1.1 Port 54237
Remote address : 192.168.1.2 Port 5001
Bytes Transferred xxxx

Duration (ms) 10001

Bandwidth (Mbitpsec) xx

Start IPerf Client (Tx and Rx simultaneous):
# iperf -€192.168.10.2 -d

IPERF initialization successful
New TCP client (settings flags 0x30313233)

TCP_DONE_CLIENT (TX)

Local address : 192.168.10.1 Port 49154
Remote address : 192.168.10.2 Port 5001
Bytes Transferred XXXX

Duration (ms) 10001

Bandwidth (Mbitpsec) XX

TCP_DONE_SERVER (RX)

Local address : 192.168.10.1 Port 5001
Remote address : 192.168.10.2 Port 36876
Bytes Transferred XXXX

Duration (ms) 10138

Bandwidth (Mbitpsec) XX

Start IPerf Client (Tx and Rx individual):
# iperf -€192.168.10.2 -r

# IPERF initialization successful

TCP_DONE_CLIENT (TX)

Local address : 192.168.10.1 Port 49155
Remote address : 192.168.10.2 Port 5001
Bytes Transferred XXXX

Duration (ms) 10001

Bandwidth (Mbitpsec) XX

New TCP client (settings flags 0x30313233)

TCP_DONE_SERVER (RX)

Local address : 192.168.10.1 Port 5001
Remote address : 192.168.10.2 Port 36878
Bytes Transferred XXXX

Duration (ms) 10095

Bandwidth (Mbitpsec) XX

iPerf UDP
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For UDP tests please specify local interface ip address Bsimgtion

Start IPerf server:
# iperf -s -u -B192.168.10.1

# IPERF initialization successful
New UDP client (settings flags 0x0)

UDP DONE_SERVER (RX)

Local address : 192.168.10.1 Port 5001

Remote address : 192.168.10.2 Port 54882
Bytes Transferred XXXX

Duration (ms) 10057

Bandwidth (Mbitpsec) XX

Start IPerf Client (Tx Only):

for UDP, bandwidth to send at in Mbps, default 100Mbps
# iperf - € 192.168.10. 2 -u -B192.168.10.1 -b 50

Ideal frame delay: 224 us
Send 4 frame(s) once per 1000 us

IPEREF initialization successful

UDP_DONE_CLIENT (TX)

Local address : 255.113.231.15 Port 49157
Remote address : 192.168.10. 2 Port 5001
Bytes Transferred XX XX

Duration (ms) 10501

Bandwidth (Mbitpsec) XX

Start IPerf Client with specific time (Tx Only):

for UDP, bandwidth to send at in Mbps, default 100Mbps
# iperf - 192.168.10.2 -u -B192.168.10.1 -b50 -t10

Ideal frame delay: 224 us
Send 4 frame(s) once per 1000 us

IPERF initialization successful

UDP_DONE_CLIENT (TX)

Local address : 255.113.231.15 Port 49157
Remote address : 192.168.10.2 Port 5001
Bytes Transferred XXXX

Duration (ms) 10501

Bandwidth (Mbitpsec) XX

Start IPerf server with multicast ip (Tx Only):
# iperf -s -u -B224.0.0.3
# IPERF initialization successful
# New UDP client (settings flags 0x0)
Sending report back to client (0x80).
Jitter 0.045, Lost 4/5 datagrams, Oo0O 2

UDP_DONE_SERVER (RX)

Local address : 224.0.0.3 Port 5001
Remote address : 192.168.1.2 Port 34218
Bytes Transferred XXXX
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Duration (ms) 11033
Bandwidth (Mbitpsec) XX

3.1.5.9 WiFi Power Save

The following commands are used to saveRMpower in different modes:

NOTEBY default featurdIEEEPS and DEEP Slisegmablel, to disable need to configure macro
CONFIG_WIFI_AUTO_POWER_SAV&fD aonfig.h

1 IEEE Power Sayille time is 10 msec

For IEEEPS mode i station should be connected widixternalAPand Soft AP should be dectivated
IEEEPS Usage:

#wlan -ieee -ps

Usage: wlan - ieee - ps <0/1>

Error: Specify O to Disable or 1 to Enable

Enable IEEEPS:
#wlan -ieee -ps1l
Turned on IEEE Power Save mode

Disable IEEEPS
#wlan -ieee -psO
Turned off IEEE Power Save mode

1 DeepSleeqidle time is 100 msec

Check WiFi connection:
# wlan - stat

Station not connected
UAP not started

DeepSleep Usage:

#wlan - deep-sleep -ps

Usage: wlan - deep- sleep - ps <0/1>
Error:  Specify 0 to Disable or 1 to Enable

Enable DeepSleep:
#wlan - deep-sleep -ps1
Turned on Deep Sleep Power Save mode

Disable DeepSleep:
#wlan - deep-sleep -psO
Turned off Deep Sleep Power Save mode

3.1.5.10 WiFi Host sleep

The following commands are used to put the-KVin the sleep mode and wake up based onghevided
conditions.

NOTEDefine CONFIG_HOST_SLEEP magifd iconfig.hto include in cli option.
NOTEThis command is only tested witMX RT1060 EVKC, i.MX RT1060 BxM&BMX RT1170 EVKB.
Forthis command executiolVi-Fi station should be connected wigxternalAP.

Host sleep Usage:
wlan - auto - host - sleep
Error: invalid number of arguments

Usage:
wlan - auto - host - sleep <enable> <mode>
enable -- enable/disable host sleep
0 - disable host sleep
1 - enable host sleep
mode --  Mode of how host enter low power.
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manual - Manual mode. Need to use suspend command to enter
low power.
Examples:
wlan - auto - host - sleep 1 manual
wlan - auto - host - sleep 0

MEF Usage:
Define MACRO CONFIG_MEF_i@R@i_config.hto include in cli option.
#wlan - multi - mef
Usage:
wlan - multi - mef <ping/arp/multicast/ns/del> [<action>]
ping/arp/multicast/ns
--  MEF entry type, will add one mef entry at a time
del -- Delete all previous MEF entries
action -- 0-- discard and not wake host
1-- discard and wake host
3-- allow and wake host
Example:
wlan - multi - mef ping 3
wlan - multi - mef del
Error: invalid number of arguments

Reset Previous configured Host sleep configuration
# wlan - auto - host - sleep 0
Auto Host Sleep disabled

Enable host sleep with one of the conditions like, Broadcast or Unicast or Multicast or MaoeydriP

Broadcast or Management framg&orexample,device will wake up on ping request.
#wlan - multi - mef ping 3
Add ping MEF entry successful

# wlan - auto - host - sleep 1 manual
Manual mode is selected for host sleep

Suspend thalevice
# mcu- suspend

3.1.5.11 Set/Get Antenna Diversity Configuration

The following commands are used to set and get antenna diversity configuration:
NOTEMake sure second antenna is connected before performing antenna configurations.

Command Usage:

# wlan - set - antcfg

Usage:

wlan - set - antcfg <ant mode> [evaluate_time]

<ant_mode>:
1 -- Tx/Rx antenna 1
2 --  Tx/Rx antenna 2
OXFFFF -- Tx/Rx antenna diversity

[evaluate_time]:
If ant mode = OXFFFF, use this to configure
SAD evaluate time interval in milli seconds unit.
MAX evaluate time is 65535ms.
If not specified, default value is 6000 milli seconds.
Examples:
wlan - set - antcfg 1
wlan - set - antcfg Oxffff
wlan - set - antcfg Oxffff 5000
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3.1.5.12 Get Region Code
Note: The region codes will be update from tx_pwr_limit region files.
The following commands are used to get region code:

Get region code:
#wlan - get - regioncode
Region code: 0x 0

3.1.5.13 Roaming based on RSSI event

NOTEThis feature is only enabled for IWiB&12, and IW61/612 support is enabled inlMXRT1170
EVKREnd i.MX RT1060 EVKC.
Command Usage:

# wlan - roaming
Usage:

wlan - roaming <0/1> <rssi_threshold>

Example:

wlan - roaming 1 40

Error: invalid number of arguments

Enable client to roam based on RSSI valliesP1 crosses RSSI value, DUT will roam to AP2.
#wlan -roamingl 40

Legacy roam sequence

# wlan - add abc ssid nxp wpa2 psk 12345678
#wlan - connect abc

#wlan -roaming 1 40

FT roam sequena@ his feature is nasupported forlW611/612
# wlan - add abc ssid nxp wpa2 ft - psk 12345678

# wlan - connect abc

# wlan - roaming 1 40

3.1.5.14 Roaming with 802.11802.11r, and 802.11v
The following commands are used for client roaming using-Mdetwork standards:

UM11442

1 802.11K

The 802.11k standard helps devices search quickly for nearby APs that are available as roaming

targets by creating an optimized list of channels. When the signal strength of the current AP
weakens, STADUT will scan for target APs from this list.
NOTEFor roaming, Ext.AP should be capable of 11k, 11v and 11r.

Command Usage:

#wlan - host - 11k - enable

Usage: wlan - host - 11k - enable <0/1> < 0-- disable host 11k; 1 --- enable host
11k>

Enable 11k
# wlan - host - 11k - enable 1

Send neighbor request and get nearby Aps list

Command Usage:
#wlan - host - 11k - neighbor - req [ssid <ssid>]

Sendneighborrequestwith all nearby APs
#wlan - host - 11k- neighbor -req

Send neighbor request with pali A Odzft  NJ ! t & A GK {{L5 yIYS
#wlan - host - 11k- neighbor -req ssid11 K_AP
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1 802.11r(This feature is not supported for IW611/612)

When STADUT roams from one AP to another on the same network, 802.11r uses a feature
called Fast Basic Service Set Transition (FT) to authenticate more quickly.

Command Usage:
bssid:MAC address of tit AP to which user wants to roam

channel:Channel number on which desired AP is active
#wlan -ft - roam
Usage:
Roam to new AP using FT:
wlan - ft - roam <bssid> <channel>
Error: invalid number of arguments

Roam through bssid and channel
wlan - ft - roam 00:e€9:3a:b9:€0:35 1

1 802.11v

Trigger the bss transition query with specified status code from 0 to 16

Command Usage:
#wlan - host - 11v- bss - trans - query
Usage: wlan - host - 11v- bss - trans - query <query_reason[0..16]>

3.1.5.15 Zero Copy
This feature help témprove CPU MIP8y modifying WAFi driver which interact with TCP/IP stack and this
can be archive by user configured grecessor macros.
To enable the support In wifi_cli sample application follow below steps.
1 Import the project.
1 Go to project properties > C/C++ Build > Settings > Preprocessor
T Add macros:
1 FSL_USDHC _ENABLE _SCATTER_GATHER_TRANSFER
1 SDMMCHOST_ENABLE_CACHE_LINE_ALIGN_TRANSFER

3.1.5.16 Other useful CLI commands

Use the other commands to get the \Wi information, driver version, firmware version, list of the
networks and other information.
Get the WiFi information:

# wlan - info
Station connected to:

"test"

SSID: TPLink -2G

BSSID: 14:EB:B6:8A:80:1F

mode: 802.11N

channel: 1

role: Infra

RSSI: -57dBm

security: WPA2

IPv4 Address

address: DHCP
IP: 192.168.0.156
gateway: 192.168.0.1
netmask: 255.255.255.0
dns1: 192.168.0.1
dns2: 0.0.0.0
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IPv6 Addresses
Link - Local : FE80::A2CD:F3FF:FE77:E500 (Preferred)

rssi threshold: O

UAP started as:
"yyz"

SSID: NXPAP

BSSID: A2:CD:F3:77:E6:00

mode: 802.11AX

channel: 1

role: uAP

security: WPA2

wifi capability: 11ax

user configure: 11ax

IPv4 Address
address: STATIC
IP: 192.168.10.1
gateway: 192.168.10.1
netmask: 255.255.255.0
dnsi: 192.168.10.1
dns2: 0.0.0.0
IPv6 Addresses
Link - Local : FE80::AOCD:F3FF:FE77:E600 (Tentative)

rssi threshold: 0

Get the WiFi driver and firmware version:
# wlan - version

WLAN Driver Version
WLAN Firmware Version :

Get the WiFi MAC address:
# wlan - mac

MAC address
00:13:43:6A:5A:ED

VX X.rXX.pX
w91770- V1, SDIO, FP99, 18.99.3.p2

Get the list of WiFi networks:

# wlan - list

2 networks:

"test"
SSID: TPLink -2G
BSSID: 00:00:00:00:00:00
mode: 802.11N
channel: (Auto)

role: Infra

RSSI: 0dBm

security: WPA2

IPv4 Address

address: DHCP
IP: 0.0.0.0
gateway: 0.0.0.0
netmask: 0.0.0.0
dnsi: 0.0.0.0
dns2: 0.0.0.0

IPv6 Addresses

Link - Local : FE80::A2CD:F3FF:FE77:E500 (Preferred)
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rssi threshold: O

Xyz
SSID: NXPAP
BSSID: 00:00:00:00:00:00
mode: 802.11AX
channel: 1
role: uAP
security: WPA2
wifi capability: 11ax
user configure: 11ax

IPv4 Address

address: STATIC
IP: 192.168.10.1
gateway: 192.168.10.1
netmask: 255.255.255.0

dnsl: 192.168.10.1
dns2: 0.0.0.0
IPv6 Addresses

Link - Local : FE80::AOCD:F3FF:FE77:E600 (Tentative)

rssi threshold: O

Get the WiFi stats:

#wlan - stat
Station connected (IEEE ps)
UAP started (Active) )

Get the AP channel:
#wlan - get - uap- channel
UAP channel: 1

Get the channeload:

#wlan - get - channel - load get
SIZEOF MLANADAPT 4

Wi- Fi channel load:

Channel load noise: 0

Channel load ch_load: 0

Channel load rx_quality: 0
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Ping the IP address:
# ping
Incorrect usage
Usage:
ping [ - s <packet_size>] [ - ¢ <packet_count>] [ - W <timeout in sec>]
<ip_address>
Default values:
packet_size: 56
packet_count: 10
timeout: 2 sec

#ping -s56 -c2 -W2192.168.10.4

PING 192.168.10.4 (192.168.10.4) 56(84) bytes of data

64 bytes from 192.168.10.4: icmp_req=1 ttl=64 time=12 ms
64 bytes from 192.168.10.4: icmp_req=2 ttI=64 time=1 ms

Send RF Calibration host command:
# wlan - send - hostcmd
Hostcmd success, response ise0801203c 0001000382207 1

Thiscli hardcodes a specific commaadd demonstrates usage @ofian_send_hostcmd\PI This
command can be changed to any other host¢rimimed in the format mentioned here.

First 8 bytes of cmd_buf should have Command Header.
* 2 bytes : Command

* 2 bytes: Size.

* 2 bytes : Sequence number.

* 2 bytes : Result.

* Rest of buffer length is Command/Response Body

Default structure for hostcmd defined imlan_tests.ccmd_buf{] ={0xe0, 0, 0x12, 0, 0x3c, 0, 0, 0, 0x01, O,
0, 0, 0x38, 0x02, 0x02, @07, 0x01}and differentiated as below.

cmd_buf[] = {

Command: Ox €0, 0,

Size: <2 bytes of size of entire data>,
Sequence number: 0, 0,

Result: 0, 0,

Set/Get: (for set 0x1 0x0, for get 0x0 0x0)
Revision: <Cal data format revision, 2 bytes>
Cal Data len: <length of cal data, 2 bytes>
Cal Data: <cal data byte array>

h

Please refer ttAN13296or more details about RF calibration Data comnm&and
Get the heap utilization

NOTEDefineCONFIG_HEAP_STAT in wifi_config.h to include in cli option.

# heap - stat
Heap size = -----------m-m-mmmmo- : 22080
Largest Free Block size - : 22080
Smallest Free Block size ~ ----—--- 122080
Number of Free Blocks ~  -----—--—--- 01
Total successful allocations - 197
Total successful frees - 112
Min Free since system boot ~  ---- 121136
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Data encryption and decryption
wlan-eu-crypto commandis used to encrypt and decrypt datased orFIPS (Federal Information
Processing Standard$)IPS is the standard for the protection of sensitive or valuable data.

Usage:

#wlan -eu-crypto -aes-wrap

Usage:

Algorithm AES - WRAP encryption and decryption verification
wlan - eu- crypto - aes - wrap <EncDec>

EncDec: 0 - Decrypt,1 - Encrypt

Error: invalid number of arguments

Encrypt Data:

#wlan -eu-crypto -aes-wrap 1

Raw Data:

*% Dump @ 202523F4 Len: 16 ****

12 34 56 78 90 12 34 56 78 90 12 34 56 78 90 12

*kkkkkkk End Dump *kkkkkk

Encrypted Data:

*xx Dump @ 20252418 Len: 24 *xxx

fa da 96 53 30 97 4b 61 77 c6 d4 3c d2 Oe 1f 6d
43 8a 0a 1c 4f 6a 1a d7

*khkkkkkk End Dump Kkkkhkkk

Decrypt Data:

#wlan -eu-crypto -aes-wrap0

Raw Data:

% Dump @ 202523DC Len: 24 *x+*

fa da 96 53 30 97 4b 61 77 c6 d4 3c d2 Oe 1f 6d
43 8a Oa 1c 4f 6a 1la d7

*kkkkkkk End Dump *kkkkkk

Decrypted Data:

***% Dump @ 20252418 Len: 16 ****

12 34 56 78 90 12 34 56 78 90 12 34 56 78 90 12

Fhkkkkkk End Dump *kkkkkk

List of useful crypto commands

wlan - eu- crypto - rc4 <EncDec>

wlan - eu- crypto - aes- wrap <EncDec>
wlan - eu- crypto - aes- ech <EncDec>
wlan - eu- crypto - ccmp- 128 <EncDec>
wlan - eu- crypto - ccmp- 256 <EncDec>
wlan - eu- crypto - gcmp- 128 <EncDec>
wlan - eu- crypto - gcmp- 256 <EncDec>
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3.1.6 Add CLIs in wifi_cli Sample Application

APIs can be called using CLI wrappers wittafipgopriate arguments. The new CLI command can be
added in the existing demo application by using the existing structure that defines the list of commands.
Command line arguments can be passed based on the API requirement.

The following example shows how to add a new command with arguments in the CLI application.
Command structure modification:

File wlan_tests.c or wlan_basic_cli.c
Structure elements® d O2 YYIF B¢ X GKSf LXE S KIyRf SNY

{'wlan -commandname", " <argumentl> <argument2> <argument3>¢é"
handler_wlan_command},

Command Handlervoid handler_wlan_command (int argc, char *argv][])
Store the input argv list and pass it to the relative APIs to be used by the driver/firmware.

Return value of API can be used to print the Error/Success message and command output.
void handler_wlan_command (int argc, char *argv[])

[* argv contains pointer to the arguments and argc is the number of
arguments */
return_value = wlan_command_driver _API (argumentl1l, argu
if (return_value == WM_SUCCESS) {
[* Print success message and command output */
}else {
[* Print failure message and error number */
}
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3.2 wifi_setup Sample Application

This section describesifi_setupsample application and its configuration along with the application
execution. Thevifi_setupsample application is used to demonstrate aFV/Station mode that connects
to AP and starts pinging the IP address provided by the user.

Wi-FiFeatures:

Features Details
Wi-Fi £an
Wi-Fi Wi-Fi Station mode
Ping

3.2.1 wifi_setup Application Execution

Please refer to the previous sectioB4.1-3.1.4for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectio®.1for information about the serial console tool setup.

3.2.1.1 Run the application

The following logs can be observed on the console once the devices (i.MX RT1060 EVK board and NXP
based wireless module) are up and running.

Starting wifi_setup DEMO

STA MAC Address: A0:CD:F3:77:E5:00
[i] WPL_Init: Success

[i] WPL_Start: Success

Once WiFi moduleisinitializedit'll try to scan nearby networks
Initiating scan...

TPLink - 2G
BSSID : 14:EB:B6:8A:80:1F
RSSI : - 39dBm
Channel 01

Huawei 2G_5G
BSSID : DC:33:3D:AB:E9:FC
RSSI : - 59dBm
Channel 144
BSSID : 16:EB:B6:AA:80:1F
RSSI : - 40dBm
Channel 01
BSSID : 16:EB:B6:AA:80:1E
RSSI : - 40dBm
Channel : 36

Linksys_2G
BSSID 1 94:10:3E:0E:75:20
RSSI : - 54dBm
Channel (11

ASUS 5G
BSSID 1 7C:10:C9:02:DA:4C
RSSI : - 39dBm
Channel : 40

TP-link -5G
BSSID : 14:EB:B6:8A:80:1E
RSSI : - 40dBm
Channel : 36
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Huawei_2G_5G_Wi- Fi5

BSSID : DC:33:3D:FB:E9:FE
RSSI : - 59dBm
Channel 144

Tenda 2EACF0_5G
BSSID : E8:65:D4:2E:AC:F5
RSSI : - 57dBm
Channel 144

ASUS 2G
BSSID : 7C:10:C9:02:DA:48
RSSI : -41dBm
Channel 18

It will ask detailgo connectpreferred network
Please enter parameters of WLAN to connect

SSID: TPLink - 2G

Password (for unsecured WLAN press Enter): ****xxxx
[i] WPL_AddNetwork: Success

[i] Trying to join the network...

[i] WPL_Join: Success

Once the connection is established successfully, itasila valid IPv4 address to ping. It egihtinuously

ping the IP and print the received response time in ms(millisecond).
Please enter a valid IPv4 address to test the connection

IP address: 192.168.0.175
[']1 192.168.0.1 is not a valid IPv4 address

Please enter a valid IPv4 address to test the connection

IP address:
is not a valid IPv4 address

Please enter a valid IPv4 address to test the connection

IP address: 192.168.0.175
Starting ping task...

ping: send 192.168.0.175

ping: recv 192.168.0.175 243 ms
ping: send 192.168.0.175

ping: recv 192.168.0.175 27 ms
ping: send 192.168.0.175

ping: recv 192.168.0.175 27 ms
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3.3 wifi_webconfig Sample Application

UM11442

This section describeasifi_webconfigsample application and its configuration along wille application
execution. Tk wifi_webconfigsampleapplication is used to demonstrate a corissioning procedure using
the UAP with an HTTP serverdonfigure client mode t@onnect to an AP

A smple LED control is implemented to check the operational mode. LED is on if the device isadeéA\P
andit turns off after device is set to client mode.

The website in AP mode showe available networks using scan. The desired network can be chosen by
clicking on the listed SSID. Once SSID and passphrase are entered and thestexVice attemps to
connect to the chosen network witthe given configuration.

TheWi-Fi credentials are stored mflash so the device can connect tthe network aftera reboot. Once
the device comes up witthe client mode the AP mode gesdown, and consequently thevebsite closes
The vebsiteallowsthe userto reset the device to AP mode.

The following figure shows the logical flow diagram of the wifi_webconfig sample application.
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Thewifi_webconfigapplicationfeaturesare summarized in the table below.

Features Details

Wi-Fi Soft AP mode

Wi-Fi Station mode

Wi-Eiand Wi-Fi SecuritfWPA2 by default for Soft AP)
HTTP Desired Channel Selection for AP

HTTP server (Request GET/POST)

DHCP Server/Client

3.3.1 User Configurations

Some of the WFi features and feature related macros that user can configure based on requirement are
listed in below table along with source file name.

Wi-Ficonfigurations

Feature Macro definition Default value File name Details
GYELWO2Y TA Default SSID and
WIFI_SSID O0SaaylR Ayl passphrase to start
WIFI PASSWORD Gb-t nmHon p|webconfig.h soft AP using the give

WIEI AP CHANNEL 1 sample application. It
= — can be modified by

WIFI_AP_IP_ADDR aM@pH PMCy ®Mm|wplh changing the macro
value. Default wpa2
security is used.

Wi-Fi Soft
AP

WIFI_AP_NET MASK |G HpPpp ®Hpp®n

3.3.2 wifi_webconfig Application Execution

Please refer to the previous sectioB4.1-3.1.4for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectio®.1for information about the serial console setup.

3.3.2.1 Startup logs

The following logs can be observed on the console once the devices (iIMBFEVK boarahdNXPRbased
wirelessmodule) are up andunning The Wi-Fi FWversion logshows thatthe Wi-Fi module is readyo

operate
Starting webconfig DEMO
[i] Trying to load data from mflash.
[i] Nothing stored yet
[i] Initializing Wi - Fi connection...
STA MAC Address: A0:CD:F3:77:E5:00
[i] Successfully initialized Wi - Fi module
Starting Access Point: SSID: nxp_configuration_access_point, Chnl: 1
[wlcm] Warn: NOTE: uAP will automatically switch to the channel that station is
on.
Now join that network on your device and connect to this IP: 192.168.1.1

3.3.2.2 Connecthe dient to Soft AP

Connecthe client to soft AP and obsentbe logs withthe client mac address.
Client => 14:AB:C5:F4:C4:C3 Associated with Soft AP
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3.3.2.3 Openthe websdte in the dient web browser

U= the AP 1P192.168.1.1 pen websitehttp://192.168.1.1in the client browser. Openinthe website
triggersthe scan in the device anthe available wireless networks are listedtire console and wepage.

The wrrrent WiFi modeAPis highlighted on the wepage SeeFigure35.
Initiating scan...

Galaxy M210997
BSSID : 8A:A3:03:B3:09:97
RSSI : - 86dBm
Channel 2

nxp
BSSID : 38:E6:0A:C6:1A:EC
RSSI : - 90dBm

Channel : 165

M WiFi web configuration X + e Private browsing  — %

O @& or 192.168.1.1 9 @ 8

Mp Wi-Fi web configuration

MIMXRT1060-EVKC
192.168.1.1 Available Wi-Fi Networks - Click to Join:
Current Wi-Fi Mode: Show All networks

ASUS_2G (WPA2)

BSSID 7C:10:C9:02:DA:48
Channel 7
Signal Strength: -43dBm

Scan Wi-fi Networks

ASUS_5G (WPA WPA2) [5GHz]

BSSID: 7C:10:C9:02:DA:4C
Clear Board setti Channel: 157
Larsoarcsetings Signal Strength: -40dBm

nxp (WPA2 WPA3_SAE)

BSSID F2:CD:31:49:8A:66
Channel 1
Signal Strength: -40dBm

ROAM_2G (WPA)

BSSID 14:EB:B6:8A:80:1F
Channel 5
Signal Strength: -33dBm

TP-link-5G (Open) [5GHz]

BSSID: 14:EB:B6:8A80:1E
Channel: 36
Signal Strength: -45dBm

3.3.2.4 Connecthe deviceto the AP

dick onthe desired SSIDPn the web pagelf the AP uses \Risecurity, adialog boxopensand ask4o

enter a password Oncethe credentials are postedhe device attemps theconnection tothe AP,
[i] Chosen ssid: nxp
[i] Chosen passphrase: "12345678"
[i] Joining: nxp
Switch to channel 165 success!
[  Successfully joined: nxp
Now join that network on your device and connect to this IP: 192.168.43.35
[i] mflash_save_file success
[i] Stopping AP!
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Enter Credentials
SSID:

e
Security:

Attempting connection to nxp Network

the current Wi-Fi Access-point while the
I k.

r sel

B Wi-Fi web configuration X “+

< c A Not secure | 192.168.1.1

Now foin the nxp network and browse to the
192.168.43.35

NOTEOnce the configurations are successfully received by the dsvit@Pgoesdown andthe device
switchego the client mode.To reconnect to the websitswitchto the AP network and usbe device
(client mode) IP (printed on the console) to open the website.

For exampleFigure37 showshttp://192.168.43.35to reconnect to website.
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The airrent WiFi modeclient is highlighted on the webpagmaptured inFigure37.

. Wi-Fi web configuration X +

& C A Notsecure | 192.168.43.35 a @ Incognito

MO Wi-Fi web configuration

MIMXRT1060-EVK
192.168.43.35 Available Wi-Fi Networks - Click to Join:
Current Wi-Fi Mode: O Show All networks

iBall-Baton (WPA2)

BSSID 00:1E:A6:12:BB:20
Channel 1
Signal Strength -80dBm

Scan Wi-l Networks
nxp (WPAZ2) [5GHz]

BSSID 38:E6.0A:CBAEC

Channel 165

Clear Board seftings Signal Strength: 78dEm
Description

By default, the board creates an Access Point and staris a server
which provides this web interface.

This interface
on the one yo
credentials. The
to connect to it

you nearby al
uld like to

i-Fi networks. Clicking
ws you to enter the
0 client mode and attempt

If connection is successful, the credentials are stored in board flash
memory 5o that next time the board starts up, it connec to
the configured Wi-Fi network

NXP Semiconductors

3.3.2.5 Devicerebootwith the mnfigurationsstoredin mflash

The following logs can be observed whhae device haghe client configuration saved imflash It reads
the stored informatiorandusesit to configure client modeafter areboot.

Starting webconfig DEMO

[i] Trying to load data from mflash.

[i] Saved SSID: nxp, Password: 12345678

[i] Initializing Wi - Fi connection...

MAC Address: 20:4E:F6:EC:1F:27

[i] Successfully initialized Wi - Fi module

Connecting as client to ssid: nxp with password 12345678
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3.3.2.6 Clearthe =ttingson the website

To clear the configurations saved in mflagtess theClear Board settingbutton available on the
webpage.
[i] mflash_save_file success
Starting Access Point: SSID: nxp_configuration_access_point, Chnl: 1
[wlem] Warn: NOTE uAP will automatically switch to the channel that station is
on.
Now join that network on your device and connect to this IP: 192.168.1.1

. Wi-Fi web configuration X +

& C A Notsecure | 1921684335 a # @ mcognito

N"p Wi-Fi web configuration

MIMXRT1060-EVK
192168 4335 Available Wi-Fi Networks - Click to Join:
Current Wi-Fi Mode O Show All networks
iBall-Baton (WPA2)
BSSID 00:1E:A6:12:BB:20
Channel 1
Signal Strength -90dBm
Scan Wi-i Networks
nxp (WPAZ) [5GHz]
BSSID. 38:E6.0ACE1AEC
Channel; 165
Clear Board seftings Signal Strength- -78dBm
Description
By default, the board creates an Access Point and staris a server
which provides this web interface.
This interface sho Wi-Fi networks. Clicking
on the one yo o & you to enter the
credentials. The board will then switch to client mode and attempt
to connect to it
If connection is successful, the credentials are stored in board flash
memory so that next time the board starts up, it connects ctly to
the configured Wi-Fi network:
NXP Semiconductors
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. Wi-Fi web configuration X +

< C A Notsecure | 192.168.43.35

Clearing settings... Are you sure?

This will clear the saved Wi-Fi credentials from the board
flash and reset the board back to AP mode. You will have
to manually reconnect to the board access point.

. Wi-Fi web configuration X or

& C A Notsecure | 192.168.43.35

Successfully cleared the flash memory and reset fo an
AP. Please connect you device back to the AP and
browse to the IP: 182.168 1.1
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3.4 wifi_test_mode Sample Application

This section describes the wifi_test mode application to demonstrate the CLI support to enable the user
to control theWi-Fi device to run various RF and regulatory compliance t€bts.application enables RF
testing for the WiFi module. It helps tMeasure RF parameters such as transmit power for both 2.4GHz
and 5GHz, display RF packet couRE antenna configuraticand transmit standard 802.11 packets.

3.4.1 wifi_test_mode Application Execution

Please refer to the previous sectioBd.1-3.1.4for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for information about the serial console setup.

3.4.1.1 Run the application

This section describes the availableF/commands. The application starts with the welcome message,
pressEnterfor the command prompt.

wifi test mode demo

Initialize CLI

CLI Build: Feb 14 2025 [19:04:48]
Copyright 2024 NXP
MCU Board: MIMXRT1060 - EVKC

Initialize WLAN Driver

STA MAC Address: A0:CD:F3:77:E5:00

app_ch: WLAN: received event 12

app_ch: WLAN initialized

WLAN Test Mode CLlIs are initialized

CLls Available:

help

clear

wlan - version

wlan - mac

wlan - set - rf -test - mode

wlan - unset -rf -test - mode

wlan - set - rf -tx - antenna <antenna>
wlan - get - rf - tx - antenna

wlan - set - rf -rx - antenna <antenna>
wlan - get - rf -rx - antenna

wlan - set - rf - band <band>

wlan - get - rf - band

wlan - set - rf - bandwidth <bandwidth>
wlan - get - rf - bandwidth

wlan - set - rf - channel <channel>

wlan - get - rf - channel

wlan - set - rf -radio - mode <radio_mode>
wlan - get - rf -radio - mode

wlan - set - rf -tx - power <tx_power> <modulation> <path_id>
wlan - set - rf -tx - cont - mode <enable_tx> <cw_mode> <payload_pattern> <cs_mode>
<act_sub_ch> <tx_rate>

UM11442 All information provided in this document is subject to legal disclaimers © NXP B.V. 2@ All rights reserved.

User manual Rev21 ¢ 18 Sept2025 69




NXP Semiconductors

UM11442

NXP WiFi and Bluetooth Demo Applications User Guide for i.MX RT Platfc

wlan - set - rf - tx - frame <start> <data_rate> <frame_pattern> <frame_len>
<adjust_burst_sifs> <burst_sifs_in_us> <short_preamble> <act_sub_ch> <short_gi>
<adv_coding> <tx_b>

wlan - set - rf -trigger - frame - cfg <Enable_tx> <Standalone_hetb> <FRAME_CTRL_TYPE>
<FRAME_CTRL_SUBTYPE> <FRAME_DURATION><TriggerType> <UlLen> <MoreTF>
<CSRequired> <UIBw> <

wlan - set - rf - he- tb - tx <enable> <gnum> <aid> <axg_mu_timer> <tx_power>

wlan - get - and- reset -rf - per

wlan - set - rf - otp - mac- addr <mac_addr>

wlan - get - rf - otp - mac- addr

wlan - set - rf - otp - cal - data

wlan - get - rf - otp - cal - data

app_cb: WLAN: received event 16

app_ch: WLAN: PS_ENTER

app_cb: WLAN: received event 16

app_ch: WLAN: PS_ENTER
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3.4.1.2 Prerequisite Commands
The following steps describe prerequisite commands to stafEVRF Test.
Wi-Fi RF test mode enable

The following command is used to set-IWimode to rf test mode:
#wlan -set -rf -test - mode

app_ch: WLAN: received event 17

app_ch: WLAN: PS EXIT

app_ch: WLAN: received event 17

app_ch: WLAN: PS EXIT
RF Test Mode Set configuration successful

Wi-Fi RF band set and get
The following commands are used to set and geffi\band:

CommandJsage:
#wlan -set -rf - band
Usage:

wlan - set - rf - band <band>
band: 0=2.4G, 1=5G

Set and Get RF band:
#wlan -set -rf -band 1
RF Band configuration successful

#wlan - get - rf - band
Configured RF Band is: 5G

Wi-Fi RF channel set and get

The following commands are used to set and geffiMihannel:
Command Usage:

#wlan -set -rf - channel

Usage:
wlan - set - rf - channel <channel>

Set and Get RF channel:
# wlan -set -rf - channel 132
Channel configuration successful

#wlan - get - rf - channel
Configured channel is: 132

Wi-Fi RF bandwidth set and get
The following commands are used to set and gefFbandwidth:
NOTE88W8987 supports 11adBIHz support

Command Usage:

# wlan - set - rf - bandwidth
Usage:

wlan - set - bandwidth <bandwidth>

<bandwidth>:
0: 20MHz
1: 40MHz
4: 80MHz

Set and Ge RF Bandwidth:
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For 20MHz
#wlan - set - rf - bandwidth O
Bandwidth configuration successful

#wlan - get - rf - bandwidth
Configured bandwidth is: 20MHz

For 80MHz
# wlan - set - rf - bandwidth 4
Bandwidth configuration successful

#wlan - get - rf - bandwidth
Configured bandwidth is: 80MHz

3.4.1.3 Display and Clear ReceivedfVPacket Count

The following command clear the received packet count @isglays the received mutiastand eror
packet counts.

# wlan -get -and-reset -rf - per
PER is as below:

Total Rx Packet Count : 15505
Total Rx Multicast/Broadcast Packet Count: 4409
Total Rx Packets with FCS error 1 2906

3.4.1.4 WiFi Antenna Configuration

Thefollowing commands are used to set and getRVITx/Rx antenna configuration.

Command Usage:

#wlan -set -rf -tx - antenna

Usage:

wlan - set - rf - tx - antenna <antenna>
antenna: 1=Main, 2=Aux

Set and Get TX antenna configuration:

# wlan - set - rf -tx - antenna 1
Tx Antenna configuration successful

#wlan -get -rf -tx - antenna
Configured Tx Antenna is: Main

Command Usage:

#wlan -set -rf -rx - antenna

Usage:

wlan - set - rf -rx - antenna <antenna>
antenna: 1=Main, 2=Aux

Set and Get RX antenna configuration:

#wlan -set -rf -rx - antenna 2
Rx Antenna configuration successful

#wlan -get -rf -rx - antenna
Configured Rx Antenna is: Aux
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3.4.1.5 WiFi Tx Power configuration

The following command is used to set the transmitter output power at the antenna using stored
calibration data. Power level is in dBm.

Command Usage:

#wlan -set -rf -tx - power

Usage:

wlan - set - rf - tx - power <tx_power> <modulation> <path_id>
Power (0 to 24 dBm)

Modulation (0: CCK, 1:0FDM, 2:MCS)

Path ID  (0: PathA, 1:PathB, 2:PathA+B)

Set Tx Power:
#wlan -set -rf -tx -power811
Tx Power configuration successful
Power :8dBm
Modulation : OFDM
Path ID : PathB

3.4.1.6 WiFisettransmitter in CW mode

The following command is used to set-Witransmitter to Continuous Wave (CW) mode.
Command Usage:

For different data rate values S€ablelObgn Data rate parameter
#wlan -set -rf -tx - cont - mode

Usage:

wlan - set - rf -tx - cont - mode <enable_tx> <cw_mode> <payload_pattern> <cs_mode>
<act_sub_ch> <tx_rate>

Enable (O:disable, 1:enable)

Continuous Wave Mode (0:disable, 1:enable)

Payload Pattern (0 to OXFFFFFFFF) (Enter hexadecimal value)

CS Mode (Applicable only when continuous wave is disabled)
(O:disable, 1:enable)

Active SubChannel  (O:low, 1:upper, 3:both)

Tx Data Rate (Rate Index corresponding to legacy/HT/VHT rates)

To Disable:
Set all parameters with expected values

Enable CW mode:
#wlan -set -rf -tx - cont - mode 1 1 B496DEB6 00 7
Tx continuous configuration successful

Enable . enable

Continuous Wave Mode : enable

Payload Pattern : OX7FFFFFFF

CS Mode : disable
Active SubChannel :low
Tx Data Rate 17

Disable CW mode:

#wlan -set -rf -tx - cont - mode O

Tx continuous configuration successful
Enable : disable
Continuous Wave Mode : disable
Payload Pattern : 0x00000000

CS Mode : disable
Active SubChannel : low
Tx Data Rate :0

NOTEIt isrequiredto disable CW mode once test completed. CW mode test and TX frardedssiot
supportparallel operation.
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ID (Hex value) Data rate

00 1Mbits/sec

01 2Mbits/sec

02 5.5Mbits/sec

03 11Mbits/sec

04 22Mbits/sec

05 6Mbits/sec

06 9Mbits/sec

07 12Mbits/sec

08 18Mbits/sec

09 24Mbits/sec

0A 36Mbits/sec

0B 48Mbits/sec

oC 54Mbits/sec

oD 72Mbits/sec

OE HT_MCS 0

OF HT_MCS 1

10 HT_MCS 2

11 HT_MCS 3

12 HT_MCS 4

13 HT_MCS5

14 HT_MCS 6

15 HT_MCS 7

2E HT_MCS 32

ID (Hex value) Data rate

00 1Mbits/sec

01 2Mbits/sec

02 5.5Mbits/sec

03 11Mbits/sec

04 Reserved

05 6Mbits/sec

06 9Mbits/sec

07 12Mbits/sec

08 18Mbits/sec

09 24Mbits/sec

0A 36Mbits/sec

0B 48Mbits/sec

oC 54Mbits/sec
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oD Reserved

OE HT_MCS 0

OF HT_MCS 1

10 HT_MCS 2

11 HT_MCS 3

12 HT_MCS 4

13 HT_MCS5

14 HT_MCS 6

15 HT_MCS 7

16 HT_MCS8

17 HT_MCS 9

18 HT_MCS 10

19 HT_MCS 11

1A HT_MCS 12

1B HT_MCS 13

1c HT_MCS 14

1D HT_MCS 15

100 VHT_SS1_MCSO0

101 VHT_SS1_MCS1

102 VHT_SS1_MCS2

103 VHT_SS1_MCS3

104 VHT_SS1_MCS4

105 VHT_SS1_MCS5

106 VHT_SS1_MCS6

107 VHT_SS1_MCS7

108 VHT_SS1_MCS8

109 VHT_SS1_MCS9

ID (Hex value) Data rate

00 1Mbits/sec

01 2Mbits/sec

02 5.5Mbits/sec

03 11Mbits/sec

04 22Mbits/sec

05 6Mbits/sec

06 9Mbits/sec

07 12Mbits/sec

08 18Mbits/sec

09 24Mbits/sec

0A 36Mbits/sec
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0B 48Mbits/sec

oC 54Mbits/sec

oD 72Mbits/sec

OE HT_MCS 0

OF HT_MCS 1

10 HT_MCS 2

11 HT_MCS 3

12 HT_MCS 4

13 HT_MCS5

14 HT_MCS 6

15 HT_MCS 7

1100 VHT_SS1_MCSO0
1101 VHT_SS1_MCS1
1102 VHT_SS1_MCS2
1103 VHT_SS1_MCS3
1104 VHT_SS1_MCS4
1105 VHT_SS1_MCS5
1106 VHT_SS1_MCS6
1107 VHT_SS1_MCS7
1108 VHT_SS1_MCS8
1109 VHT_SS1_MCS9
2100 HE_SS1_MCSO0
2101 HE_SS1_MCS1
2102 HE_SS1_MCS2
2103 HE_SS1_MCS3
2104 HE_SS1_MCS4
2105 HE_SS1_MCS5
2106 HE_SS1_MCS6
2107 HE_SS1_MCS7
2108 HE_SS1_MCSS8
2109 HE_SS1_MCS9
210A HE_SS1_MCS10
210B HE_SS1_MCS11

3.4.1.7 Transmit standard 802.11 packets

The following command is used to continuously transmit packets, with an adjustable time gap of 0 to 250
microseconds between packets.

Command Usage:

For different data rate values S€ablelObgn Data rate parameter

#wlan -set -rf -tx - frame

Usage:

wlan - set - rf -tx - frame <start> <data_rate> <frame_pattern> <frame_len>
<adjust_burst_sifs> <burst_sifs_in_us> <short_preamble> <act_sub_ch> <short_gi>
<adv_coding> <tx_bf> <gf _mode> <stbc> <bssid>
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Enable (O:disable, 1:enable)

Tx Data Rate (Rate Index corresponding to legacy/HT/VHT rates)(Enter
hexadecimal value)

Payload Pattern (0 to OXFFFFFFFF) (Enter hexadecimal value)

Payload Length (1 to 0x400) (Enter hexadecimal value)

Adjust Burst SIFS3 Gap (0:disable, 1:enable)

Burst SIFS in us (0 to 255us)

Short Preamble (O:disable, 1:enable)

Active SubChannel  (0:low, 1:upper, 3:both)

Short Gl (O:disable, 1:enable)
Adv Coding (O:disable, 1:enable)
Beamforming (O:disable, 1:enable)
GreenField Mode (O:disable, 1:enable)
STBC (O:disable, 1:enable)
BSSID (XXXXIXXIXXIXXXX)

To Disable:

wlan - set - rf -tx - frame 0

Enable Tx Frame:
#wlan -set -rf -tx - frame 1 0x7 2730256 00000 0 0 0 0 38:E6:0A:C6:1A:EC
Tx Frame configuration successful

Enable : enable

Tx Data Rate 17

Payload Pattern : 0x2730
Payload Length : 0x256
Adjust Burst SIFS3 Gap : disable
Burst SIFS in us :0us

Short Preamble : disable
Active SubChannel . low
Short GlI : disable

Adv Coding : disable
Beamforming : disable
GreenField Mode : disable
STBC : disable
BSSID : 38:E6:0A:C6:1A:EC

Packet Capture:

Please refer sectiol.2for the Wireshark tool setupnd start capturing packets for configured channel
and bandwidth.
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@ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help B 132 (20MHz) © ¢ Wed 9:42 AM
[ ] [ ] Capturing from -
; BE T OO = =
u ® X Fe=ms=EFI . = @ § § I

\ Apply a display filter
Ne. Time Source Destination Protocol Lengtt Dz Info

1624500 OWG.U131U3 FALSUSIL_F 1T T BiuauLas L L VZ3 w Ly WNIRJ—U, NU3J-0; USAF UADY LIULVIUUGL, 33MF UAZU RESPUISE

1027369 808.813692 Matsushi 7f:9c:9f Broadcast LLC 623 .. I, N(R)=@, N(S)=8; DSAP 8x30 Individual, SSAP 8x26 Response

1827370 808.013953 Matsushi_7f:9c:9f Broadcast LLC 623 .. I, N(R)=@, N(S) DSAP @x3@ Individual, SSAP @x26 Response
1827371 80B.0814533 Matsushi_7f:9c: Broadcast . I, N(R})=0, N(S5)=0; DSAP @x30 Individual, SSAP @x26 Response

Frame 1027371: 623 bytes on wire (4984 bits), 623 bytes captured (4984 bits) on interface -, id @
Radiotap Header v@, Length 25
802.11 radio information
IEEE 802.11 QoS Data, Flags: ........ C
Type/Subtype: QoS Data (9x0028)
» Frame Control Field: @x88e@
.000 2001 1011 @019 = Duration: 434 microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: Matsushi_7f:9c:9f (@0@:13:43:7f:9c:9f)
Destination address: Broadcast (ff:iff:ffiff:ff:ff)
Spurce address: Matsushi 7f:9c:9f (@0:13:43:77:0c:0f)
BSS Id: XiaomiCo_c6:la:ec (38:e6:@a:c6:la:ec)
............ @8@8d = Fragment number: @
1119 @lee @111 .... = Seqguence number: 3655
Frame check sequence: @xfd4a88bcd [unverified]
[FCS Status: Unverified]
» Qos Control: @x@009
v Logical-Link Control
» DSAP: Unknown (@x3@)
» SSAP: Unknown (@x27)
» Control field: I, N(R)=0, N(5)=0 (0x@000)
v Data (564 bytes)
Data: 3027000830270000302700003027000030270008302700080...
[Length: 564]

4rryy

@@ @@ 19 @0 67 @8 @0 8@ da 81 52 39 A6 00 68 60 o RO

7 Daadytalnad ar e

Barkate: 1NEA12G . Nienlauad: 1MEQ12G (1000

Disable TX Frame:
#wlan -set -rf -tx - frame O
Tx Frame configuration successful

Enable : disable

Tx Data Rate :0

Payload Pattern : 0x0
Payload Length 1 Ox1
Adjust Burst SIFS3 Gap : disable
Burst SIFS in us :0us

Short Preamble . disable
Active SubChannel : low
Short Gl : disable

Adv Coding : disable
Beamforming : disable
GreenField Mode : disable
STBC : disable
BSSID : 00:00:00:00:00:00

3.4.1.8 Other useful CLI commands
Use the other commands to get the \Wi information, driver version and firmware version.

Get the WiFi driver and firmware version:

# wlan - version
WLAN Driver Version : vX.X.rXX.pX
WLAN Firmware Version : w91770- V1, SDIO, FP99, 18.99.3.p2 6.1 0, PVE_FIX 1

Get the WiFi MAC address:

MAC address
00:13:43:7F:9C:9F
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3.4.1.9 Example command sequences for adjusting Tx power in 2.4GHz

The radio is configured as shown below.

1 2.4 GHzband
1 Channel 6
1 20 MHz bandwidth
1 6 Mbps legacy data rate
1 Test pattern transmitted is 0OXOO000AAA
1 Output power set to +15 dBm. then adjusted to +14 dBm
1 For different data rate values SeEable10bgn: Data rate parameter
Step | Operation Command
1 Set RF test mode # wlan-set-rf-test-mode
rf_test mode set successfully
2 Set RF band #wlan-set-rf-band 0
RF Band configuration successful
3 Set RF bandwidth (switched order with steg # wlan-set-rf-bandwidth O
4) Bandwidth configuration successful
4 Set RF channel # wlan-set-rf-channel 6
Channel configuration successful
5 Set Trantenna # wlan-set-rf-tx-antenna 1
Tx antenna configuration successful
6 Get settings (optional) # wlan-get-rf-band
Configured RF band is: 2.4 G
# wlan-get-rf-channel
Configured channel is: 6
# wlan-get-rf-bandwidth
Configured bandwidth is: 20MHz
7 Set output power to +15 dBm # wlan-set-rf-tx-power 15 1 0
Tx Power configuration successful
Power : 15dBm
Modulation : OFDM
Path ID : PathA
8 Set continuous transmit mode # wlan-set-rf-tx-cont-mode 1 0 OXAAA 0 35
Tx continous mode successful
Enable : enable
CW mode : disable
Payload pattern : OXOO000AAA
CS mode : disable
Active SubChannel : both
Tx Data Rate 5
9 Stop transmission # wlan-set-rf-tx-cont-mode 0
10 Set output power to +14 dBm # wlan-set-rf-tx-power 14 1 0
Tx Power configuration successful
Power : 14 dBm
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Modulation . OFDM

Path ID . PathA

11 Restart transmission # wlan-set-rf-tx-cont-mode 1 0 0OXAAA 0 3 5
Tx continous mode successful

Enable : enable

CW mode . disable
Payload pattern : OXOO000AAA
CS mode : disable
Active SubChannel : both

Tx Data Rate 5

12 Stop transmission # wlan-set-rf-tx-cont-mode 0

3.4.1.10 Example command sequences &dusting Tx power in 5GHz

The radio is configured as shown below.
1 5 GHzband

1 Channel 44/48

1 40 MHz bandwidth

1 MCSO HT data rate

I Test pattern transmitted is 0OXOOBBBAAA

1 Output power set to +9 dBm, then adjusted to +8 dBm.

1 For different data rate values SeEablel0Obgn: Data rate parameter
Step | Operation Command
1 Set RF test mode # wlan-set-rf-test-mode

RF Test Mode configuration successf(

2 Set RF band # wlan-set-rf-band 1

RF Band configuration successful
3 Set RF bandwidth (switched order with st{ # wlan-set-rf-bandwidth 1

4) Bandwidth configuration successful
4 Set RF channel # wlan-set-rf-channel 48
Channel configuration successful
5 Set Tx antenna # wlan-set-rf-tx-antenna 1
Tx antenna configuration successful
6 Get settings (optional) # wlan-get-rf-band

Configured RF band is: 5G

# wlan-get-rf-channel

Configured channel is: 48

# wlan-get-rf-bandwidth
Configured bandwidth is: 40MHz
7 Set output power to +10 dBm # wlan-set-rf-tx-power 10 1 0

Tx Power configuration successful
Power : 10 dBm
Modulation : OFDM

Path ID : PathA
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8 Set continuous transmit mode # wlan-set-rf-tx-cont-mode 1 0
OxBBBAAA 0 3 14

Tx continous mode successful

Enable : enable
CW mode : disable
Payload pattern
0x00BBBAAA
CS mode : disable
Active SubChannel : both
Tx Data Rate 114

9 Stop transmission # wlan-set-rf-tx-cont-mode 0

10 Set output power to +9 dBm # wlan-set-rf-tx-power 9 1 0
Tx Power configuration successful
Power : 9dBm
Modulation : OFDM
Path ID . PathA

11 Restart transmission # wlanset-rf-tx-cont-mode 1 0

OxBBBAAA 0 3 14
Tx continous mode successful

Enable : enable
CW mode : disable
Payload pattern
Ox00BBBAAA
CS mode : disable
ActiveSubChannel : both
Tx Data Rate 14

12 Stop transmission # wlan-set-rf-tx-cont-mode 0

13 | Set output power to +8 dBm # wlan-set-rf-tx-power 8 1 0
Tx Power configuration successful
Power . 8dBm
Modulation . OFDM
Path ID . PathA

14 Restarttransmission # wlan-set-rf-tx-cont-mode 1 0

OxBBBAAA O 3 14
Tx continous mode successful

Enable : enable
CW mode . disable
Payload pattern
Ox00BBBAAA
CS mode : disable
Active SubChannel : both
Tx Data Rate 114

15 Stop transmission # wlan-set-rf-tx-cont-mode 0
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3.5 wifi_cert Sample Application

This section describes thefi_certapplication to demonstrate the CLI support to handle and enabl&iwi
configuration fordifferent features This sample application includes commands relateth&wi-Fi
certification processin this sample application Wi connection manager CLlIs are available.

NOTE Support for this application is available only for i. MX RT1060E8MKboard.

Features Details

Wi-Fi Soft AP mode

Wi-Fi Station mode

Wi-Fi Scan

Wi-Fi Tx Powekimit

Wi-Fi Active/Passive Channel List
Wi-Fi Wi-Fi Tx Data Rate

Wi-Fi Management Frame Protection
Wi-Fi ED MAC

Wi-Fi host sleep/wowlan

Wi-Fi RF Calibration

Wi-Fi coexistence with external radios (for 88W8801)

TCP Client and Server
TCP Client duahode (Tx and Rx in simultaneous)
TCP Client tradeff mode (Tx and Rx individual)

IPerf
UDP Client and Server

UDP Client dual mode (Tx and Rx in simultaneous)
UDP Client tradeff mode (Tx and Rx individual)

3.5.1 wifi_certApplication Execution

Please refer to the previous sectioB4.1-3.1.4for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for informationabout the serial console setup.
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3.5.1.1 Run the application

This section describes the availableW/commands. The application starts with the welcome message,
pressEnterfor the command prompt.

wifi cert demo

Initialize CLI

Initialize WLAN Driver

MAC Address: 00:13:43:7F:9C:9F
[net] Initialized TCP/IP networking stack

app_cb: WLAN: received event 10

app_cbh: WLAN initialized

WLAN CLlIs are initialized

ENHANCED WLAN CLlIs are initialized

CLlIs Available:

help

wlan - version

wlan - mac

wlan - scan

wlan - scan - opt ssid <ssid> bssid ...

wlan - add <profile_name> ssid <ssid> bssid...
wlan - remove <profile_name>

wlan - list

wlan - connect <profile_name>

wlan - start - network <profile_name>

wlan - stop - network

wlan - disconnect

wlan - stat

wlan - info

wlan - address

wlan - get - uap- channel

wlan - get - uap- sta - list

wlan - ieee - ps <0/1>

wlan - deep - sleep - ps <0/1>

wlan - send - hostcmd

wlan - get - regioncode

wlan - get - txpwrlimit <subband>

wlan - set - txpwrlimit

wlan - set - chanlist

wlan - get - chanlist

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting>
wlan - get - txratecfg

wlan - get - data - rate

wlan - set - pmfcfg <mfpc> <mfpr>

wlan - get - pmfcfg

wlan - set - antcfg <ant mode> [evaluate_time]
wlan - get - antcfg

wlan - set - ed- mac- mode <ed_ctrl_2g> <ed_offset_2g>
wlan - get - ed- mac- mode

ping [ - s <packet_size>] [ - ¢ <packet_count>] [ - W <timeout in sec>] <ipv4/ipv6
address>
iperf[ -s| -c<host>| -a] - h][options]
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NOTEPIlease refer sectior.1.5.4to 3.1.5.11for basic WAFi features like Wi Scan, WFi AP mode, Wi
Fi Station mode, |Perf etc.

3.5.1.2 GetRegion Code
Note: The region codes will be update from tx_pwr_limit region files.

Get region code:
# wlan - get - regioncode
Region code: Oxaa

3.5.1.3 Get Tx Power Limit
The following commarslareused to gt tx power limit:

Command Usage:
# wlan - get - txpwrlimit

Usage:

wlan - get -

txpwrlimit <subband>

Where subband is:

0x00 2G subband (2.4G: channel 1 - 14)

0x10 5G subbandO (5G: channel 36,40,44,48,
52,56,60,64)

0x11 5G subband1l (5G: channel 100,104,108,112,
116,120,124,128,
132,136,140,144)

0x12 5G subband2 (5G: channel 149,153,157,161,165,172)

0x13 5G subband3 (5G: channel 183,184,185,187,188,
189, 192,196;

5G: channel 7,8,11,12,16,34)

Get Tx Power Limit:
# wlan - get - txpwrlimit O 0

Get txpwrlimit: sub_band=0
StartFreq: 2407
ChanWidth: 20

ChanNum:

1

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407
ChanWidth: 20

ChanNum:

2

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407
ChanWidth: 20

ChanNum:

3

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407
ChanWidth: 20

ChanNum:

4

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407
ChanWidth: 20

ChanNum:

5

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407
ChanWidth: 20

ChanNum:

6

Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407
ChanWidth: 20
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ChanNum: 7
Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407

ChanWidth: 20

ChanNum: 8
Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407

ChanWidth: 20

ChanNum: 9
Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407

ChanWidth: 20

ChanNum: 10
Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407

ChanWidth: 20

ChanNum: 11
Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407

ChanWidth: 20

ChanNum: 12
Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2407

ChanWidth: 20

ChanNum: 13
Pwr:0,8,1,8,2,8,3,8,4,8,5,8,6,8
StartFreq: 2414

ChanWidth: 20

ChanNum: 14
Pwr:0,0,1,0,2,0,3,0,4,0,5,0,6,0
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3.5.1.4 Set/GetActive/Passiv€hannel List

The following commands are used to set and agtve and passivehannel list.

Set Channel List
# wlan - set - chanlist

Number of channels configured: 3 9

ChanNum: 1 ChanFreq: 2412 Active

ChanNum: 2  ChanFreq: 2417 Active

ChanNum: 3  ChanFreq: 2422 Active

ChanNum: 4  ChanFreq: 2427 Active

ChanNum: 5  ChanFreq: 2432 Active

ChanNum: 6  ChanFreq: 2437 Active

ChanNum: 7  ChanFreq: 2442 Active

ChanNum: 8  ChanFreq: 2447 Active

ChanNum: 9  ChanFreq: 2452 Active

ChanNum: 10 ChanFreq: 2457 Active

ChanNum: 11  ChanFreq: 2462 Active

ChanNum: 12  ChanFreq: 2467 Passive

ChanNum: 13  ChanFreq: 2472 Passive

ChanNum: 14  ChanFreq: 2484 Passive

ChanNum: 36 ChanFreq: 5180 Active

€
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Number of channels configured: 3

ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:
ChanNum:

e

©CoOo~NOUA~WNPE

ChanFreq: 2412
ChanFreq: 2417
ChanFreq: 2422
ChanFreq: 2427
ChanFreq: 2432
ChanFreq: 2437
ChanFreq: 2442
ChanFreq: 2447
ChanFreq: 2452
10 ChanFreq:
11 ChanFreq:
12 ChanFreq:
13 ChanFreq:
14 ChanFreq:
36 ChanFreq:

Active
Active
Active
Active
Active
Active
Active
Active
Active

2457 Active
2462 Active
2467 Passive
2472 Passive
2484 Passive
5180 Active

3.5.1.5 Set/Get Tx Rate Configuration

The following commands are used to set and get tx rate.

Command Usage:
# wlan - set - txratecfg
Invalid arguments

Usage:

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting>

command

UM11442

Where
<format>

0
1
2
0
<index> -

If <format> i
0

©CoO~NOOUIDWNE

1
1

0

~NOoO b WNRE

- This parameter specifies the data rate format used in this

. LG
. HT
. VHT
xff: Auto

This parameter specifies the rate or MCS index

s 0 (LG),

1 Mbps
2 Mbps
5.5 Mbps
11 Mbps
6 Mbps
9 Mbps
12 Mbps
18 Mbps
24 Mbps
36 Mbps

0

48 Mbps

1 54 Mbps
If <format> is 1 (HT),

MCSO
MCS1
MCS2
MCS3
MCS4
MCS5
MCS6
MCS7
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If <format> is 2 (VHT),
0 MCSO0
MCS1
2 MCS2
3 MCS3
4 MCS4
5 MCS5
6 MCS6
7 MCS7
8 MCS8
9 MCS9
<nss> - T
HE

If <format> is 2 (VHT) or 3 (HE),

1 NSS1

2 NSS2

<rate_setting> - This parameter can only specifies the Gl types now.

If <format>is 1 (HT),
0x0000 Long Gl
0x0020 Short Gl
If <format> is 2 (VHT),
0x0000 Long Gl
0x0020 Short Gl
0x0060 Short Gl and Nsym mod 10=9

Set Tx Rate:
# wlan - set - txratecfg sta ff 0 1
Configured txratecfg as below:
Tx Rate Configuration:
Type: 0 (LG)
Rate Index: 0 (1 Mbps)
Rate setting: Preamble type/BW/GI/STBC]/.. : auto

Get Tx Rate:
# wlan - get - txratecfg sta
Tx Rate Configuration:
Type: 0 (LG)
Rate Index: 0 (1 Mbps)
Rate setting: Preamble type/BW/GI/STBC/.. : auto

Get Data Rate:
#wlan - get - data - rate sta
Data Rate:
TX:
Type: LG
Rate: 1 Mbps
RX:
Type: LG
Rate: 1 Mbps

3.5.1.6 Set/Get Antenna Diversiyonfiguration

his parameter specifies the NSS. It is valid only for VHT and

The following commands are used to set and get antenna diversity configuration:
NOTEMake sure second antenna is connected before performing antenna configurations.

Command Usage:
# wlanset-antcfg
Usage:
wlan-setantcfg <ant mode> [evaluate_time]
<ant mode>:
Bit 0 -- TX/Rx antenna 1
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Bit 1 -- TX/Rx antenna 2
OXFFFF- Tx/Rx antenna diversity
[evaluate time]:
if ant mode = OXFFFF, SAD evaluate time interval,
default value is 6s(0x1770)

3.5.1.7 Set/GetED MAC Feature

This feature enables the European Union (EU) adaptivity test as per the compliance requirements in the
ETSI standard.

Depending on the device aritbnt-endloss, the Energy Detection (ED) threshold offset (ed_ctrl_2g.offset
and ed_ctrl_5g.offset) needs to be adjusted. The ED threshold offset can be adjusted in steps of 1 dB.
This section includes definitions of the commands and examples which shows how to adjust ED MAC
Below are the get and set commands for-HBC adjustment.

#wlan-get-ed-macmode <interface>

#wlan-set-ed-mac-mode <interface><ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g> <ed_offset_5g>

Where
Parameter Description
. 0=STA
interface 1 = uAP
0 = disable ED MAC threshold for 2.4GHz band
ed_ctrl_2 g 1 = enable ED MAfreshold for 2.4GHz band
ED MAC threshold for 2.4 GHz band. Hexadecimal value in units of dB Range: 0x8
ed_offset_2_g OX7F, {128 to 127), 0 = default offset value
0 = disable ED MAC threshold for 5GHz band
ed_ctrl 5_g 1 = enable ED MAreshold for 5GHz band
ED MAC threshold for 5 GHz band. Hexadecimal value in units of dB Range: 0x80 {
ed_offset_5_g (-128 to 127), 0 = default offset value

For 2.4GHz band:
In this example, the 2.4 GHzAC threshold is lowered by 1 dB.

Step | Operation Command

1 Get EBMAC status #wlan-get-ed-macmode0

EU adaptivity for 2.4GHz band : Enabled
Energy Detect threshold offset : 0X9

2 Set EBMAC threshold #wlan-seted-macmode0 1 0x8

ED MAC MODE settings configuration
successful

For 5GHz band:
In this example, the 5 GHz BIAC threshold is lowered by 2 dB.

Step | Operation Command
1 GetEDMAC status #wlan-get-ed-macmode0
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EU adaptivity for 2.4GHz band : Enabled
Energy Detect threshold offset : 0X9

EU adaptivity for 5GHz band : Enabled
Energy Detect threshold offset : ©X

2 Set EBDMAC threshold #wlan-set-ed-macmode01 0x9 1 0x3

ED MAC MODE settings configuration
successful
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3.6 wifi_ipv4_ipv6_echo Sample Application
Thewifi_ipv4_ipv6_echapplication demonstrates a TCP and UDP echo on the IwIP TCP/IP stack with
FreeRTOS. The demo can use both TCP or UDP protocol over IPv4 or IPv6 and acts as an echo server. The
application sends back the packets received from the PC, which can be usst whether a TCP or UDP
connection is available.
The demo generates|®v6 link-local address (the one from range FE80::/10) after the start. To send
something to this (demo) addres®m the remotecomputer need to specify the interface over which the
demo is reachable by appending % followed by zone irélease refer to sectiob.4 for more details
about zone index.

3.6.1 wifi_ipv4_ipv6_echo Application Execution

Please refer to the previous sections 3-B.1.4 for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to section 2.1 for information abobetserial console setugnd section2.4for ipv4/6 tool
setup.

3.6.1.1 Run the application

This section describes the available WVcommands. The application starts with the welcome message,
pressEnterfor the command prompt.

Initialize WLAN Driver

MAC Address: 48:E7:DA:9A:CE:39
Initialize CLI

Copyright 202 4 NXP

3.6.1.2 Help command
SHELL>> help

"help": List all the registered commands
"exit": Exit program

"echo_tcp_client ip_addr port":
Connects to specified server and sends back every received data.
Usage:
ip_addr:  IPv6 or IPv4 server address
port: TCP port number

"echo_tcp_server port":
Listens for one incoming connection and sends back every received data.
Usage:
port: TCP port number

"echo_udp port":
Waits for datagrams and sends them back.
Usage:
port: UDP port number
"end": Ends echo_* command.
"print_ip_cfg": Prints IP configuration.
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"wlan_scan": Scans networks.

"wlan_connect ssid":
Connects to the specified network without password.
Usage:
ssid: network SSID

"wlan_connect_with_password ssid password":
Connects to the specified network with password.
Usage:
ssid: network SSID
password: password

"wlan_disconnect":
Disconnect from connected network
SHELL>>

3.6.1.3 Scan command

The scan command is used to scan the visible access points.
SHELL>> wlan_scan

Scanning

SHELL>>

Initiating scan...

NXP_V10
BSSID : 5C:DF:89:0F:32:78
RSSI : - 67dBm
Channel 01

nxp
BSSID : 8E:36:15:52:42:0C
RSSI : -51dBm
Channel (11

é

3.6.1.4 Connect toavailableaccess point

Connect to the network using one of the following commands:
wlan_connect <(b)ssid>
wlan_connect_with_password <(b)ssid> <password>

NOTE SSID (the name of the network) or BSSID (it's mac)
wlan_connect_with_password nxp 12345678

Joining: nxp

Network joined

3.6.1.5 Print IP Configuration

This command will print IPv4 and IPv6 address of the bareived from the external access point
SHELL>> print_ip_cfg
R e e e e e e e e e e e e e e e

Interface name : ua2

IPv4 Address :0.0.0.0

IPv4 Subnet mask : 0.0.0.0

IPv4 Gateway :0.0.0.0

IPv6 AddressO : -

IPv6 Addressl : -

IPv6 Address2 : -

* Fkkkkkkk * * *

Interface name : mll

IPv4 Address :192.168.50.23

IPv4 Subnet mask : 255.255.255.0

IPv4 Gateway :192.168.50.1

IPv6 AddressO : FE80::A2CD:F3FF:FE77:E500
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IPv6 Addressl : -
IPv6 Address2 -

Fkk F*kkkhkkkhkkhkkkhhkkkkkkk * Fkk

Interface name : lo0

IPv4 Address :127.0.0.1
IPv4 Subnet mask : 255.0.0.0
IPv4 Gateway :127.0.0.1
IPv6 AddressO :::1

IPv6 Addressl : -
IPv6 Address2 -

NOTEIt isnecessary to have installed tools capable of sending and receiving data over TCP or UDP to
interact with the demoPlease refer to the sectigh4 for tool setup.

3.6.1.6 TCP client echo

Runncat onRemote hostomputer.

C:\ Users \ nxp>ncat -v -1 -p 10001
Ncat: Version 7.92 ( https://nmap.org/ncat )
Ncat: Listening on :::10001

Ncat: Listening on 0.0.0.0:10001

IPv4

Run the command echo_tcp_clienlRemote hosPC IPv4 addr> 10001 in desteell.
SHELL>> echo_tcp_client 192.168.148.80 10001

Creating new socket.
Connecting...
Connected.

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back.
C:\ Users \ nxp>

Ncat: Connection from 192.168.148.150

Ncat: Connection from 192.168.148.150 :49153.
hello

hello

Check console logs which shows number of bytes sent back to Remote Host PC
Echoing data. Use end command to return...

ECHO_TCP_CLIENT>>

6B sent back.

IPv6

Run the commaneécho_tcp_client <Remote host PC IPv6 addr> 10001 in demo shell.
SHELL>> echo_tcp_client fe80::8f3d:b4b4:b64f:764d 10001

Creating new socket.
Connecting...
Connected.

Echoing data. Use end command to return...
ECHO_TCP_CLIENT>>

Verifyconnection from Remote host console. Type some text and hit enter, the demo will send line back.
C:\ Users \ nxp>

Ncat: Connection from fe80::224e:f6ff:feec:1f27

Ncat: Connection from fe80::224e:f6ff:feec:1f27 :49153.
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hello
hello

Check console logs which shows number of bytes sent back to Remote Host PC
Echoing data. Use end command to return...

ECHO_TCP_CLIENT>>

6B sent back.

Terminate remote host connection by pressing ctidhd for demo shell type end.

3.6.1.7 TCP server echo

Run the command echo_tcp_server 10001 in demo shell.
SHELL>> echo_tcp_server 10001

Creating new socket.
Waiting for incoming connection. Use end command to return...

IPv4

Run the command ncav <Demo IPv4 addr> 10001 on Remote hostoR®nnect with TCP server
C:\ Users \ nxp>ncat -v 192.168.148.150 10001
Ncat: Version 7.92 ( https://nmap.org/ncat )

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back.
C:\ Users \ nxp>
Ncat: Connected to 192.168.148.150:10001.

hello

Check console logs whishows number of bytes sent back to Remote Host PC
ECHO_TCP_SERVER>>

Accepted connection

Echoing data. Use end command to return...

ECHO_TCP_SERVER>>
6B sent back.

IPv6

Run the command ncav <Demo IPv6 add¥E80::***>> 10001 on Remote host PC to connect with TCP
server

C:\ Users \ nxp>ncat -v FE80::224E:F6FF:FEEC:1F27 10001

Ncat: Version 7.92 ( https://nmap.org/ncat )

Ncat: Connected to FE80::224E:F6FF.FEEC:1F27 :10001.

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back.
C:\ Users \ nxp>

Ncat: Version 7.92 ( https://nmap.org/ncat )

Ncat: Connected to FE80::224E:F6FF.:FEEC:1F27  :10001.

hello

Check console logs which shows number of bytes sent back to Remote Host PC
ECHO_TCP_SERVER>>

Accepted connection

Echoing data. Use end command to return...

ECHO _TCP_SERVER>>

6B sent back.

Terminate remote host connection by pressing ctrl+c and for demo shell type end.
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3.6.1.8 UDP echo

Run the command echo_udp 10001 in demo shell.
SHELL>> echo_udp 10001

Creating new socket.
Waiting for datagrams
Use end command to return...

IPV4

Run the command ncav -u <Demo IPv4 addr> 10001 on Remote host PC to connectulith server
C:\ Users \ nxp>ncat -v -u 192.168.148.150 10001
Ncat: Version 7.92 ( https://nmap.org/ncat )

Verify connection from Remote host console. Type some text and hit enter, the demo will send line back.
Ncat: Connected to 192.168.148.150 :10001.

hello

Check console logs which shows number of bytes sent back to Remote Host PC
ECHO_UDP>> Datagram carrying 6B sent back.
IPV6

Run the command ncat -u <Demo |IP&¥addr FE80::***>> 10001 on Remote host PC to connect with

UDP server
C:\ Users \ nxp>ncat -v -u FE80::224E:F6FF.:FEEC:1F27 10001
Ncat: Version 7.92 ( https://nmap.org/ncat )

Verify connection froniRemote host console. Type some text and hit enter, the demo will send line back.
Ncat: Connected to FE80::224E:F6FF.:FEEC:1F27  :10001.
hello

Check console logs which shows number of bytes sent back to Remote Host PC
ECHO_UDP>> Datagram carrying 6B sent back.

Terminate remote host connection by pressing ctrl+c and for demo shell type end.
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3.7 uart_wifi_bridge Sample Application

3.71

UM11442

This section describaébe applicationto demonstratebridging betweerLabtooland UARTcommunication
for .MX RT 1170 EVKB host using NXP Wireless modulé/B¥B1

The followingolock diagranrepresentsthe applicationsetup.

RT 1170 EVKB
Jag
M2 Sio UART
(uB)
Sllo USB
UART (uB to AJ >
IW612 Labtool Client
(M2 Module) Windows 10

Figure41l: RT1170 EVKRbtool setup

uart_wifi_bridge Application Execution

Please refer to the previous sectioB4.1-3.1.4for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for information about the serial console tool setup.

3.7.1.1 Run the application

Labtool Setup on Windows PC

Stepl: Download the latesMFGLabtool releasdor IW612from nxp.com

(for 8987 fromnxp.comand for IW416 frormxp.con)

Step2: Terminateall COM terminal programs connected to tbé&RTport of the target.

Step3: Connecthe UARTable with targeandgetthe UART COM pofttom Device Manager

Step4: Update the<MFG IW61X- MF RTOS BRG WIN- X86>\ bin \ labtool \ Set Up.ini  to reflect the COM port

settings

[COMSET]

ComNo =3
BaudRate = 115200
byParity =0

byStopBits = 1
byByteSize = 8

Step5: Launch<MFG IW61X- MR RTOS BRG WIN- X86>\ bin \ labtool \ DutApiSisoApApp_W9177Uart.exe and
interact with DUT
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Demo Execution
Stepl: Provide option 1 to chedabtool connection with DUT

Date: Jul 20 2023 (02:39:35)

NOTE

1. =========WijFi tool=============
=========BT tool=======

3 :::::::::15_4 tool=============

Enter CMD 99 to Exit

Enter option: 1

Name: DutApiClass
Interface:  EtherNet

Version: 1.0.0.45.5

Date: Jul 20 2023 (02:39:20)

NOTE

Dutlf_InitConnection: O

W9177 (802.11a/g/b/n/ac/ax) TEST MENU

Enter option:
NOTEIn aboveoutput, W9177 represents IW612

Step2: Get FW versiowith option 88
Enter option: 88

DLL Version : 1.0.0.45.5

LabTool Version: 1.0.0.45.5

FW Version: 18.80.2. 49 Mfg Version: 2.0.0.63
SFW Version: 0.0.0. 09 SHAL Version: 0.0.0.0
SOC OR Version: 1.2  Customer ID: 0

RF OR Version: 1.2 Customer ID: 0

Enter option:

Important Option values for all Wi feature related to labtool. (This is for quick reference)

In case of option not working refer step 1 for updated list.

Command Number Description
5 Get Radio mode
6 Set Radio mode
9 Get Antenna
10 Set Antenna
11 Get RF Channel
12 Set RF Channel
13 Get RF Data Rate
22 Load Calibration Data File
29 Get RF Band
31 Clear received packet Count
32 Get received packet Count
35 Duty cycle Tx with SIFS gap
44 Get/Set Storage Type
45 Read MAC Address From OTP
46 Write MAC Address in OTP
53 Write calibration data from text files to OTP/.conf file
54 Get Calibration from OTP/.conf file into text files
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88 Get Firmware and Labtool version

95 Get RF Crystal calibration offset

96 Set RF Crystal calibration offset

99 Exit

111 Get Channel BW

112 Set Channel BW

120 Get Thermal Sensor Reading

122 Enable IMD3 Calibration

123 Get IMD3 Calibration Data

198 Start RSSI Data Collection

199 Stop RSSI Data Collection and Report Result

225 HE rate Tx command (to enable sending trigger frame)

231 Configure HE TB (triggbased) Tx

235 Generate Trigger frame using configuration file
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3.8 wifi_wpa_supplicant Sample Application

Thewifi_wpa_supplicanapplication demonstrate€LI support usage using wpa supplicant (host based).
This application includes similar commandsiéi_cli application, some new commands/features which
related to host based supplicant are covered in this sedt®iVPA Enterprise, WPS

Note: Please define mac@ONFIG_WPA_SUPP_CRYPTO_ENTHRRRIS®BNfig.h to enable

enterprise security support.

Wi-Fi and iPerf Features:

3.8.1

UM11442

Features Details

Wi-Fi Host based supplicant

Wi-Fi Soft AP mode

Wi-FiStation mode

Wi-Fi Scan

Wi-Fi IEEEPS power saving mode
Wi-Fi deepsleep power saving mode
Wi-Fi Wi-Fi host sleep/wowlan

Wi-Fi RF Calibration

WPA Enterprise

WPS

Wi-Fillrroaming

Wi-Fi Cloud keep alive

Wi-Fi Turbo mode

TCP Client and Server
TCRClient dual mode (Tx and Rx in simultaneous)
TCP Client tradeff mode (Tx and Rx individual)

IPerf
UDP Client and Server

UDP Client dual mode (Tx and Rx in simultaneous)
UDP Client tradeff mode (Tx and Rx individual)

wifi_wpa_supplicant Application Execution

Please refer to the previous sectioB4d.1-3.1.4for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for information about the serial console tool setup.

3.8.1.1 Startup logs

The following logs can be observed on the console once the deulge6§ RT1060 EVK board and NXP
based Wireless modylare up and running and it shows that-Alimodule is ready for the operations.
This section describes the availableWVcommands, press Enter for the command prompt.

wifi wpa supplicant demo

Initialize CLI

CLI Build: May 15 2025 [14:57:14]
Copyright 2024 NXP
MCU Board: MIMXRT1060 - EVKC

Initialize WLAN Driver

STA MAC Address: 50:26:EF:A2:D7:0C
supplicant_main_task: 609 Starting wpa_supplicant thread with debug level: 6
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app_cb: WLAN initialized

WLAN CLlIs are initialized

ENHANCED WLAN CLlIs are initialized

CLls Available:

help

clear

wlan - version

wlan - mac

wlan - thread - info

wlan - net - stats

wlan - set - mac <MAC_Address>

wlan - scan

wlan - scan - opt ssid <ssid> bssid ...

wlan - add <profile_name> ssid <ssid> bssid...
wlan - remove <profile_name>

wlan - list

wlan - connect <profile_name>

wlan - connect - opt <profile_name> ...

wlan - reassociate

wlan - start - network <profile_name>

wlan - stop - network

wlan - disconnect

wlan - stat

wlan - info

wlan - address

wlan - uap- disconnect - sta <mac address>
wlan - get - uap- channel

wlan - get - uap- sta - list

wlan - ieee - ps <0/1>

wlan - set - ps- cfg <null_pkt_interval>

wlan - deep - sleep - ps <0/1>

wlan - get - beacon - interval

wlan - get - ps- cfg

wlan - set - max- clients - count <max clients count>
wlan - get - max- clients - count

wlan - rts <sta/uap> <rts threshold>

wlan - frag <sta/uap> <fragment threshold>

wlan - host - 11k - enable <0/1>

wlan - host - 11k - neighbor - req [ssid <ssid>]
wlan - host - 11v- bss - trans - query <0..16>
wlan - mbo- nonprefer - ch "<oper_class>:<chan>:<preference>:<reason>
<oper_class>:<chan>:<preference>:<reason>"
wlan - mbo- set - cell - capa <cell capa: 1/2/3(default)>
wlan - mbo- set - oce <oce: 1(default)/2>

wlan - set - okc <okc: O(default)/1>

wlan - pmksa- list

wlan - pmksa- flush

wlan - set - scan - interval <scan_int: in seconds>
wlan - sta - filter <filter mode> [<mac address list>]
wlan - get - log <sta/uap> <ext>

wlan - roaming <0/1> <rssi_threshold>

wlan - send - hostcmd

wlan - ext - coex - uwb

wlan - set - uap- bandwidth <1/2/3> 1:20 MHz 2:40MHz 3:80MHz
wlan - set - uap- hidden - ssid <0/1/2>

wlan - eu- crypto - rc4 <EncDec>
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wlan - eu- crypto - aes - wrap <EncDec>

wlan - eu- crypto - aes- ecb <EncDec>

wlan - eu- crypto - ccmp- 128 <EncDec>

wlan - eu- crypto - ccmp- 256 <EncDec>

wlan - eu- crypto - gcmp- 128 <EncDec>

wlan - eu- crypto - gcmp- 256 <EncDec>

wlan - ft - roam <bssid> <channel>

wlan - set - antcfg <ant mode> [evaluate_time]

wlan - get - antcfg

wlan - scan - channel - gap <channel_gap_value>

wlan - wmmstat <bss_type>

wlan - reset

wlan - set - regioncode <region - code>

wlan - get - regioncode

wlan - 11d- enable <sta/uap> <0/1>

wlan - uap- set - ecsa - cfg <block _tx> <oper_class> <new_channel> <switch_count>
<bandwidth>

wlan - txrx - histogram <action> <enable>

wlan - uapsd - enable <uapsd_enable>

wlan - uapsd - gosinfo <qos_info>

wlan - uapsd - sleep - period <sleep_period>

wlan - rssi - low - threshold <threshold_value>

wlan - generate - wps- pin

wlan - start - wps- pbc

wlan - start - wps- pin <8 digit pin>

wlan - wps- cancel

wlan - start - ap- wps- pbc

wlan - start - ap- wps- pin <8 digit pin>

wlan - wps- ap- cancel

wlan - p2p- find [timeout]

wlan - p2p- stop - find

wlan - p2p- set - listen - channel <channel> [op_class]
wlan - p2p- listen [timeout]

wlan - p2p- connect <peer_address> <method>

wlan - p2p- group - add [freq=<freq in MHz>] [ht40] [vht] [he]
wlan - p2p- get - passphrase

wlan - p2p- start - wps- pbc

wlan - p2p- start - wps- pin <8 digit pin>

wlan - p2p- prov - disc <peer_address> <method> [join]
wlan - p2p- service -add <service_type> <query_tlv> <response_tlv>
wlan - p2p- serv - disc -req <device_address> <query_tlv>
wlan - p2p- serv - disc -resp <frequency> <destination_address> <dialog_token>
<response_tlv>

wlan - p2p- group - remove <group_interface_name>

wlan - p2p- peers

wlan - p2p- peer <peer_address>

wlan - p2p - status

wlan - p2p- invite [persistent=<network id>|group=<group ifname>]
[peer=address][go_dev_addr=address] [freq=<freq in MHz>] [ht40] [vht] [he]
[pref=<MHz>]

wlan - p2p- cancel

wlan - p2p- remove - client <address|iface=address> = remove a peer from all groups
wlan - p2p- list - network

wlan - get - signal

wlan - set - bandcfg

wlan - get - bandcfg

wlan - enable - disable - htc <option>

wlan - set - su <0/1>

wlan - get - turbo - mode <STA/UAP>

wlan - set - turbo - mode <STA/UAP> <mode>

wlan - set - multiple - dtim <value>

wlan - cloud - keep - alive <start/stop/reset>
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wlan_tcp_client dst_ip <dst_ip> src_port <src_port> dst_port <dst_port>

wlan - set - country <country_code_str>

wlan - set - country - ie - ignore <0/1>

wlan - set - indrstcfg <mode> <gpio_pin>

wlan - get - indrstcfg

wlan - independent - reset <mode>

wlan - get - channel - load <set/get> <duration>

wlan - get - txpwrlimit <subband>

wlan - set - chanlist

wlan - get - chanlist

wlan - set - txratecfg <sta/uap> <format> <index> <nss> <rate_setting> <autoTx_set>
wlan - get - txratecfg <sta/uap>

wlan - get - data - rate <sta/uap>

wlan - get - pmfcfg

wlan - uap- get - pmfcfg

wlan - set - ed- mac- mode <interface> <ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g>
<ed_offset_5g>

wlan - get - ed- mac- mode <interface>

wlan - set - tx - omi <interface> <tx - omi> <tx - option> <num_data_pkts>
wlan - set - toltime <value>

wlan - set - rutxpwrlimit

wlan - 11ax - cfg <1lax_cfg>

wlan - 11lax - twt - setup <dump/set/done> [<param_id> <param_data>]

wlan - 11ax - twt - teardown <dump/set/done> [<param_id> <param_data>]

wlan - 1lax - twt - report

wlan - 11ax - twt - information <flow_identifier> <suspend_duration>

ping [ - s <packet_size>] [ - ¢ <packet_count>] [ - W <timeout in sec>] <ipv4/ipv6
address>

iperf[ -s| -c<host>| -a] - h][options]

dhcp - stat

wlan - hir - cli <standard hlr cli options>
wlan - read - gsm- triplets <imsi> <kc> <sres> <rand>
wlan - read - milenage <imsi> <ki> <opc> <amf> <sqn>

3.8.1.2 Add network profile

Before adding a network profile for Soft AP and Station mode, please check commandausiifjerent
EAP methods

# wlan - add
Usage:
For Station interface
For DHCP IP Address assignment:
wlan - add <profile_name> ssid <ssid> [wpa2 <psk/psk - sha256/ft - psk> <secret>]
[mfpc <1> mfpr <0>]
If using WPA2 security, set the PMF configuration as mentioned above.
If using proactive key caching set pkc as 1, to disable set to O(default), if
okc is set this is not used.
If using specific ciphers, set the group, pairwise and group mgmt using gc, pc
and gmc options.
supported ciphers: ccmp=0x10
supported group mgmt ciphers: aes_128 cmac=0x20
wlan - add <profile_name> ssid <ssid> <owe_only> mfpc 1 mfpr 1
If using OWE only security, always set the PMF configuration.
NOTE: [og <"19 20 21">] is only supported in Micro - AP mode .
wlan - add <profile_name> ssid <ssid> [wpa3 sae/ft - sae <secret> [sg <"19 20
21">] [pwe <0/1/2>] mfpc <1> mfpr <0/1>]
If using WPA3 SAE security, always set the PMF configuration.
wlan - add <profile_name> ssid <ssid> [wpa2 psk psk - sha256 <secret> wpa3 sae
<secret>] [mfpc <1> mfpr <0>]
If using WPA2/WPA3 Mixed security, set the PMF configuration as mentioned
above.
For static IP address assignment:
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wlan - add <profile_name> ssid <ssid>

ip:<ip_addr>,<gateway_ip>,<netmask>

[bssid <bssid>] [channel <channel number>]

[wpa2 <psk/psk  -sha256/ft - psk> <secret>] [owe_only] [wpa3 sae/ft - sae
<secret>] [mfpc <0/1> mfpr <0/1>]
For Micro - AP interface

wlan - add <profile_name> ssid <ssid>

ip:<ip_addr>,<gateway_ip>,<netmask>

role uap [bssid <bssid>]

[channel <channelnumber>]

[wpa2 <psk/psk - sha256> <secret>] [wpa3 sae <secret> [sg <"19 20 21">] [pwe
<0/1/2>] [tr <0/1/2/4/8>]]

[ft - psk <secret>] [wpa3 ft - sae <secret>]

[owe_only [og <"19 20 21">]]

[mfpc <0/1>] [mfpr <0/1>]
Note: Setting the channel value greater than or equal to 36 is mandatory,

if UAP bandwidth is set to 80MHz.

[capa <1lax/1lac/lln/legacy>]
If Set channel to 0, set acs_band to O 1.
0: 2.4GHz channel 1:5GHz channel Not support to select dual band
automatically.
Error: invalid number of arguments
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3.8.1.3 Station mode (connect tBxternalAP)

WPAZ3 Security

NOTEFor WPAS3 default mode is set to pwe 2 (both huréing-pecking loop and hasto-element
enabled)

Usage for pwe and tr

SAE mechanism for PWE derivation

# 0 = hunting - and - pecking loop only (default without password identifier)
#1 =hash -to - element only (default with password identifier)

# 2 = both hunting - and - pecking loop and hash - to - element enabled

WPA3 SAE (R1)

#wlan - add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 pwe 0 mfpc 1 mfpr 1
Added Anxp_test _ 10

WPA3 SAE (R3)

#wlan - add nxp_test_1 ssid WPA3_AP wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1
Added fAnxp_test _10

WPAS3 SAE (R3), with SAE group 20,21

#wlan -add nxp_test_1 ssid WPA3_AP wpa3d3 sae 12345678 sg
mfpr 1

Added Anxp_test _ 10

This section demonstrate how to connect to External AP with Enterprise security.

NOTEHere we make another RT as an External AP on which radius server is running. To generate own
certificates please refer to the secti8rv.1.5

WPAZ2EnterpriseSecurity

Use the following command to add the network profile to configure the device in station msidgEAR
TLS9method. Provide any profile namexternall t Q &, Usef ID &nd Password to authenticate with the
serverin argument shown below:

# wlan - add EapNet ssid EapNet_AP eap - tIs id clientl key_passwd whatever

Added fabco

Connect to the AP network using the saved network profile:
# wlan - connect EapNet

Connecting to network...

Use ‘wlan - stat' for current connection status.

# app_cb: WLAN: authenticated to network
app_ch: WLAN: connected to network
Connected to following BSS:

SSID = [EapNet_AP]

IPv4 Address: [192.168.10.2]

NOTEOnce connected to the AP the console output will show Client successfully connected to AP with ssid
EapNet AP | YR 320 ALIIOBRRNEBRY G mepH dPMcy D
Get signal information of connected External AP

#wlan - get - signal
BeaconLast Beacon Average Data Last Data Average

RSSI -32 -32 = &% = &%
SNR 58 58 57 57
NF -90 -90 -90 -90

Get PMKSA list

#wlan - pmksa- list

PMKSA list

Index / AA / PMKID / expiration (in seconds) / opportunistic

1 d8:c0:a6:0f:d6:89 9ca541d20dcclcbc3ae0834d54c816b4 43187 0
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To flush the PMKSA entries
# wlan - pmksa- flush
Flushed PMKSA cache

WPA2 Station disconnection (from AP)

Disconnect from the AP network profile:
# wlan - disconnect

app_cb: WLAN: received event 9

app_chb: disconnected

Remove the saved network profile:
# wlan - remove EapNet
Removed "EapNet"

3.8.1.3.1 Channel State Information (CSI)

The CSI feature provides a methodstend information about channel propertié®©m WiFifirmware to
Host periodicallyOnce the CSI information is generated by fineware, it will forward the CSlI record (CSI
header + CSI data) on a separate path from the actual packet received fiyrthvare. The header for the
CSl record is extracted from the actual packet received.

NOTEDefine CONFIG_CSI macrwifin config.hto enable the feature.
Set CSI config info
Usage:

# wlan - set - csi - param - header

Error: invalid number of arguments

Usage: wlan - set - csi - param - header <sta/uap> <csi_enable> <head_id> <tail_id>
<chip_id> <band_config> <channel> <csi_monitor_enable> <ra4us>

[csi_enable] :1/2 to Enable/Disable CSI
[head_id, head_id, chip_id] are used to seperate CSI event records received
from FW
[Bandcfg] defined as below:
Band Info - (00)=2.4GHz, (01)=5GHz
t u8 chanBand :2;
Channel Width - (00)=20MHz, (10)=40MHz, (11)=80MHz
t u8 chanWidth :2;
Secondary Channel Offset - (00)=None, (01)=Above, (11)=Below
t u8 chan20ffset: 2;
Channel Selection Mode - (00)=manual, (01)=ACS, (02)=Adoption mode
t u8 scanMode : 2;
[channel] : monitor channel number
[csi_monitor_enable] : 1- csi_monitor enable, O - MAC filter enable
[radus] : 1/0 to Enable/DisEnable CSI data received in cfg channel with mac
addr filter, not only RA is us or other

#wlan -set -csi - param- header sta 1 66051 66051 1700111 1

The current csi_param is:
bss type :sta
csi_enable :1

head_id : 66051
tail_id 1 66051
csi_filter_cnt: 0

chip_id 1170
band_config : 0

channel 111
csi_monitor_enable : 1
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radus 01
Set CSl filter
Usage:

# wlan - set - csi - filter

Error: invalid number of arguments

Usage : wlan - set - csi - filter <opt> <macaddr> <pkt_type> <type> <flag>
opt :add/delete/clear/dump

add : All options need to be filled in

delete: Delete recent filter information

clear : Clear all filter information

dump : Dump csi cfg information

Usage example :

wlan - set - csi - filter add 00:18:E7:ED:2D:C1 255 255 0
wlan - set - csi - filter delete

wlan - set - csi - filter clear

wlan - set - csi - filter dump

Issues the CSI command to Wi firmware
wlan - csi - cfg

Wi-Fi firmware receives the CSI packet, convert the CSI header based on the software definition, and passes
it to the Host driver through the CSI eveiihe driver broadcasts the evenwith CSI header and data

# CSI user callback: Event CSI data

% Dump @  2020F504 Len: 156 ****

27 00 cd ab 03 02 01 00 00 00 94 00 7c 05 32 6d
00 00 00 00 70 66 55 26 8a 6b 26 18 1d 56 65 Oa
cb 01 a3 d9 28 06 02 aa 00 00 00 00 1b 00 00 00
00 00 00 00 10 eb f8 €8 ea f8 ee 0Oa fc 11 07 03
03 00 02 04 07 07 0f 01 11 f5 07 e8 f4 e5 e2 2
de 08 eb 1d 02 24 17 19 14 2 05 ee fa f6 fb 02
06 06 12 f9 fc da e0 e8 d8 02 e2 1c fa 28 15 22
1d f3 Oa e8 f8 ed f2 fb f9 07 05 06 09 fc 02 f2
f3f3 ea 01013 03 1b 16 10 Ob e8 f5 ea eb fd

f5 0e 06 Ob 00 00 00 00 03 02 01 00

*kkkkkkk End Dump *kkkkkk

Steps to get CSl data in STA mode

Configure B5AP in 2.4GHz/5GHz with wpa2 psk security.
Connect STAUT to B&f.

Enable CSI on ST@old 36is the channel on which AP is present)
#wlan - set - csi - param - header sta 1 66051 66051 1701360 1

Set CSI filter via below command:
#wlan - set - csi - filter add <ext - AP's MAC address> 255 255 0

Sart CSI
#wlan - csi - cfg

Disable CSl on STA
#wlan - set - csi - param - header sta 2 66051 66051 1701360 1

Sop CSI

#wlan - csi - cfg

Steps to get CSl data in Soft AP mode

Configure DUT in 2.4Ghz/5GHz with wpa2 psk security.
Connect extSTA to UAP.
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Enable CSI on UARold 36is the channel on which AP is configured)
#wlan - set - csi - param - header uap 1 66051 66051 170 1 36 01

Set CSI filter
#wlan - set - csi - filter add <ext - STA's MAC address> 255 2550

Sart CSI
#wlan - csi - cfg

Disable CSlI:
#wlan - set - csi - param - header uap 2 66051 66051 170136 0 1

Sop CSI
#wlan - csi - cfg

3.8.1.3.2 Processing C&Ambient motion index (AMI)

Following CSI collection, the CSI records can be processed to calculate the ambient motion index (AMI).
AMI is a measure of change in CSl that can be used to detect motion in the vicinity offh& VWA and/or
AP. AMI is expressed in dB.

CLI commands to get AMI data:
wlan-setami-cfg
wlan-start-stop-ami

Stepl: Set the device in STA mode and connect to an AP.

# wlan - add test ssid ASUS_5G wpa2 psk 12345678
# wlan - connect test

Step2: Configure the CSI parameters and add CSl filters
#wlan -set -csi - param- header sta 1 66051 66051 170 141 360 1
#wlan - set -csi - filter add 7C:10:C9:02:DA:4C 280

Step3: Enable CSI
#wlan -csi - cfg

Step4: Set AMI configurations
#wlan - set - ami- cfg mac 7C:10:C9:02:DA:4C type 3 ref 2 bw 1 num 10

Stepb5: start/stop calculation of Ambient Motion Index
#wlan -start -stop -amil

Example of output:

Compare CSI filter set MAC: 7c¢.10.c9.02.da.4c, sig BW/format 1|2

NUM 1 CSI Processing Results: VHT(40), RX/TX 1/1, - 440.08 TSF 19a285d7, Ambient
Motion Index -3.2dB

NUM 2 CSI Processing Results: VHT(40), RX/TX 1/1, 103.29 TSF 1a45073a, Ambient

Motion Index -3.1dB

NUM 3 CSI Processing Results: VHT(40), RX/TX 1/1, - 482.94 TSF 1a450887, Ambient
Motion Index -3.3dB
NUM 4 CSI Processing Results: VHT(40), RX/TX 1/1, -441.77 TSF 1a864347, Ambient
Motion Index -4.3dB
NUM 5 CSI Processing Results: VHT(40), RX/TX 1/1, - 519.32 TSF 1b75b749, Ambient

Motion Index -3.2dB
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NUM 6 CSI Processing Results: VHT(40), RX/TX 1/1, 168.90 TSF 1bb771ef, Ambient

Motion Index -2.7dB

NUM 7 CSI Processing Results: VHT(40), RX/TX 1/1, - 549.59 TSF 1c03e5b5, Ambient
Motion Index -4.2dB

NUM 8 CSI Processing Results: VHT(40), RX/TX 1/1, 221.89 TSF 1ca668c5, Ambient

Motion Index -45dB

NUM 9 CSI Processing Results: VHT(40), RX/TX 1/1, 208.22 TSF 1ce89f14, Ambient

Motion Index -8.0dB

NUM 10 CSI Processing Results: VHT(40), RX/TX 1/1, -10.70 TSF 1dd716e8, Ambient
Motion Index -4.1dB

The AMI outputs range fron8 dB to-11 dB, which corresponds to a larger AMI. Motion was detected.

3.8.1.3.3 WPARZEnterprise
To use WPAS3 Suite B or Suite B 192 hit enterprise security, addshpa3vpa3sb-192 before EAP
security type. Applicable for all EAP securities.

WPAS3 EAP TLS (Suite B)
wlan - add EapNet ssid EapNet_AP wpa3 -sb eap -tlsid client2 key_passwd whatever

mfpc 1 mfpr 1
WPAS3 EARSuite B 192 bit)

TLS

wlan - add EapNet ssid EapNet_AP wpa3 -sb- 192 eap -tlsid client4 key passwd
whatever mfpc 1 mfpr 1

TTLS

wlan - add EapNet ssid EapNet_AP wpa3 -sb-192 eap -ttls - mschapv2 aid Client id
Client pass whatever key_ passwd whatever mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc
0x1000

PEARPvO-mschapv2

wlan - add EapNet ssid EapNet_AP wpa3 - sb- 192 eap - peap- mschapv2 ver 0 aid Client
id Client pass whatever key_passwd whatever mfpc 1 mfpr 1

PEARv1-mschapv2

wlan - add EapNet ssid EapNet_AP wpa3 -sb- 192 eap - peap- mschapv2 ver 1 aid Client
id Client pass whatever key_passwd whatever mfpc 1 mfpr 1

PEAPv1-gtc

wlan - add EapNet ssid EapNet_AP wpa3 -sb-192 eap - peap - gtc ver 1 aid Client id

Client pass whatever key_ passwd whatever mfpc 1 mfpr 1

Connection Establish time

Asymmetric crypto is supported for i.MX RT117x platforms whilanitisupported for i.MX RT10xx
platforms, so the initial connection time for WPA3 Enterprise RT10xx is high compared to RT117x.

3.8.1.3.4 Other Security options:
OWE
Always set mfpc and mfpr to 1
wlan - add oweNet ssid oweNet_AP owe_only mfpc 1 mfpr 1

WPSPIN

#wlan - start - wps- pin 96288863
Start WPS PIN session with 96288863 pin
Info: mll: WPS - PIN- ACTIVE

WPSPBC
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#wlan - start - wps- pbc

Info: ml1: WPS - PBG ACTIVE

# Info: ml1l: SME: Trying to authenticate with d8:c0:a6:0f:d6:89 (SSID="NXPAP'
freq=2437 MHz)

Info: mlI1: Trying to associate with d8:c0:a6:0f:d6:89 (SSID="NXPAP' freq=2437
MHz)

Info: ml1: Associated with d8:c0:a6:0f:d6:89

AKA_PRIME_WPA2:

wlan - add 2 ssid RR1 eap - aka - prime id 6555444333222111 pass
5122250214c33e723a5dd523fc145fc0:981d464c7c52eb6e5036234984ad0bcf:000000000123

EAP_SIM_WPA2:

wlan - add abc ssid EAP eap - sim id 1232010000000000 pass
90dcad4edad5b53cf0f12d7c9c3bc6a89:ch9cccc4b9258e6dcad 760379fb82581:000000000123

EAP_AKA_WPA2:

wlan - add 1 ssid EAP eap - aka id 0232010000000000 pass
90dcadedad5hb53cf0f12d7c9c3bc6a89:ch9cccc4b9258e6dcad 760379fb82581:000000000123

EAP_AKA_ WPAS3:

wlan - add abc ssid Suite - B- 192 wpa3 - sb- 192 eap - aka id 0232010000000000 pass
90dcadedad5b53cf0f12d7c9c3bc6a89:ch9ccccdh9258e6dcad 760379fb82581:000000000123
mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000

AKA_PRIME_WPAZ3:

wlan - add 2 ssid Suite -B-192 wpa3 -sb-192 eap - aka- prime id 6555444333222111 pass
5122250214c33e723a5dd523fc145fc0:981d464c7c52eb6e5036234984ad0bcf:000000000123

mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000

EAP_SIM_WPAS:

wlan - add abc ssid Suite -B-192 wpa3 -sb-192 eap -simid 1232010000000000 pass
90dcadedad5b53cf0f12d7c9c3bc6a89:ch9ccccab9258e6dcad 760379fb82581:000000000123
mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000

FASTGTC:

wlan - add EapNet ssid EapNet_AP eap - fast - gtc aid clientl id user2 pass password?2
key_passwd whatever mfpc 1 mfpr O

FASTmschapv2:

wlan - add EapNet ssid EapNet_AP eap - fast - mschapv2 aid clientl id user2 pass

password2 key_passwd whatever mfpc 1 mfpr O

3.8.1.4 Soft AP mode

Use the following command to add the network profile to configure the deviénberpriseAP mode.
1aS @2dz2NJ 't Q& { { L 5, Becurity usd® 8 &nd pabsivatoh axgairhest Shoknfbelgivy S f
NOTETo generate own certificates please refer to the se@i@ril.5

Getmaximum client connect info
#wlan - get - max- clients - count
Maximum number of stations: 16

WPA2EARTLS
# wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0
role uap channel 6 eap - tIs id clientl id client2 id client3 id client4

key_passwd whatever

Added "EapNet"
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Set ACS mode

The Automatic Channel Selection (ACS) mode can be enabled while adding the profile usexpwlan
command. When channel parameter is set as 0 then it enables ACS mode.

Default value for ACS band is 0.

<acs_band> usage

#0=24GHz
#1=5GHz

AP with wpa2 psk security configured with 5 GHz ACS mode
# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 0 acs_band 1 wpa2 psk 12345678

AP with wpa2 psk security configured with 2.4 GHz ACS mode
# wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 0 acs_band 0 wpa2 psk 12345678

Set WiFi bandwidth

The following command is used to set-Wibandwidth (20MHz or 40MHz):

NOTEDefault bandwidth is set to 40MHz if not set by following command.

NOTEFor 88W8801, default bandwidth is set to 20MHz and following command is not available.
Command Usage:

#wlan - set - uap- bandwidth

Usage: wlan - set - uap- bandwidth <1/2/3>
Error: Specify 1 to set bandwidth 20MHz or 2 for 40MHz or 3 for 80MHz

Set bandwidth:
#wlan - set - uap- bandwidth 1
bandwidth set successfully

Start the AP using saved netwqrkofile:
#wlan - start - network EapNet

[wlem] Warn: NOTE uAP will automatically switch to the channel that station is
on.
Info: ua2: interface state UNINITIALIZED - >COUNTRY_UPDATE

app_cb: WLAN: received event 15

app_cb: WLAN: UAP Started

Soft AP "EapNet_AP" started successfully

DHCP Server started successfully

Check created network details
# wlan - info
Station not connected
UAP started as:
"EapNet"
SSID: EapNet_AP
BSSID: D8:C0:A6:0F:D6:89
mode: 802.11AC
channel: 6
role: uUAP
security: WPA2 Enterprise EAP - TLS
wifi capability: 11ac
user configure: 11ac

IPv4 Address
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address: STATIC
IP: 192.168.10.1
gateway: 192.168.10.1
netmask: 255.255.255.0

dnsi: 0.0.0.0
dns2: 0.0.0.0
IPv6 Addresses

Link - Local : FE80::DACO:A6FF:FEOF:D689 (Tentative)

Connect the wireless client to the AP just createdpNet_APThe logs below can be observed once the

Client is associated successfully:
# app_cbh: WLAN: UAP a Client Connected

Client => 50:26:EF:A2:F1:26 Connected with Soft AP

Get the associated clients list:
#wlan - get - uap- sta - list
Number of STA=1

STA 1 information:

MAC Address: 20:4E:F6:EC:1F:27
Power mfg status: active
Rssi : - 69 dBm

Get the IPand MAC information for the associated clients:
# dhcp - stat

DHCP Server Lease Duration : 86400 seconds

Client IP Client MAC

192.168.10.2 20:4E:F6:EC:1F:27

SSID broadcast configuration:

User can control SSID IE configuration using this command.

It has 3 modes:

0: When user wants to enable SSID broadcast (default)

1. When user wants to disable SSID name(ASCII 0) and SSID length (Length = 0)
2: When user wants to disable only the SSID name (ASCII 0)

Command usage:

#wlan - set - uap- hidden - ssid

Usage: wlan - set - uap- hidden - ssid <0/1/2>
Error: O: broadcast SSID in beacons.

1: send empty SSID (length=0) in beacons.

2: clear SSID (ACSII 0), but keep the original length

Set SSID broadcast control

#wlan - set - uap- hidden - ssid 1
SSID broadcast control set successfully

3.8.1.4.1 Other Security options

WPA3 Security

Note: Default value of pwe is O for Soft AP
Default value of tr is O for Soft AP

WPAS SAE (R1)
wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 0 mfpc 1 mfpr 1
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WPA3 SAE (R3)

wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1

WPA3 SAER3), with capability set to 11AX

wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 1 mfpc 1 mfpr 1 capa 11lax

WPAS3 SAE (R3), Transition Disable set

wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 pwe 1 tr 1 mfpc 1 mfpr 1

WPA3 SAE (R3), SAE group 20, 21

wlan - add xyz ssid NXPAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 6 wpa3 sae 12345678 sg fil19 20 210 pwe 1 mfpc 1

OWE

Always set mfpc and mfpr to 1.
wlan - add oweNet ssid oweNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap channel36 owe_only mfpc 1 mfpr1

WPAS Enterprise

To use WPAS3 Suite B or Suite B 192 bit enterprise security, addsbpa3vpa3sb-192 before EAP
security type. Applicable for all EAP securities.

WPA3 EAALS (Suite B)

wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role

uap wpa3 - sb eap -tlsid clientl id client2 id client3 id client4 key_passwd
whatever mfpc 1 mfpr 1

WPA3 EAP (Suite B 192 bit)

TLS

wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap wpa3 - sb- 192 eap -tlsid clientl id client2 id client3 id client4 key_passwd
whatever mfpc 1 mfpr 1

TTLS

wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap channel 36 wpa3 -sb-192 eap -ttls - mschapv2 aid Client id Client pass whatever
key_passwd whatever mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000

PEAR/O-mschapv2

wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap channel 36 wpa3 -sb- 192 eap - peap - mschapv2 ver 0 aid Client id Client pass
whatever key passwd whatever mfpc 1 mfpr 1

PEARv1-mschapv2
wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role

uap channel 36 wpa3 -sb-192 eap - peap- mschapv2 ver 1 aid Client id Client pass
whatever key passwd whatever mfpc 1 mfpr 1
PEARv1-gtc

wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap channel 36 wpa3 -sb-192 eap - peap- gtc ver 1 aid Client id Client pass
whatever key passwd whatever mfpc 1 mfpr 1

WPS (WHi Protected Setup)
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There are two primary approaches to network setup withinfMProtected Setup: pudbutton and PIN
entry.

WPSPIN

#wlan - add abc ssid NXPAP ip:192.168.81.100,192.168.81.100,255.255.255.0 role

uap channel 6 wpa2 psk 12345678
Added "abc"

# wlan - start - network abc

[wlem] Warn: NOTE uAP will automatically switch to the channel that station is
on.

Info: ua2: interface state UNINITIALIZED - >COUNTRY_UPDATE

#

app_ch: WLAN: received event 15

app_ch: WLAN: UAP Started

Soft AP "NXPAP" started successfully

DHCP Server started successfully

Info: ua2: interface state COUNTRY_UPDATE - >ENABLED
Info: : AP - ENABLED

#wlan - generate - wps- pin
WPS PIN is: 96288863

#wlan - start - ap-wps- pin 96288863
Start AP WPS PIN session with 96288863 pin
[uap] Warn: Overwriting previous configuration

WPSPBC
wlan - add abc ssid NXPAP ip:192.168.81.100,192.168.81.100,255.255.255.0 role uap
channel 6 wpa2 12345678

# wlan - start - network abc

#wlan - start - ap-wps- pbc add
[uap] Warn: Overwriting previous configuration
Info: : WPS - PBG ACTIVE

EARSIm, AKA and AKprime

For eapsim/eap-aka/eapakaprime use commandead_gsm_tripletsto add GSM authentication triplets
andread_milenageto add Milenage keys arfur_clito start hir_auc_gw

Usage:

wlan - read - gsm- triplets <imsi> <kc> <sres> <rand>

read_milenage <imsi> <ki> <opc> <amf> <sqn>

hir_cli <standard hlr cli options>

Example:

# wlan - read - gsm- triplets 234567898765432 AOALA2A3A4A5A6A7 D1D2D3D4
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

# wlan - read - gsm- triplets 234567898765432 BOB1B2B3B4B5B6B7 E1E2E3E4
BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
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# wlan - read - gsm- triplets 234567898765432 COC1C2C3C4C5C6C7 F1F2F3F4
CCCCCCccceeecececececececececececececcececececececce

# read_milenage 232010000000000 90dcadeda45b53cf0f12d7c9c3bc6a89
cb9cccc4b9258e6dcad 760379fb82581 61df 000000000000

# read_milenage 555444333222111 5122250214c33e723a5dd523fc145fcO
981d464c7c52eb6e5036234984ad0bcf c3ab 16f3b3f70fcl

# wlan - hir -cli
Listening for requests on /tmp/hir_auc_gw.sock

SIM_WPA2:

wlan - add abc ssid EAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 36 eap - sim

AKA_WPAZ2:

wlan - add abc ssid EAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 36 eap - aka

AKA_prime_WPA2:

wlan - add abc ssid EAP ip:192.168.10.1,192.168.10.1,255.255.255.0 role uap
channel 36 eap - aka- prime

EAP_AKA_WPA3:

wlan - add abc ssid EAP wpa3 -sb-192ip:192.168.10.1,192.168.10.1,255.255.255.0
role uap channel 36 eap - aka mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000

AKA_PRIME_WPA3:

wlan - add abc ssid EAP wpa3 -sb-192ip:192.168.10.1,192.168.10.1,255.255.255.0
role uap channel 36 eap - aka - prime mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000

EAP_SIM_WPA3:

wlan - add abc ssid EAP wpa3- sb- 192 ip:192.168.10.1,192.168.10.1,255.255.255.0
role uap channel 36 eap - sim mfpc 1 mfpr 1 gc 0x100 pc 0x100 gmc 0x1000

FASTGTC:

wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap eap -fast -gtc clientl id userl pass passwordl id user2 pass password?2 id
user3 pass password3 id user4 pass password4 key_passwd whatever
pac_opa_enc_key 000102030405060708090a0b0c0d0e0f a_id 0123456789abcd01
fast_prov 2 mfpc 1 mfpr O

FASTmschapv2:

wlan - add EapNet ssid EapNet_AP ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap eap -fast - mschapv2 aid clientl id userl pass passwordl id user2 pass
password? id user3 pass password3 id user4 pass password4 key passwd whatever
pac_opa_enc_key 00010203040 5060708090a0b0c0d0e0f a_id 0123456789abcd01
fast_prov 2 mfpc 1 mfpr O

Stop Soft AP
# wlan - stop - network

app_ch: WLAN: received event 19

app_ch: WLAN: UAP Stopped
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Soft AP " EapNet_ AP" stopped successfully

DHCP Server stopped successfully

3.8.1.5 WiFi Direct

This section describes the \Wi Direct (WFD) mode configuration and procedures. The feature is used to
establish a connection for devid¢e-device or peeto-peer (P2P) communication, without a nearby
centralizednetwork.

Note: DefineCONFIG_WPA_SUPP_mR2&tro in wifi_config.h to enable the feature.

3.8.1.5.Wi-Fidirectclient mode

In this modeusingdevicediscoveryallowing devices to find and connect with each other without needing
a traditional access point.

The discovery process can be initiated using the yl2nfind commandThis command initiates P2P
device discovery, searching for nearby [Bapable devices. By default, it performs a full scan followed by
monitoring social channels (1, 6, 11), which are commonly used for P2P communicBtiec®mmand

can include optional parameters like timeout, type (social or progressive), and device ID to refine the
search

Stepl:Start WiFi Direct on the User Interface for the peer or mobile device

Step2:Enable the p2p device discovery
# wlan - p2p- find

p2p_find start ok!

P2P- DEVICE- FOUND 2e:72:94:a2:75:3e p2p_dev_addr=2e:72:94:a2:75:3e
pri_dev_type=10 - 0050F204 - 5 name='OnePlus 10R 5G' config_methods=0x188
dev_capab=0x25 group_capab=0x0 vendor_elems=1 new=1

Step3:Stopthe ongoing p2puliscovery
wlan - p2p- stop - find
P2P- FIND- STOPPED

p2p_stop_find ok!

Step4: Check peer device mac address
# wlan - p2p- peers

p2p_peers list:
ce:82:1c:ef:dd:60

Stepb: Establish annection
# wlan - p2p- connect 2e:72:94:a2:75:3e pin 12345670 display
P2P- FIND- STOPPED

pin:71668000

Wait for 10 to 15 seconds, a pop up will displapeeror mobile device enter above displayed pin on
peer device to establisbonnection. After successful connection below logs can be seen.

# P2P - GO NEG SUCCESS role=client freq=2412 ht40=0 peer_dev=2e:72:94:a2:75:3e
peer_iface=2e:72:94:a2:75:3e wps_method=Display

wf3: WPS - PIN- ACTIVE

[supp_if] Error: wifi_nxp_wpa_supp_scan2: Block scan while remaining on channel
wpa_drv_freertos_scan2: scan2 op failed
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wf3: CTRL - EVENTF SCAN FAILED ret= - 16 retry=1

wf3: SME: Trying to authenticate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx-
OnePlus 10R 5G' freq=2412 MHz)
wf3: Trying to associate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx- OnePlus 10R

5G' freq=2412 MHz)

ASSOCREQ VENDOR IE

***% Dump @ 2021E038 Len: 71 ****

dd 18 00 50 f2 04 10 4a 00 01 10 10 3a 00 01 01

10 49 00 06 00 37 2a 00 01 20 dd 2b 50 6f 9a 09

02 02 00 23 00 0d 1f 00 52 26 ef a2 €3 96 01 88

00 00 00 00 00 00 00 00 00 10 11 00 Oa 4e 58 50

20 64 65 76 69 63 65

*kkkkkkk End Dump *kkkkkk

wf3: Associated with 2e:72:94:a2:75:3e

wf3: CTRL - EVENTF SUBNET STATUS UPDATE status=0

wf3: CTRL - EVENTF EAPR STARTED EAP authentication started

wf3: CTRL - EVENF EAPR PROPOSEIMETHOD vendor=14122 method=1
wf3: CTRL - EVENF EAR METHOD EAP vendor 14122 method 1 (WSC) selected
wf3: WPS - CRED RECEIVED
100e007b1026000101104500184449524543542d4h782d4f6€65506c757320313
wf3: WPS - SUCCESS

P2P- GROUPFORMATIONSUCCESS

wf3: CTRL - EVENTF EAP FAILURE EAP authentication failed

wf3: CTRL - EVENTF DISCONNECTED bssid=2e:72:94:a2:75:3e reason=3
locally_generated=1

app_ch: WLAN: network authentication failed

wf3: CTRL - EVENTF DSCR POLICY clear_all

wf3: SME: Trying to authenticate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx-
OnePlus 10R 5G' freq=2412 MHz)
wif3: Trying to associate with 2e:72:94:a2:75:3e (SSID='DIRECT - Kx- OnePlus 10R

5G' freq=2412 MHz)

ASSOCREQ VENDOR IE

*% Dump @ 2021E928 Len: 45 ****

dd 2b 50 6f 9a 09 02 02 00 23 00 0d 1f 00 52 26

ef a2 e3 96 01 88 00 00 00 00 00 00 00 00 00 10

11 00 Oa 4e 58 50 20 64 65 76 69 63 65

*kkkkkkk End Dump K*kkkkkk

wif3: Associated with 2e:72:94:a2:75:3e

wf3: CTRL - EVENTF SUBNET STATUS UPDATE status=0

wf3: WPA: Key negotiation completed with 2e:72:94:a2:75:3e [PTK=CCMP GTK=CCMP]
wf3: CTRL - EVENF CONNECTED Connection to 2e:72:94:a2:75:3e completed [id=0
id_str=]

[wlcm] Error: Failed to add wps network

P2P- GROUPSTARTED wf3 client ssid="DIRECT - Kx- OnePlus 10R 5G" freq=2412
go_dev_addr=2e:72:94:a2:75:3e [PERSISTENT]

app_cbh: WLAN: authenticated to network

app_ch: WLAN: connected to network

Connected to following BSS:

SSID = [DIRECT - Kx- OnePlus 10R 5G]

IPv4 Address: [192.168.49.130]

Step6: Check connection status
# wlan - p2p- status

p2p_status:

bssid=ce: 2e:72:94:a2:75:3e
freq=2412

ssid=DIRECT - Dh- OnePlus 10R 5G
id=0

mode=station
wifi_generation=6
pairwise_cipher=CCMP
group_cipher=CCMP
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key _mgmt=WPA2 PSK

wpa_state=COMPLETED
ip_address=192.168.49.130
p2p_device_address=52:26:ef:a2:€3:96
address=52:26:ef:a2:e3:96

uuid=85f7edfl - 7ccl - 53ce - b614 - f11c20255766
ieee80211lac=1

3.8.1.5.Wi-Fi directGO mode (Group Formation/GO Negotiation)

LiQa A YLX 92959 ilé&tRtionandshake between two P2P peers, i.e. deadeiveGO Neg
request/ response /confirmation to exchange information between P2P peers. It can be triggered by any
of the two peers.

Stepl:Start WiFi Direct on the User Interface for the peer or mobile device

Step2:Enable the p2p device discovery
#wlan - p2p- find

p2p_find start ok!

# P2P - DEVICE- FOUND ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60
pri_dev_type=10 - 0050F204 - 5 name='"OnePlus 10R 5G' config_methods=0x188
dev_capab=0x25 group_capab=0x0 vendor_elems=1 new=1

Step3:Stopthe ongoing p2mliscovery
wlan - p2p- stop - find
P2P- FIND- STOPPED

p2p_stop_find ok!

Step4: Check peer device mac address
# wlan - p2p- peers

p2p_peers list:
ce:82:1c:ef:dd:60

Steb: Establish annectionusing virtual push button
# wlan - p2p- connect ce:82:1c:ef:dd:60 pbc go_intent=14 freq=2437
P2P- FIND- STOPPED

Wait for 10 to 15 seconds, a pop up will displaypeeror mobile device accept theinvitation to establish
connection. After successful connection below logs can be seen.

# P2P - GO NEG SUCCESS role=GO freq=2437 ht40=0 peer_dev=ce:82:1c:ef:dd:60
peer_iface=ce:82:1c:ef:dd:60 wps_method=PBC

WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance

[wlem] Warn: Ignoring address config event as uap not in configured state

wf3: interface state UNINITIALIZED - >ENABLED

wf3: AP - ENABLED

wf3: CTRL - EVENF CONNECTED Connection to 52:26:ef:a2:¢c9:7e completed [id=0
id_str=]

wf3: WPS - PBG ACTIVE

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)

wf3: CTRL - EVENTF EAP- STARTED ce:82:1c:ef:dd:60

wf3: CTRL - EVENF EAP- PROPOSECMETHOD vendor=0 method=1

wf3: CTRL - EVENF EAR PROPOSEDMETHOD vendor=14122 method=254

wf3: WPS - REG SUCCESS ce:82:1c:ef:dd:60 fca92d79 - 5e64 - 5¢3f - a6e0 - 564726092160
P2P- GROUPFORMATIONSUCCESS

P2P- GROUPSTARTED wf3 GO ssid="DIRECT - Aq" freq=2437
go_dev_addr=52:26:ef:a2:c9:7e

wf3: WPS - PBG DISABLE
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wf3: WPS - SUCCESS

wf3: CTRL - EVENTF EAP- FAILURE ce:82:1c:ef:dd:60

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.1X: authentication failed - EAP type: 0
(unknown)

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.1X: Supplicant used different EAP type: 254

(expanded)

app_cbh: WLAN: UAP Started

Soft AP "DIRECT - Aq" started successfully

DHCP Server started successfully

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)
wf3: AP - STA- CONNECTED ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60
app_cb: WLAN: UAP a Client Connected

Client => CE:82:1C:EF:DD:60 Connected with Soft AP

wf3: STA ce:82:1c:ef:dd:60 WPA: pairwise key handshake completed (RSN)
wf3: EAPOL - 4WAY¥ HS COMPLETED ce:82:1c:ef:dd:60

Step6: Check connection status
#wlan - p2p- status

p2p_status:

ifname=wf3

bssid=52:26:ef:a2:c9:7e

freq=2437

ssid=DIRECT - Aq

id=0

passphrase=WGXhmIQy

mode=P2P GO
pairwise_cipher=CCMP
group_cipher=CCMP
key_mgmt=WPA2 PSK
wpa_state=COMPLETED
ip_address=192.168.49.1
p2p_device_address=52:26:ef:a2:c9:7e
address=52:26:ef:a2:c9:7e
uuid=b6b67a76 - 43d9- 55d5 - 9253 - 9d38c3fb9c37
group_number=1

3.8.1.5.3VNi-Fi directAGO mode (Grou@wner)

Sets up the device as a P2P group owner manually, creating an autonomous GO without negotiating with
a peer. This is useful for scenarios where the device needs to act afiedDiMect access point

Stepl:Create group
# wlan - p2p- group - add freq=2412
WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance

p2p_group_add ok!

# [wlcm] Warn: Ignoring address config event as uap not in configured state

wif3: interface state UNINITIALIZED - >ENABLED

wf3: AP - ENABLED

wf3: CTRL - EVENF CONNECTED Connection to 52:26:ef:a2:€3:96 completed [id=0
id_str=]

app_cb: WLAN: UAP Started

Soft AP "DIRECT - Sh" started successfully
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P2P- GROUPSDHCP Server started successfully

TARTED wf3 GO ssid="DIRECT - Sh" freq=2412 go_dev_addr=52:26:ef:a2:e3:96

Step2:Starts WPS using Push Button Configuration, a method that simplifi€s 8#8iup by pressing a

physical or virtual button, eliminating the need for a PIN
#wlan - p2p- start - wps- pbc
wf3: WPS - PBG ACTIVE

Step3:Sendrequest from peer device by clicking B2Pdevice name.

# wf3: STA 2e:72:94:a2:75:3e |IEEE 802.11: associated (aid 1)

wf3: CTRL - EVENTF EAPR STARTED 2e:72:94:a2:75:3e

wf3: CTRL - EVENF EAP- PROPOSEDMETHOD vendor=0 method=1

wf3: CTRL - EVENF EAR PROPOSEIMETHOD vendor=14122 method=254

wf3: WPS - REG SUCCESS 2e:72:94:a2:75:3e 312dc60c - 3717 - 59fe - 9fe4 - b4ba8cac9f93
wf3: WPS - PBG DISABLE

wf3: WPS - SUCCESS

[wlcm] Error: Failed to add wps network

wf3: CTRL - EVENTF EAP- FAILURE 2e:72:94:a2:75:3e

wif3: STA 2e:72:94:a2:75:3e IEEE 802.1X: authentication failed - EAP type: 0
(unknown)

wif3: STA 2e:72:94:a2:75:3e IEEE 802.1X: Supplicant used different EAP type: 254

(expanded)

wf3: STA 2e:72:94:a2:75:3e IEEE 802.11: associated (aid 1)

wf3: AP - STA- CONNECTED 2e:72:94:a2:75:3e p2p_dev_addr=2e:72:94:a2:75:3e

app_cb: WLAN: UAP a Client Connected

Client => 2E:72:94:A2:75:3E Connected with Soft AP

wf3: STA 2e:72:94:a2:75:3e WPA: pairwise key handshake completed (RSN)
wif3: EAPOL 4WAY HS COMPLETED 2e:72:94:a2:75:3e

Step4:Remove group
#wlan - p2p- group - remove

p2p_group_remove ok!

3.8.1.5.4P2P Invitation and Persistent Gpou

Thisfeature allows a device to invite another device to join an existing or previously formed P2P. group
Persistent Groups are P2P groups whose credentials and roles (GO/Client) are stored for future use. This
enablesFast ReconnectignReduced Setup Timbnproved User Experience

Command sequences for P2P GO mode

# wlan - p2p- find

# wlan - p2p- connect ce:82:1c:ef:dd:60 pbc persistent go_intent=14 freq=2437
# wlan - p2p- group - remove *

#wla n- p2p- find

#wlan -p2p-list - network

# wlan - p2p- invite persistent=1 peer=ce:82:1c:ef:dd:60

After successful reconnection, below logs Ww#l printed

P2P- INVITATION - RESULT status=0

WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance
[wlem] Warn: Ignoring address config event as uap not in configured state
wf3: interface state UNINITIALIZED - >ENABLED

wf3: AP - ENABLED
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wf3: CTRL - EVENF CONNECTED Connection to 52:26:ef:a2:¢c9:7e completed [id=2
id_str=]

P2P- GROUPSTARTED wf3 GO ssid="DIRECT - UR" freq=5765
go_dev_addr=52:26:ef:a2:c9:7e [PERSISTENT]

app_cb: WLAN: UAP Started

Soft AP "DIRECT - UR" started successfully

DHCP Server started successfully

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)
wf3: AP - STA- CONNECTED ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60
app_ch: WLAN: UAP a Client Connected

Client => CE:82:1C:EF:DD:60 Connected with Soft AP

wf3: STA ce:82:1c:ef:dd:60 WPA: pairwise key handshake completed (RSN)
wf3: EAPOL - 4WAY¥ HS COMPLETED ce:82:1c:ef:dd:60

Command sequences for P2ZRGO mode

#wlan - p2p- group - add freq=2437 persistent

#wlan - p2p- start - wps- pbc

#wlan - p2p- group - remove *

#wlan - p2p- find

#wlan -p2p-list - network

#wlan - p2p- invite persistent=1 peer=ce:82:1c:ef:dd:60

After successful reconnection, below logs Ww#l printed

P2P- INVITATION - RESULT status=0

WPS: Converting push_button to virtual_push_button for WPS 2.0 compliance
[wlem] Warn: Ignoring address config event as uap not in configured state
wf3: interface state UNINITIALIZED - >ENABLED

wf3: AP - ENABLED

wf3: CTRL - EVENF CONNECTED Connection to 52:26:ef:a2:¢c9:7e completed [id=2
id_str=]

P2P- GROUPSTARTED wf3 GO ssid="DIRECT - Ku" freq=5805
go_dev_addr=52:26:ef:a2:c9:7e [PERSISTENT]

app_cb: WLAN: UAP Started

Soft AP "DIRECT - Ku" started successfully

DHCP Server started successfully

wf3: STA ce:82:1c:ef:dd:60 IEEE 802.11: associated (aid 1)
wf3: AP - STA- CONNECTED ce:82:1c:ef:dd:60 p2p_dev_addr=ce:82:1c:ef:dd:60
app_cb: WLAN: UAP a Client Connected

Client => CE:82:1C:EF:DD:60 Connected with Soft AP

wf3: STA ce:82:1c:ef:dd:60 WPA: pairwise key handshake completed (RSN)
wf3: EAPOL - 4WAY¥ HS COMPLETED ce:82:1c:ef:dd:60
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3.8.1.5.50ther useful P2P commads

wlan-p2p-listen

Makes the device enter a listen only state for-M/Direct (P2P) discovery. In this state, the device actively
listens for incoming P2P discovery messages

Listen for 10 seconds
# wlan - p2p- listen 10

p2p_listen start ok!

wlan-p2p-serviceadd

Adds a local service record to the device for P2P service discovery. This command advertises a supported

service (for example, Bonjour) so that peers performing service discovery can learn about the available

service.

Parameters:

- Service type- The service protocol identifier (e.g., bonjour) that indicates which kind of service is
being advertised.

- Query- A hexadecimal string (query hexdump) that encodes the service query.

- RDATA A hexadecimal string containing the associated response data. In some cases (such as when
no TXT record is needed), this may be omitted or set to a null value.

Usage example
wlan - p2p- service - add bonjour 0b5f6166706f766572746370c00c000c01
074578616d706c65c027

wlan-p2p-sen+discreq

Schedules a service discovery request that queries nearby P2P devices for a specific service. By issuing this

command, the device sends out a discovery query (often includingfdiovatted parameters) to

determine which peers support the advertised service

Parameters:

- Peer AddressUsually a specific P2P device MAC address or 00:00:00:00:00:00 to indicate a broadcast
query.

- Query/TLV(s): One or more TLV (TypeengthVValue) formatted parameters that define the service
discovery query

Usage Example:
wlan - p2p- serv - disc - req 00:00:00:00:00:00 02000101

wlan-p2p-ser+discresp

Replies to a received service discovery request by sendingskagkespecific information. The response
contains TLVencoded data that addresses the query from the peer, using parameters copied from the
incoming request (such as the dialog token).

Parameters:

- Frequency The channel frequency (in MHz) where the request was originally received.

- Destination Address The MAC address of the peer that sent the original service discovery request.
- Dialog Token A token from the request event used to correlate the response.

- TLV(s) One or more TL\ormatted parameters that carry the service response data.

Usage Example:
wlan - p2p- serv - disc - resp 2437 ee:2e:98:7b:80:16 1 02000101

wlan-p2p-prov-disc
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Sends a P2P provision discovery request to a specified peer, initiating the process of exchanging
credentials for connection. This is crucial for setting up secure P2P communications.
Parameters:

- Peer address The P2P device address of the peer.

- method - The configuration method, such as display for showing a PIN on the screen.

Usage Example:
To request provisioning with peer.
wlan - p2p- prov - disc 02:01:02:03:04:05 display

3.8.1.6 Certificates/Key configurations for WPA2/3 Enterprise

For enterprise security it is mandatory to have a radius server (hostapd radius server) and server/client
certificates. This section describes how user can configure their own CA certificate, Client/Server certificate,
Client/Server private key for WPA2Ehterprise.

RT SDK supports certificates in .h format and already configured server and client certificates available at
the location<SDK_PATH>/middleware/wifi_nxp/certdJser need to replace azert.h, clientcert.h and
client-key.h files with newly created files.

Follow below steps for certificate conversion.

NOTEBelow commands should be executed from any Linux host where openssl andirgthbee.
Convert PEM certificate to DER certificate:

openssl| x509 -inform pem  -inca.pem - outform der -outca - cert.der

openssl x509 - inform pem - in client.pem - outform der - out client - cert.der
openssl| x509 - inform pem - in server.pem - outform der - out server - cert.der
convert a PEM private key to a DER private key:

openssl rsa - inform pem - in client.key - outform der - out client - key.der
openssl rsa - inform pem - in server.key - outform der - out server - key.der

Convert DER certificates and privet key to Header files:

cacert
xxd -ica -cert.derca - cert.h

change array nhame and size inside .h as below:
const unsigned char ca_der[]
unsigned int ca_der_len

client-cert
xxd -iclient - cert.der client - cert.h

change array name and size inside .h as below:
const unsigned char client_der[]
unsigned int client_der_len

client-key
xxd -iclient - key.der client - key.h

change array name and size inside .h as below:
const unsigned char client_key der(]
unsigned int client_key der_len

3.8.1.7 Independent Reset (IR)

The IR feature intended to be used to resetM/and BluetootHirmware, when it encounters dirmware
fatal error. The following commands are used to trig§iemware fatal errormanually to verify the
feature.

NOTEDefine CONFIG_WIFI_IND_DNLD and CONFIG_WIFI_IND_RESETwiiacwsfig.h to enable
the feature.This feature is only enabled for i.MX RT1060 EVKC and RT1170 EVKB

Following commands are used to reset-M/iand BluetootHirmware over SDIO interfae
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Default mode set to ifband.

Usage
# wlan - set - indrstcfg
Usage :
wlan - set - indrstcfg <ir_mode> [gpio_pin]
ir_ mode :0 -- Disable
1 -- Enable out band reset, disable in band
2 -- Enable in band, disable out band
gpio_pin : 255 -- Default pin for reset
any other number for changing the gpio for reset.
Example :
wlan - set - indrstcfg 1 255 : Set default pin as reset pin
wlan - set - indrstcfg 0 : Disable the independent reset
wlan - set - indrstcfg 2 : Enable in band reset mode

Set via Inband

In-Band Independent ResetfIR) sends FW module reset signal over SDIO interface itself.
wlan - set - indrstcfg 2

Get current mode

#wlan - get - indrstcfg
Independent Reset Mode = In Band

Trigger manual F\Werash using independent reset command

#wlan -independent - reset

[wifi] Warn: Command response timed out. command 0x8b, len 12, seqno 0x0
Independent reset success

Set via Outof-band

Out of Band Independent Reset(OtB) feature allows user to reset FW module over external
signal(GPIO) rather than the default SDIO interface.

Note: For 1XK and 1ZM M.2 modulennect FlyWire between J16.1 and J10®#i.MX RT1060EVKC, J108
is routed on M2.P48 which internally routed on IR GPIO[15] of Controller 1XK/1ZM.-M&, 2 fly

wire connection required.

GPIO for 2EL is 1 and for 1XK/1ZM it is 14

wlan - set - indrstcfg 1 1

Trigger manual FW crash using independent reset command
#wlan -independent - reset
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3.8.1.8 WiFi easy connect (DPP)
The WiFi easy connect featuggrovides a simple and secure method to provision and connedti\tievices
to a network without entering a password.

NOTEThis feature is only supported on IW6D&fine macra®CONFIG_WPA_ SUPP_DBPRFifi_config.h to
enablethis feature

This sectiomescribes:
1 The test procedure of Wki easy connect (DPP) using CLI commands supported in
wifi_wpa_supplicantsample app
1 Configuration of Wi-Fi devices in STA and AP modes
1 Gonnection of STA and AP devicesing DPP

DPP QR codeest setup:
1 DUT(STAxctasEnrollee, Initiator(Authentication)
1 Devicel(External STAjct as configurator
1 Device& (External ARacts as responder and enrollee

Sep 1: Start the Soft AP oBevice2

Setmac
# wlan - set - mac 00:50:43:02:1 1:01
Verify mac

# wlan - mac
MAC address
STA MAC Address: 00:50:43:02:11:01
UAP MAC Address: 02:50:43:02:12:01

# wlan - add testAP ssid DPPNETO01 ip:192.168.10.1,192.168.10.1,255.255.255.0 role
uap channel 11 wpa2 psk ThislsDppPassphrase
Added "testAP"

# wlan - start - network testAP

[wlem] Warn: NOTE uAP will automatically switch to the channel that station is
on.
ua2: interface state UNINITIALIZED - >COUNTRY_UPDATE

mil: CTRL - EVENTF REGDOMCHANGE init=USER type=COUNTRY alpha2=WW

# ua2: interface state COUNTRY_UPDATE - >ENABLED
: AP - ENABLED

app_cb: WLAN: received event 16

app_cb: WLAN: UAP Started

Soft AP "DPPNETO01" started successfully

DHCP Server started successfully

Step2: Generate QR code ddevice2
# wlan - dpp- bootstrap - gen "type=qrcode chan=81/11 mac= 00:50:43:02:12:01
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bootstrap generate id = 1

NOTEMAC address dbeviceZhould input in above command and returr@d t 1z bodtstrap info id
which require taget QR codsstring

Get QR code URI
#wlan -dpp- bootstrap -get -uri 1

Bootstrapping QR Code URI:

DPP:C:81/11;M:a0cdf377e71c;V:3;K:MDKWEWYHK0ZIzZj0CAQYIKoZIzjoDAQcDIgADMgoJ7zgcGN
PpoWKZtaaptsOwBjJLUFTL9dgxqj3nb68=;;

NOTEThis QR code will be use oevizelwith command wlardpp-gr-code.
Step3: ConfigureDevicelas configurator

Set MAC address
# wlan - set - mac 00:50:43:02:11:03

Verifymac

# wlan - mac
MAC address
STA MAC Address: 00:50:43:02:11:03
UAP MAC Address: 02:50:43:02:12:03

Add as a configurator

# wlan - dpp- configurator - add
conf id=1

Step 4:AuthenticateDevice lwith Device2
wlan -dpp-gr-code DPP: C: 81/ 11; M: a0cdf 377e71c; V: 3; K: Mé

DPP gr code id =1

NOTEOnN successfully adding QR Code, a bootstrapping info id is returned as shown 1 in above command
and should input in below command DPP_AUTH_INIT

# wlan - dpp- auth - init" peer=1 conf=ap - dpp ssid=4450504e45543031 configurator=1"

[wlcm] Warn: ieee ps not enabled yet: 0
[wlcm] Warn: deep sleep ps not enabled yet: 0
mll: DPP - TX dst=a0:cd:f3:77:e7:1c freq=2462 type=0

DPP Auth Init OK!

# mll: DPP - TX- STATUS dst=a0:cd:f3:77:e7:1c freq=2462 result=SUCCESS
mll: DPP - RX src=a0:cd:f3:77:e7:1c freq=2462 type=1

mil: DPR AUTH DIRECTION mutual=0

mll: DPP - TX dst=a0:cd:f3:77:e7:1c freq=2462 type=2

mll: DPP - TX- STATUS dst=a0:cd:f3:77:e7:1c freq=2462 result=SUCCESS
mll: DPP - AUTH SUCCESS init=1

mil: DPP - CONF REQ RX src=a0:cd:f3:77:e7:1c

mll: DPP - RX src=a0:cd:f3:77:e7:1c freq=2462 type=11

mi1l: DPP - CONF SENT

NOTESssid should be hex string, hessid=4450504e45543034hex string of DPPNETO01
Output onDevice2

: DPP - RX src=a0:cd:f3:77:e4:36 freq=2462 type=0
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: DPP - TX dst=a0:cd:f3:77:e4:36 freq=2462 type=1

: DPP - TX- STATUS dst=a0:cd:f3:77:€4:36 result=SUCCESS

: DPP - RX src=a0:cd:f3:77:e4:36 freq=2462 type=2

: DPP - AUTH SUCCESS init=0

: GAS - QUERYSTART addr=a0:cd:f3:77:e4:36 dialog_token=0 freq=2462

: GAS - QUERYDONE addr=a0:cd:f3:77:e4:36 dialog_token=0 freq=2462 status_code=0
result=SUCCESS

: DPP - CONF RECEIVED

: DPP - CONFOBJAKM dpp

: DPP - CONFOBJSSID DPPNETO1

: DPP - CONNECTOR

eyJ0eXAiOiJkcHBDb24iL CIraWQiOiJ5dXhXNEFEVzdEcEowazhDbUVtenVmZzN5ZIdtTW5IS1pVamF
rWXRXTjFJliwiYWxnljoiRVMyNTYifQ.eyJncm91cHMIOIt7Imdyb3VwSWQIiOilgliwibmVOUm9sz

: DPP - C SIGN- KEY
3039301306072a8648ce3d020106082a8648ce3d03010703220002939ea2def528cf4556¢737f36
8bfb4346aa3ef4a86c836c301d036c5394€3925

: DPP - NET- ACCESSKEY
307702010104205d7f4e0e0723ae7d4998115b73a00b5ed31e3da542ef8da3ab735698884a7f46a
00a06082a8648ce3d030107a14403420004341b65763b3fafb301587fd383cdd8f2fa862

: DPP - TX dst=a0:cd:f3:77:e4:36 freq=2462 type=11

: DPP - TX- STATUS dst=a0:cd:f3:77:€4:36 result=SUCCESS

Step5: Generate QR code dbeviced (configurator)

# wlan - dpp- configurator - params " conf=sta - dpp ssid=<hex_ascii> configurator=1"
NOTE& LI} OS OKI NI Ol SaNdc@EAalGa 0SGeSSy a
#wlan - dpp- bootstrap - gen "type=qrcode chan=81/11 mac= 02:50:43:02:1  1:03 "

bootstrap generate id = 2

# wlan - dpp- bootstrap - get - uri 2
Bootstrapping QR Code URI:

DPP:C:81/11;M:a0cdf377e436;V:3;K:MDkwEwWYHK0ZIzj0CAQYIK0ZIzj0DAQcDIgACHsnUedxM3b
Gf6rXROhETPAebTy8hHVKR1CRb1D6QqfA=;;

NOTEThis QR code will be use on DUT with command DPP_QR_CODE.
Step6: PutDevicd in listening mode on specified channel

# wlan - dpp- listen "2462 role=configurator"

[wlcm] Warn: ieee ps not enabled yet: 0
[wlcm] Warn: deep sleep ps not enabled yet: 0

DPP Listen OK!
Step7: Authenticate DUT(STA) @evicd (STA)
# wlan - set - mac 00:50:43:02:11:02
#wlan -dpp-gr-code DPP: C: 81/ 11; M: a0Ocdf 377e436; V: 3; K: é

DPP gr code id =1

NOTEOn successfully adding QR Code, a bootstrapping info id is returned as shown 1 in above command
and should input in below command DPP_AUTH_INIT

# wlan - dpp- auth - init" peer=1 role=enrollee"

mll: DPP - TX dst=00:50:43:02:11:03 freq=2462 type=0
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DPP Auth Init OK!

# mll: DPP - TX- STATUS dst=00:50:43:02:11:03 freq=2462 result=SUCCESS

mll: DPP - RX src=00:50:43:02:11:03 freq=2462 type=1

mil: DPP - AUTH DIRECTION mutual=0

mll: DPP - TX dst=00:50:43:02:11:03 freq=2462 type=2

mll: DPP - TX- STATUS dst=00:50:43:02:11:03 freq=2462 result=SUCCESS

mi1l: DPP - AUTH SUCCESS init=1

mll: GAS - QUERYSTART addr=00:50:43:02:11:03 dialog_token=55 freq=2462

mll: GAS - QUERYDONE addr=00:50:43:02:11:03 dialog_token=55 freq=2462

status_code=0 result=SUCCESS

mi1l: DPP - CONFRECEIVED

mi1l: DPP - CONFOBJAKM dpp

mi1l: DPP - CONFOBJSSID DPPNETO01

mi1l: DPP - CONNECTOR
eyJ0eXAiOiJkcHBDb24iLCJraWwQiOiJOMC13alRoLWdpNjInSTN2QWJfeWV|ZzE3d3ZKZmNtX2tiRGd
JeGdRd1EA4liwiYWxnljoiRVMyNTYifQ.eyJncm91cHMIOIt7Imdyb3VwSWQIiOilgliwibmVOUmM9sZSI
6InNOYa

mil: DPP - C- SIGN- KEY
3039301306072a8648ce3d020106082a8648ce3d03010703220002bba4f978d3d51809b35d2a9bd
00984979033a87caa2fc7c879aa37d6115d02b9

mil: DPP - PP- KEY
3039301306072a8648ce3d020106082a8648ce3d03010703220002f9ae79e015873e2083e23ba8a
bcc52e0352283d0a9728308ff14d4fabc89cafd

mi1l: DPP - NET- ACCESSKEY
30770201010420c7b15c02856eadd7e617f1b544c337ca84e8607e2d318394cf978399dad59efba
00a06082a8648ce3d030107a14403420004681aa41432a8b5fcf285d799a5236fa9306ca331a6b4
a6

mi1l: DPP - NETWORHKD 1

mll: DPP - TX dst=00:50:43:02:11:03 freq=2462 type=11

mll: DPP - TX- STATUS dst=00:50:43:02:11:03 freq=2462 result=SUCCESS

[supp_if] Error: wifi_nxp_wpa_supp_scan2: Block scan while remaining on channel
wpa_drv_freertos_scan2: scan2 op failed

mil: CTRL - EVENTF SCAN FAILED ret= - 16 retry=1

#

# mll: DPP - TX dst=02:50:43:02:12:01 freq=2462 type=5

mll: DPP - TX- STATUS dst=02:50:43:02:12:01 freq=2462 result=SUCCESS

mll: DPP - RX src=02:50:43:02:12:01 freq=2462 type=6

ml1l: PMKSA - CACHEADDED 02:50:43:02:12:01 1

mll: DPP - INTRO peer=02:50:43:02:12:01 status=0 version=3

mll: SME: Trying to authenticate with 02:50:43:02:12:01 (SSID='"DPPNETO01"

freq=2462 MHz)

ml1: Trying to associate with 02:50:43:02:12:01 (SSID='DPPNETO01' freq=2462 MHz)

mll: CTRL - EVENF REGDOMCHANGE init=USER type=COUNTRY alpha2=WW

ml1: Associated with 02:50:43:02:12:01

mll: CTRL - EVENTF SUBNET STATUS UPDATE status=0

mll: WPA: Key negotiation completed with 02:50:43:02:12:01 [PTK=CCMP GTK=CCMP]

mll: CTRL - EVENF CONNECTED Connection to 02:50:43:02:12:01 completed [id=1

id_str=]

app_ch: WLAN: authenticated to network

app_cb: WLAN: connected to network

Connected to following BSS:

SSID = [DPPNETO01]

IPv4 Address: [192.168.10.2]

Successfulannection between DUT (STA) abdvic® (AP) came verifyusing ping command.

3.8.1.9 wlancloudkeepalive

Thecloud keep alive feature provides a method send keegalive packes from WiFito cloud server
periodically In Host suspend state, VFi firmware will send keeplive packets to cloud server periodically.

For every keefalive packet sent, firmware will receive the ACK from cloud server, if no ACK from server on
3 packets continuously, it indicates keep alive failure.
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This section describes:
1 The test procedure oloud keep alivg TCHeepalive) using CLI commands IW612 with i.MX
RT1170 EVKB board
1 Configuation of keep-alive parameters (TCP/IP header infetc.) in Wi-Fifirmware for WoWLAN

Test Setup:
1 DUT actas STA
1 Configureexternal APwith open security
1 Cloud erver running in ABackend
1 Connect probe between pin 2 aB port (on RT1170 EVKB)ith HD3GPIO17 (on Murata uSD

M.2) using probe.

Sep 1: Configure DUT in STA mode

#wlan - add abc ssid ASUS_2G
Added "abc"

Step 2:Connect to Extrnal AP

# wlan - connect abc
Connecting to network...
Use 'wlan - stat' for current connection status.

# mll: SME: Trying to authenticate with 7¢:10:¢9:02:da:48 (SSID="ASUS_2G'

freq=2412 MHz)

ml1: Trying to associate with 7¢:10:¢9:02:da:48 (SSID="ASUS_2G' freq=2412 MHz)
ml1: Associated with 7¢:10:¢c9:02:da:48

app_ch: WLAN: received event 1

app_ch: WLAN: authenticated to network

mll: CTRL - EVENTF CONNECTED Connection to 7¢:10:c9:02:da:48 completed [id=0
id_str=]

mil: CTRL - EVENT SUBNET STATUS UPDATE status=0

app_ch: WLAN: received event 0

app_ch: WLAN: connected to network
Connected to following BSS:

SSID = [ASUS_2G]

IPv4 Address: [192.168.0.123]

Step 3:Start server in ABackend
Step 4:Run cloud keep alive command on DUT

Command Usage:

#wlan -cloud - keep - alive start dst_mac <dst_mac> dst_ip <dst_ip> dst_port

<dst_port>
CommandParameters Description
<dst_mac> Destination MAC address
<dst_ip> Destination 1P
<dst_port> Destination port

#wlan -cloud - keep - alive start id O dst_mac a4:fc:77:49:81:e7 dst_ip
192.168.0.174 dst_port 9526
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Step 5:Make TCP connection
# wlan_tcp_client dst_ip 192.168.0.174 src_port 54236 dst_port 9526

Step 6:Verify the TCRonnection on sniffer

234192 2023-09-12 19:33:18 192.168.0.123 192.168.0.174 TCP 13¢ 1656 -22 dBm 54236 + 9526 [SYN] Seq=@ Win=4672@ Len=@ MSS=
234195 2023-89-12 19:33:18 192.168.9.174 192.168.0.123 TCP 130 16e4 -46 dBm 9526 » 54236 [SYN, ACK] Seq=B Ack=1 Win=6424@
234197 2023-89-12 19:33:18 ASUSTekC_©2:da:48 (7¢:10:c9:82.. MurataMa_77:e6:1c (a@:.. 802. 45 -24 dBm Request-to-send, Flags=........ C

234199 8 192.168 CP 30 1 [TCP Retransmission]

234200 2023-89-12 19:33:18 MurataMa_77:e6:1c (a@:cd:f3:77.. ASUSTekC_©2:da:48 (7c:.. 57 -36 dBm 802.11 Block Ack, Flags:

234202 2023-89-12 19:33:18 MurataMa_77:e6:1c (a@:cd:f3:77.. ASUSTekC_©2:da:48 (7c:.. 802. 45 -37 dBm Request-to-send, Flags= .C

2342083 2023-89-12 19:33:18 MurataMa_77:e6:1c (a@:.. 8@2. 39 -24 dBm Clear-to-send, Flags=.... .

234284 2023-@9-12 19:33:18 192.168.0.123 192.168.0.174 TCP 1582 12 54236 » 9526 [PSH, ACK] Seq=1 Ack=1 Win=46720
234205 2023-089-12 19:33:18 192.168.0.123 192.168.0.174 TCP 1586 13 -35 dBm 54236 -+ 9526 [PSH, ACK] Seq=1461 Ack=1 Win=46
2342086 2023-89-12 19:33:18 ASUSTekC_@2:da:48 (7¢:10:c9:82.. MurataMa_77:e6:1c (a@:.. 8@2. 57 -24 dBm 802.11 Block Ack, Flags=........C

234207 2023-89-12 19:33:18 192.168.0.123 192.168.0.174 TCP 1586 14 -36 dBm 54236 » 9526 [PSH, ACK] Seq=2921 Ack=1 Win=46
234208 2023-09-12 19:33:18 ASUSTekC_©2:da:48 (7c:18:¢9:02.. MurataMa_77:e6:1c (a@:.. 802. 57 -23 dBm 882.11 Block Ack, Flags=........ (o

Step 7:Add arp entryon AP backend.
arp -s <STAUT ip address> <STAUT mac address>

Step 8:Run hostsleep command16 is for all ARP Broadcast Condition wherein DUT should only wakeup
on Broadcast ping)

# wlan - multi - mef ping 3
# wlan - auto - host - sleep 1 manual

Step 9:Put HOS™nN suspend state

# mcu- suspend

Once the DUEntered irto sleep statefollowing packetscan be observed on sniffer

382307 2023-09-12 19:37:23 192.168.0.123 192.168.0.174 TCP 126 1 -35 dBm [TCP Keep-Alive] 54236 » 9526 [PSH, ACK] Seq=
382388 2023-89-12 19:37:23 MurataMa_77:e6:1c (a@:.. 8O2.. 39 -25 dBm  Acknowledgement, Flags=........ c
382313 2023-09-12 19:37:23 192.168.0.123 192.168.0.174 TCP 128 2499 -21 dBm  [TCP Keep-Alive] 54236 - 9526 [PSH, ACK] Seq=
382317 2023-89-12 19:37:23 ASUSTekC_02:da:48 (7c:10:¢9:02.. MurataMa_77:e6:1c (a@:.. 8Ol. 45 -24 dBm Request-to-send, Flags=........ C

382319 2023-09-12 19:37:23 192.168.0.174

192.168.8.123 TCP 128 37 -21 dBm  [TCP Keep-Alive ACK] 9526 -+ 54236 [ACK] Seq=1

Step 10:Stop or reset cloud keeglive connection

#wlan - cloud - keep - alive stop

OR

#wlan - cloud - keep - alive reset

3.8.1.10 WirelessLocationService (WL$)sing IEEE 802.11mc and IEEE 802.11az

WLS used to measure distance between tfewicesusing Round Trip timef Flight(TOF) of RF signals. It
meant to operate within Wi infrastructure to deliver precise location determinatiop to 1 to 2meter

ranging accuracythis feature is based on the Fine Timing Measurement (FTM) protocol and enables a Wi
Fi station (STA) testimate its distance relative to one or more fixed positionRNaccess points (APS) in

the network.

This sectiorexplains the steps for a STA to useRMLocatiom to measure the distance from a single
fixed position AP using the IEEE 802.11mc or 802.11az standard.

In addition, both 802.11mc and 802.11az support the following two modes:
Unassociated:

Initiator (STA) and Responder (AP) are not connected. Both take measurements givbhGraddress
and channel.

Associated:
Initiator (STA) an®esponder (AP) are connected and take measurements.

NOTEDefine CONFIG_11MC, CONFIG_11AZ, CONFIG_CSI, and CONFIG_WLS_CSI_PROC to enable the
feature.
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3.8.1.10.1 IEEE 802.11mc

This is known as enhanced distributed channel access (EDCA) rdingimtistance is measured during
the FTM session.

NOTE EDCA 802.11mc ranging is supported as a legacy mode.

Configuration commands and usage:

# wlan-civ-cfg

¢tKA&d O2YYlFIyYyR dzaSR (2 aSi /L+x/ AyF2NXYIGA2Yy O2y FTA IdNT
address, country etc..

Usage:
wlan - civ - cfg civ_req <civ_reg> loc_type <loc_type> country_code <country_code>
addr_type <addr_type>

civ_req: O or 1

loc_type: 1

country_code: 0 for USA

addr_type: 22

Example:

wlan - civ - cfg civ_req 1 loc_type 1 country_code 0 addr_type 22

#wlan-loc-cfg

This command used to set global user location

Usage:

wlan - loc - cfg Ici_req <Ici request> latit <latitude> longi <longitude> altit
<altitude> lat_uncert <latitude uncertainity> lon_uncert <longitude
uncertainity> alt_uncert <altitude uncertainity>

Ici_req: 0 or1

latitude: - 180.0 to 180.0
longitude: - 180.0 to 180.0
altitude: - 180.0 to 180.0

latitude uncertainity: 0 to 255

longitude uncertainity: 0 to 255

altitude uncertainity: 0 to 255

Example:

wlan - loc - cfg Ici_req 1 latit -111.111 longi 222.222 altit 33.333 lat_uncert 1
lon_uncert 2 alt_uncert 3

# wlan-11mecnego-cfg

This command used to configure 11mc negotiation parameters.

Usage:
wlan - 11mc- nego - cfg burst_dur <burst_dur> min_delta <min_delta> asap <asap>
ftm_per_burst <ftm_per_burst> BW <bw> burst_period <burst_period>

burst_dur: 2 to 11
min_delta: 1 to 63

asap: Oorl
ftm_per_burst: 2 to 10
BW: 9to 13
burst_period: 1 to 10
Example:

wlan - 11mc- nego - cfg burst_dur 11 min_delta 60 asap 1 ftm_per_burst 5 BW 13
burst_period 10

# wlan-ftm-ctrl
This command used to start and stop FTM session
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Usage:
wlan - ftm - ctrl <action> loop_cnt <count> channel <channel> mac <peer_mac>
action:

1: Start non - secure 11mc/11az FTM with associated Peer AP

2: Stop FTM session
3: Start secure 11az FTM with associated Peer AP
4: Start non - secure 11az/11mc FTM with unassoc Peer
5: Start secure 11az FTM with unassociated & pre - authenticated Peer
loop_cnt: number of ftm sessions to run repeatedly (default:1, 0:non - stop,
n:times>)
channel: Channel on which FTM must be started
mac: Mac address of the peer with whom FTM session is required

Example:

Run non - secure FTM session:

wlan - ftm - ctrl 1 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Runs secure 11az FTM session:

wlan - ftm - ctrl 3 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Runs non - secure FTM session with unassoc peer until user terminate:
wlan - ftm - ctrl 4 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Runs Secure FTM session with unassociated Peer AP:

wlan - ftm - ctrl 5 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Stop the FTM session:

wlan - ftm - ctrl 2

Output:

#wlan -civ - cfg civ_req 1 loc_type 1 country_code 0 addr_type 22

#wlan -loc - cfg lci_req 1 latit -111.111 longi 222.222 altit 33.333 lat_uncert 1
lon_uncert 2 alt_uncert 3

#wlan - 11mc- nego - cfg burst_dur 11 min_delta 60 asap 1 ftm_per_burst 5 BW 13

burst_period 10
#wlan - ftm - ctrl 1 loop_cnt 1 channel 44 mac A2:CD:F3:77:E5:70

FTM Session Complete:

Average RTT: 63633431 ns
Average Clockoffset:34484 ns
Distance: 5.172600 meters

3.8.1.10.2 IEEE 802.11az

This is known alext Generation Positioning
Configuration commands and usage:

# wlan-1lazrangcfg

Usage:

wlan - 11az - rang - cfg <protocol> format_bw <format_bw> num_measurements
<num_measurements> measurement_freq <measurement_freq> i2r_sts <i2r_sts>
r2i_sts <r2i_sts>i2r_Imr <i2r_Imr>

protocol: 1

format_bw: O to 2

num_measurements: 1 to 10

measurement_freq: 1 to 10

i2r_sts: 0/1 - Num of antennas: 0=>1 antenna and 1=>2 antennas

r2i_sts: 0/1 - Num of antennas: 0=>1 antenna and 1=>2 antennas

i2r_lmr: 0 never, 1 always, 2 up to RSTA

Example:

wlan - 11az - rang - cfg 1 format_bw 2 num_measurements 5 measurement_freq 4 i2r_sts
0r2i_sts0i2r_Imr0O
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# wlan-ftm-ctrl

Usage:
wlan - ftm - ctrl <action> loop_cnt <count> channel <channel> mac <peer_mac>

action:
1: Start non - secure 11mc/11az FTM with associated Peer AP
2: Stop FTM session
3: Start secure 11az FTM with associated Peer AP
4: Start non - secure 11az/11mc FTM with unassoc Peer
5: Start secure 11az FTM with unassociated & pre - authenticated Peer

loop_cnt: number of ftm sessions to run repeatedly (default:1, 0:non - stop,
n:times>)

channel: Channel on which FTM must be started
mac: Mac address of the peer with whom FTM session is required

Example:

Run non - secure FTM session:

wlan - ftm - ctrl 1 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Runs secure 11az FTM session:

wlan - ftm - ctrl 3 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Runs non - secure FTM session with unassoc peer until user terminate:
wlan - ftm - ctrl 4 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Runs Secure FTM session with unassociated Peer AP:

wlan - ftm - ctrl 5 loop_cnt 1 channel 36 mac 00:50:43:20:bc:44
Stop the FTM session:

wlan - ftm - ctrl 2

Output:
#wlan - 11az-rang - cfg 1 format_bw 2 num_measurements 5 measurement_freq 4
i2r_sts 0 r2i_sts 0 i2r_Imr O

#wlan - ftm - ctrl 3 loop_cnt 1 channel 44 mac A2:CD:F3:77:E5:70
On giving the above commands, following output should be displayed on console:
FTM Session Complete:

Average RTT: 63633431 ns
Average Clockoffset:34484 ns
Distance: 5.172600 meters

3.8.1.11 WLAN offload feature

In this feature host can go in low power mode and FW will handle the reply (without waking up the host)
to the configured frames like ARP, NS frame, TCP keepalive frames.

3.8.1.11.1 ARP Offload
For ARP offload, steps are as follows:
Step 1:Configure DUT in STA mode

# wlan - add abc ssid ASUS 2G
Added "abc"

Step 2:Connect to Exdrnal AP

# wlan - connect abc
Connecting to network...
Use 'wlan - stat' for current connection status.

# mll: SME: Trying to authenticate with 7¢:10:¢9:02:da:48 (SSID="ASUS_2G'
freq=2412 MHz)
ml1: Trying to associate with 7¢:10:¢9:02:da:48 (SSID="ASUS_2G' freq=2412 MHz)
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ml1: Associated with 7¢:10:¢9:02:da:48

app_cbh: WLAN: received event 1

app_cbh: WLAN: authenticated to network

mll: CTRL - EVENTF CONNECTED Connection to 7¢:10:c9:02:da:48 completed [id=0
id_str=]

mll: CTRL - EVENTF SUBNET STATUS UPDATE status=0

app_cb: WLAN: received event 0

app_cb: WLAN: connected to network
Connected to following BSS:

SSID = [ASUS_2G]

IPv4 Address: [192.168.0.123]

Step 3:Configure auto arp offload feature on DUT using belommand
#wlan -auto - arp

Step4: Configure hossleep params on DUT using belosvwgnand

(For wlanhostsleep option please refer section 3.1.5.10)

#wlan - host - sleep 1 wowlan 1

Step5: Put HOS™nN suspend state

# mcu- suspend

Step6: Run arpingo DUT from AP backen®ne or more than one arp response should be seen from
DUT after sending broadcast arping. DUT should not wakeup

3.8.1.11.2 ARP Offload

For NS{leighborSolicitation) offload, steps are as follows:
Step 1:Configure DUT in STA mode

# wlan - add abc ssid ASUS 2G
Added "abc"

Step 2:Connect to Exdrnal AP

# wlan - connect abc
Connecting to network...
Use 'wlan - stat' for current connection status.

# mll: SME: Trying to authenticate with 7c:10:c9:02:da:48 (SSID="ASUS_2G'
freq=2412 MHz)

ml1: Trying to associate with 7¢:10:¢9:02:da:48 (SSID="ASUS_2G' freq=2412 MHz)
mll: Associated with 7¢:10:¢9:02:da:48

app_cbh: WLAN: received event 1

app_cb: WLAN: authenticated to network

mll: CTRL - EVENTF CONNECTED Connection to 7¢:10:c9:02:da:48 completed [id=0
id_str=]

mll: CTRL - EVENTF SUBNET STATUS UPDATE status=0

app_ch: WLAN: received event 0

app_ch: WLAN: connected to network
Connected to following BSS:

SSID = [ASUS_2G]

IPv4 Address: [192.168.0.123]

Step 3:ConfigureNSoffload feature on DUT using belowramand
# enable - ns- offload
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Step4: From AR Backendserverrun ipv6 pingcommand.ipv6 ping requestshould come from ABnd
ipv6 pingreply should come &m DUT

Step5: Configuremef paramsfor NSusing below ommand:

# wlan - multi - mefns 0

Step6: Configure host sleep and parameters using belommand:

# wlan - host - sleep 1 mef

Step7: Put HOSn suspend state

# mcu- suspend

Step8&hyf & LIAYy3a NBljdzSad FTNRBY !t A 3AP2houdSeniS(RighBalzS (2 5! ¢

Solicitation) packet when DUT is in suspend statel DUT should respond to NS packet with NA
(Neighbor Advertisemenipacket DUT should not wakeup
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4 Useful WAFi APIs

This section describesfew WiFidriver APIs witliheir usage Thesedriver APIs can be called from the
use application directly witithe appropriate argumentso implement therequired changes ithe
driver/firmware.

NOTE Please refeto wifi_cert demo from sectior8.5, which has support for these APRease refer to
MCUXSDKGS#@# more detailsabout the WiFi driver APIs

4.1 Set/Get ED MAEeature

411

412

UM11442

This feature enables the European Union (EU) adaptivity test ab@epmpliance requirements in the
ETSI standard.

Depending on the device artbnt-endloss, the Energy Detection (ED) threshold offset (ed_ctrl_2g.offset
and ed_ctrl_5g.offset) needs to be adjusted. The ED threshold offset can be adjusted in steps of 1 dB

wlan_set_ed_mac_mode()

This APl is used to configure ED MAC modeeinVireless Firmware.
Syntaxint wlan_set_ed_mac_mode(wlan_ed_mac_ctrl_t wlan_ed_mac_ctrl)
Where

Parameter Description

[in] A structure with parameters mentioned in sectidril.3to enable EU adaptivity.
wlan_ed_mac_ctrl

Return Value
WM_SUCCES&he call is successfuWM_FAILIf the call failed

wlan_get_ed_mac_mode()

This API can be used to get current ED MAC mode configuration.

Syntax int wlan_get_ed_mac_mode(wlan_ed_mac_ctrl_t * wlan_ed_mac_ctrl)
Where

Parameter Description

A pointer to a structure with parameters mentioned in sectibt.3to get ED
MAC mode configuration.

[Out] wlan_ed_mac_ctrl

Return Value:
WM_SUCCES&he call is successfuWM_FAILIf the call failed
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4.1.3 Usageand Output

This section includes thaeutput console logs andode snippes for the reference and it can be usé¢al
addthe feature-related commands ithe user application.

To add new CLI commandtire existingwifi_cli sample application, please refty section0.
Usage

To addset command to the command list
#ifdef CONFIG_5GHz_SUPPORT

{"wlan - set - ed- mac- mode", "<ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g>
<ed_offset_5g>", wlan_ed_mac_mode_set},
#else

{"wlan - set - ed- mac- mode", "<ed_ctrl_2g>
<ed_offset_2g>",wlan_ed_mac_mode_set},
#endif

To print the usage regardirggt - ed- mac
static void dump_wlan_set_ed_mac_mode_usage()

PRINTF("Usage: \r\n");
#ifdef CONFIG_5GHz_SUPPORT

PRINTF("wlan - set - ed- mac- mode <ed_ctrl_2g> <ed_offset_2g> <ed_ctrl_5g>
<ed_offset 5g> \r\n");
#else

PRINTF("wlan - set - ed- mac- mode <ed_ctrl_2g> <ed_offset_2g> \r\n");
#endif

PRINTF(" \ r\ n");

PRINTF(" \ ted_ctrl_2g \r\n");

PRINTF(" \'t #0 - disable EU adaptivity for 2.4GHz band \r\n");
PRINTF(" \'t #1 - enable EU adaptivity for 2.4GHz band \r\n");
PRINTF(" \ ted_offset_2g \r\n");

PRINTF(" \'t #0 - Default Energy Detect threshold \r\n";
PRINTF(" \'t #offset value range: 0x80 to Ox7F \r\n";

#ifdef CONFIG_5GHz_SUPPORT
PRINTF(" \ ted_ctrl_5g \r\n";

PRINTF(" \'t #0 - disable EU adaptivity for 5GHz band \r\n");
PRINTF(" \'t #1 - enable EU adaptivity for 5GHz band \r\n");
PRINTF(" \ ted_offset_2g \r\n");
PRINTF(" \'t #0 - Default Energy Detect threshold \r\n";
PRINTF(" \'t #offset value range: 0x80 to Ox7F \r\n");

#endif

}
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To set ed mac mode using the structure parameter in driver (set) API:
static void wlan_ed_mac_mode_set(int argc, char *argv[])
o

int ret;

wlan_ed_mac_ctrl_t wlan_ed_mac_ctrl;

#ifdef CONFIG_5GHz_SUPPORT
if (argc 1= 5)
#else
if (argc != 3)
#endif
{
dump_wlan_set_ed_mac_mode_usage();
return;

}

wlan_ed_mac_ctrl.ed_ctrl_2g = strtol(argv[1], NULL, 16);

wlan_ed_mac_ctrl.ed_offset_2g = strtol(argv[2], NULL, 16);
#ifdef CONFIG_5GHz_SUPPORT

wlan_ed_mac_ctrl.ed_ctrl_5g = strtol(argv[3], NULL, 16);

wlan_ed_mac_ctrl.ed_offset_5g = strtol(argv[4], NULL, 16);
#endif

if (wlan_ed_mac_ctrl.ed_ctrl_2g != 0 && wlan_ed_mac_ctrl.ed_ctrl_2g != 1)

{

dump_wlan_set_ed_mac_mode_usage();
return;

}
#ifdef CONFIG_5GHz_SUPPORT
if (wlan_ed_mac_ctrl.ed_ctrl_5g != 0 && wlan_ed_mac_ctrl.ed_ctrl_5g != 1)

{

dump_wlan_set_ed_mac_mode_usage();
return;
}
#endif

ret = wlan_set_ed_mac_mode(wlan_ed_mac_ctrl);
if (ret == WM_SUCCESS)

PRINTF("ED MAC MODE settings configuration successful \r\n");

}

else
PRINTF("ED MAC MODE settings configuration failed \r\n");
dump_wlan_set_ed_mac_mode_usage();

}

}
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To addget command to the command list,
{"wlan - get - ed- mac- mode", NULL, wlan_ed_mac_mode_get},

To print the usage regardingt - ed- mac
static void dump_wlan_get_ed_mac_mode_usage()

PRINTF("Usage: \r\n");
PRINTF("wlan - get - ed- mac- mode \ r\ n");

To get ed mac mode values filled address of wlan_ed_mac_ctrl structure passed as a parameter to the
driver (get) API,
static void wlan_ed_mac_mode_get(int argc, char *argv([])
{
int ret;
wlan_ed_mac_ctrl_t wlan_ed_mac_ctrl;

if (argc 1= 1)

dump_wlan_get_ed_mac_mode_usage();
return;

}

ret = wlan_get_ed_mac_mode(&wlan_ed_mac_ctrl);
if (ret == WM_SUCCESS)

PRINTF("EU adaptivity for 2.4GHz band : %s \r\n",
wlan_ed_mac_ctrl.ed_ctrl_2g == 1 ? "Enabled" : "Disabled");
if (wlan_ed_mac_ctrl.ed_ctrl_2q)
PRINTF("Energy Detect threshold offset : 0X%x \r\n"
wlan_ed_mac_ctrl.ed_offset_2q);
#ifdef CONFIG_5GHz_SUPPORT
PRINTF("EU adaptivity for 5GHz band : %s \r\n"
wlan_ed_mac_ctrl.ed_ctrl_5g == 1 ? "Enabled" : "Disabled");
if (wlan_ed_mac_ctrl.ed_ctrl_5g)
PRINTF("Energy Detect threshold offset : 0X%x \r\n"
wlan_ed_mac_ctrl.ed_offset_5q);
#endif
}

else

PRINTF("ED MAC MODE read failed \r\n";
dump_wlan_get_ed_mac_mode_usage();

}

ConsoleOutput
# wlan - set - ed- mac- mode 1 0x9
ED MAC MODE settings configuration successful

#wlan - get - ed- mac- mode

EU adaptivity for 2.4GHz band : Enabled
Energy Detect threshold offset : 0X9

EU adaptivity for 5GHz band : Enabled
Energy Detect threshold offset : 0Xc
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4.2 Enable Host based WPA supplicant Feature fé¥i\Afpplication

421

422

UM11442

This section describahanges required to enable host based wpa supplicant feFVdpplications on
i.MX RT060+ IW416/88W8987/IW612 NXfased wireless modules.

Host based supplicant is an open source software which requires increase in memaorly, HEAP
(90~180 KB) and Increase number of clients store data in netif (LWIP).

To enable and suppohtost basedvpa supplicant Following files need updates

NOTEThe file paths given in this section refers to applicatvdn setup.
<SDK_PATH>/ boards/evkmimxrt1060/wifi_examples/wifi_setup/FreeRTOSConfig.h
<SDK_PATH>/ boards/evkmimxrt1060/wifi_examples/wifi_setup/lwipopts.h
<SDK_PATH>/ boards/evkmimxrt1060/wifi_examples/wifi_setup/wifi_config.h

FreeRTOSConfig.h

Increase Stack size

In the following example stack is increased from 128 to 160 bytes.
- #define configMINIMAL_STACK_SIZE ((unsigned short)128)
+ #define configMINIMAL_STACK_SIZE ((unsigned short)160)

Increase heap size
In following example, heap is increased from 60K to 120K bytes. 120KB is minimum required heap. If you
enable CONFIG_WPA_ SUPP_CRYPTO_ENTERPRISE, then 180 KB of heap is required.

- #define configTOTAL_HEAP_SIZE ((size_t)(60 * 1024))
+ #define configTOTAL_HEAP_SIZE ((size_t)(120 * 1024))

Increase stack for software timer task

Following example is increasing stack and making it twice the earlier size.
- #define configTIMER_TASK_STACK_DEPTH (configMINIMAL_STACK_SIZE)
+ #define configTIMER_TASK_STACK_DEPTH (configMINIMAL_STACK_SIZE * 2U)

Iwipopts.h
AddT 2t f 26Ay3 RSFAYAGAZ2YE G GKS SyR 2F FTAtS 0ST2NB
/**
* LWIP_CHECKSUM_ON_COPY==1: Calculate checksum when copying data from
* application buffers to pbufs.
*/
#define LWIP_CHECKSUM_ON_COPY 1

/**
* LWIP_CHKSUM_ALGORITHM==3: Use the optimised checksum algorithm.
*

#define LWIP_CHKSUM_ALGORITHM 3

#if (LWIP_DNS || LWIP_IGMP || LWIP_IPV6) && !defined(LWIP_RAND)

/* When using IGMP or IPv6, LWIP_RAND() needs to be defined to a random -
function returning an u32_t random value*/

#include "lwip/arch.h"

u32_t lwip_rand(void);

#define LWIP_RAND() Iwip_rand()

#endif

#define LWIP_NETIF_TX_SINGLE_PBUF 1

#if (LWIP_NETIF_TX_SINGLE_PBUF)

#define PBUF_LINK_ENCAPSULATION_HLEN 26
#endif

#define  LWIP_NUM_NETIF_CLIENT_DATA 2
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L Core locking ~ ---------- */

4.2.3 wifi_config.h

Add following definitions to enable various WPA modé®TEhat Enterprise mode is enabled only if
needed.
/*
* Config options for wpa supplicant
*/
#define CONFIG_WPA SUPP 1

#ifdef CONFIG_WPA_SUPP

#define CONFIG_WPA_SUPP_WPS 1

#define CONFIG_WPA_SUPP_WPA3 1

[/l#define CONFIG_WPA_SUPP_CRYPTO_ENTERPRISE 1
#endif

#endif/*

* wpa supplicant debug options
*/
#define CONFIG_WPA_SUPP_DEBUG_LEVEL 3

4.2.4 Adding components

For those users who are using zip package, following files need to be updated at board_ MIMXRT1060
EVK/boards/evkbmimxrt1060/wifi_examples/wifi_<app name>/armgcc

Add dependent component needed for wpa supplicant, mbedtls and hardware drivers.

Update config.cmake and append following

set(CONFIG_USE_middleware_mbedtls true)

set(CONFIG_USE_middleware_wireless_wpa_supplicant_rtos true)
set(CONFIG_USE_middleware_mbedtls_port_ksdk true)

set(CONFIG_USE_middleware_mbedtls_template true)

set(CONFIG_USE_driver_dcp true)

set(CONFIG_USE_driver_trng true)

Update CMakelLists.txt and add following

if(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_debug)
target_compile_definitions(${MCUX_SDK_PROJECT_NAME} PRIVATE

MBEDTLS_CONFIG_FILE="wpa_supp_mbedtls_config.h")

endif(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_debug)

if(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_release)
target_compile_definitions(${MCUX_SDK_PROJECT_NAME} PRIVATE

MBEDTLS_CONFIG_FILE="wpa_supp_mbedtls_config.h")

endif(CMAKE_BUILD_TYPE STREQUAL flexspi_nor_release)

4.2.5 Memory Overflow Issue Handling
It is observed that for certain RT boards such as RT1020, RT1040 and RT1050 with lower memory
footprint, the memory overflow error occurs during compiling with certain compiler tool. Following is the
solution to such issues.
Linker file update can help if we get memory overflow during linking stage for low end platforms on
certain compilers.
For mcuxpresso projects
create bss.ldt file at location evkbmimxrt1060/wifi_examples/common/linkscripts/bss.Idt

and add following in bss.Idt
<#if memory.name=="SRAM_OC">
*(.bss*)
<[#if>

For armgcc, iar and mdk, we need to move bss to m_data2. To do this update following files.
/wifi_examples/common/linker/MIMXRT1062xxxxx_flexspi_nor.icf
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- place in DATA_region { block 71 };
+place in DATA2_region { block zI };

evkbmimxrt1060/wifi_examples/common/linker/MIMXRT1062xxxxx_flexspi_nor.ld

Ly GKS @woaa of2012 dzLJRIFGS WwWhp YyYRIEGEQ G2 WH YYRFGFH
/* Uninitialized data section */
.bss:
{
/* This is used by the startup in order to initialize the .bss section */
. = ALIGN(4);
__START BSS = ;
__bss_start = ;
*(m_usb_dma_noninit_data)
*(.bss)
*(.bss*)
*(COMMON)
. = ALIGN(4);
__bss end__ =
__END _BSS = .;
-}>m_data
+} > m_data2

evkbmimxrt1060/wifi_examples/common/linker/MIMXRT1062xxxxx_flexspi_nor.scf
- RW_m_ncache m_data2_start EMPTY O {

+ RW_m_data2 m_data2_start m_data2_size { ; RW data2

+ .ANY (+RW +2ZI)

+}
+ RW_m_ncache +0 EMPTY 0 {
}
- RW_m_ncache_unused +0 EMPTY m_data2_size - ImageLength(RW_m_ncache) { ; Empty
region added for MPU configuration
+ RW_m_ncache_unused +0 EMPTY m_data2_size - ImageLength(RW_m_data2) -

ImageLength(RW_m_ncache) { ; Empty region added for MPU configuration
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5 Bluetooth Classic/Low Energy Applications

This chapter describes the Bluetooth Classic/Low Energy example applications that are available in the

SDK, and the steps to configure, compile, debug, flash, and execute these examples.

The communication between the Host stack and the Link Layer (LL) is implemented via the standard HCI

UART interface and PCM interface for voice.

t £ SIas HaswakRewdR Guide for EdgeFast BT PAlgpitfe referenced in the Section 1.3
GwSFSNByOSaé¢ F2NI RSGFIHAfa (G2 SyrofS GKS !'!twe¢ FyR t/ a
The setup is done between the single i.MX RT&URINXPbased wireless module and remote Bluetooth

devices. The instructions in this guide use an i.MXRT1060l0dkd. Yet the same steps apply to the

other i.MX RT products.

Thetable lists the Bluetooth module specific preprocessor macro that is common to all Bluetooth

examples.
Module Chipset Macro

Murata Type 1XK IW416 WIFI_IW416_BOARD_MURATA_1XK_USD
WIFI_IW416_BOARD_MURATA_ 1XK_M2

Murata Type 1ZM 88W8987 WIFI_88W8987 BOARD MURATA_1ZM_USD
WIFI_88W8987 BOARD MURATA 1ZM_M2

Murata Type 2EL IW612 WIFI_IW62 _BOARD_MURATA_2EL_USD
WIFI_ IW62 BOARD_MURAT2EL M2

Murata Type 2L IW610 WIFI_IW610 BOARD_MURATA 2LL_ M2

USD = microSD interface
M2 = M.2 interface
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5.1 a2dp_sinkKSampleApplication

This section describes the steps to configure the i.MX RT106DHodKd and IW&2 wireless module as
an A2DP Sink device.

5.1.1 a2dp_sink Aplcation Execution

Please refer to the previous secti@l.1to run the demo using MCUXpresso IDE. Refer below image for
selection of Bluetooth example.
Project Type Project Options

(®C Project | C++ Project || C Static Library | C++ Static Library SDK Debug Console O Semihost @ UART ' Example default
Copy sources
Import other files

Examples tu| M %|E

| type to filter |

Name Description Version ~
v [m] £ edgefast_bluetooth_examples

7 a2dp_sink The ethermind audio source with simplified application.

[ ]= a2dp_source The ethermind audio source with simplified application.

[ ] = audio_profile The ethermind audio demo with simplified application.

[ ] = central_hpc The ethermind hpc example with simplified application.

[ ] = central_ht The ethermind hts example with simplified application.

[ ] = central_ipsp The ethermind ipsp example with simplified application.

[] = central_pxm The ethermind pxm example with simplified application.

[] = edgefast_bluetooth_shell The ethermind shell example with simplified application.

[ ] = handsfree The ethermind bluetooth handsfree example with simplifie...

[ ] = handsfree_ag The ethermind handsfree AG example with simplified appli... v

@ < Back MNext > Cancel

Refer to Tabl@3 for the list of macro®f different wireless modules

The default application works on Murata 2EL module usingrhero
AWIFI_IW612_BOARD_MURATA_2EI£. M2

To enable the support for other modules:
1 Import the project.
1 Go to project properties > C/C++ Build > Settings > Preprocessor.
1 Select another macro.
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| B8 properties for evkemimxrt1060_ wifi_di 0 *
File Edit S Refactor Navigate Search Project ConfigToold
M R Y type filter text Settings ==l
& Project E.. X UiRegisters 4 Faults 7 Peripher.. ~ O [Imaif > Resource "
He W Builders Confguntion: [EETEE " P—
- : Vi ~
1 evkemimert1060_wifi i <Debug> A 2 | v Ce+ Build onfiguration: [DEO9 ® lanage Configurations
© Project Settings " Build Variables
& Includes 5 Environment ® Tool Settings # Build Steps " Build Artifact & Binary Parsers @ Error Parsers.
@ CMSIS 6 Logging ) ) )
9 board - MCU settings ¥ ® MCU C Compiler [T] Do not search system directories (-nostdinc)
@ component 8 Settings & Dialect [ Preprocess only (-E)
@ device 2 Tool Chain Edi % Preprocessor Defined symbols (-D) &
 drivers 19 C/Ct+ General & Includes XIP_EXTERNAL_FLASH=1 "
@ freertos 12 1 MCUXpresso Cor & Optimization FSL_FEATURE_PHYKSZ8081_USE_RMII50M_MODE
2 | . .
& linkscripts 13 Project Natures & Debugging FSL_SDK_ENABLE_DRIVER_CACHE_CONTROL=1
5 Warnings USE_RTOS=1
@ lwip 14 Project Reference: L (
15 | 3 Run/Debug Setti & Miscellaneous PRINTF_ADVANCED_ENABLE=1
& sdmme 16 { ¢ v oeoug et & Architecture SDK_DEBUGCONSOLE=1
v @ source 17 { TaskTags . MCUX_META_BUILD
5 apph 13 { > Velidation ~ B MCU Assembler %A USED
- X
H FreeRTOSConfig.h 19 4§ WikiText B General SERIAL PORT TYPE UART=1
W FreeRTOSConfigBoard h 28 { EACUCE R LS I |\IFI_1W612_BOARD_MURATA 2EL M2
21 v W
& fsl_debug_console_confh " i ¥ MCU Linker CONFIG_NXP_WIFI_SOFTAP_SUPPORT=1
& General SO _REUSE=1
U Quickstart Panel % **Variables ® Breakpoints = Insta (& Libraries SDIO_ENABLED=1 ~
. . # Miscel
(] MCUXpresso IDE Quickstart - ShI::dTwIE)’j:: Settings Undefined symbols (-U) @
. ' i
Project: evkemimat1060_wifi cli [Debug) Ins 1y Setting
To inst & Architecture
2 3 stq
™ Cronte or import a project - (& Managed Linker Script
8 Create a new C/C++ project Install = Multicore
B |mport SDK ¢ els) Name 1 MCU Debugger
mport from Applicatio = (& Debug
® |Import project(s) fro % Miscellaneous
© Import executable from file system.. < > >
~ Build ject
e yeueel v o< z Apply and Close Cancel

PR S

Please refer to the previous sectiofdsl.1-3.1.4for instructions on importing a project, building an
application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.1.1.1 Run theApplication

Press the power reset button on i.MX RT1@K®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
Bluetooth A2dp Sink demo start...

Bluetooth initialized

BR/EDR set connectable and discoverable done

Wait for connection

5Aa4020SN) (iKS
displayed on the console.
Connected

Security changed: 7E:5A:23:AE:9E:C3 level 2

a2dp connected success
a2dp configure sample rate 44100Hz

RSOAOS dalHRLI aAYy1€é FNRBY LISSNI Y20Af S LI

Now, user can play music from the cell phone connected and listen on the audio jack of the i.MX RT 1060
EVK®oard.

Following logs will appear on the console:
a2dp start playing

Stop playing music from the cell phone.
Following logs will appear on the console
a2dp stop playing

Disconnect the device from peer cell phone.
a2dp deconfigure
Disconnected (reason 0x13)
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5.2 a2dp_sourc&SampleApplication

5.2.1

UM11442

This section describes the steps to configure the i.MX RT106DHodKd and IW416 wireless module as
an A2DP Source device.

a2dp_source Application Execution
Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.

Please refer to sectioB.1for serial console tool setup.

5.2.1.1 Run theapplication

Press the power reset button on i.MX RT1EK®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
Bluetooth initialized

BR/EDR set connectable and discoverable done

Copyright 2024 NXP

>>help

"help": List all the registered commands
"exit"; Exit program
"bt": BT related function
USAGE: bt [discover|connect|disconnect|delete]

discover start to find BT devices

connect connect to the device that is found, for example: bt
connectdevice n (from 1)

disconnect disconnect current connection.

delete  delete all devices. Ensure to disconnect the HCI link
connection with the peer device before attempting to delete the bonding
information.
>>

LyLldzi a6 RAAO2OSNE (2 a0ly O02yySOiGlrotS ySINbe
Discovery started. Please wait ...
>> BR/EDR discovery complete

[1]: 90:9C:4A:D8:65:68, RSSI - 24 AirPods Max

[2]: 48:74:12:C2:F2:82, RSSI - 85 OnePlus Nord CE 2 Lite 5G
[3]: C0:95:DA:00:F1:1F, RSSI -91

[4]: 40:23:43:7E:C4:9A, RSSI - 60 FJ9SQKS - Desk

[5]: DO0:17:69:EE:7E:9D, RSSI - 72 BLE_Peripheral

Input "bt connect [index]" to create Bluetooth connection with the discovered device. The music starts
playing on successful connection with the Bluetooth device.
>> bt connect 1

Connection pending

>> SDP discovery started

Connected

sdp success callback

A2DP Service found. Connecting ...

Security changed: 90:9C:4A:D8:65:68 level 2

a2dp connected success

a2dp start playing

LyLddzi aod RA&O2yyS&OGé G2 RA&O02yYSOG GKS OdNNBY

>> bt disconnect
>>a2dp disconnected
Disconnected (reason 0x16)

. f dz&

o2y

LyLdzi aol RSESGSe G2 RSESGS GKS 02yRAY3I AYTF2NNIGAZ2Y

NOTEDisconnect the HCI link connection with the peer device before attempting to delete the bonding

information.
>> bt delete

All information provided in this document is subject to legal disclaimers © NXP B.V. 2@ All rights reserved.

User manual Rev21 ¢ 18 Sept2025 145



NXP Semiconductors

UM11442

NXP WiFi and Bluetooth Demo Applications User Guide for i.MX RT Platfc

success
>>

5.3 handsfreeSampleApplication

This section describes the steps to configure the i.MX RTEVBEDoard and IW416 wireless module as
an HF Unit.

5.3.1 handsfree Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectio.1for serial console tool setup.

5.3.1.1 Run theapplication

Press the power reset button on i.MX RT1060 EVK board to run the demo application downloaded on the
board. When the demo starts, the following message about the demo would appear on the console.
Bluetooth Handsfree demo start...

Bluetooth initialized

Copyright 2024 NXP

>>

BR/EDR set connectable and discoverable done
Wait for connection

5A4020SN) 6KS RSQOAOS GSRISTFLHald KFLE FNRBY LISSNI Y20Af S
be displayed on the console.

Connected

Security changed: AC:C0:48:9F:82:5A level 2

HFP HF Connected!

Wideband Config at Controller: Disabled

Sending Vendor command 0028

Sending Vendor command 0007 now

Sending Vendor command 0029 now

Sending Vendor command 001d now

Sending Vendor command 0070 now

Sending Vendor command 0073 with WBS disabled
Signal indicator value: 5

Make an incoming call to the mobile phone which is connected to the setup:
Call Setup indicator value: 1

Incoming Call...

Init Audio CODEC for RingTone

Type help command to check all calling options.
"help”: List all the registered commands

"exit": Exit program

"bt": BT related function
USAGE: bt [dial|aincall|eincall]

dial dial out call.

aincall accept the incoming call.
eincall end an incoming call.

svr start voice recognition.

evr stop voice recognition.

clip enable CLIP notification.

disclip disable CLIP notification.

ccwa enable call waiting notification.

disccwa disable call waiting notification.
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micVolume Update mic Volume.

speakerVolume Update Speaker Volume.

lastdial  call the last dial number.

voicetag  Get Voice - tag Phone Number (BINP).
multipcall multiple call option.

triggercodec trigger codec connection.

getindicatorStatus Get peer's indicators' status.

When the call will come below output will be seen:
Call Setup indicator value: 1

Incoming Call...

Init Audio CODEC for RingTone

Phone call number: +919104539859

Setup for SCO audio: Success

Sending Vendor command 006f now

Ly Llotzéincatt G2 FyasgSNI GKS AyO2YAay3a Ottty
Call indicator value: 1

Call Setup indicator value: 0

Init Audio SCO SAIl and CODEC samplingRate :8000 bitWidth:16

Ly Lloizéincalt (2 SyR GKS AyO2YAy3a OFffty

Call indicator value: 0 sco_audio_stop_pl: Sending Vendor command 0073 with WBS
disabled

5.4 handsfree_agampleApplication
This application demonstrates the HFP audio gateway basic functionality. Currently, the support simulates
an incoming call, and the call could be answered and ended.

The HFP audio gateway ca@connectedto a HFP HF device like headphone or device running HFP HF
device.

5.4.1 handsfree_ag Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.4.1.1 Run theapplication

Press the power reset button on i.MX RT1@0K®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
Bluetooth Handsfree AG demo start...

Bluetooth initialized

BR/EDR set connectable and discoverable done

Copyright 2024 NXP

Ly Lldzi aKStLE (G2 aKz2¢g (GKS F@FAfFofS tAald 2F O2YYIl yRA
>>help

"help": List all the registered commands

"exit": Exit program

"bt": BT related function

USAGE: bt [discover|connect|disconnect|delete]
discover start to find BT devices
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connect connect to the device that is found, for example: bt
connect n (from 1)

openaudio open audio connection without calls

closeaudio close audio connection without calls

sincall start an incoming call

aincall accept the call.

eincall end an call.

set_tag set phone num tag, for example: bt set_tag 123456789

select_codec codec select for codec Negotiation, for example: bt

select_codec 2, it will select the codec 2 as codec.
set_mic_volume update mic Volume, for example: bt set_mic_volume 14
set_speaker_volume update Speaker Volume, for example: bt
set_speaker_volume 14

stwcincall start multiple an incoming call
disconnect disconnect current connection
delete delete all devices. Ensure to disconnect the HCI

link  connection with the peer device before attempting
to delete the bonding information.

LyLlzi aoi RAaAO2GSNE G2 aoly (G(KS ySINbe
>> pt discover

Discovery started. Please wait ...

>> BR/EDR discovery complete

[1]: 28:11:A8:CB:93:D6, RSSI - 83 SMW006887

[2]: AC:67:5D:07:FA:CF, RSSI - 66 8PLD823 - Desktop

[3]: 48:01:C5:27:E6:80, RSSI - 77 NXP_BT_MD

[4]: 48:74:12:C2:F2:82, RSSI - 82 OnePlus Nord CE 2 Lite 5G
[5]: 74:45:CE:42:3C:11, RSSI - 51 WH- CH510

>>

LyLldzi aold O2yySOl fydzYoSNBHE (2 O02yySOi
>> >> pt connect 5
Connection pending
>> SDP discovery started
Connected
Security changed: 74:45:CE:42:3C:11 level 2
HFP AG Connected!
Wideband Config at Controller: Disabled
Sending Vendor command 0028
Sending Vendor command 0007 now
Sending Vendor command 0029 now
Sending Vendor command 001d now
Sending Vendor command 0070 now
Sending Vendor command 0073 with WBS disabled HFP AG Connected!

L v LJuizsincallé to simulate incoming call from the DUT
>> bt sincall
Simulate a incoming call an incoming calling!!

L y LJdziincaio @céept the call once the ringtone is heard on the connegieer device
>> pt aincall
HFP AG have accepted the incoming call
Wideband Config at Controller: Disabled
Sending Vendor command 0028
Sending Vendor command 0007 now
Sending Vendor command 0029 now
Sending Vendor command 001d now
Sending Vendor command 0070 now
Sending Vendor command 0073 with WBS disabled
Init Audio SCO SAl and CODEC samplingRate :8000 bitWidth:16
Setup for SCO audio: Success
Sending Vendor command 006f now

fdzSiz220K

All information provided in this document is subject to legal disclaimers © NXP B.V. 2@ All rights reserved.

User manual Rev21 ¢ 18 Sept2025

148

puli
N



NXP Semiconductors

UM11442

NXP WiFi and Bluetooth Demo Applications User Guide for i.MX RT Platfc

L vy LJdzéincaiéo (i 2 R AR Oaly y SO

>> >> bt eincall

HFP AG have ended the call

>> sco_audio_stop_pl: Sending Vendor command 0073 with WBS disabled

LyLldzi aoid RAaO2yySOiGé G2 RAaO2yySOG FNRY (KS LI
>> bt disconnect

>> HFP AG Disconnected!

Disconnected (reason 0x16)

LyLidzi aol RStSGSeé G2 RSESGS GKS 02yRAY3I AYF2NYFGAZ2Y
NOTEDisconnect the HCI link connection with the peer device before attempting to delete the bonding

information.
>> bt delete
success

w
w
Pz
(&
Tl

5.5 spp SampleApplication

This application demonstrates the Serial Port Profile on i.MX RTEUBMoard and IW416 wireless
module.

5.5.1 spp Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.5.1.1 Run theapplication

Press the power reset button on i.MX RT1@K®oard to run the demo application downloaded on
the board. When the demo starts, the following message about the deowd appear on the console.
Bluetooth initialized

BR/EDR set connectable and discoverable done

Copyright 2024 NXP

LyLdzi &aKStL¥E G2 RAGLIIE GKS F@LAfLFofS 2LWGA2yay
>> help
"help": List all the registered commands

"exit": Exit program

"bt": BT related function
USAGE: bt <discover|connect|disconnect|delete>
bt conns print all active bt connection
bt switch <index> switch a bt connection
bt discover start to find BT devices

bt connect connect to the device that is found, for example: bt
connect)

bt disconnect disconnect current connection.

bt delete delete all devices. Ensure to disconnect the HCI link
connec.

"spp": SPP related function
USAGE:
spp handle display active spp handle list
spp switch <hanlde> switch spp handle
spp register <cid> register a spp server channel(cid)

spp discover discover spp server channel on peer device
Sspp connect <cid> create spp connection
spp disconnect disconnect current spp connection.
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spp send <1|2|3|4|5> send data over spp connection.

Spp get_port <s|c> <cid> get spp port setting of server/client
channel(cid).

Spp set_port <s|c> <cid> set spp port setting of server/client
channel(cid).

spp set_pn <s|c> <cid> set pn of server/client channel(cid).

spp get_pn <s|c> <cid> get local pn of server/client channel(cid).

spp send_rls send rls.

spp send_msc send msc.
>>

5.5.1.2 Serial Port Profile Server Configuration

This section describes the steps to configure the i.MX RTREUBEDoard and IW&2 wireless module as

an SPP Server.

Register a SPP server channel.

>> spp register 5

SPP channel 5 register successfully, waiting for connected callback!
>>

/| 2yySOG (2 GKS RSOAOS aSRISTFIAG &LILXE
pairing.

Following logs will appear on console:
>> BR connection with A0:CD:F3:77:E6:1D is created successfully!
Security changed: A0:CD:F3:77:E6:1D level 2

FTNRY (GKS avl

b2g3 2LISYNNIKIS .af dzS snm@phioke appBositoriayid gb o settings > devices.
{St SO0 GKS RSOAOS aSRISTFlIal alLlLXl o ¢KS O2yySOlGA2y oA

console:

spp handle 0: server, channel = 5, connected with device 1D:E6:77:F3:CD:AO.
SPP appl handle 0 is connected successfully and becomes current spp appl
handle!

Write data in the smartphone application and send:
>> SPP appl handle 0 received 11 data callback, dumped here:
---------------- CHAR DUMR-----mmmmmeemmeeee

---------------- HEX DUMP
41 54 2B 43 49 4E 44 3D 3F 0D 0A

LyLdzi &dall) aSyR wy6¢ (2 aSyR RFEdGF G2
>> spp send 1

SPP appl handle 0 send string successfully, waiting for data sent callback.

>>

SPP appl handle 0 sent 11 data callback, dumped here:

---------------- CHAR DUMR-------m oo

AT+CIND="? \'r

Ly Lidzi 4all) RAaAO2yySOGé G2 RAAO2YyY SO
>> spp disconnect

SPP appl handle 0 disconnect successfully, waiting for disconnected callback.
SPP appl handle 0 is disconnected successfully.
BR connection with : AO:CD:F3:77:E6:1D is disconnected (reason 0x13)
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5.5.1.3 Serial Port Profile Client Configuration

This section describes the steps to configure the i.MX RTREUBEDoard and IW@&2 wireless module as

an SPP Client. Here, another setup of i.MX RTE80Doard and IW&2 wireless module is used as SPP

Server.

Start SPP server first then follow the steps to configure SPP client.

LyLdzi aod RAAO2OSNE (2 adlI NI FTAYR GKS ySIFNbeée . fdzSitz2
>> bt discover

Discovery started . Please wait ...

>> BR/EDR discovery complete

[1]: 48:01:C5:27:E6:80, RSSI - 78 NXP_BT_MD

[2]: AC:67:5D:07:FA:CF, RSSI - 71 8PLD823 - Desktop
[3]: AO:CD:F3:77:E5:01, RSSI - 69 edgefast_spp

[4]: 28:11:A8:CB:93:D6, RSSI - 84 SMWO006887

>>

KT

(@
w»
[t

LyLidzi aod O2yySOd rype G2 O02yySOG G2 GdKS RSGA
>> bt connect 3

Connection pending

>> BR connection with A0:CD:F3:77:E5:01 is created successfully!

LyLdzi dallJ RA&GO20SNE (2 RA&ZO2GSNI 6KS NBIAAGSNBR {tt
>> spp discover

>> Discover 1 SPP server channel from device 01:E5:77:F3:CD:A0!
0x0005

Ly Ldzi aalld 02yySOiG wOKI yySt 8 bseieechaddeBl GS {tt O2yySOi
>> spp connect 5

Connect SPP Successful!

>> Security changed: AO0:CD:F3:77:E5:01 (Oxef) level 2

SPP connection is created successfully!

>>

LyLdzi &dall aSyR oMpHpyopn6é G2 aSyR RFEGF 20SNJ {tt o
>> spp send 1

>>

Status of SPP data sent callback: 0x0000.

Sent 11 data, dumped here:

---------------- (o RV =3 p{U] V|~ ——
AT+CIND=? \or

>>

Pl
(s
_
Sx

LyLdzi dalld RAaO2yySOié (2 RAAO2YyYySOG 6AGK LISSNJI
>>>> spp disconnect
SPP appl handle 0 disconnect successfully, waiting for disconnected callback.
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5.6 PBAPPCE Sample Application

5.6.1

UM11442

This application demonstrates the Phone Book Access Profile (PBAP) on i8R ERIKboard as a
Phone Book Client Equipment (PCE).

The Phone Book Access Profile (PBAP) defines the procedures and protocols to exchange Phone Book
objects between devices.

The Phone Book Client Equipment (PCE) is the device that retrieves phone book objects from the Phone
Book Server Equipment (PSE) device.

Pbappce Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectio.1for serial console tool setup.

5.6.1.1 Run the application

Press the power reset button on i.MX RBDEVK®oard to run the demo application downloaded on
the board. When the demo starts, the following message about the demo would appear on the console.
Bluetooth PBAP PCE demo start...

Bluetooth initialized
BR/EDR set connectable and discoverable done

The demo does not require user interaction.

The application will automatically starts the BR/EDR discovery. The user needs to place the PSE device
that wants to be connected as close as possible to the PCE.

This demo application will automatically connects to the PSE device which has strongest RSSI (more
Nearby) and has Class of device (COD) of computer or Phone.

Discovery started. Please wait ...
BR/EDR discovery complete

[1]: 48:74:12:C2:F2:82, RSSI - 82 OnePlus Nord CE 2 Lite 5G
[2]: AC:67:5D:07:FA:CF, RSSI - 62 8PLD823 - Desktop

[3]: 40:23:43:7E:C4:9A, RSSI - 74 FJ9SQKS3 - Desk

[4]: 48:01:C5:27:E6:80, RSSI - 76 NXP_BT_MD

[5]: AO:CD:F3:77:E5:01, RSSI - 52 BLE_Peripheral

[6]: DO:17:69:EE:7E:9D, RSSI - 87 BLE_Peripheral

[7]: AC:50:DE:CA:83:7E, RSSI - 96 4CE241B3D2 - Desk
Connect 5

Connection pending

bt_connected

SDP discovery started

sdp success callback

pbap version is 102

pbap pse supported repositories is f
supported feature = 3ff

12cap_psm found. Connecting ...
Successfully START PBAP PCE entities
Security changed: A0:CD:F3:77:E5:01 level 2
PABP connect successfully

pull phonebook result - 0x90

Primary Floder Version - 05000000000000000000000000000001

Secondary Floder Version - 06000000000000000000000000000002

Database Identifier - 07000000000000000000000000000003
BODY

BEGIN:VCARD

VERSION:2.1

FN;CHARSET=UTF8:descvs
N;CHARSET=UTF8:descvs
END:VCARD
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BEGIN:VCARD
VERSION:2.1

N:;cc;s;

FN:cc

TEL;CELL:154555845
END:VCARD
BEGIN:VCARD
VERSION:2.1

N:qwe;;;

FN:qwe

X- ANDROID CUSTOM:vnd.android.cursor.item/nickname;147;
TEL;CELL:151865216
TEL;CELL:153464856
EMAIL;HOME:wudhxjsjd@qg.com
ADR;HOME:;;123456789;;;;
NOTE:old

BDAY:1904 - 05- 24

X- AIM:@qqg.com
END:VCARD
BEGIN:VCARD
VERSION:2.1
FN;CHARSET=UTF8:descvs
N;CHARSET=UTF8:descvs
END:VCARD
BEGIN:VCARD
VERSION:2.1

N:;cc;;;

FN:cc

TEL;CELL:15455584

pull phonebook result - 0x90

Primary Floder Version - 05000000000000000000000000000001
Secondary Floder Version - 06000000000000000000000000000002

Database Identifier - 07000000000000000000000000000003
BODY

5

END:VCARD
BEGIN:VCARD
VERSION:2.1

Nz qwes;;

FN:gwe

X- ANDROID CUSTOM:vnd.android.cursor.item/nickname;147;
TEL;CELL:151865216
TEL;CELL:153464856
EMAIL;HOME:wudhxjsjd@gqg.com
ADR;HOME:;;123456789;;;;
NOTE:old

BDAY:1904 - 05- 24

X- AIM:@qqg.com
END:VCARD
BEGIN:VCARD
VERSION:2.1
FN;CHARSET=UTF8:descvs
N;CHARSET=UTF8:descvs
END:VCARD
BEGIN:VCARD
VERSION:2.1

N:;cc;;;

FN:cc

TEL;CELL:154555845
END:VCARD
BEGIN:VCARD
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VERSION:2.1

N:qwe;;;

FN:qwe

X- ANDROID CUSTOM:vnd.android.cursor.item/nickname;147;
TEL;CELL:151865216

TEL;CELL:1

============ END BODY ============

pull phonebook result - O0xAO0

Primary Floder Version - 05000000000000000000000000000001

Secondary Floder Version - 06000000000000000000000000000002

Database Identifier - 07000000000000000000000000000003
BODY

53464856

EMAIL;HOME:wudhxjsjd@qg.com

ADR;HOME:;;123456789;;;;

NOTE:old

BDAY:1904 - 05- 24

X- AIM:@qqg.com

END:VCARD

BEGIN:VCARD

VERSION:2.1

FN;CHARSET=UTF8:descvs

N;CHARSET=UTF8:descvs

END:VCARD

BEGIN:VCARD

VERSION:2.1

N:;cc;s;

FN:cc

TEL;CELL:154555845

END:VCARD

BEGIN:VCARD

VERSION:2.1

N:qwe;;;

FN:gwe

X- ANDROID CUSTOM:vnd.android.cursor.item/nickname;147;

TEL;CELL:151865216

TEL;CELL:153464856

EMAIL;HOME:wudhxjsjd@gqg.com

ADR;HOME:;;123456789;;;;

NOTE:old

BDAY:1904 - 05- 24

X- AIM:@qqg.com

END:VCARD

============ END BODY ============

pbap pse path set success

pull vcard listing result - OxAO

Primary Floder Version - 05000000000000000000000000000001

Secondary Floder Version - 06000000000000000000000000000002

Database Identifier - 07000000000000000000000000000003
BODY

<?xml version="1.0"?><!DOCTYPE vcard - listing SYSTEM "vcard - listing.dtd"><vCard -

lis>

============ END BODY ============

pbap pse path set success

pull vcard listing result - OxAO0

Database Identifier - 07000000000000000000000000000003
BODY

BEGIN:VCARD
VERSION:2.1
FN:

N:

TEL;X - 0:1155
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X- IRMG- CALL- DATETIME;DIALED:20220913T110607

END:VCARD

============ END BODY ============

pbap pse path set success

PABP disconnect successfully: a0 Disconnected (reason 0x13)

5.7 PBARPSE Sample Application

571
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This applicatiomlemonstrates the Phone Book Access Profile (PBAP) on i.M&EEMIChoard as a
Phone Book Server Equipment (PSE).

The Phone Book Access Profile (PBAP) defines the procedures and protocols to exchange Phone Book
objects between devices.

The PhondBook Server Equipment (PSE) is the device that contains the source phone book objects.

Pbhappse Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectio.1for serial console tool setup.

5.7.1.1 Run the application

Press the power reset button on i.MX RBOEVKboard to run the demo application downloaded on the
board. When the demo starts, the following message about the demo would appear on the console.

Bluetooth PBAP PSE demo start...
Bluetooth initialized
BR/EDR set connectable and discoverable done

The demo does not require user interaction. The application will automatically start the Bluetooth
discovery.

Now prepare the Phone Book Client Equipment (PCE) device and connect with this PSE device. Then
initiate PBAP profile level connection from PCE device.

bt_connected

Security changed: A0:CD:F3:77:E4:37 level 2
PABP connect successfully

appl params max list count : 65535

send response : 90

send response : 90

send response : a0

WSTSNI aSAWA2 y{ VLI!S | LILIX A Ol (A 2 Yy € 060EVKa8 & RIZE devigeli i 2
After a successful PBAP connection, following commands can be sent from the PCE device which will be
responded by PSE device.
1 pull phonebook- This example command will send phonebook object but not parse/send all
application parameters from/to PCE.

appl params max list count : 65535
send response : 90
send response : 90
send response : a0

pse current path is root
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1 set phonebook path This example command will set phonebook path correctly.

set path to child telecom

pse set current path is root/telecom

1 pull vcard listing- This example command will send vcard listing object but not parse/send all
application parameters from/to PCE.

appl params max list count : 65535
send response : a0
pse current path is root/telecom

1 get vcard entry- This example command will send vcard entry object but not parse/send all
application parameters from/to PCE.

set path to child cch

pse set current path is root/telecom/cch
send response : a0

pse current path is root/telecom/cch
set path to root

pse set current path is root

PABP disconnect successfully : 0

5.7.1.2 Limitations
9 This example only supports one PBA&Bnnection.
I This example doesn't supports all application parameters and only supports to parse/send the
part of application parameters from/to PCE.

5.8 MARMCE Sample Application

5.8.1

UM11442

This application demonstrates the Message Access Profile (MAP) on i.MBOEVICboard as a
Messaging Client Equipment (MCE).

The Message Access Profile (MAP) defines a set of features and procedures to exchange messages
between devices.

The Messaging Client Equipment (MCE) is the device that uses the message repository engine of the
Messaging Server Equipment (MSE) for browsing and displaying existing messages and to upload
messages created on the MCE to the MSE.

Map-mce Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.8.1.1 Run the application

Press the power reset button on i.MX RBOEVICboard to run the demo application downloaded on
the board. When the demo starts, the following message about the demo would appear on the console.

Bluetooth MAP MCE demo start...
Bluetooth initialized
BR/EDR set connectable and discoverable done
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The demo does not require user interaction.

The application will automatically starts the BR/EDR discovery. The user needs to place the MSE device
that wants to be connected as close as possible to the MCE.

This demo application will automatically connects to the MSE device which has strongest RSSI (more
Nearby) and has Class of device (COD) of computer or Phone.

Discovery started. Please wait ...
BR/EDR discovery complete

[1]: 40:23:43:7E:C4:9A, RSSI - 73 FJ9SQK3 - Desk

[2]: 48:01:C5:27:E6:80, RSSI - 87 NXP_BT_MD

[38]: 48:74:12:C2:F2:82, RSSI - 81 OnePlus Nord CE 2 Lite 5G
[4]: AC:67:5D:07:FA:CF, RSSI - 73 8PLD823 - Desktop

[5]: AO:CD:F3:77:E5:01, RSSI - 63 BLE_Peripheral

[6]: FC:01:7C:7F:BD:BA, RSSI - 87 3mpx79g2 - Desk

Connect 5

Connection pending
SDP discovery started
Connected

sdp success callback

REFCOMM channel number 21

L2CAP PSM 0x1003

MAP version 0x0104

MAP supported features 0x0077FFFF

MAS instance ID 0

Supported message type 0x00

Service name MAP MAS - name

Message Access Server found. Connecting ...
Security  changed: A0:CD:F3:77:E5:01 level 2
MCE MAS connection

MAX Packet Length - 512

[1]: GET_FOLDER_LISTING_ROOT

MAP Get Folder Listing

MAP Get Folder Listing CNF - OxAO0
BODY

<?xml version="1.0" encoding="utf - 8' standalone='yes' ?>

<folder - listing version="1.0">

<folder name = "telecom"/>

</folder - listing>

============ END BODY ============

[2]: GET_FOLDER_LISTING_ROOT Complete

[3]: SET_FOLDER_TELECOM

MAP Set Folder

Name - telecom

MAP Set Folder CNF - OxA0

[4]: SET_FOLDER_TELECOM Complete

[5]: SET_FOLDER_MSG

MAP Set Folder

Name - msg

MAP Set Folder CNF - OxAO0

[6]: SET_FOLDER_MSG Complete

[7]: SET_FOLDER_INBOX

MAP Set Folder

Name - inbox

MAP Set Folder CNF - OxA0

[8]: SET_FOLDER_INBOX Complete

[9]: UPDATE_INBOX

MAP Update Inbox
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MAP Update Inbox CNF - O0xA0

[10]: UPDATE_INBOX Complete

[11]: GET_MSG_LISTING

MAP Get MSG Listing

MAX List Count - 10

SRMP Wait Count - 0

MAP Get MSG Listing CNF - 0x90

New Message - 1

Listing Size -1

MSE Time - 20180101T000000+0000
BODY

<?xml version="1.0' encoding="utf - 8' standalone='yes' ?>

<MAR msg- listing version="1.0">

<msg handle ="0000000000000000" subject = "1. Bluetooth MAP Test!"

datetime =>

</MAP- msg- listing

============ END BODY ============

MAP Get MSG Listing CNF - O0xAO0
BODY

============ END BODY ============
[12]: GET_MSG_LISTING Complete
[13]: GET_MSG
MAP Get MSG
Name - 0000000000000000
Attachment - 0
Charset - 0
SRMP Wait Count - 0O
MAP Get MSG CNF - 0x90
BODY

BEGIN:BMSG
VERSION:1.0
STATUS:UNREAD
TYPE:SMS_GSM
FOLDER:
BEGIN:VCARD
VERSION:2.1
N;CHARSET=UTFS8:
TEL;CHARSET=UTF 8:
END:VCARD
BEGIN:BENV
BEGIN:VCARD
VERSION:2.1
FN;CHARSET=UTF8:+0000000000000
N;CHARSET=UTF 8:+0000000000000
TEL:+0000000000000
END:VCARD
BEGIN:BBODY
CHARSET:UTF 8
LANGUAGE:UNKNOWN
LENGTH:492
BEGIN:MSG

. Bluetooth MAP Test!

. Bluetooth MAP Test!

. Bluetooth MAP Test!

. Bluetooth MAP Test!

. Bluetooth MAP Test!

. Bluetooth MAP Test!
Bluetooth MAP Test!

NoOo A wWNE

============ END BODY ============
MAP Get MSG CNF - O0xAO
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BODY
8. Bluetooth MAP Test!
9. Bluetooth MAP Test!
10. Bluetooth MAP Test!
11. Bluetooth MAP Test!
12. Bluetooth MAP Test!
13. Bluetooth MAP Test!
14. Bluetooth MAP Test!
15. Bluetooth MAP Test!
16. Bluetooth MAP Test!
17. Bluetooth MAP Test!
18. Bluetooth MAP Test!
19. Bluetooth MAP Test!
20. Bluetooth MAP Test!
END:MSG
END:BBODY
END:BENV
END:BMSG
============ END BODY ============
[14]: GET_MSG Complete
[15]: SET_MSG_STATUS
MAP Set MSG Status
Name - 0000000000000000

Status Indicator -0
Status Value -0
MAP Set MSG Status CNF - OxA0

[16]: SET_MSG_STATUS Complete
[17]: GET_CONVO_LISTING
MAP Get Conversation Listing
MAX List Count - 10
SRMP Wait Count - O
MAP Get Conversation Listing CNF - 0x90
BODY

<MAR convo - listing version = "1.0">

<conversation id="E1E2E3E4F1F2F3F4A1A2A3A4B1B2B3B4" name="Beergarden
Connectio>

<participant uci="4986925814@s.whateverapp.net" display_name="Tien"

chat_s>

<participant uci="4912345678@s.whateverapp.net" display_name="Jonas"
chat >

<pa
============ END BODY ============
MAP Get Conversation Listing CNF - 0x90

BODY

rticipant uci="4913579864@s.whateverapp.net" display_name="Max" chat_state="2"
las>

<participant uci="4924689753@s.whateverapp.net" display_name="Nils"
chat_s>

<participant uci="4923568910@s.whateverapp.net" display_name="Alex"
chat_s>

</conversation>
<conversation id="C1C2C3C4D1D2D3D4E1E2E3E4F1F2F3F4" name=""
last_activity="201"
============ END BODY ============
MAP Get Conversation Listing CNF - 0x90
BODY
read_status="yes" version_counter="0A0A1B1B2C2C3D3D4E4E5F5F6A6A7B7B">
<participant uci="malo@email.de" display_name="Mari" chat_state="2"

last _a>

</conversation>

<conversation id="F1F2F3F4E1E2E3E4D1D2D3D4C1C2C3C4" name="family"
last_activit>
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<participant uci="malo@email.de" display_name="Mari" chat_stat
============ END BODY ============
MAP Get Conversation Listing CNF - O0xA0
BODY
e="2" last_activity="20140801T012900+0100" x_bt_uid="
A1A2A3A4B1B2C1C2D1D2E1E2E3E4>
<participant uci="alois.s@august.de" display_name="Lil Al"
chat_state="1" >
</conversation>
</MAP- convo - listing>
============ END BODY ============
[18]: GET_CONVO_LISTING Complete
[19]: GET_MAS_INST_INFO
MAP Get MAS Instance Info
MAS Instance ID -0
SRMP Wait Count - O
MAP Get MAS Instance Info CNF - OxAO0
BODY

SMS/MMS

============ END BODY ============
[20]: GET_MAS_INST_INFO Complete

[21]: SET_NTF_FILTER

MAP Set Notification Filter

Notification Filter Mask -0

MAP Set NTF Filter CNF - OxAO0

[22]: SET_NTF_FILTER Complete

[23]: SET_NTF_REG_ON

MAP Set Notification Registration

Notification Status -1

MAP Set Notification Registration CNF - 0xA0
MCE MNS connection

MAX Packet Length - 512

[24]: SET_NTF_REG_ON Complete
[25]: SET_NTF_REG_OFF
MAP Set Notification Registration

Notification Status -0
MAP Set Notification Registration CNF - O0xAO0
MCE MNS disconnection - OxA0

[26]: SET_NTF_REG_OFF Complete
[27]: GET_OWNER_STATUS

MAP Get Owner Status

SRMP Wait Count - 0

MAP Get Owner Status CNF - OxAO
Presence Availability -0
Presence Text

Last Activity =

Chat State -0

[28]: GET_OWNER_STATUS Complete
[29]: SET_OWNER_STATUS

MAP Set Owner Status

Chat State -0

MAP Set Owner Status CNF - OxA0
[30]: SET_OWNER_STATUS Complete
[31]: SET_FOLDER_PARENT

MAP Set Folder

Name - ../

MAP Set Folder CNF - OxA0

[32]: SET_FOLDER_PARENT Complete
[33]: SET_FOLDER_OUTBOX

MAP Set Folder
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Name - outbox

MAP Set Folder CNF - O0xA0
[34]: SET_FOLDER_OUTBOX Complete
[35]: PUSH_MSG

MAP Push MSG

Charset - 0

MAP Push MSG CNF - 0x90

MAP Push MSG CNF - 0x90

MAP Push MSG CNF - 0xAO0
Name - 0000000000000001

[36]: PUSH_MSG Complete

[37]: MCE_MAS_DISCONNECT
MAP MCE MAS Disconnect

MCE MAS disconnection - O0xAO0

5.9 MARMSE Sample Application

5.9.1

UM11442

This application demonstrates the Message Access Profile (MAP) on i.MBOEVK®oard as a
Messaging Server Equipment (MSE).

The Message Access Profile (MAP) defines a set of features and procedures to exchange messages
between devices.

The Messaging Server Equipment (MSE) is the device that provides the message
repository engine i.e. has the ability to provide a client unit with messages that are
stored in this device and notifications of changes in its message repository.

map-mse Application Execution
Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.

Please refer to sectioB.1for serial console tool setup.

5.9.1.1 Run the application

Press the power reset button on i.MX RBDEVK®oard to run the demo application downloaded on
the board. When the demo starts, the following message about the demo would appear on the console.

Bluetooth MAP MSE demo start...
Bluetooth initialized
BR/EDR set connectable and discoverable done

The demo does not require user interaction. The application will automatically start the Bluetooth
discovery.

Now prepare the Phone Messaging Equipment (MCE) device and connect with this MSE device. Then
initiate MAP profile level connection from MCE device.

Connected

Security changed: A0:CD:F3:77:E5:01 level 2
File system mounted

Total drive space - 48128B

Free drive space - 43008B

MSE MAS connection

MAX Packet Length - 509

WSFSNI aSa@im2y FavdJtS | LILIX A OF (A 2y ¢ 0B0BVICALadWCE deyide. § 2
After a successful MAP connection, following commands can be sent from the MCE device which will be
responded by MSE device.
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1 get folder listing- This example will send Folddisting object but not parse/send application
parameters from/to MCE.

1 set folder- This example will set folder correctly.

1 get message listingThis example will send Messagdisting object with NewMessage, MSETime
and ListingSize but not parse application parameters from MCE.

1 get message- This example will send bMessage object but not parse/send application
parameters from/to MCE.

1 set message statusThis example will set the read status and the deleted status correctly and
save the extended data to the local buffer.

1 push message This example will save thenessage and return a message handle but not parse
application parameters from MCE.

1 set notification registration- When Notification Status is ON, this example will initiates a MNS
OBEX connection.

1 update inbox- This example always send success when receiving update inbox request.

1 get mas instance information This example will send MAS Instance Information but not send
application parameters to MCE.

1 set owner status- This example will save the application parameters to the local buffer that is
used to respond to get owner status.

1 getowner status This example will respond to get owner status with the application parameters
saved in set owner status.

9 get conversation listing This example will send Conversatidtisting object but not parse/send
application parameters from/to MCE.

1 set notification filter - This example always send success when receiving set notification filter
request

Below is the example output of the all mentioned command
MAP Get Folder Listing IND - UNSEG

MAP Set Folder IND

Name - telecom

MAP Set Folder IND

Name - msg

MAP Set Folder IND

Name - inbox

MAP Update Inbox IND

MAP Get MSG Listing IND - UNSEG
Name - NULL

Max List Count - 10

MAP Get MSG Listing IND - UNSEG
Name - NULL

MAP Get MSG IND - UNSEG

Name - 0000000000000000

Attachment - 0

Charset - 0

MAP Get MSG IND - UNSEG

Name - NULL

MAP Set MSG Status IND - UNSEG

Name - 0000000000000000

Status Indicator -0

Status Value -0

MAP Get Conversation Listing IND - UNSEG
Max List Count - 10

MAP Get Conversation Listing IND - UNSEG
MAP Get Conversation Listing IND - UNSEG
MAP Get Conversation Listing IND - UNSEG
MAP Get MAS Instance Info IND - UNSEG
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MAS Instance ID -0

MAP Set Notification Filter IND - UNSEG
Notification Filter Mask - 00000000

MAP Set Notification Registration IND - UNSEG
Notification Status -1

SDP discovery started

sdp success callback

REFCOMM channel number 22

L2CAP PSM 0x1007

MAP version 0x0104

MAP supported features 0x0077FFFF

Service name MAP MNS - name

Message Notification Server found. Connecting ...
MSE MNS connection

MAX Packet Length - 512

MAP Set Notification Registration IND - UNSEG

Notification Status -0

MSE MNS disconnection - 0xAO0

MAP Get Owner Status IND - UNSEG

MAP Set Owner Status IND - UNSEG

Chat State -0

MAP Set Folder IND

Name - ../

MAP Set Folder IND

Name - outbox

MAP PUSH MSG IND - START

Name - NULL

Charset - 0

BODY

BEGIN:BMSG
VERSION:1.0
STATUS:READ
TYPE:SMS_GSM
FOLDER:
BEGIN:BENV
BEGIN:VCARD
VERSION:3.0
FN:+0000000000000
N:+0000000000000
TEL:+0000000000000
END:VCARD
BEGIN:BBODY
ENCODING:G 7BIT
LENGTH:1080

BEGIN:MSG
0041000d91000000000000f0000020050003080401622e90905d2fd3df6f3alad40c4241d4f29¢cl
e52e
============ END BODY ============
MAP PUSH MSG IND - CONTINUE
Name - NULL

BODY
b65fafb4d47839a4128885a9ed3438a9b0b2464d7cbf4f79b8e063583
END:MSG
BEGIN:MSG
0041000d91000000000000f0000020050003080402a0206a794e0f29702e90905d2fd3df6f3alad
40cc
END:MSG
BEGIN:MSG
0041000d91000000000000f0000020050003080403404276bd4c7fbfe9685033080551ch737a481
lab6
============ END BODY ============

MAP PUSH MSG IND - END
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Name - NULL

BODY
bd4c7fbfe9685033080551ch737a4811b3b9404276bd4c7fbfe9685033080551ch737a4811bbb94
0429
END:MSG
BEGIN:MSG
0041000d91000000000000f0000012050003080404d02066100aa296e7{410
END:MSG
END:BBODY
END:BENV
END:BMSG

MSE MAS disconnectieidxA0

5.9.1.2 Limitations
1 This example only supports one MAS and MNS OBEX connection.
1 Thisexample doesn't supports all application parameters and only supports to parse/send the
part of application parameters from/to MCE.
1 This example is based on Fatfs RAM disk. There is a limited memory to store the incoming
message from MCE.
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5.10peripheral_hpsSampleApplication

5.10.1

This application demonstrates the Bluetooth LE Peripheral role, except that this application specifically
exposes the HTTP Proxy GATT Service.

peripheral_hps Application Execution

Please refer to the previous sectioB4.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.10.1.1 Run theapplication

Press the power reset button on i.MX RT1EK®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
BLE Peripheral HPS demo start...

Bluetooth initialized

Advertising successfully started

The demo does not require user interaction.

The application will automatically start advertising the HTTP Proxy Service and it will accept the first
connection request it receives. The application is then ready to process HTTP requests from the peer.

The application simulates processing of the HTTP request. It will always return HTTP Status Code 500 and

preset values for HTTP Headers and HTTP Body.
Connected to peer: A0:CD:F3:77:E5:01 (public)
Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)

Processing request..
Request processed.

5.11central_hpcSampleApplication

5111
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This application demonstrates very basic Bluetooth LE Central role functionality on i.MX EVKIB0
board and IW416 wireless module by scanning for other Bluetooth LE devices and establishing a
connection to the first one with a strong enough signal.

Except that this application specifically looks for HPS Server and programs a set of characteristics that
configures a Hyper Text Transfer Protocol (HTTP) request, initiate this request, and then read the
response once connected.

Here, another setup of i.MX RT1060 EVK board and IW416 wireless module is pegdregal_hps

central_hpc Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectio®.1for serial console tool setup.

5.11.1.1 Run theapplication

Press the power reset button on i.MX RT1@0K®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
BLE Central HPC demo start...

Bluetooth initialized

Scanning started

[DEVICE]: 54:CC:62:43:42:83 (random), AD evt type 2, AD data len 31, RSSI -92
[DEVICE]: A0:CD:F3:77:E6:1D (public), AD evt type 0, AD data len 7, RSSI -103

Found device: A0:CD:F3:77:E6:1D (public)Connected to peer: A0:CD:F3:77:E6:1D

The demo does not require user interaction.

The application will automatically start scanning and will connect to the first advertiser who is advertising
the HTTP Proxy Service.
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If the connection is successful, the application performs service discovery to find the characteristics of the
HTTP Proxy Service. If discovery is successful, the application will perform a GET for the URI
http://nxp.com by writing the URI and the Conttf@bint characteristics of the HTTP Proxy Service.

The application will display the received response in the console after it gets notified through the HTTP

Status Code characteristic.
Starting service discovery

GATT Write successful

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)
Subscribed to HTTP Status Code
GATT Write successful

Received HTTP Status 500
Reading Headers..

HTTP Headers: HTTPHEADER
Reading Body...

Unsubscribed

HTTP Body: HTTPBODY

5.12peripheral_pxiSampleApplication

5.12.1

UM11442

This application demonstrates the BLE Peripheral role on i.MX REMA®oard and IV812wireless
module. Except that this application specifically exposes the Proximity Reporter (including LLS, IAS, and
TPS) GAT3ervice.

peripheral_pxr Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.12.1.1 Run theapplication

Press the power reset button on i.MX RT1@0K®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
BLE Peripheral PXR demo start...

Bluetooth initialized

Advertising successfully started

The demo does not require user interaction.

The application will automatically start advertising the Link Loss Service and it will accept the first
connection request it receives. The application is then ready to process operations from the peer.
The application will initially set the default levels for the Link Loss Alert and the Immediate Alert.
Connected to peer: A0:CD:F3:77:E6:1D (public)

Locally setting Link Loss Alert Level to OFF

Locally setting Immediate Alert...

The Proximity Monitor peer will trigger or stop the Immediate Alert on the application depending on the

connection RSSI.

Monitor is setting Link Loss Alert Level to HIGH

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)
Monitor is setting Immediate Alert...

If the connection with the Proximity Monitor is timed out, the Link Loss Alert will be triggered with the

level previously set by the Monitor.
ALERT: OFF
Monitor is setting Immediate Alert...

ALERT: HIGH
Disconnected (reason 0x08)
Link Loss Alert Triggered...

ALERT: HIGH
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5.13central_pxmSampleApplication

This application demonstrates very basic Bluetooth LE Central role functionality on i.MX EVKIBO
board and IW416 wireless module by scanning for other Bluetooth LE devices and establishing a
connection to the first one with a strong enough signal.

Except that this application specifically looks for Proximity Reporter.

Here, another setup of i.MX RT10BVK®oard and IW&2wireless module is used aeripheral_pxr

5.13.1 central_pxm Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.13.1.1 Run theapplication

Press the power reset button on i.MX RT1@K®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
BLE Central PXM demo start...

Bluetooth initialized

Scanning started

The application will automatically start scanning and will connect to the first advertiser who is advertising
the Link Loss Service.

If the connection is successful, the application performs service discovery to find the characteristics of the
Link Loss Service, as well as additional services and characteristics specified by the Proximity Profile, such

as Immediate Alert and Tx Poweirgees.
[DEVICE]: A0:CD:F3:77:E5:01 (public), AD evt type 0, AD data len 11, RSSI -85
Found device: A0:CD:F3:77:E5:01 (public)Connected to peer: A0:CD:F3:77:E5:01

(publ)
Starting service discovery

GATT Write successful
Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)

If the Tx Power service and its characteristics have been discovered, the application will read the peer's Tx

power and display it.
Read successful - Tx Power Level: 0

If the Immediate Alert service and its characteristics have been discovered, the application will
continuously monitor the connection RSSI and will trigger or stoprttmediate Alert on the peer when
the value is crossing a preset threshold in either direction.

Connection RSSI: -55
Connection RSSI: -53
Connection RSSI: -55
Connection RSSI: -55
Connection RSSI: -59
Connection RSSI: - 58
Connection RSSI: - 60
Connection RSSI: - 58
Connection RSSI: - 66
GATT Write successful

Connection RSSI: - 66
Connection RSSI: -81
Connection RSSI: - 56
GATT Write successful

Connection RSSI: - 56

After the mandatory Link Loss service is discovered, the application will write the Link Loss Alert Level on
the peer as HIGH_ALERT.
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To trigger the Link Loss Alert on the peer, the connection will have to be timed out. The user can trigger
this by simply resetting the board (press the RST button).

5.14 peripheral_hiSampleApplication

5.14.1

This application demonstrates the BLE Peripheral role on i.MX REMS®oard and IV812wireless
module. Except that this application specifically exposes the HT (Health Thermometer) GATT Service.

Once a device connects it will generate dummy temperature values.

peripheral_ht Application Execution

Please refer to the previous sectioB4.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.14.1.1 Run theapplication

Press the power reset button on i.MX RT1E@K®oard to run the demo application downloaded on
the board.

When the demo starts, the following message about the demo would appear on the console.
BLE Peripheral HT demo start...

Bluetooth initialized

Advertising successfully started

The application does not require user interaction.

The application will automatically start advertising the Health Thermometer Service and it will accept the
first connection request it receives. If the peer subscribes to receive temperature indications, these will be
sent every 1 second.

The temperature readings are simulated with values between 20 and 25 degrees Celsius.
Connected to peer: 6D:0F:0A:BF:A6:4B (random)

Passkey for 6D:0F:0A:BF:A6:4B (random): 974583

Security changed: AC:C0:48:9F:82:5A (public) level 4 (error 0)
temperature is 20C

Indication success

temperature is 21C

Indication success

temperature is 22C

Indication success

temperature is 23C

5.15central_htSampleApplication

5.15.1
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This application demonstrates very basic Bluetooth LE Central role functionality on i.MX EVKIB0
board and W612wireless module by scanning for other Bluetooth LE devices and establishing a
connection to the first one with a strong enough signal.

Except that this application specifically looks for health thermometer sensor and reports the temperature
readings once connected.

Here, another setup of i.MX RT10BVK®oard and IV812wireless module is used aeripheral_ht

central_ht Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.
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5.15.1.1 Run theapplication

Press the power reset button on i.MX RT1EK®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
BLE Central HT demo start...

Bluetooth initialized

Scanning started

The demo does not require user interaction.

The application will automatically start scanning and will connect to the first advertiser who is advertising
the Health Thermometer Service. If the connection is successful, the application performs service
discovery to find the characteristics of the HteaThermometer Service.

If discovery is successful, the application will subscribe to receive temperature indications from the peer.

The application will display the received indications in the console.

[DEVICE]: A0:CD:F3:77:E6:1D (public), AD evt type 0, AD data len 9, RSSI -74
Found device: A0:CD:F3:77:E6:1D (public)Connected to peer: A0:CD:F3:77:E6:1D

(publ)

Starting service discovery

Subscribed to HTS

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)

Temperature 20 degrees Celsius

Temperature 21 degrees Celsius

Temperature 22 degrees Celsius

5.16 peripheral_ipsBampleApplication

5.16.1
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This application demonstrates the BLE Peripheral role on i.MX REM6®oard and V812 wireless
module. Except that this application specifically exposes the Internet Protocol Support GATT Service.

peripheral_ipsp Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.16.1.1 Run theapplication

Press the power reset button on i.MX RT1@K®oard to run the demo application downloaded on
the board.

When the demo starts, the following message about the demo would appear on the console.

BLE Peripheral IPSP demo start...

Bluetooth initialized

Advertising successfully started

IPSS Service ready

The demo does not require user interaction.

The application will automatically start advertising the IPSP Service and it will accept the first connection
request it receives.

The application will perform the required setup for the L2CAP cteaied channel specified by the IPSP
Profile. The application will display in console any message it receives from the peer through the L2CAP
channel.

Connected to peer: AO:CD:F3:77:E6:1D (public)

Security changed: A0:CD:F3:77:E6:1D (public) level 2 (error 0)

Received message: hello

Received message: hello

Received message: hello
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5.17 central_ipspgSampleApplication

5.17.1

This application demonstrates very basic BLE Central role functionality by scanning for other BLE devices
and establishing a connection to the first one with a strong enough signal.

Except that this application specifically looks for IPSP Service and communicates between the devices that
support IPSP is done using IPv6 packets over the Bluetooth Low Energy transport once connected.

Here, another setup of i.MX RT10BVK®oard and IV812wireless module is used agripheral_ipsp

central_ipsp Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.17.1.1 Run theapplication

Press the power reset button on i.MX RT1EK®oard to run the demo application downloaded on

the board. When the demo starts, the following message about the demo would appear on the console.
BLE Central IPSP demo start...

Bluetooth initialized

Scanning started

The demo does not require user interaction.

The application will automatically stastanning and will connect to the first advertiser who is advertising
the IPSP Service.

After the L2CAP cre

dit-based channel specified by the IPSP Profile is established, the application will send a predefined test

message every 5 seconds through the channel.

[DEVICE]: A0:CD:F3:77:E5:01 (public), AD evt type 0, AD data len 7, RSSI -93
Found device: A0:CD:F3:77:E5:01 (public)Connected

Starting service discovery

Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)

Sending message...

Sending message...

Sending message...

5.18Broadcast media sender

5.18.1

UM11442

Thissection describethe applicationto demonstrdae on how to use the broadcast media sendstample

of the LE audideature.

The Broadcast Media Sender (BMS) role is defined Fafevices that send media audio content to any
number of receiving devices. Typical devices implementing the BMS role include smartphones, media
players, TVs, laptops, tablets, and PCs.

Run and connect the Broadcast media receiver (BMR) with the this BMS device to verify the BMS audio.

NOTEThis sample application is only supported\df612with i.MX RTQ60 EVK®oard.

Prepare thesetupfor Application demo

This section describes the steps to prepare sk&upfor application demaexecution

Step 1: Build andflash theApplication

Please refer to the previous sections 3-B.1.4 and 5.1.1 for instructions on importing a projdautjlding
an application, running an application in debug mode #ashing an application program for a few IDEs.
Step 2: Save a wav music file to a USB drive and name #rasgic_file_namavav"

Step 3: Connect the same USB drive to USB OTGL1 port afbxeRTEVK board

Step 4: Apply a power reset on i.MX RT Edgard
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Step5: Check the console on the connected computer screen to see the applicatioruptiogs

Applicationexecution

This section describes the steps for application execution.

Step 1: Press RESET button and restartitMX RT EVbBoard

When the demo starts, the media broadcast starts automaticallyfaliowing message about the demo
would appear on the console.

Copyright 2024 NXP
BMS>>

Broadcast Media Sender.
Bluetooth initialized

wav file list:
1, 1:/Demo_song.wav
wav file list complete!

Please open the wav file you want use "wav_open <path>" command.

Step 2: Input "help" command to get the lisif command

BMR>> help
"help": List all the registered
commands

"exit": Exit

program

wav_open<path>
Ic3_preset_list
Ic3_preset<name>

play  :resume broadcast.
pause :stop broadcast.
sync_info

config_rtn <rtn>
config_pd <pd>

config_phy [1,2,4] - 1:1M, 2: 2M, 4: Coded
config_packing [0,1] - 0: sequentially, 1: interleaved
set_broadcast_code [str,hex] [data]

BMS>>

Step 3: Inputwav_open" command to open the listed wav file

BNS>> wav_open 1:/Demo_song.wav
wav file info:
BMS>> sample_rate: 48000
channels: 2
bits: 16
size: 37168276
samples: 9292069

Step 4: Input "lc3 preset list: " command tocheck the available preset

BMS>> |c3_preset_list
Ic3 preset list:
48 1 1:
codec_cfg - sample_rate: 48000, duration: 7500, len: 75
gos - interval: 7500, framing: O, phy: 2, sdu: 75, rtn: 4, pd: 40000
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48 2 1.

codec_cfg - sample_rate: 48000, duration: 10000, len: 100

gos - interval: 10000, framing: 0, phy: 2, sdu: 100, rtn: 4, pd: 40000
48_3_1:

codec_cfg - sample_rate: 48000, duration: 7500, len: 90

gos - interval: 7500, framing: O, phy: 2, sdu: 90, rtn: 4, pd: 40000
48 4 1:

codec_cfg - sample_rate: 48000, duration: 10000, len: 120

gos - interval: 10000, framing: 0, phy: 2, sdu: 120, rtn: 4, pd: 40000
48 _5_1:

codec_cfg - sample_rate: 48000, duration: 7500, len: 117

gos - interval: 7500, framing: O, phy: 2, sdu: 117, rtn: 4, pd: 40000
48 6 1.

codec_cfg - sample_rate: 48000, duration: 10000, len: 155

gos - interval: 10000, framing: O, phy: 2, sdu: 155, rtn: 4, pd: 40000
48 1 2:

codec_cfg - sample_rate: 48000, duration: 7500, len: 75

gos - interval: 7500, framing: O, phy: 2, sdu: 75, rtn: 4, pd: 40000
48 2 2:

codec_cfg - sample_rate: 48000, duration: 10000, len: 100

gos - interval: 10000, framing: 0, phy: 2, sdu: 100, rtn: 4, pd: 40000
48 3 2:

codec_cfg - sample_rate: 48000, duration: 7500, len: 90

gos - interval: 7500, framing: O, phy: 2, sdu: 90, rtn: 4, pd: 40000
48 4 2:

codec_cfg - sample_rate: 48000, duration: 10000, len: 120

gos - interval: 10000, framing: 0, phy: 2, sdu: 120, rtn: 4, pd: 40000
48 5 2:

codec_cfg - sample_rate: 48000, duration: 7500, len: 117

gos - interval: 7500, framing: O, phy: 2, sdu: 117, rtn: 4, pd: 40000
48_6_2:

codec_cfg - sample_rate: 48000, duration: 10000, len: 155
gos - interval: 10000, framing: 0, phy: 2, sdu: 155, rtn: 4, pd: 40000

Please select Ic3 preset use "Ic3_preset <name>" command.

Step5: Input "Ic3 preset<name>" command toselect the preset, after that the broadcast will start

BMS>> [c3_preset 48 1_1
48 1 1:
BMS>> codec_cfg - sample_rate: 48000, duration: 7500, len: 75
gos - interval: 7500, framing: O, phy: 2, sdu: 75, rtn: 4, pd: 40000
LC3 encoder setup done!
Creating broadcast source
Creating broadcast source with 1 subgroups with 2 streams
Starting broadcast source
Broadcast source started

Step5: Input "play | pause’ command tostart and stop the broadcast.

BMS>> pause

BMS>> Broadcast source stopped
BMS>> play

BMS>> Broadcast source started

5.19Broadcast media receiver
This section describes the application to demonsti@tdnow to use the broadcast media receiviample
of the LE audideature.
The Broadcast Media Receiver (BMR) role is defined for devices that receive media audio content from a
source device in a broadcast Audio Stream. Typical devices implementing the BMR role include headphones,
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earbuds, and speakers. A smartphone may also support this role to receive broadcast Audio Streams from
a BMS.

NOTEThis sample application is only supported on IW612 with i. MRGIENVK®oard.

Prepare thesetupfor Applicatiordemo

This section describes the steps to prepare sktup forapplication demaexecution.
Step 1: Build andflash the example project

Please refer to the previous sections 3-8.1.4 and 5.1.1 for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Connecta speakefheadphoneto the 3.5mmaudio jackofi.MX RTEVK bard

Step3: Apply a power reset on i.MX RT EVK board

Step4: Check the console on thmnnected computer screen to see the application stgtlogs

Applicationexecution
This section describeke stepsfor applicationexecution
Step 1: Press RESET button and restartittX RT EVEoard

When the demo starts, following messagjeout the demo would appear on the console.
Copyright 2024 NXP

BMR>>
Broadcast Media Receiver.

Please select sink role "left"|"right" use "init" command
Step 2:Select the sink role

Once the sink role is selected, the application automatically start receiving media samples and following
type of message would appear on the console.

BMR>> init left

BMR@left>> BMR@Ieft>> Bluetooth initialized
Scanning for broadcast sources

[device name]:broadcast_media_sender

connect...

Broadcast source found, waiting for PA sync

Attempting to PA sync to the broadcaster with id OXxAF64DE
Waiting for PA synced

[device name]:broadcast_media_sender
connect...

[device name]:broadcast_media_sender

connect...
PA synced for sync 2023A0BC with sid 0x00
Broadcast source PA synced, creating Broadcast Sink

Broadcast Sink created, waiting for BASE
Received BASE with 1 subgroups from broadcast sink 2023A87C
codec_gos - interval: 7500, framing: O, phy: 2, sdu: 75, rtn: 0, pd: 40000
BASE received, waiting for syncable

Codec: freq 48000, channel count 1, duration 7500, channel alloc
0x00000001
Audio codec configed, waiting for syncable
Syncing to broadcast
Stream 20213368 started

Step 3:Input "pause” command to stop playing
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BMR@left>> pause
pause

BMR@left>> Stream 20213368 stopped
Broadcast sink stoped!

Step 4:Input "play" command tetart playing
BMR@left>> play
play

BMR@Ieft>> Syncing to broadcast
Stream 20213368 started

Step5: Input "vol_set 100" to set the volume to level 100
BMR@left>> vol_set 100
vol_set 100

BMR@left>>

Step6: Input "vol_up" command and increase the volume

BMR@left>> vol_up
vol_up

vol: 124
BMR@left>>

Step 7:Input "vol_down" command and decrease the volume

BMR@Ileft>> vol_down
vol_down

vol: 99
BMR@left>>

Step 8:Input "vol_mute" command and mute the volume
BMR@left>> vol_mute

vol_mute

BMR@left>>

Step 9:Input "vol_unmute" command and unmute the volume

BMR@Ileft>> vol_unmute
vol_unmute

vol: 99
BMR@left>>

5.20Broadcast media senddrBIS

This section describes the applicationdemonstrate on how to use the broadcast media senddBlS

example of the LE audio feature.

The Broadcast Media Sender (BMS) role is defined for LE devices that send media audio content to any
number of receiving devices. Typical devices implementing the BMS role include smartphones, media
players, TVs, laptops, tablets, and PCs.

With this BMS4 BlSdevice connect thetwo Broadcast media receiveiBISdevices (i.e. 1BMR front and

1BMR backio verify the BMS audio.

Other two i.MX RT1170 EVKB boards running BMR 4 BIS examples can be connected as BMR peer devices.
Refer section 5.21.
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NOTEThis sample application is only supported on IW612 with i. MARTEVKBoard.

Prepare the setup for Application demo
This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash the Application

Please refer to the previous sections 3-B.1.4 and 5.1.1 for instructions on importing a project, building
an application, running an application in debug mode #ashing an application program for a few IDEs.
Step 2: Save a wav music file to a USB drive and name #ras$ic_file_namavav>"

Step 3: Connect the same USB drive to USB OTG1 port of the i.MX RT EVK board

Step 4: Apply a power reset on i.MX RT EVK board

Step 5: Check the console on the connected computer screen to see the applicatioruptiogs

Application execution

This section describes the steps for application execution.

Step 1: Press RESET button and restart the i.MX RT EVK board
When thedemo starts, the media broadcast starts automatically and following message about the demo
would appear on the console.

Copyright 2024 NXP
BMS>> Broadcast Media Sender 4BIS.
Bluetooth initialized

wav file list:

1, 1:/trangle_44100_2ch_16bits.wav

2, 1:/chrip_48000_2ch_16bits_0_80.wav
3, 1:/music_16_ 2.wav

4, 1:/music_8000_2ch_16bits.wav

5, 1:/music_16000 2ch_16bits.wav

6, 1:/music_24000_2ch_16bits.wav

7, 1:/music_32000 2ch_16bits.wav

8, 1:/music_44100_2ch_16bits.wav

9, 1:/music_48000_2ch_16bits.wav

10, 1:/play_1ksin_8k_16b.wav

11, 1:/play_1ksin_32k_16b.wav

12, 1:/play_1ksin_48k_16b.wav

13, 1:/sine_16 2.wav

14, 1:/sine_8000_2ch_16bits.wav

15, 1:/sine_8000_2ch_16bits 0_75.wav
16, 1:/sine_16000_2ch_16bits.wav

17, 1:/sine_16000_2ch_16bits 0 _75.wav
18, 1:/sine_16000_2ch_24bits.wav

19, 1:/sine_16000_2ch_32bits.wav

20, 1:/sine_24000_2ch_16bits.wav

21, 1:/sine_32000_2ch_16bits.wav

22, 1:/sine_32000_2ch_16bits_0_75.wav
23, 1:/sine_44100_2ch_16bits.wav

24, 1:/sine_48000_2ch_16bits.wav

25, 1:/sine_48000_2ch_16bits 0_75.wav
26, 1:/sine_48000_2ch_16bits_100ms_sine_900ms_silence.wav
wav file list complete!

Please open the wav file you want use "wav_open <path>" command.

Step2: Inputwav_open' command to open the listed wav file

BMS>> wav_open 1:/music_16000_2ch_16bits.wav
wav file info:
BMS>> sample_rate: 16000

channels: 2

bits: 16

All information provided in this document is subject to legal disclaimers © NXP B.V. 2@ All rights reserved.

User manual Rev21 ¢ 18 Sept2025 175



NXP Semiconductors

UM11442

NXP WiFi and Bluetooth Demo Applications User Guide for i.MX RT Platfc

size: 1163600
samples: 290900

Step3: Input "lc3 preset list: " command tocheck the available preset

BMS>> |c3 preset list:
16 2 1:
codec_cfg - sample_rate: 16000, duration: 10000, len: 40
gos - interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 2, pd: 40000

Please select Ic3 preset use "lc3_preset <name>" command.

Step4: Input "lc3 preset<name>" command toselect the preset, after that the broadcast will start

BMS>> |c3_preset 16_2_1
16 2 1:
BMS>>
codec_cfg - sample_rate: 16000, duration: 10000, len: 40
gos - interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 2, pd: 40000
new_preset:
codec_cfg - sample_rate: 16000, duration: 10000, len: 40
gos - interval: 10000, framing: O, phy: 2, sdu: 40, rtn: 1, pd: 40000
LC3 encoder setup done!
Creating broadcast source
Creating broadcast source with 1 subgroups with 4 streams
Starting broadcast source
Broadcast source started

Step5: Input "play | pause’ command tostart and stop the broadcast.

BMS>> pause

BMS>> Broadcast source stopped
BMS>> play

BMS>> Broadcast source started

5.21Broadcast media receivdiBIS

5.21.1

5.21.2

UM11442

This section describes the application to demonstrate on how to use the broadcast media rec8i\&r

example of the LE audio feature.

The Broadcast Media Receiver (BMR) role is defined for devices that receive media audio content from a
source device in a broadcast Audio Stream. Typical devices implementing the BMR role include headphones,
earbuds, and speakers. A smartphone may als@stighis role to receive broadcast Audio Streams from

a BMS.

With this BMR 4 BlSlevice connect theBroadcast mediaender 4 BIS device verify the BMS audio.

Other i.MX RT1170 EVKB board running BMS 4BIS examples can be connected as BMS peer devices. Refer
section 5.20.

NOTEThis samplapplication is only supported on IW612 with i. MX RFOIEVKBoard.

Prepare the setup for Application demo

This section describes the steps to prepare the setup for application demo execution.

Step 1: Build and flash the example project

Please refer tahe previous sections 3.1-3.1.4 and 5.1.1 for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Connect a speaker/headphone to the 3.5mm audio jack of i.MX RT EVK board

Step 3: Apply a power reset on i.MX RT EVK board

Step 4: Check the console on the connected computer screen to see the applicatioruptiygs

Application execution
This section describes the steps for application execution.
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Step 1: Press RESET button and restart the i.MX RT EVK board

When the demo starts, following message about the demo would appear on the console.
Copyright 2024 NXP

BMR>>
Broadcast Media Receiver 4BIS.

Please select sink role "front"|"back" use "init" command.
Step 2:Select the sink role

Once the sink role is selected, the application automatically start receiving media samples and following
type of message would appear on the console.

BMR>> init front

BMR@front>> BMR@front>> Bluetooth initialized
Scanning for broadcast sources

[device name]:bms_4bis

connect...

Broadcast source found, waiting for PA sync

Attempting to PA sync to the broadcaster with id 0x8D1379
Waiting for PA synced

[device name]:bms_4bis
connect...

[device name]:bms_4bis
connect...
PA synced for sync 202F2AB0 with sid 0x00
Broadcast source PA synced, creating Broadcast Sink
Broadcast Sink created, waiting for BASE
Received BASE with 1 subgroups from broadcast sink 202F45C0
codec_gos - interval: 10000, framing: O, phy: 2, sdu: 40, rtn: O, pd: 40000
BASE received, waiting for syncable
Codec: freq 16000, channel count 2, duration 10000, channel alloc
0x00000003, frame len 40, frame blocks per sdu 1
Audio codec configed, waiting for syncable
Syncing to broadcast
Stream 20304788 started
Stream 203047A8 started

Step 3:Input "pause” command to stop playing
BMR@left>> pause
pause

BMR@left>> Stream 20213368 stopped
Broadcast sink stop ped!

Step 4:Input "play" command to start playing
BMR@left>> play
play

BMR@left>> Syncing to broadcast
Stream 20213368 started

Step 5:Input "vol_set 100" to set the volume to level 100
BMR@left>> vol_set 100
vol_set 100
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BMR@left>>

Step 6:Input "vol_up" command and increase the volume
BMR@left>> vol_up
vol_up

vol: 124
BMR@left>>

Step 7:Input "vol_down" command and decrease the volume

BMR@left>> vol_down
vol_down

vol: 99
BMR@left>>

Step 8:Input "vol_mute" command and mute the volume
BMR@left>> vol_mute

vol_mute

BMR@left>>

Step 9:Input "vol_unmute” command and unmute thelume
BMR@left>> vol_unmute
vol_unmute

vol: 99
BMR@left>>

5.22Telephony and Media Audio Profile (TMAP) Peripheral Application

5.22.1

5.22.2

UM11442

This section describes the application to demonstiatev to use theMedia Audio ProfildTMAP)on the
peripheraldevice

TheTelephony and Media Audio Service (TMAS) defines a characteristic to enable discovery of supported
TMAP profile roles.

NOTEThis sample application is only supported on IW612 with i. MRGIEN K board.

Prepare thesetupfor Applicatiordemo

This section describes the steps to prepare the setup for application demo execution.

Step 1: Build and flash the example project

Please refer to the previous sections 3:-B.1.4 and 5.1.1 for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Apply a power reset on i.MX RT EVK board

Step 3: Check the console on the connected computer screen to see the applicatioruptiygs

Applicationexecution
When demo application starts, It automatically connects with TMAP central devices which scan it.

Bluetooth initialized

Initializing TMAP and setting role

VCP initialized

BAP initialized

Advertising successfully started
Connected: A0:CD:F3:77:E5:01 (public)
Security changed: 0, level 2

TMAP discovery done
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VCS volume 100, mute 1

CCP: Discovered GTBS

CCP: Discovered remote URI: skype

CCP initialized

ASE Codec Config: conn 20221840 ep 20223784 dir 1
codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16

data: type 0x01 value_len 1

08

data: type 0x02 value_len 1
01
data: type 0x03 value_len 4
01000000
data: type 0x04 value_len 2
6400
Frequency: 48000 Hz
Frame Duration: 10000 us
Channel allocation: Ox1
Octets per frame: 100 (negative means value not pressent)
Frames per SDU: 1
ASE Codec Config stream 20202C94
QoS: stream 20202C94 qos 2021CF90
QoS: interval 10000 framing 0x00 phy 0x02 sdu 100 rtn 5 latency 20 pd 40000
Enable: stream 20202C94 meta_len 4
MCP: Discovered MCS
MCP initialized
CCP: Call originate successful
MCP: Successfully sent command (0) - opcode: 1, param: 0
Incoming audio on stream 20202C94 len 100
Incoming audio on stream 20202C94 len 100
CCP: Call with id 1 terminated
MCP: Successfully sent command (0) - opcode: 2, param: 0
Incoming audio on stream 20202C94 len 100
Incoming audio on stream 20202C94 len 100
Incoming audio on stream 20202C94 len 100
Incoming audio on stream 20202C94 len 100
Incoming audio on stream 20202C94 len 100
Incoming audio on stream 20202C94 len 100
Incoming audio on stream 20202C94 len 100
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5.23Telephony and Media Audio Profile (TMAP) Central Application

5.23.1

5.23.2

UM11442

This section describes the application to demonstiadev to use theMedia Audio Profil§ TMAP)on the
centraldevice

The Telephony and Media Audio Service (TMAS) defines a characteristic to enable discovery of supported
TMAP profile roles.

NOTEThis sample application is only supported on IW612 with i. MRGIEV K board.

Prepare thesetupfor Applicatiordemo

This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash the example project

Please refer to the previous sections 3-8.1.4 and 5.1.1 for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Apply a power reset on i.MX RT EVK board

Step 3: Check the console on the connected computer screen to see the applicitidrup logs

Application execution
Whendemoapplication starts|t automatically scan for the TMAP peripheral device and connects with it.

Bluetooth initialized

Initializing TMAP and setting role

CAP initialized

VCP initialized

MCP initialized

CCP initialized

Scanning successfully started

[DEVICE]: 61:ED:43:72:13:AB (random), [AD]: 1 data_len 1
[AD]: 25 data_len 2

[AD]: 2 data_len 6

[AD]: 22 data_len 4

Found TMAS in peer adv data!

Attempt to connect!

MTU exchanged: 23/23

Connected:  61:ED:43:72:13:AB (random)
MTU exchanged: 65/65

Security changed: 0, level 2

TMAS discovery done

VCS volume 100, mute 1

Found CAS

codec id 0x06 cid 0x0000 vid 0x0000 count 19
data: type 0x01 value_len 2

a400

data: type 0x02 value_len 1

03

data: type 0x03 value_len 1

02

data: type 0x04 value_len 4

1e009b00

data: type 0x05 value_len 1

01

meta: type 0x01 value_len 2

1f00

Sink #0: ep 20226D1C

Sink discover complete

codec id 0x06 cid 0x0000 vid 0x0000 count 19
data: type 0x01 value_len 2

a400

data: type 0x02 value_len 1

03
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data: type 0x03 value_len 1

02

data: type 0x04 value_len 4
1e009b00

data: type 0x05 value_len 1

01

meta: type 0x01 value_len 2
1f00

Source #0: ep 20226EAC
Discover sources complete: err O
Created group

Configured stream 202044E8
QoS set  stream 202044E8
Enabled stream 202044E8

CCP: Placing call to remote with id 1 to skype:friend
Started stream 202044E8
Sending mock data with len 100
Sending mock data with len 100
CCP: Call terminated for id 1 with reason 6
Sending mock data with len 100
Sending mock data with len 100
Sending mock data with len 100
Sending mock data with len 100
Sending mock data with len 100
Sending mock data with len 100
Sending mock data with len 100
Sending mock data with len 100

5.24 Unicast media sender
Thissection describes the application to demonstratelmw to use the unicast media sendexample of
the LE audideature.
The Unicast Media Sender (UMS) role is defined for devices that send media audio content in one or more
Unicast Audio Streams. Typical devices implementing the UMS role include smartphones, media players,
TVs, laptops, tablets, and PCs.

NOTEThis sample application is only supported on IW612 with i. MRGIENVKCboard.

5.24.1 Prepare thesetupfor Applicationdemo

This section describes the steps to prepare the setup for application demo execution.

Step 1: Build and flash the Application

Please refer to the previous sections 3-B.1.4 and 5.1.1 for instructions on importing a project, building
an application, running aapplication in debug mode and flashing an application program for a few IDEs.
Step 2: Save a wav music file to a USB drive and name #ragsic name>wav"

Step 3: Connect the same USB drive to USB OTG port of the i.MX RT EVK board

Step 4: Apply a power reset on i.MX RT EVK board

Step 5: Check the console on the connected computer screen to see the applicatioruptings

5.24.2 Application execution

This section describes the steps for application execution.

Step 1: Press RESET button and restartitMX RT EVBoard
When the demo startst automaticallystartsscanning for the left and right profiéeand following
message about the demo would appear on the console.
Copyright 2024 NXP
Unicast Media Sender.
Initializing
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1, 1:/Demo_song.wav
wav file list complete!

Please open the wav file you want use "wav_open <path>" command.

UMS>> help

"help": List all the registered commands

"exit": Exit program

wav_open <path>

Ic3_preset_list

Ic3_preset <name>

scan
connect [index]
vol_set [0
vol_up
vol_down
vol_mute
vol_unmute
play

pause
sync_info
config_rtn <rtn>
config_pd <pd>

config_phy [1,2,4]
config_packing [0,1]
config_conn_param [interval_min]

N s
UMS>>

- 255]

- 1:1M, 2: 2M, 4: Coded
- 0: sequentially, 1: interleaved
[interval_max] [latency] [timeout]

Step2: Input "waw_opert command toselect song file

wav_open

UMS>> wav_open 1:/Demo_song.wav

wav file info:

UMS>> sample_|

rate: 48000

channels: 2

bits: 16

size: 37168276
samples: 9292069

Ic3 preset list:

- interval:

48 1 1:
codec_cfg - sample_rate: 48000, duration: 7500, len: 75
gos - interval: 7500, framing: O, phy: 2, sdu: 75, rtn: 5, pd: 40000
48 2 1.
codec_cfg - sample_rate: 48000, duration: 10000, len: 100
gos - interval: 10000, framing: O, phy: 2, sdu: 100, rtn: 5, pd: 40000
48 _3_1:
codec_cfg - sample_rate: 48000, duration: 7500, len: 90
gos - interval: 7500, framing: O, phy: 2, sdu: 90, rtn: 5, pd: 40000
48 4 1.
codec_cfg - sample_rate: 48000, duration: 10000, len: 120
gos - interval: 10000, framing: O, phy: 2, sdu: 120, rtn: 5, pd: 40000
48 5_1:
codec_cfg - sample_rate: 48000, duration: 7500, len: 117
gos - interval: 7500, framing: O, phy: 2, sdu: 117, rtn: 5, pd: 40000
48 _6_1:
codec_cfg - sample_rate: 48000, duration: 10000, len: 155
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gos - interval: 10000, framing: 0, phy: 2, sdu: 155, rtn: 5, pd: 40000

48 1 2:

codec_cfg - sample_rate: 48000, duration: 7500, len: 75

gos - interval: 7500, framing: O, phy: 2, sdu: 75, rtn: 13, pd: 40000
48 2 2:

codec_cfg - sample_rate: 48000, duration: 10000, len: 100

gos - interval: 10000, framing: O, phy: 2, sdu: 100, rtn: 13, pd: 40000
48_3_2:

codec_cfg - sample_rate: 48000, duration: 7500, len: 90

gos - interval: 7500, framing: O, phy: 2, sdu: 90, rtn: 13, pd: 40000
48 4 2:

codec_cfg - sample_rate: 48000, duration: 10000, len: 120

gos - interval: 10000, framing: 0, phy: 2, sdu: 120, rtn: 13, pd: 40000
48 _5_2:

codec_cfg - sample_rate: 48000, duration: 7500, len: 117

gos - interval: 7500, framing: O, phy: 2, sdu: 117, rtn: 13, pd: 40000
48_6_2:

codec_cfg - sample_rate: 48000, duration: 10000, len: 155
gos - interval: 10000, framing: 0, phy: 2, sdu: 155, rtn: 13, pd: 40000

Step3: Input "Ic3_precet command toselect the availablereset

UMS>> Ic3_preset48_1_1
48 1 1:
UMS>> codec_cfg - sample_rate: 48000, duration: 7500, len: 75
gos - interval: 7500, framing: O, phy: 2, sdu: 75, rtn: 5, pd: 40000
LC3 encoder setup done!
Creating unicast group
Unicast group created
Please scan and connect the devices you want!

MS>> Scanning successfully started
[0]: AO:CD:F3:77:E5:01 (public), rssi - 46, unicast_media_receiver
[1]: AO:CD:F3:77:E6:1D (public), rssi - 45, unicast_media_receiver

Step4: Input "connect <index>" commart setinitiate connection

UMS>> connect O
UMS>> device selected!
Connecting
Connect first device
MTU exchanged: 23/23
LE Connected: A0:CD:F3:77:E5:01 (public)
MTU exchanged: 65/196
Connected
CSIP discover
CSIP conn 2022BC30 discovered set count 1
set 1/1 info:
sirk: 01 02 03 04 05 06 07 08 09 10 11 12 1314 15 16
set_size: 2
rank: 1
lockable: 1
CSIP discovered
Scan another member
member: A0:CD:F3:77:E6:1D (public), rssi - 45, unicast_media_receiver
Member discovered
Connecting
Connect second device
MTU exchanged: 23/23
LE Connected: A0:CD:F3:77:E6:1D (public)
MTU exchanged: 65/196
Connected
CSIP discover
CSIP conn 2022BDF4 discovered set count 1
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set 1/1 info:
sirk: 01 02 03 04 05 06 07 0809 10 11 12 1314 15 16
set_size: 2
rank: 2
lockable: 1
CSIP discovered
Discover VCS

VCS discover finished
Discover VCS complete.
Discovering sinks

VCS inst 0, volume 229, mute 0

codec_cap 202256A8 dir 0x01

codec id 0x06 cid 0x0000 vid 0x0000 count 19
data: type 0x01 value_len 2

ffif

data: type 0x02 value_len 1

02

data: type 0x03 value_len 1

01

data: type 0x04 value_len 4
28007800

data: type 0x05 value_len 1

01

meta: type 0x01 value_len 2
0600

dir 1 loc 1

snk ctx 31 src ctx 0

Sink #0: ep 20230CC8
Discover sinks complete: err 0
Sinks discovered

Configuring streams

Audio Stream 202186A8 configured
Configured sink stream[0]
Stream configured

Setting stream QoS

QoS: waiting for O streams
Audio Stream 202186A8 QoS set
Stream QoS Set

Enabling streams

Audio Stream 202186A8 enabled
Streams enabled

Connecting streams

Audio Stream 202186A8 started
Streams connected

Starting streams

Audio Stream 202186A8 started
Streams started

Discover VCS

VCS discover finished
Discover VCS complete.
Discovering sinks

VCS inst 1, volume 229, mute 0

codec_cap 202256A8 dir 0x01

codec id 0x06 cid 0x0000 vid 0x0000 count 19
data: type 0x01 value_len 2

ffif

data: type 0x02 value_len 1

02
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data: type 0x03 value_len 1

01

data: type 0x04 value_len 4
28007800

data: type 0x05 value_len 1

01

meta: type 0x01 value_len 2
0600

dir 1 loc 2

snk ctx 31 src ctx 0

Sink #1: ep 20231130

Discover sinks complete: err 0
Sinks discovered

Configuring streams

Audio Stream 202186CC configured
Configured sink stream[1]

Stream configured

Setting stream QoS

QoS: waiting for 1 streams

Audio Stream 202186CC QoS set
Stream QoS Set

Enabling streams

Audio Stream 202186CC enabled
Streams enabled

Connecting streams

Audio Stream 202186CC started
Streams connected

Starting streams

Audio Stream 202186CC started
Streams started

Step5: Input "vol_up" command and increase the volume

UMS>> vol_up
VCS inst 0, volume 100, mute O

Step6: Input "vol_down" command and decrease the volume

UMS>> vol_down
VCS inst 1, volume 75, mute 0

Step7: Input "vol_mute" command and mute the volume

UMS>> vol_mute
VCS inst 0, volume 75, mute 1

Step8: Input "vol_unmute" command and unmute the volume

UMS>> vol_mute
VCS inst 0, volume 75, mute

5.25Unicast media receiver

5.25.1

UM11442

This section describes tlapplication to demonstrate ohow to use theunicastmedia receiveexample of

the LE audideature.

The Unicast Media Receiver (UMR) role is defined for devices that receive media audio content from a
source device in one or more Unicast Audio Streams. Typical devices implementing the UMR role include
headphones, earbuds, and wireless speakers.

NOTEThis sample application is only supported on IW612 with i. MRGIENVK®oard.

Prepare thesetupfor Applicatiordemo

This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash the example project
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Please refer to the previous sections 3-B.1.4 and 5.1.1 for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Connect a speaker/headphone to the 3.5mm audio jack of i.MX RT EVK board

Step 3: Apply a power reset on i.MX RT EVK board

Step 4: Check the console on the connected computer screen to see the applicatioruptiags

Application execution

This section describes the steps for application execution.

Step 1: Press RESET button and restartitMX RT EVBoard
When the demo starts, following message about the demo would appear ocathsole.

Copyright 2024 NXP

UMR>>
Unicast Media Receiver.

Please select sink role "left"|"right" use "init" command.

Step 2:Select the sink role
Once the sink role is selected, the application automatically start receiving the media samples and the
following message would appear on the console.

UMR>> help

"exit"; Exit program

init left|right

vol_set[0 - 255]

vol_up

vol_down

vol_mute

vol_unmute

play

pause

sync_info

sync_test_mode [0 -2] - 0:disable; 1: 500hz sine; 2: 10ms 500hz sine + 20ms
mute

set_sirk [str,hex] [data] - Note: this command should be used before "init"
UMR>>

Step 3:Input "init left | right” command toset the role

UMR@left>> UMR@left>> Bluetooth initialized
Set info:
sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16
set_size: 2
rank: 1
lockable: 1
Location successfully set
Supported contexts successfully set
Available contexts successfully set
Advertising successfully started

Connected: 50:26:EF:A2:F1:27 (public)

Security changed: 50:26:EF:A2:F1:27 (public) level 2 (error 0)
MCS server discover:

MCS server discovered.

ASE Codec Config: conn 202395CC ep 2023AB84 dir 1
codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16

data: type 0x01 value_len 1

08

data: type 0x02 value_len 1
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00
data: type 0x03 value_len 4
01000000
data: type 0x04 value_len 2
4b00

Frequency: 48000 Hz

Frame Duration: 7500 us

Channel allocation: 0x1

Octets per frame: 75 (negative means value not pressent)

Frames per SDU: 1
ASE Codec Config stream 20216460
QoS: stream 20216460 gqos 20235740
QoS: interval 7500 framing 0x00 phy 0x02 sdu 75 rtn 5 latency 15 pd 40000
Enable: stream 20216460 meta_len 4

Codec: freq 48000, channel count 1, duration 7500, channel alloc

0x00000001
Unicast stream started
Stream 20216460  started

VCS Volume = 254, mute state =0
Disable: stream 202563E0
Audio Stream 202563E0 stopped with reason 0x13
Enable: stream 202563E0 meta_len 4
Codec: freq 48000, channel count 1, duration 7500, channel alloc
0x0000001
Stream 202563EO0 started

Step 5:Input "vol_set 100" to set the volume to level 100
UMR@right>> vol_set 100

VCS Volume = 100, mute state =0

Step 6:Input "vol_ down" command and increase the volume
UMR@right>>vol_  down

VCS Volume = 75, mute state = 0

Step 7:Input "vol_up" command and decrease the volume
UMR@right>> vol_up

VCS Volume = 100, mute state =0

Step 8:Input "vol_mute" command and mute the volume

UMR@right>> vol_mute
VCS Volume = 100, mute state = 1

Step 9:Input "vol_unmute" command and unmute the volume

UMR@right>> vol_mute
VCS Volume = 100, mute state = 0

5.26 Unicast media sende¥ CIS
This section describes the application to demonstrate on how to use the unicast media 4edidxample
of the LE audio feature.
The Unicast Media Sender (UMS) role is defined for devices that send media audio content in one or more
Unicast Audio Streams. Typical devices implementing the UMS role include smartphones, media players,
TVs, laptops, tablets, and PCs.
With thisUMS4CISJevice connect thetwo unicastmedia received CIS devices (i.e. LTUMR front and 1lUMR
back)to verify theUMS audio.
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Other two i.MX RT1170 EVKB boards running UMR 4CIS examples can be connected as UMR peer devices.
Refer section 5.26.

NOTEThis sample application is only supported on IW612 with i. MARIEVBboard.

Prepare the setup for Application demo

This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash the Application

Please refer to the previous sections 3-B.1.4 and 5.1.or instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Save a wav music file to a USB drive and name #ragsic hame>wav"

Step 3: Connect the same USB drive to USB OTG port of the i.MX RT EVK board

Step 4: Apply a power reset on i.MX RT EVK board

Step 5: Check the console on the connected computer screen to see the applicatioruptiogs

Application execution

This section describes the steps for application execution.

Step 1: Press RESET button and restart the i.MX RT EVK board
When the demo starts, it automatically starts scanning for the left and right profiles and following
message about the demo would appear on the console.

Copyright 2024 NXP

UMS>>

Unicast Media Sender 4CIS.
Initializing

Initialized

wav file list:

1, 1:/trangle_44100_2ch_16bits.wav

2, 1:/chrip_48000_2ch_16bits_0_80.wav
3, 1:/music_16_2.wav

4, 1:/music_8000_2ch_16bits.wav

5, 1:/music_16000_2ch_16bits.wav

6, 1:/music_24000_2ch_16bits.wav

7, 1:/music_32000_2ch_16bits.wav

8, 1:/music_44100_2ch_16bits.wav

9, 1:/music_48000_2ch_16bits.wav

10, 1:/play_1ksin_8k_16b.wav

11, 1:/play_1ksin_32k_16b.wav

12, 1:/play_1ksin_48k_16b.wav

13, 1:/sine_16_2.wav

14, 1:/sine_8000_2ch_16bits.wav

15, 1:/sine_8000_2ch_16bits_0_75.wav
16, 1:/sine_16000_2ch_16bits.wav

17, 1:/sine_16000_2ch_16bits_0_75.wav
18, 1:/sine_16000_2ch_24bits.wav

19, 1:/sine_16000_2ch_32bits.wav

20, 1:/sine_24000_2ch_16bits.wav

21, 1:/sine_32000_2ch_16bits.wav
22, 1:/sine_32000_2ch_16bits 0_75.wav
23, 1:/sine_44100_2ch_16bits.wav

24, 1:/sine_48000_2ch_16bits.wav

25, 1:/sine_48000_2ch_16bits_0_75.wav
26, 1:/sine_48000_2ch_16bits 100ms_sine_900ms_silence.wav
wav file list complete!

Please open the wav file you want use "wav_open <path>" command.
UMS>>
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Step2: Input "waw_open' command toselect song file

UMS>> wav_open 1:/music_16000_2ch_16bits.wav
wav file info:
UMS>> sample_rate: 16000

channels: 2

bits: 16

size: 1163600

samples: 290900

Ic3 preset list:
16 2 1:
codec_cfg - sample_rate: 16000, duration: 10000, len: 40
gos - interval: 10000, framing: 0, phy: 2, sdu: 40, rtn: 2, pd: 40000

Please select Ic3 preset use "Ic3_preset <name>" command.

Step3: Input "lc3_precet command toselect the available preset

UMS>> Ic3_preset 16 2 1
16 2 1:
UMS>> codec_cfg - sample_rate: 16000, duration: 10000, len: 40
gos - interval: 10000, framing: O, phy: 2, sdu: 40, rtn: 2, pd: 40000
LC3 encoder setup done!
new_preset:
codec_cfg - sample_rate: 16000, duration: 10000, len: 40
gos - interval: 10000, framing: O, phy: 2, sdu: 40, rtn: 1, pd: 40000
Creating unicast group
Unicast group created
Please scan and connect the devices you want!

scan
UMS>> Scanning successfully started
[O]: AO:CD:F3:77:E4:11 (public), rssi - 38, umr_4cis
[1]: AO:CD:F3:77:E6:D7 (public), rssi - 55, umr_4cis

Step4: Input "connect <index>" commarnt setinitiate connection

UMS>> connect O
UMS>> device selected!
Connecting
Connect first device
MTU exchanged: 23/23
LE Connected: A0:CD:F3:77:E4:11 (public)
MTU exchanged: 65/65
Connected
CSIP discover
CSIP conn 202DB824 discovered set count 1
set 1/1 info:
sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16
set_size: 2
rank: 1
lockable: 1
CSIP discovered
Scan another member
member: A0:CD:F3:77:E6:D7 (public), rssi - 51, umr_4cis
Member discovered
Connecting
Connect second device
MTU exchanged: 23/23
LE Connected: A0:CD:F3:77:E6:D7 (public)
MTU exchanged: 65/65
Connected
CSIP discover
CSIP conn 202DB9B4 discovered set count 1
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set 1/1 info:
sirk: 01 02 03 04 0506 07 0809 10 11 12 1314 15 16
set_size: 2
rank: 2
lockable: 1
CSIP discovered
Discover VCS

VCS discover finished
Discover VCS complete.
Discovering sinks

VCS inst 0, volume 229, mute 0

codec_cap 202E6C7C dir 0x01

codec id 0x06 cid 0x0000 vid 0x0000 count 19
data: type 0x01 value_len 2

ffif

data: type 0x02 value_len 1

02

data: type 0x03 value_len 1

02

data: type 0x04 value_len 4
28007800

data: type 0x05 value_len 1

01

meta: type 0x01 value_len 2
0600

dir 1 loc 3

snk ctx 31 src ctx 0

Sink #0: ep 202E40B0O

Sink #0: ep 202E4178

Discover sinks complete: err O
Sinks discovered

Configuring streams

Audio Stream 20304AEO configured
Configured sink stream[0]

Audio Stream 20304B04 configured
Configured sink stream[1]

Stream configured

Setting stream QoS

QoS: waiting for O streams

Audio Stream 20304AEO QoS set
Audio Stream 20304B04 QoS set
Stream QoS Set

Enabling streams

Audio Stream 20304AEOQ enabled
Audio Stream 20304B04 enabled
Streams enabled

Connecting streams

Audio Stream 20304AEO connected
Audio Stream 20304AEOQ started
Audio Stream 20304B04 connected
Streams connected

Starting streams

Audio Stream 20304B04 started
Streams started

Discover VCS

VCS discover finished
Discover VCS complete.
Discovering sinks
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VCS inst 1, volume 229, mute 0

codec_cap 202E6C7C dir 0x01

codec id 0x06 cid 0x0000 vid 0x0000 count 19
data: type 0x01 value_len 2

ff1f

data: type 0x02 value_len 1
02

data: type 0x03 value_len 1
02

data: type 0x04 value_len 4
28007800

data: type 0x05 value_len 1
01

meta: type 0x01 value_len 2
0600

dir 1 loc 30

snk ctx 31 src ctx 0

Sink #1: ep 202E46A8

Sink #1: ep 202E4770

Discover sinks complete: err O
Sinks discovered

Configuring streams

Audio Stream 20304B28 configured
Configured sink stream[2]

Audio Stream 20304B4C configured
Configured sink stream[3]

Stream configured

Setting stream QoS

QoS: waiting for 1 streams

Audio Stream 20304B28 QoS set
Audio Stream 20304B4C QoS set
Stream QoS Set

Enabling streams

Audio Stream 20304B28 enabled
Audio Stream 20304B4C enabled
Streams enabled

Connecting streams

Audio Stream 20304B28 connected
Audio Stream 20304B28 started
Audio Stream 20304B4C connected
Streams connected

Starting streams

Audio Stream 20304B4C started
Streams started

Step5: Input "vol_up" command and increase the volume

UMS>> vol_up
VCS inst 0, volume 100, mute 0

Step6: Input "vol_down" command and decrease the volume

UMS>> vol_down
VCS inst 1, volume 75, mute 0

Step7: Input "vol_mute" command and mute the volume

UMS>> vol_mute
VCS inst 0, volume 75, mute 1

Step8: Input "vol_unmute" command and unmute the volume

UMS>> vol_mute
VCS inst 0, volume 75, mute 0
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5.27 Unicast media receivdrCIS

5.27.1

5.27.2

UM11442

This section describes the application to demonstrate on how to use the unicast media reteBi&
example of the LE audio feature.

The Unicast Media Receiver (UMR) role is defined for devices that receive media audio content from a
source device in one or more Unicast Audio Streams. Typical devices implementing the UMR role include
headphones, earbuds, and wireless speakers.

With this UMR 4 Cl8evice connect theUnicastmediasender 4 CIS device verify theUMS audio.

Other two i.MX RT1170 EVKB boards running UMS 4CIS examples can be connectegeey déi&es.

Refer section 5.25.

NOTEThis sample application is only supported on IW612 with i. MARIEVKBoard.

Prepare the setup for Application demo

This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash the example project

Please refer to the previous sections 3-B.1.4 and 5.1.1 for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Connect a speaker/headphone to the 3.5mm audio jack of i.MX RT EVK board

Step 3: Apply a power reset on i.MX RT EVK board

Step 4: Check the console on the connected computer screen to see the applicatioruptings

Application execution

This section describes the steps for application execution.

Step 1: Press RESET button and restart the i.MX RT EVK board
When the demo starts, following message about the demo would appear on the console.

Copyright 2024 NXP

UMR>>
Unicast Media Receiver 4CIS.

Please select sink role "front"|"back" use "init" command.

Step 2:Select the sink role
Input"A Y A i F NR y @ édomraNd taset tfiekrdle 6 | O

Once the sink role is selected, the application automatically start receiving the media samples and the
following message would appear on the console.

UMR>> init front

UMR@front>> UMR@front>> Bluetooth initialized
Set info:
sirk: 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16
set_size: 2
rank: 1
lockable: 1
Location successfully set
Supported contexts successfully set
Available contexts successfully set
Advertising successfully started
Connected: A0:CD:F3:77:E5:8D (public)
Security changed: A0:CD:F3:77:E5:8D (public) level 2 (error 0)
MCS server discover:
MCS server discovered.
ASE Codec Config: conn 202EE80C ep 202F10CC dir 1
codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16
data: type 0x01 value_len 1
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03
data: type 0x02 value_len 1
01
data: type 0x03 value_len 4
01000000
data: type 0x04 value_len 2
2800
Frequency: 16000 Hz
Frame Duration: 10000 us
Channel allocation: 0x1
Octets per frame: 40 (negative means value not pressent)
Frames per SDU: 1
ASE Codec Config stream 202FD480
ASE Codec Config: conn 202EE80C ep 202F1178 dir 1
codec_cfg 0x06 cid 0x0000 vid 0x0000 count 16
data: type 0x01 value_len 1
03
data: type 0x02 value_len 1
01
data: type 0x03 value_len 4
02000000
data: type 0x04 value_len 2
2800
Frequency: 16000 Hz
Frame Duration: 10000 us
Channel allocation: 0x2
Octets per frame: 40 (negative means value not pressent)
Frames per SDU: 1
ASE Codec Config stream 202FD4A0
QoS: stream 202FD480 qos 202F2478
QoS: interval 10000 framing 0x00 phy 0x02 sdu 40 rtn 1 latency 10 pd 40000
QoS: stream 202FD4A0 qos 202F2478
QoS: interval 10000 framing 0x00 phy 0x02 sdu 40 rtn 1 latency 10 pd 40000
Enable: stream 202FD480 meta_len 4
Codec: freq 16000, channel count 1, duration 10000, channel alloc
0x00000001, frame len 40, frame blocks per sdu 1
Enable: stream 202FD4A0 meta_len 4
Codec: freq 16000, channel count 1, duration 10000, channel alloc
0x00000002, frame len 40, frame blocks per sdu 1
Unicast stream started
Stream 202FD480 started
Stream 202FD4AO0 started

Step3: Input "vol_set 100" to set the volume to level 100
UMR@right>> vol_set 100

VCS Volume = 100, mute state =0

Step4: Input "vol_down" command and increase the volume
UMR@right>>vol_  down

VCS Volume = 75, mute state = 0

Step5: Input "vol_up" command and decrease the volume
UMR@right>> vol_up

VCS Volume = 100, mute state =0

Step6: Input "vol_mute" command and mute the volume
UMR@right>> vol_mute
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VCS Volume = 100, mute state = 1

Step7: Input "vol_unmute" command and unmute the volume

UMR@right>> vol_mute
VCS Volume = 100, mute state =0

5.28 Unicast media senda&vlicrophone
This section describes the application to demonstrate on how to use the unicast media S&odghone
example of the LE audio feature.
Using this sample example, device configure as UMS Microphonéé.atream source of UMS is from
microphonew ¢ MmMTn 9+Y. Qa AyodzZAfid YAONRLIK2YS o6tu0 dzaSR (2
The UMS microphonedevice connect ¢ A (ukr2tims: bridgeRS @A OS® ¢ KSy G dzYNHO Yaé€
connects with twoBroadcastmedia receivedevices (i.e. 1BMR left and 1BMR rigiat)verify the UMS
microphoneaudio.Refer section 5.28.
¢ K Auths_rdicrophoné S E I'sippdfrtsS2unicast stereo audio CkSreams. So, user need to use the
umr2bms exampléSection 5.28pnly in peer device UMR examplésection 5.24oesn't support2 CIS
stream
NOTEThis sample application is only supported on IW612 with i. MAREVK board.

5.28.1 Prepare the setup for Application demo

This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash thé\pplication

Please refer to the previous sections 3:-B.1.4 and 5.1.1 for instructions on importing a project, building

an application, running an application in debug mode and flashing an application program for a few IDEs.
Step2: Apply a power reset on i.MX RT EVK board

Step3: Check the console on the connected computer screen to see the applicatioruptings

5.28.2 Application execution

This section describes the steps for application execution.

Step 1: Press RESET button and restart the i.MX RT EVK board
When the demo starts, following message about the demo would appear on the console.

Copyright 2024 NXP

UMS>> Unicast Media Sender.
Initializing
Initialized

Please select Ic3 preset use "lc3_preset <name>" command.
Ic3_
Ic3_preset_list Ic3_preset

Step2: Input "lc3_precet command toselect the available preset

UMS>> Ic3_preset 48 2 2
48 2 2:
UMS>> codec_cfg - sample_rate: 48000, duration: 10000, len: 100
gos - interval: 10000, framing: O, phy: 2, sdu: 100, rtn: 13, pd: 40000
LC3 encoder setup done!
Creating unicast group
Unicast group created
Please scan and connect the devices you want!

Step3: Input "scan" commando start scan all sink devise
UMS>> scan
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UMS>> Scanning successfully started

[0]: 68:AB:BC:8E:99:FD (public), rssi - 66,
[1]: AO:CD:F3:77:E6:15 (public), rssi - 33, umr2bms
[2]: 43:72:65:69:B4:0A (random), rssi - 44,
c[3]: 7A:6B:86:3A:6F:AC (random), rssi -55

Step4: Input "connect <index>" commant initiate connection and start the stream

UMS>> connect 1

UMS>> device selected!

Connecting

Connect first device

MTU exchanged: 23/23

LE Connected: A0:CD:F3:77:E6:15 (public)
MTU exchanged: 65/196

Connected

Discover VCS

VCS discover finished
Discover VCS complete.
Discovering sinks

VCS inst 0, volume 229, mute 0
codec_cap 202F624C dir 0x01
codec id 0x06 cid 0x0000 vid 0x0000 count 19
data: type 0x01 value_len 2

ff1f

data: type 0x02 value_len 1

02

data: type 0x03 value_len 1

02

data: type 0x04 value_len 4
28007800

data: type 0x05 value_len 1

01

meta: type 0x01 value_len 2

0600

dir 1 loc 3

snk ctx 31 src ctx 0

Sink: ep 202D76F4

Sink: ep 202D77BC

Discover sinks complete: err 0
Sinks discovered

Configuring streams

Audio Stream 202ECES54 configured
Configured sink sinks[0]

Audio Stream 202ECEE4 configured
Configured sink sinks[1]

Stream configured

Setting stream QoS

QoS: waiting for 0 sink

Audio Stream 202ECE54 QoS set
Audio Stream 202ECEE4 QoS set
QOS Set sink sinks[0]

QoS: waiting for 1 sink

QOS Set sink sinks[1]

Stream QoS Set

Enabling streams

Audio Stream 202ECE54 enabled
Init Audio SAlI and CODEC, samplingRate :48000 bitWidth:16
Set default headphone volume 70
Enabled sink sinks[0]

Audio Stream 202ECEE4 enabled
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Enabled sink sinks[1]

Streams enabled

Connecting streams

Audio Stream 202ECE54 connected
Connect sink sinks[0]

Audio Stream 202ECE54 started
Audio Stream 202ECEE4 connected
Connect sink sinks[1]

Streams connected

Starting streams

Audio Stream 202ECEE4 started
Streams started

5.29Unicast media receiver to BMS
This section describes the application to demonstratiglge that relay the(Unicast Media SendayMS
stream to(Broadcast Media ReceivBiyIRdevices.
TheUMR to BM®ridgedevice connecsg A (1 K dzy A OF 4G aidSNB2 | dzRA2 / L{ a2 dz\
aAONRLIK2ySé¢d wSTFSNI aSOGA2Y pdHT D
lfa2 GKAA GdzYNHOYaé o0 NBrRaadsmedadacdSdevitesy(iy.IBMRIeft 6 A G K (1 4 2
and 1BMR rightdo verify theUMSmicrophoneaudio.
User should only usaums_micophonet example(Section 5.27) as a peer UMS deyie this example
supports 2 channel streams in one CIS.
NOTEThis sample application is only supported on IW612 with i. MXRIEIVIB board.

5.29.1 Prepare the setup for Application demo
This section describes the steps to prepare the setugfmlication demo execution.
Step 1: Build and flash the Application
Please refer to the previous sections 3:-B.1.4 and 5.1.1 for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Step2: Apply a power reset on i.MX RT EVK board
Step3: Check the console on the connected computer screen to see the applicatioruptings

5.29.2 Application execution

This section describes the steps for application execution.

Step 1: Press RESET button and restart the i.MX RT EVK board

When the demo starts, following message about the demo would appear on the coEsaleple
automatically starts advertising.

Bluetooth initialized
Copyright 2024 NXP

UMR2BMS>>

UMR To BMS.

UMR: Location successfully set

UMR: Supported contexts successfully set
UMR: Available contexts successfully set
UMR: Advertising successfully started

Step2: Scan and connect the device from UMS microphone peer device.

Step 3:Application automatically starts broadcasting the audio data received from UMS microphone
device.
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5.30Telephone call gateway Application
This section describes the application to demonstrachow to use the telephone call gatewayxample
of the LE audifeature.
The Call Gateway (CG) role is defined for telephony or VolP applications. The CG device has the connection
to the call networkinfrastructure. Typical devices implementing the CG role include smartphones, laptops,
tablets, and PCs.

NOTEThis sample application @nly supported on IW612 with i.MX RIBODEVKCboard.

5.30.1 Prepare the setup for Application demo

This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash the example project

Please refer to the previous sections 3-8.1.4 and 5.1.1 for instructions on importing a project, building
an application, running an application in debug mode and flashing an application program for a few IDEs.
Step 2: Apply a power reset on i.MX RT EVK board

Step 3: Check the console on the connected computer screen to see the applicatioruptiigs

5.30.2 Application execution
NOTEC KA & al YLX S SEFYLX S 62N)l a oARSK SNG SKSLIKRSOS A@lyt fa ¢
OFft GSNXNAYLFE 'LILX AOFGA2YE D
This section describes thlsteps for application execution
Step 1: Press RESET button and restartittX RT EVEoard
When the demo starts, following message about the demo would appear on the console.
The scanning of the device is started automatically. It starscémning the telephony call terminal
device.
After the connection is established, following logs would appear on the console.
' FTGSNI GKS YSaalr3aS b5Aa020SN) a2dz2NODSa O02YLX SGSY SNNJI n
all features are ready for the TMAP.

Copyright 2024 NXP

call_gateway>> Bluetooth initialized
Scanning started

[DEVICE]: D4:5A:97:23:52:F5 (random), AD evt type 0, AD data len 30, RSSI -84
[DEVICE]: E5:4C:79:C9:74:FA (random), AD evt type 0, AD data len 30, RSSI -100
[DEVICE]: 00:05:C2:DC:34:46 (public), AD evt type 0, AD data len 31, RSSI -101
[DEVICE]: 40:72:18:19:67:82 (public), AD evt type 0, AD data len 27, RSSI -78
[DEVICE]: D8:97:45:8A:E2:F6 (random), AD evt type 0, AD data len 16, RSSI -99
[DEVICE]: A0:CD:F3:77:E5:01 (public), AD evt type 5, AD data len 36, RSSI - 47

Found device: A0:CD:F3:77:E5:01 (public)
MTU exchanged: 23/23
Connected to peer: A0:CD:F3:77:E5:01 (public)
Get required Source Capability from codec. Codec configurations:
Frequency 16000
Duration 10000
Frame bytes 40
Frame blocks per SDU 1
Location 3, channel count 2.
Get required Sink Capability from codec. Codec configurations:
Frequency 16000
Duration 10000
Frame bytes 40
Frame blocks per SDU 1
Location 3, channel count 2.
MTU exchanged: 65/65
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Security changed: A0:CD:F3:77:E5:01 (public) level 2 (error 0)
Start member discover

codec capabilities on conn 2027CA6C dir 1 codec 20271A70. Codec configurations:

Frequency 8000, 11000, 16000, 22000, 24000, 32000, 44100, 48000,
Duration 10000,
Channel count 2.
Frame length min 40, max 120
Frame blocks per SDU 1
Pref context 0x206
set coordinator discover conn 2027CA6C member 20285704 count O (err 0)
Cannot save the set coordinator err 0
conn 2027CA6C dir 1 loc 3
conn 2027CA6C snk ctx 519 src ctx 3
conn 2027CA6C dir 1 ep 20284A6C
Added snk stream 2022DB30, ep 20284A6C to conn 2027CA6C
Discover (conn 2027CA6C) sinks complete: err O

codec capabilities on conn 2027CA6C dir 2 codec 20271A70. Codec configurations:

Frequency 8000, 11000, 16000, 22000, 24000, 32000, 44100, 48000,
Duration 10000,
Channel count 2.
Frame length min 40, max 120
Frame blocks per SDU 1
Pref context 0x206
conn 2027CA6C dir 2 loc 3
conn 2027CA6C snk ctx 519 src ctx 3
conn 2027CA6C dir 2 ep 20284BFC
Added src stream 2022DB64, ep 20284BFC to conn 2027CA6C
Discover (conn 2027CA6C) sources complete: err 0

Step 2:Input "help" command to get the available command list

call_gateway>> help
"help": List all the registered commands

"exit": Exit program

scanning <on>/<off>

passkey <6 digital number>

passkey_confirm <yes>/<no>

unpair

vol_set[0 - 100]

vol_up

vol_down

vol_mute

vol_unmute

call_accept <callindex>: Accept a incoming call

call_outgoing <telephone bearer index> <callee_URI>: Originate a call
call_hold <callindex>: Hold a active call

call_retrieve <callindex>: Retrieve a active call

call_term <calllndex>: Terminate a call

call_join <callindex1> [<callindex2> <callindex3> ...]: Join the calls
remote_call_incoming <telephone bearer index> <callee_URI> <caller_URI>
<caller_nal

remote_call_term <calllndex>: Terminate a call

remote_call_answer <calllndex>: Simulate the outgoing has been accepted by the
reme

remote_call_hold <callindex>: Hold a active call

remote_call_retrieve <calllndex>: Retrieve a active call
call_gateway>>

Step 3:Initiate thelocaloutgoingcall
Input below command on the call gateway side to initiate the call.
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call_outgoing 0 <XX>:<YY>

Following message would appear on the console.

call_gateway>> call_outgoing 0 tel:qq
outgoing call: callee uri tel:qq

Config stream 2022DB64, ep 20284BFC
Audio Stream 2022DB64 configured
Config stream 2022DB30, ep 20284A6C
Audio Stream 2022DB30 configured
Audio Stream 2022DB64 QoS set

Audio Stream 2022DB30 QoS set

Audio Stream 2022DB64 enabled

Init Audio SAl and CODEC, samplingRate :16000 bitWidth:16
Set default headphone volume 70

Audio Stream 2022DB30 enabled

Audio Stream 2022DB64 connected
Audio Stream 2022DB30 connected
Audio Stream 2022DB30 started

Audio Stream 2022DB64 started
call_gateway>>

Note: In this example callee uri is set@sl:qgg. It can be any other uri (Other example
éelephone:nxp). But usehave to make sure that it is in <XX>:<YY> format.

Step 4:Accept the call
Input below command on the call gateway side to accept the call
call_accept <call_index>

OR

Input below command on the call terminal side to accept the call
call_accept 0 <call_index>

Following message would appear on the console.

call_gateway>> Accept a call, call index 1

Audio Stream 2025A624 disabled

Audio Stream 2025A624 QoS set

Audio Stream 2025A5EC disabled

Fail to stop stream (err -77)

Audio Stream 2025A5EC QoS set

Audio Stream 2025A624 stopped with reason 0x13

Audio Stream 2025A5EC stopped with reason 0x13

Audio Stream 2025A624 enabled

Init Audio SAlI and CODEC, samplingRate :16000 bitWidth:16

Set default headphone volume 70

Audio Stream 2025A5EC enabled

Audio Stream 2025A5EC started

Audio Stream 2025A624 started

Step 5:Reject/End the call

Input below command on the call gateway side to reject/end the call
call_term <call_index>
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OR

Input below command on the call terminal side to reject/end the call the call
call_term 0 <call_index>

Following type of message would appear on the console.

call_gateway>> call_term 1

terminate the call: call index 1

Audio Stream 2022DB64 stopped with reason 0x13
Audio Stream 2022DB64 disabled

Audio Stream 2022DB64 stopped with reason 0x13
Audio Stream 2022DB64 QoS set

Audio Stream 2022DB30 stopped with reason 0x13
Audio Stream 2022DB30 disabled

Fail to stop stream (err -77)

Audio Stream 2022DB30 QoS set

Audio Stream 2022DB64 released

Audio Stream 2022DB30 released

Return code 0

call_gateway>>

Step6: Initiate a call by remote.
Input below command totart the remote incomingcall.
remote_call_incoming 0 <AA>:<BB> <CC>:<DD> <EE>

Following type of message would appear on the console.

call_gateway>> remote_call_incoming 0 tel:qq tel:qq qq
incoming call: callee uri tel:qq, caller uri tel:qq

Config stream 2022DB64, ep 20284BFC

Audio Stream 2022DB64 configured

Config stream 2022DB30, ep 20284A6C

Audio Stream 2022DB30 configured

Audio Stream 2022DB64 QoS set

Audio Stream 2022DB30 QoS set

Audio Stream 2022DB64 enabled

Init Audio SAI and CODEC, samplingRate :16000 bitWidth:16
Set default headphone volume 70

Audio Stream 2022DB30 enabled

Audio Stream 2022DB64 connected

Audio Stream 2022DB30 connected

Audio Stream 2022DB30 started

Audio Stream 2022DB64 started

done, call index is 2

call_gateway>>

Note: In this example callee arwhllerboth uri is set agtel:qgg. It can be any other uri (Other example
ctelephone:nxpcalleg and ctelephone:nxpcalle€). But usehave to make sure thatriis in <XX>:<YY>
format./ I £ £t SNJ yI YS A& &S i othednamdjfoEexampigadp Galler O y 6S |y @

Step7: Accept the call by remote
Input below command to accept the remote incoming call
remote_call_answer <call_index>

Following type of message would appear on the console.

Remove answer the call: call index 1
Audio Stream 202F0688 disabled
Audio Stream 202F0688 QoS set
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Audio Stream 202F0650 disabled

Fail to stop stream (err -77)

Audio Stream 202F0650 QoS set

Audio Stream 202F0688 stopped with reason 0x13
Audio Stream 202F0650 stopped with reason 0x13
Audio Stream 202F0688 enabled

Init Audio SAl and CODEC, samplingRate :16000 bitWidth:16
Set default headphone volume 70

Audio Stream 202F0650 enabled

Audio Stream 202F0650 started

Audio Stream 202F0688 started

Return code 0
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5.31Telephone call terminal Application
This section describes the application to demonstratéhow to use the telephone call terminakample
of the LE audifeature.
The Call Terminal (CT) role is defined for headset type devices in telephony or VoIP applications. Typical
devices implementing the CT role include wireless headsets, speakers, and microphones that participate in
conversational audio.

NOTEThis sample application is only supported\&612 withi.MX RTQ60EVICbhoard

5.31.1 Prepare the setup for Application demo

This section describes the steps to prepare the setup for application demo execution.
Step 1: Build and flash the example project

Please refer to the previous sections 3-8.1.4 and 5.1.1 for instructions on importing a project, building
an application, running an application in debug mode and flashirapatication program for a few IDEs.
Step 2: Apply a power reset on i.MX RT EVK board

Step 3: Check the console on the connected computer screen to see the applicatiorupténgs.

5.31.2 Application execution
NOTEC KA & &l YLX S SEF YLX S garwhk a Sd i RBAISEIE S tKSLIKBY0OS A@yt & ¢ ¢
callgateway! LILX A OF A2y ¢ @

This section describes the steps for application execution.

Step 1: Press RESET button and restartittX RT EVEoard
When the demo starts, following message about the demo would appear on the console.

Copyright 2024 NXP

call_terminal>> Bluetooth initialized

Advertising successfully started

MTU exchanged: 23/23

Connected to peer: 50:26:EF:A2:F1:27 (public)

Starting TBS server discover

MTU exchanged: 65/65

Security changed: 50:26:EF:A2:F1:27 (public) level 2 (error 0)
Discover complete (err 0)! TBS count 1, GTBS found? Yes

After the message "Discover complete (err 0)! TBS count 1, GTBS found? Yes" is printed on telephone call
terminal side console, all features are ready.
Step 2:Input "help" command to get the available command list

call_terminal>> help
"help”: List all the registered commands

"exit": Exit program

vol_set[0 - 100]

vol_up

vol_down

vol_mute

vol_unmute

call_discover <subscribe flag>: Discover the TBS server features
call_accept <tbs index> <callindex>: Accept a incoming call
call_outgoing <tbs index> <callee_URI>: Originate a call
call_hold <tbs index> <callindex>: Hold a active call

call_retrieve <tbs index> <calllndex>: Retrieve a active call
call_term <tbs index> <callindex>: Terminate a call

call_join <tbs index> <calllndex1> [<calllndex2> <callindex3> ...]: Join the
calls

advertising <on>/<off>
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passkey <6 digital number>
passkey_confirm <yes>/<no>
unpair

call_terminal>>

Step 3:Initiate the local outgoing call
Input below command on the caktrminal side to initiate the call.
call_outgoing 0 <XX>:<YY>

Following type of message would appear on the console.

>>call_outgoing 0 tel:qq
outgoing  call: callee uri tel:qq, TBS index O
Return code 0
call_terminal>> List current state of current calls (err 0). TBS Index 255,
call c,
call index 1, state 1, flags 1.
List current calls (err 0). TBS Index 255, call count 1, call list,
call index 1, state 1, flags 1, remote uri tel:qq
List current state of current calls (err 0). TBS Index 0, call count 1, call
state,
call index 1, state 1, flags 1.
List current calls (err 0). TBS Index O, call count 1, call list,
call index 1, state 1, flags 1, remote uri tel:qq
List current state of current calls (err 0). TBS Index 255, call count 1, call
sta,
call index 1, state 2, flags 1.
List current calls (err 0). TBS Index 255, call count 1, call list,
call index 1, state 2, flags 1, remote uri tel:qq
List current state of current calls (err 0). TBS Index 0, call count 1, call
State,
call index 1, state 2, flags 1.
List current calls (err 0). TBS Index 0, call count 1, call list,
call index 1, state 2, flags 1, remote uri tel:qq
Control Point status update. A call outgoing (err 0). TBS Index 0, call index 1
List current state of current calls (err 0). TBS Index 255, call count 1, call
sta,
call index 1, state 2, flags 1.
List current calls (err 0). TBS Index 255, call count 1, call list,
call index 1, state 2, flags 1, remote uri tel:qq
List current state of current calls (err 0). TBS Index 0, call count 1, call
state,
call index 1, state 2, flags 1.
List current calls (err 0). TBS Index O, call count 1, call list,
call index 1, state 2, flags 1, remote uri tel:qq
List current state of current calls (err 0). TBS Index 255, call count 1, call
sta,
call index 1, state 2, flags 1.
List current calls (err 0). TBS Index 255, call count 1, call list,
call index 1, state 2, flags 1, remote uri tel:qq
List current state of current calls (err 0). TBS Index 0, call count 1, call
state,
call index 1, state 2, flags 1.
List current calls (err 0). TBS Index 0, call count 1, call list,
call index 1, state 2, flags 1, remote uri tel:qq
ASE Codec Config: conn 202581F8 ep 2025D2ES8 dir 2
Codec configurations:
Frequency 16000
Duration 10000
Frame bytes 40
Frame blocks per SDU 1
Location is invalid
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Channel count 2.ASE Codec Config: conn 202581F8 ep 2025D394 dir 1
Codec configurations:
Frequency 16000
Duration 10000
Frame bytes 40
Frame blocks per SDU 1
Location is invalid
Channel count 2.QoS: stream 2021A400 gos 2024D2D8
interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000
QoS: stream 20222818 qos 2024D2D8
interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000
Enable: stream 2021A400 meta_len 4
Enable: stream 20222818 meta_len 4
Init Audio SAlI and CODEC, samplingRate :16000 bitWidth:16
Set default headphone volume 70
Start: stream 20222818
Stream 20222818 started
Start: stream 2021A400
Stream 2021A400 started

Note: In this example callee uri is set@sl:qgg. It can be any other uri (Other example
¢telephone:nxp). But usehave to make sure that it is in <XX>:<YY> format.

Step 4:Accept the call
Input below command on the call gateway side to accept the call
call_accept <call_index>

OR

Input below command on the call terminal side to accept the call
call_accept 0 <call_index>

Following type of message would appear on the console.
call_terminal>> call_accept 0 3

call_accept 03

accept call: TBS index , call index 3

Return code 0

call_terminal>> Control Point status update. A call has been accepted (err 0).
TBS Index O, call index 3

List current state of current calls (err 0). TBS Index 255, call count 2, call
state list,

call index 1, state 0, flags 0.

call index 3, state 3, flags 0.

List current calls (err 0). TBS Index 255, call count 2, call list,
call index 1, state 0, flags O, remote uri tel:qq

call index 3, state 3, flags O, remote uri tel:qq
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List current state of current calls (err 0). TBS Index 0, call count 2, call
state list,

call index 1, state 0, flags 0.

call index 3, state 3, flags 0.

Step 5:Reject/End the call
Input below command on the call gateway side to reject/end the call
call_term <call_index>

OR

Input below command on the call terminal side to reject/end the call the call
call_term 0O <call_index>

Following message would appear on the console.

call_terminal>> call_term 0 4

Terminate call: TBS index 0, call index 4

Return code 0

call_terminal>> Invalid Frame

Call terminated(err 0). TBS Index 0, call index 4, reason 6.
Speaker mute

Call terminated(err 0). TBS Index 255, call index 4, reason 6.

Control Point status update. A call has been terminated (err 0). TBS Index O,
call4

List current state of current calls (err 0). TBS Index 255, call count 0O, call
sta,

List current calls (err 0). TBS Index 255, call count 0, call list,

List current state of current calls (err 0). TBS Index 0, call count 0, call
state,

List current calls (err 0). TBS Index O, call count 0, call list,

Disable: stream 2021A400
Audio Stream 2021A400 stopped with reason 0x13

Stop: stream 2021A400

Disable: stream 20222818

Audio Stream 20222818 stopped with reason 0x13
Release: stream 2021A400

Release: stream 20222818

Step 6:Initiate a call by remote.

Input below command to start the remote incoming call.
remote_call_incoming 0 <AA>:<BB> <CC>:<DD> <EE>

Following type of message would appear on the console.

Read incoming call URI tel:qq (err 0). TBS Index 0.
incoming call inst_index 0, call_index = 1, uri tel:qq
Read Friendly name qq (err 0). TBS Index 0.

Read incoming call URI tel:qq (err 0). TBS Index 255.
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incoming call inst_index 255, call_index = 1, uri tel:qq
Read Friendly name (err 0). TBS Index 255.
List current state of current calls (err 0). TBS Index 255, call count 1, call
state list,
call index 1, state 0, flags 0.
List current calls (err 0). TBS Index 255, call count 1, call list,
call index 1, state 0, flags 0, remote uri tel:qq
List current state of current calls (err 0). TBS Index 0O, call count 1, call
state list,
call index 1, state 0, flags 0.
ASE Codec Config: conn 202DE340 ep 202D9214 dir 2
Codec configurations:
Frequency 16000
Duration 10000
Frame bytes 40
Frame blocks per SDU 1
Location 3, channel count 2.
ASE Codec Config: conn 202DE340 ep 202D92DC dir 1
Codec configurations:
Frequency 16000
Duration 10000
Frame bytes 40
Frame blocks per SDU 1
Location 3, channel count 2.
QoS: stream 202EFF80 qos 202D9284
interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000
QoS: stream 202F6350 qos 202D934C
interval 10000 framing 0x00 phy 0x02 sdu 80 rtn 2 latency 10 pd 40000
Enable: stream 202EFF80 meta_count 1
Enable: stream 202F6350 meta_count 1
Init Audio SAlI and CODEC, samplingRate :16000 bitWidth:16
Set default headphone volume 70
Start: stream 202F6350
Start: stream 202EFF80

Note: In this example callee arwhller bothuri is set agtel:qgg. It can be any other uri (Other example
delephone:nxp O £ £ Stéldphomeyiigy Od f). B@& Gséhave to make sure thatriis in <XX>:<YY>
format./ I £ f SNJ yIYS Aa aSid Fa aljljés ocktpQallenOly o6S Fye

Step 7:Accept the call by remote
Input below command to accept the remote incoming call.
remote_call_answer <call_index>

Following type of message would appear on the console.

List current state of current calls (err 0). TBS Index 255, call count 1, call
state list,

call index 1, state 3, flags 1.

List current calls (err 0). TBS Index 255, call count 1, call list,

call index 1, state 3, flags 1, remote uri tel:qq

List current state of current calls (err 0). TBS Index 0, call count 1, call
state list,

call index 1, state 3, flags 1.

Disable: stream 202EFF80

Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
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Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error  -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)
Fail to send stream (error -77)

Stop: stream 202EFF80

Disable: stream 202F6350

Audio Stream 202F6350 stopped with reason 0x13

Audio Stream 202EFF80 stopped with reason 0x13

Enable: stream 202EFF80 meta_count 1

Enable: stream 202F6350 meta_count 1

Init Audio SAlI and CODEC, samplingRate :16000 bitWidth:16
Set default headphone volume 70

Start: stream 202F6350

Start: stream 202EFF80

5.32Wireless UART Sample Application

5.32.1

UM11442

The application implements a custom GATT based Wireless UART Profile that emulates UART over BLE.
Central and peripheral role can be switched by user button (SW8). To test the service/profile the "loT
Toolbox" application can be used which is availabldéih Android and iOSoT Toolbox can be found on

Apple App Store or Google Play Store.

wireless_uart Application Execution

Please refer to the previous sectioBd.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode, and flashing an application program for a few IDEs.
Please refer to sectio®.1for serial console tool setup.

5.32.1.1 Run the application

Press the power reset button on i.MX RT1@0K®oard to run the demo application downloaded on
the board. When the demo starts, the following message about the demo would appear on the console.

BLE Wireless Uart demo start...
Bluetooth initialized
Advertising successfully started

The demo requires user interaction. The application will automatically start advertising the wireless uart
Service after reset, the application can only accept 1 connection when configured as a peripheral.

The application will start scanning and connect to the wireless uart Service automatically.

Pressing the Button will switch from Peripheral mode to central mode and now taramect to8 devices.
We can use "loT Toolbox" or another wireless_uart example (use B to refer to) to test the current device.

peripheral role test:

Open "loT Toolbox" application on an Android or #artphone,select the "Wireless UART" option.
A device named "NXP_WU" should appear. Connect to "NXP_W&#ldaying the device from the scan
list. The Android/iO8evice should receive a prompt for a Bluetooth Pairing Request. Pteagglete the
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pairingprocess byentering thepasskey that iglisplayed on thalebugterminal. Oncepairing iscompleted,
we can nowtransmit andreceivedata over theemulated UARThterface.

BLE Wireless Uart demo start...

Bluetooth initialized

Advertising successfully started

Connected to 4B:6B:F0:B6:7C:F8 (random)

GATT MTU exchanged: 65

[ATTRIBUTE] handle 40

[ATTRIBUTE] handle 41

Passkey for 4B:6B:F0:B6:7C:F8 (random): 994660

Security changed: 20:39:56:C6:6C:6C (public) level 4 (error 0)
Data received (length 5): hello

central role test:

let B work as default state after reset.

short press the user button(SW8), the example will work as central can automatically connect to any
discovered wireless uart example. Each time short press, the example will scan and connecess wae
service if new device is found.

BLE Wireless Uart demo start...

Bluetooth initialized

Advertising successfully started
Scanning successfully started

[DEVICE]: 24:FC:E5:9F:EE:EB (public), AD evt type 3, AD data len 28, RSSI -92
[DEVICE]: 64:86:7F:5A:7C:7F (random), AD evt type 0, AD data len 23, RSSI -81
[DEVICE]: 64:86:7F:5A:7C:7F (random), AD evt type 4, AD data len 0, RSSI - 80
[DEVICE]: 65:F2:7E:9A:AF:C7 (random), AD evt type 0, AD data len 19, RSSI -89
[DEVICE]: 65:F2:7E:9A:AF:C7 (random), AD evt type 4, AD data len 0, RSSI -89
[DEVICE]: 63:F2:B1:6A:FC:3D (random), AD evt type 0, AD data len 18, RSSI -80
[DEVICE]: 63:F2:B1:6A:FC:3D (random), AD evt type 4, AD data len 0, RSSI - 80
[DEVICE]: 78:B3:AA:89:78:3B (random), AD evt type 0, AD data len 18, RSSI -80
[DEVICE]: 78:B3:AA:89:78:3B (random), AD evt type 4, AD data len 0, RSSI -79
[DEVICE]: 80:D2:1D:E8:2B:7E (public), AD evt type 0, AD data len 21, RSSI -43

Connected to 80:D2:1D:E8:2B:7E (public)

GATT MTU exchanged: 65

[ATTRIBUTE] handle 25

[ATTRIBUTE] handle 26

Security changed: 80:D2:1D:E8:2B:7E (public) level 2 (error 0)

NOTEThe device address, AD event type data len, and RSSI are variable, it depends on all the Bluetooth
device in test environment.

Send data 12345 in B device's Serial port terminal, then current device will print the following log.
Data received (length 5): 12345
Send data 123 in current device's Serial port terminal, then B device will print the following log.

Data received (length 5): 123

5.33Wi-Fi CLI ovalVireless UART Sampipplication

This section describes ttapplicationto demonstrate on hova wireless function based on "wifi_cli" demo
and "wireless_uart" demo, enable users to WeFicommandline interface(CLI) over BLE wireledSRT
The "loT Toolbox" application can be usedtest LE operationsvhich is available for Androidn Google
Play Store antDSon Apple App Store

NOTEThis sample application is only supported on IW612 with i. MRGRTEVKB board.
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5.33.1 WiFi CLI over ilessUARTApplication Execution

Please refer to the previous sectioB4.1-3.1.4and5.1.1for instructions on importing a project, building
an application, running an application in debug mode, and flashing an application program for a few IDEs.
Please refer to sectioB.1for serial console tool setup.

5.33.1.1 Run the application
Press the power reset button on i.MX RBDEVK®oard to run the demo application downloaded on
the board.
The application will automatically start advertising thizelessUARTService aftereset. The demo
require user interaction.
1 Open "loT Toolboxapp on mobile and selectthe "Wireless UART" option
Search for the'NXP_WU"'named deviceén the scanresultg ¥ &aL2¢ ¢.22f 6 2E¢ | LILJ
Qick on the "NXP_WU"deviceto pair with i.MX RT EVK board.
Accept thePair requeston "loT Toolbox" app or else connection may fail.
The following messagef the demo would appear on théioT Toolbo% mobile appconsole.

=A =4 =4 =4

loT Toolbox

‘ UART &
Wireless Console

CLI Build: Feb 13 2025 [12:51:51]
Copyright 2024 NXP

MCU Board: MIMXRT1060-EVKC

STA MAC Address: A0:CD:F3:77:E5:00
app_ch: WLAN initialized

WLAN CLIs are initialized
CLIs Available:

help

Status: Connected

91 After successfupairing, "loT Toolbox" appcan send/receive the datato the i.MX RT EVKoard.

f  "loT Toolbox" appA & Yy 2 (i \YIOR RAKYF NI W (i S Npredsy/ To @iy ihiSinigatiori, S &
change thedefault macro " #define END_CHAWR"" to any other uncommonly used character,
ddzOK a a I RSTAYS 9b5 g/ | ! wMXREY BVKdoar ¢n thiskSBK pate dzNO S
" <SDK_2XX X MIMXRT117€EVKB\boards
evkbmimxrt1170 evkbmimxrt1170_wifi_cli_over_ble_wuwifi\cli.c".
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f  Send the commanendingwith special charactex S E | Y LI Sy | FORUNE héidlREl | &y
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